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import pandas as pd
import io

# 1. Simulate raw log data (CSV format)

# In the real world, this would be a large file.
log_data = """timestamp,source_ip,status_code
2025-08-16 10:00:01,192.168.1.10,200

2025-08-16 10:00:05,192.168.1.10,404

2025-08-16 10:00:10,192.168.1.10,404

2025-08-16 10:00:15,10.0.0.5,200

nnn

# 2. Load the data into a DataFrame
df = pd.read_csv(io.StringI0(log_data))

# 3. FEATURE EXTRACTION

# An AI cannot just read "404". It needs a count or a rate.

# Here, we convert raw rows into a statistical summary.

# Logic: Group by IP address, then count how many times '404' appears.

features = df.groupby('source_ip') ['status_code'].apply(
lambda x: (x == 404).sum()
) .reset_index(name='error_count_feature')

print("Data ready for AI Model:")
print (features)

# Output:

# source_1ip error_count_feature
# 0 10.0.0.5 0
# 1 192.168.1.10 2
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Machine , Artificial Intelligence (n 2!Jl 3, A -0 2 cl;\:,e L &5
¢supervised--- 4.}l ML GSL& Je < »2iw Deep Learning s Learning

oS (G jwy ---reinforcement learning s csemi-supervised cunsupervised
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Gl Ol e 2 5eal Al :DL 5 <ML (AT 1.2

Ar- Slodlaas plised 2 L Qe dui s o Vol e g s ¢los aulaf oL
Deep Learning s ¢<Machine Learning (ML) , ctificial Intelligence (AI)
2y Te p BYe O3 ez ﬁauﬁ Ju I odsldl (DL)

1. AT (Artificial Intelligence) AI = THE GOAL:
< MACHINES THAT
T——>| PERFORM TASKS
NEEDING HUMAN
INTELLIGENCE

/////////N///’ 4
2. ML (Machine Learning) | X

ML = A METHOD:
LEARNS PATTERNS FROM
DATA INSTEAD OF

| HAND-WRITTEN RULES |

DL = A TYPE OF ML: |
DEEP NEURAL NETWORKS
WITH MANY LAYERS

AL = ARTIFICIAL INTELLIGENCE; ML = MACHINE LEARNING; DL = DEEP LEARNING.
INNER CIRCLE IS A SUBSET OF THE OUTER CIRCLE

EVERY DEEP LEARNING SYSTEM IS MACHINE LEARNING, AND EVERY MACHINE LEARNING SYSTEM IS AL, BUT NOT THE OTHER WAY ROUND.

VAT (o s 58 ML 5 (ML 0 o » 48 DL i bl @) :1.2 K2

Artificial Intelligence (AI) 1.1.2

oast 5N o oo g5 4] caesY) JIdI s Artificial Intelligence (AT)
Plell o ol L2 265 Sl e (g plell el LS als] T T LY
oy (L oy LA S @3N e 3 nlly g padl A1ysY1 e Sy
pline OB ciladll Ll S o595 cple o83 Glo s AT S Sad) e b al

A Ao K28 530 e <Y Bewme Ll g 1 Glad) s LT AT il
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Machine Learning (ML) 2.1.2

6 5598 5550 S 28 8 AT 0 (£ 3 S » Machine Learning (ML)
el 1K oo Yoy dait e K)o S\t o 3 Bys SN e o
LUVl ods paind 2 LEYI Je sl UL Tey® 13 ML Gl o455 oy
leklar mes i) 550 3 e e UL Ol O3 T Sl o 2380
B30 e (3 ) el i (UL e 50

Deep Learning (DL) 3.1.2

psd .machine learning |&|> jaascs £ 5 Ja> » Deep Learning (DL)

L 0 sew sby cartificial neural network o) OlLeyyldl e \:u\; C:}S
CU:L.AAJ}.?AJ oyl Al el e Bsdane Olib e ozl oda (zg):i 'S A %—Le.ﬂ\
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Supervised Learning 1.2.2

O Ayl %u:: (3.2 ﬁ'ﬂ\) (c):..i ML GSL& jfi Supervised learning Js
s 12 Gl JesY Ol e em 8 0 S OUL, G52

Sbly) L 8 Sl LI é\xl‘ 357+ (2.2 Sall) S, rkxl\ Jee 1ds L}Sz
53 et fo o I Con (Sl Bl Y1 liie e i 3 L (DU
.w

ry

1. TRAINING DATA | 2. MODEL TRAINING | 3. PREDICTION

(Practice Exam with Answer Key) | (Learning the Mapping X to y) (Exam with Hidden Answers)

INPUT DATA  LABELS 5 NEW UNSEEN
(X) ) N INPUT

(58 ;
=====) X +y PAIRS :}Tgf(“)@?:“;[’ﬁ

B8 e,

S0

FLEARNING | | /] (¢
| ALGORITHM |
y iy

T

PREDICTED
LABEL
The teacher supplies both the The student learns the rule that The trained model labels an input
questions and the answers. links each input to its label. it has never seen.

i X = input features; y = correct label; f = the learned mapping from X to y

AL (X)) desyl e cead) é\’: :Supervised Machine Learning :2.2 Lﬁ.i

Cybersecurity L} CALE.,LJ
(4.2 J§.§J\) doaie & 53l L (P ods (g4 541) Classification .1
bl "Spam” ("Malware" Jilis "Aa" :}L‘w) Ol :Binary Classification
0(502 ﬁ‘) (“drsﬂ“

Ran-" :malware wlc yJ< c)kﬁ») e Q»jf\ :Multiclass Classification ¢

«("Worm" ,| "Spyware" ¢"Trojan" ¢"somware

ahad URL Olyie Ole J) 23,81 iz Loy Phishing (o282 W) 25
.(1) Phishing 5 (0) ;#§ L] olsl
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1. TRAINING PHASE (BUILDING THE MODEL)

(INPUT DATA )=
- (?Q/ Y i
GROUND TRUTH) =7
R o

T INEEDENAE BUACE (1ot~ T ammer N T T T T T URRozeN

TRAINING NEEDS BOTH X AND
Y AND CHANGES THE MODEL.

= TRAINED MODEL; Y HAT = PREDICTED LABE! LEAVES THE MODEL UNCHANGED.

X = INPUT FEATURES; Y = TRUE LABELS;J INFERENCE NEEDS ONLY X AND
F L

+Supervised Machine Learning chm dc dele S)EJ :3.2 ﬁl

1. LABELLED SAMPLES | 2. MODEL TRAINING | 3. PREDICTION

(Security Events with Known Classes) (Learning to Separate Classes) (Assigning a Class to a New Event)

| [FBENIGN || & 2 |\ e
"TRAFFIC . \%‘\;J ,»\*% @2

§ ‘

B (o= N
3»" == CLASSIFIER @%&; T\
e ES) | =)

CLASSIFICATION = predicting a discrete category.
Binary: two classes. Multiclass: three or more classes

Each training example already The algorithm learns what tells The classifier outputs one
carries its class. the classes apart. category, not a number.

ML Classification Jc Wle s ks 4.2 J§.’L

+(6:2 ) 1) 3 jozns L3 Aty 5] Aoy & odn (g:.ﬁ\}lﬂ\) Regression .2
5! JT bl (3321’ Q\é | da (r.,\a;:,.:; «cybersecurity 3

PLYI 5o 5 ¢(0.10 3] 0.0) %Y1 5 22 CVSS 3y s Gyt 5 el
(7.2 SKal) S el 590 ) ¢ 2l el 1S Tkn P 5

e oLl sae ol LS & CS)J:’\ é\a:': .Risk Score 1;14. \;;}L‘ 3 Z\Z‘LES\J.@L;
.SJL‘.S\-‘ R?).a M)‘ C:\Wl‘
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1. FEATURE SPACE (Two Measurements per Sample)

X2 DECISION
BOUNDARY

| 2. THE RULE
|
\NEWSAMPLE i
|
|
|
|
|

(How a Prediction is Made)

LEFT OF THE LINE = |
PREDICT BENIGN

RIGHT OF THE LINE =
PREDICT MALWARE

—T T T T T T > X1

_TRAINING DRAWS THE LINE THAT x1, x2 = input features; the boundary is what the model
BEST SEPARATES THE TWO CLASSES,_ | learsi the output is a discrete category, not a number

_PREDICTION IS JUST ASKING
WHICH SIDE A NEW POINT FALLS ON._

ol bad sgus s :Classification :5.2 K&

import numpy as np
from sklearn.linear_model import LogisticRegression

# --- CLASSIFICATION EXAMPLE: Phishing Detection —--

# 1. Dataset (Features: [URL Length
# Long URLs and '@' symbols are sus:
X_train = np.array([
[15, 01, [22, 01, [18, 01, # Benign samples (Short, no '@')
[85, 11, [90, 21, [75, 11  # Phishing samples (Long, has '@')

Number of '@' symbols])

cious.

D

# Labels (0: Benign, 1: Phishing)
y_train = np.array([0, 0, 0, 1, 1, 1])

# 2. Train Model
clf = LogisticRegression()
clf.fit(X_train, y_train)

# 3. Predict on new data
new_email = np.array([[80, 1]]) # 4 long URL with an '@' symbol
prediction = clf.predict(new_email)

print(f"Classification Prediction: {prediction[0]} (1=Phishing, 0=Benign)")

+(Phishing) %4 3| :Supervised Classification :2 Listing

Unsupervised Learning 2.2.2

unsupervised learning &la) & Jow5 csupervised learning - (22!
(82 S8 G 522 Do Ul I UL oo

G AN e gt by A AN B e 090 W e o GRT M 3
L 03¢ 3 all oLVl aady caly )l e 2l oYl
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r 1. TRAINING DATA \ 2. MODEL TRAINING 3. PREDICTION
(Examples with knuwn values) (Learnmg the pattern) (Output is a number)

Every training example carries | Regression = suporvised learning that predicts The trained model outputs

a numeric label. a continuous numerical value, not a category a number for an unseen input.

Regression e 4l &,k :6.2 J§.’~

1. LINE OF BEST FIT 2. RESIDUALS

(The trend the model learns) (How far each goint
The Regression Line misses the line

Contlnuous Output (Line of Best Fit)
/ (Value) . ﬁ

~ Q ®° RO
S D
NS
-+
[
[=2]
S
I—
’
.- Error «
> Residuals
Input (x)
Residual = vertical gap between an observed point and the fitted line;
the best line makes the residuals as small as possible overall
Regression predicts a number, not a category. Training minimises the total error across all points.

Aol SalE YL sl s %S :Regression :7.2 ‘ﬁ,fu

Cybersecurity (3 <la s

\;,f 63&:&-\ ke L;J\ Ol bl wad N3 ez Anomaly Detection .1
Zero-Day ¢ xiS) Ll W@ bl (2 ods cu,eY\ L; (9.2 Sl Llall e
B EA P WA | KN PUPOR p,u&\ Lé 05 &> cInsider Threats }\ attacks
TP ek

ddl Jeomad del K é::: JIsolation Forest i), 4 KW\ r.\oa:...s
WSpdas” ! Al 5,3 dyle e Wi e "Wl
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import numpy as np
from sklearn.linear_model import LinearRegression

# --- REGRESSION EXAMPLE: Risk Scoring ---

# 1. Dataset (Feature: [Count of Open Critical Vulnerabilities])
X_history = np.array([
[01, [11, [21, (51, [10]

# Labels (Target Risk Score: 0.0 to 100.0)
# Notice the relationship: More wulnerabilities = Higher Score
y_history = np.array([10.0, 25.0, 40.0, 65.0, 95.0])

# 2. Train Model
reg = LinearRegression()
reg.fit(X_history, y_history)

# 3. Predict Risk for a system with 7 open vulnerabilities
new_systen = np.array([[7]])

predicted_score = reg.predict(new_system)

print (£"Regression Prediction (Risk Score): {predicted_score[0]:.2f}")

+(Risk Score) 5 jetus 4ok 34| :Supervised Regression :3 Listing

1. INPUT DATA 2. MODEL PROCESSING 3, CLUSTERING / GROUPING

(No labels, no categories) (Finding structure on its own) . (Structure discovered)

#,
5 >

Pnsupervised learning = the model receives data only,
with no answer key, and must find patterns by itself The model groups items by similarit;
Nobody tells the model what the groups are. ¥ P y ltgfln s on its I:\{vn Y

led) e bl 3 ﬂi\ CSJ.&’\ 22 :Unsupervised Learning :8.2 Lﬁ.i

e e 3l e L) ol b s 2 Clustering ¢s2 Clustering .2

j L:‘Lllﬁ sl malware Ole Cadad lda Oﬁﬁ\ M piid .(10.2 SN N
.botnets (3 ;8 ! piall :@>;J_' =

s e LK S, S ~ Mad K-Means i), 5 5 ) (r.,\a;.,wz

oSl yedt ke bayLs] o

obe fe Oei}/\ ol oleyd of ol %  Dimensionality Reduction .3

p5 sl Bnoy i Lidlao ot e ¢ (3 Ls L o3Vl el n) 1)
‘JKJJ\) Tagl) Obeglally Lla>Y) & <bLl oda Lixia Dimensionality reduction
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1. NORMAL BEHAVIOR DATA 2. MODEL TRAINING ig OUTPUT & ALERTS

(What usual looks like) (Learning the boundary of (Flagging what does not fit) |-,
; normal) il

Anomulous_.j;’@E N

Point -

Anomaly = a data point that lies far outside the learned normal
distribution; used to catch zero-day attacks and insider threats

The model is trained on normal behaviour only. Anything far from normal is raised as an alert.

&)}:J\ & sl Y L}M % sl f:ﬁ\ AJ4£ :Anomaly Detection :9.2 ‘.,K‘t'
L] w‘
=

from sklearn.ensemble import IsolationForest
import numpy as np

# -—— ANOMALY DETECTION: Insider Threat ---

# 1. Training Data (Normal User Behavior)

# Feature: [Number of File Accesses per Minute]

# Most users access about 5-10 files.

X_normal = np.array([[5], (6], [5], [7], [10], [8], [511)

# 2. Train Model

# contamination=0.01 tells the model that anomalies are rare.
iso = IsolationForest(contamination=0.01, random_state=42)
iso.fit(X_normal)

# 3. Live Data Monitoring

# User A accesses 6 files (Normal)

# User B accesses 1000 files (Data Ezfiltration Attempt)
X_live = np.array([[6], [1000]11)

predictions = iso.predict(X_live)

# Output: 1 = Normal, -1 = Anomaly

print (£"Predictions: {predictions}")

# Egpected: [1, -1] -> User B flagged as anomaly

Ol Akl e Jge L o 228 Isolation Forest r\.\é::.w\ :4 Listing

(1.2
i y# Laia) PCA (Principal Component Analysis) . 6 i3l s-.\a;:,..ﬁ

.Jhw\éu&;gﬁ)&ij\w&éucﬁéZde\)ySécS;f;QULz

Semi-supervised Learning 3.2.2

Lo Sl ) SULIY 0 60 45 ol e ¢ »» Semi-supervised learning
(122 Kl sleadl e OULN e 5087 45 o e dl
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1. INPUT DATA 2. MODEL TRAINING 3. CLUSTERED OUTPUT
(Measuring similarity)

(Unlabeled) . (Groups by similarity)

Cluster 1 Cluster 2
\ -

Unlabeled
éData Points

oA
~ -

o \
CLUSTERING ; ‘
* LALGORITHM | ° 5
@l é@, o] f Cluster 3
Clustering = grouping unlabeled points so that items in one group are more alike
than items in different groups; used to sort malware families and botnet hosts

The input carries no group names at all. The groups emerge from similarity, not from labels.

L) etk sled) e oL @é :Clustering :10.2 K

from sklearn.cluster import KMeans
import numpy as np

# --— CLUSTERING: Traffic Categorization ——-

# 1. Unlabeled Data (Features: [Packet Size, Destination Port])
# We have mized traffic, but we don't know what is what.
X_traffic = np.array([
[64, 531, [70, 531, [60, 531, # Small packets on Port 53 (DNS)
[1500, 443], [1450, 443], [1500, 443] # Large packets on Port 443 (HTTPS)
ib)

# 2. Train Model

# We ask the model to find 2 distinct groups (clusters)
kmeans = KMeans(n_clusters=2, random_state=42)
kmeans.fit (X_traffic)

# 3. Analyze Results

print (£"Cluster Labels: {kmeans.labels_}")

# Ezpected: [0, 0, 0, 1, 1, 1]

# The model successfully grouped DNS traffic separately from HTTPS traffic.

Lzl e B2 $ ~ C,wv.J K-Means r\J;s.«\ :5 Listing

Echv Uis malware 4 %{B <l gyl Jedl aw ccybersecurity L}
Semi- & o o A o ole) SUY w0 3 mas (a2 ol Alax)
Il C\:Sw\) By 2Ll o) 2l ol {-\.\ae:wub #&2ll oJa supervised learning
eeldd e 2l @y L) e olalll

f-"' -5 By el e Sl e W o= +Label Spreading e 7wl fj
£ 0Ll Q31 AL (1510) Byl Slandl iy SV s (] 73591 s
TSP
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1. HIGH-DIMENSIONAL DAﬁ ﬁ MODEL PROCESSING 3. REDUCED-DIMENSIONAL DATA
(Many Features)

[E6.5 L0G FEATURES

(Compressing the Data) (Fewer Features)

EG. 2 COMPONENTS

KEEP ~95% OF
INFORMATION

DIMENSIONALITY )
REDUCTION

" COMPRESS

] I i

ALGORITHM (PCA) |

. ) (E

| PCA = PRINCIPAL COMPONENT ANALYSIS; PC1, PC2 = | FEWER FEATURES KEEP THE PATTERN

T00 MANY FEATURES SLOW PROCESSING
AND CANNOT BE PLOTTED.

THE TWO NEW AXES THAT CAPTURE THE MOST VARIATION AND DROP THE NOISE.

.‘_}ZT ;laj Sl s4aall O Las :Dimensionality Reduction :11.2 K&

from sklearn.decomposition import PCA
import numpy as np

# —-— DIMEN

ONALITY REDUCTION: Log Compression ---

# 1. High-Dimensional Data (5 Features per log entry)
# Imagine features: [CPU, RAM, Disk, Net_In, Net_Out]
X_logs = np.random.rand(10, 5)

print(£"Original Shape: {X_logs.shape} (10 samples, 5 features)")

# 2. Apply PCA
# We want to compress 5 features down to 2 "Principal Components”
pca = PCA(n_components=2)

X_compressed = pca.fit_transform(X_logs)

# 3. Result

print (f"Compressed Shape: {X_compressed.shape} (10 samples, 2 features)")
print(f"Information Retained: {np.sum(pca.explained_variance_ratio_):.2%}")
# We typically retain -95% of the information while removing noise.

Yl e M) S Lt PCA plasen) 16 Listing

Reinforcement Learning (RL) 4.2.2

L} Olel | AN R LRI LI AR WL g\;\z’ reinforcement learning L}
(132 Kl Sas ad iy

IV oo Jor b e g MU* Jedl L) 2 Y A G e e
¢((Lhe L&) Penalty o) (2] bls) Reward iz, ¢\x) J& Jladily 4 2
W5y ,0 B gl gl & o

"CLMJ\" j "l 2 0K 13 L ‘lkx:. b Firewall Agent 8 43\ 5‘5’-
e 0 dos 28538 Glyie K8 F Al G ogme TP Gl e 5y 12
G g bl Cpeindl i Ly (Sl ) SBKG g 55l P gl
(pid] 5 K2)
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1. HYBRID DATASET
(A Few Known, Many Unknown)

‘ ( SMALL LABELED DATA
‘. (Expensive)

2. MODEL TRAINING 3. IMPROVED DETECTION MO‘\
(Spreading the Labels) (Unknown Files Now Classified)

BAD FILES

MALWARE
(DETECTED!)

» || _TRAINED
N—

LABELS SPREAD TO
MANY SIMILAR NEIGHBOURS

NKNOWN — 54
e ™ —7d] ['SEMI-SUPERVISED
. ALGORITHM
Bl

Labeled = a:',:‘:' ;{;-:XE:':S;"“ confirmed A few known bad files teach
Unlabeled = collected but never analysed the model to label the rest.

Expert labels are scarce; raw
files are cheap and plentiful.

2 A8y Al OULJ) e Oleld) 2§ :Semi-supervised Learning :12.2 ‘,,K:‘

import numpy as np
from sklearn.semi_supervised import LabelSpreading

# --- SEMI-SUPERVISED EXAMPLE: Maluare Label Propagation ---
# 1. Dataset (Feature: [File Entropy, File Size])
X = np.array([

[0.1, 1001, [0.2, 120], # Cluster 4 (Likely Benign)
[0.9, 9001, [0.8, 9501, # Cluster B (Likely Maluare)
[0.15, 110], # New File 1 (Unknown)
[0.85, 920] # New File 2 (Unknown)

n

# 2. Labels (0: Benign, 1: Malware, -1: Unknown/Unlabeled)
# We only know the ground truth for the first 4 files.
y_mixed = np.array([0, 0, 1, 1, -1, -1])

# 3. Train Model (Label Spreading)

# The model measures similarity to guess the -1 labels.
model = LabelSpreading(kernel='knn', n_neighbors=2)
model.fit (X, y_mixed)

# 4. Results
print(£"0riginal Labels: {y_mixed}")

print(f"Inferred Labels: {model.transduction_}")

# Expected: The last two files should become [0, 1] based on neighbors.

REPRC el Jo il By all e W) wued Label Spreading (n\.,\ér.:w\ :7 Listing

Supervised Learning & sw 5.2.2
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1. AGENT (The Learner) P\C‘\ON (eg Blockor A,y 2. ENVIRONMENT

Q-TABLE Status,
(Score per Action) =Skull)

. . "Reward = positive points for a good outcome . .
The agent is never told the right (hreach prf:ented)f 9 The environment answers with a score,

answer; it tries actions. e o b?a?kl:: points for a bad outcome | and the agent updates its strategy.

.StKl\-Z\ig\-M\ 4> :Reinforcement Learning :13.2 K2

import numpy as np
import random

# --- RL EXAMPLE: Q-Learning Firewall Agent ---

# 1. Setup Environment

# Actions: 0 = Allow, 1 = Block

# State: A specific IP Address (e.g., "192.168.1.5")

q_table = { '192.168.1.5': [0.0, 0.0] } # [Value of Allow, Value of Block]

def get_reward(action, is_malicious):
if is_malicious and action == 1: return +10 # Good: Blocked attack
if is_malicious and action == O: return -50 # Bad: Allowed attack (Breach)
if not is_malicious and action == 1: return -10 # Bad: Blocked user (Complaint)
return +5 # Good: Allowed user

# 2. Simulation Loop (Training)

ip = '192.168.1.5'

is_malicious = True # Ground truth (Agent doesn't know this yet!)
learning_rate = 0.5

print (" Training Start ---")
for episode in range(5):
# Step A: Choose Action (Ezploration vs Exploitation)
# Simple logic: mostly pick the action with highest current value
current_values = q_table[ip]
if random.random() < 0.5:
action = random.choice([0, 1]) # Ezplore (Random)
else:
action = np.argmax(current_values) # Ezploit (Best known)

# Step B: Act and get Reward
revard = get_reward(action, is_malicious)

# Step C: Update Q-Table (Learn)

# New Value = 0Old Value + Learning Rate * Reward

old_value = q_table[ip] [action]

q_table[ip] [action] = old_value + (learning_rate * reward)

print(f"Ep {episode+1}: Action {'Block' if action==1 else 'Allow'} -> Reward {reward}")
print("--- Training End ---")

print(f"Final Q-Values for IP: {q_table[ip]}")
# Ezpected: Indexz 1 (Block) should have a much higher value than Index O (Allow).

« M Gl )l @b Reinforcement Learning 4l :8 Listing
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1. DATA COLLECTION 2. DATA PREPROCESSING 3. FEATURE ENGINEERING 4.SPLITDATA |
(GATHER LABELED RECORDS) (CLEAN THE DATA) (CREATE USEFUL COLUMNS) (LOCK AWAY THE TEST SET)

9 1200 == | | 7 PACKET SIzE
Q0 C=
{, = | /(R = &
0: /@ ? L DATA /
o i
N s QE > CONNECTION | | RAINING SET TESTING ST
o DURATION | ! (30 %) (20%)

7. MODEL EVALUATION 9. DEPLOYMENT |

immmi]

5. MODEL SELECTIbN 6. MODEL TRAINING 8. HYPERPARAMETER

(CHOOSE AN ALGORITHM) (LEARN THE PATTERNS) (TEST ON UNSEEN DATA) +  TUNING (RUN ON LIVE TRAFFIC)
TRAINING SET ~ TESTING SET (ADJUST THE DIALS)
I%? 2
o
RANDOM )
CNN REAL-TIME

PREDICTION:
MALICIOUS

FOREST

THE TEST SET LEAKS INTO TRAINING

STEPS 1-4 PREPARE THE DATA; STEPS 5-9 BUILD
PREPARING THE DATA: COLLECT, CLEAN, ENGINEER, THEN SPLIT. AND USE THE MODEL. SPLIT BEFORE SCALING OR BUILDING THE MODEL: CHOOSE, TRAIN, EVALUATE,

TUNE, DEPLOY.

Supervised Learning & s :14.2 K&
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import pandas as pd
from sklearn.model_selection import train_test_split

# 1. Data Collection (Mock Dataset)
# Features: Duration (sec), Source Bytes, Destination Bytes
data = {
‘duration': [0.1, 5.2, 0.2, 12.0, 0.1, 0.5, 4.5, 1.2, 0.1, 3.0],
'src_bytes': [64, 5000, 128, 9000, 64, 256, 4500, 500, 64, 6000],
'dst_bytes': [1000, 0, 500, 0, 800, 1200, 0, 300, 950, 01,
'label': [0, 1, 0, 1, 0, 0, 1, 0, 0, 11 # 0: Benign, 1: Malicious
}
df = pd.DataFrame(data)

Data Splitting
df .drop('label’, axis=1)
£

2.
= df['label']

#
X
y

# stratify=y ensures both sets maintain the same ratio of attacks
X_train, X_test, y_train, y_test = train_test_split(

X, y, test_size=0.2, random_state=42, stratify=y
)

w0l V) Loty UL L 25 T kil 29 Listing

«features wj Gosde Lalas ;Lﬁ\;j J‘Ji j 4. :Feature Engineering (3)
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from sklearn.preprocessing import StandardScaler

# 3. Feature Engineering

# Create a new feature: Bytes per Second (Transfer Rate)

# We apply the calculation to both sets independently

X_train['bytes_per_sec'] = X_train['src_bytes'] / (X_train['duration'] + 0.01)
X_test['bytes_per_sec'] = X_test['src_bytes'] / (X_test['duration'] + 0.01)

# 4. Data Preprocessing (Scaling)
scaler = StandardScaler()

# CRITICAL: We 'fit' the scaler ONLY on the Training data
X_train_scaled = scaler.fit_transform(X_train)

# We use those learned parameters to transform the Test data
X_test_scaled = scaler.transform(X_test)

olesVae 2 L Ll O Lwldy Olall duds 4 4 3 Olglad) 110 Listing

C)l'c 78 [N [ WO IS machine/learning Aoyl Aol :GS}&‘\ ok (5)
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from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import GridSearchCV

# 5. Model Selection (Random Forest)
rf = RandomForestClassifier(random_state=42)

# 6. Hyperparameter Tuning (using Cross-Validation on X_train)
param_grid = {'n_estimators': [10, 50], 'max_depth': [3, 5]}
grid_search = GridSearchCV(rf, param_grid, cv=2, scoring='f1')
grid_search.fit(X_train_scaled, y_train)

# 7. Model Training (Automatic via GridSearchCV)
best_model = grid_search.best_estimator_
print(£"Best Parameters: {grid_search.best_params_}")

.CS)P\ Ky Jawpy Jlas) 7-5 Olghadif 111 Listing

o e r.\égz.u\ sV (::H Ay 2l testing set r.\égw\ c\;&i :CS}P\ f:":d (8)
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from sklearn.metrics import classification_report

# 8. Model Evaluation
# Predict using the locked-away X_test_scaled
y_pred = best_model.predict (X_test_scaled)

print("--- Final Test Set Evaluation ---")
print(classification_report(y_test, y_pred, target_names=['Benign', 'Malicious']))

A e sl Y a2 e Gl gl 18 &5k 12 Listing

sA el B 3 Ol el 3l 0Ll plls 3 23580 25 LU, 2 (9)

el LU s o ool oW1 50 o B 1l 23,91 30 % o
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# 9. Deployment (Simulation)
def analyze_packet(duration, src_bytes, dst_bytes):
# Create single-row DataFrame
live_data = pd.DataFrame([[duration, src_bytes, dst_bytesl],
columns=['duration', 'src_bytes', 'dst_bytes'l])

# Repeat Feature Engineering
live_data['bytes_per_sec'] = live_data['src_bytes'] / (live_data['duration'] + 0.01)

# Scale using the TRAINING scaler
live_scaled = scaler.transform(live_data)

# Predict
prediction = best_model.predict(live_scaled) [0]
return "ALERT: Malicious" if prediction == 1 else "Benign"

# Simulate an incoming packet
print (analyze_packet(15.0, 10000, 0))

e B Jen psh st 358 36712 19 5 5kdtl 13 Listing
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Logistic Regression

[FRUIN. %5.;:3..“ Ol Wl |2 .classification 4|5 ods cfw‘}!\ o r.o)\ Je
ol s 73508 fawr Ll 4 ("spam e 055 01 75% T 3" ¢Slee) dme 15 )
o s el B B o (Y St

CLASS 1 (MALICIOUS)

CLASS 0O (BENIGN)

DECISION
_________ THRESHOLD
(P=0.5)

PROBABILITY (P)

1 >
>

- () +
I N PUT ( z = weighted sum of the input features;
z P = estimated probability the event is malicious

Below the threshold the model predicts benign. Above the threshold the model predicts malicious.

d! 15l ad sigmoid 4ls Logistic Regression oo :15.2 ﬁ

from sklearn.linear_model import LogisticRegression

# 1. Initialize
clf = LogisticRegression()

a i¢ of features, y_train: Vector of labels
print("Training Logistic Regression...")
clf . fit(X_train, y_train)

# 3. Use
print("Prediction:", clf.predict([sample_datal))

.Logistic Regression . Xy J.ac :14 Listing

Support Vector Machines (SVMs)
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2. CLASS 1 (Malicious Traffic)
SVM = SUPPORT VECTOR MACHINE; SUPPORT }

L VECTORS = THE CLOSEST POINTS, THE ONLY
ONES THAT FIX THE BOUNDARY
_SVM PICKS THE LINE THAT KEEPS

_BENIGN POINTS FAR FROM THE LINE DO NOT MOVE IT._ THE MARGIN AS WIDE AS POSSIBLE._
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from sklearn.svm import SVC

# 1. Initialize
# Kernel='linear' creates a straight boundary; 'rbf' creates a curved one
clf = SVC(kernel='linear', C=1.0)

# 2. Train (Fit)

# SVM training can be slow on very large datasets
print("Training SVM...")

clf.fit(X_train, y_train)

SVM . ;& das :15 Listing

Decision Trees
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from sklearn.tree import DecisionTreeClassifier

# 1. Initialize
# mag_depth=5 restricts the tree growth to prevent overfitting
clf = DecisionTreeClassifier (max_depth=5)

# 2. Train (Fit)
print("Training Decision Tree...")
clf . fit(X_train, y_train)

Decision Tree . Xy J.ac :16 Listing
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from sklearn.ensemble import RandomForestClassifier
from xgboost import XGBClassifier

# 1. Initialize
rf_model = RandomForestClassifier(n_estimators=100)
xgb_model = XGBClassifier(n_estimators=100, learning_rate=0.1)

# 2. Train (Fit)
# Random Forest trains trees in parallel (fast)
rf_model.fit(X_train, y_train)

# XCBoost trains trees sequentially (slower but often more accurate)
xgb_model.fit(X_train, y_train)

.Ensemble 3 b . ,x :17 Listing
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1. INPUT LAYER 2. HIDDEN LAYERS 3. OUTPUT LAYER
(Raw Features In) (Weighted Connections Learn) (Prediction Out)
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WEIGHT el Y

INPUT FEATURES byl L
(e.g., Packet Size, ( 'Jfr:::ing) %
Port, Flags
gs) u R

PREDICTION
(Malicious / Benign)

— DATA FLOW (Forward Pass)

Training adjusts every weight
until the prediction error is small.

Circle = neuron; Line = weighted connection;

Raw numbers go in, no hand-made rules needed. NN = Neural Network, fully connected feed-forward

JFeed-Forward Neural Network :18.2 ‘_’K,&

Convolutional Neural Networks (CNNs)
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import torch
import torch.mn as nn
import torch.optim as optim

# 1. Define Network

model = nn.Sequential(nn.Linear(10, 64), nn.ReLU(), nn.Linear(64, 2))

# 2. Define Loss and Optimizer
criterion = nn.CrossEntropyLoss()
optimizer

# 3. Training Step (Conceptual)

# Dummy input: 5 samples, 10 features each

inputs = torch.randn(5, 10)

optim.Adam(model.parameters(), 1r=0.001)

labels = torch.tensor([0, 1, 0, 1, 0])

optimizer.zero_grad() # Reset gradients

outputs = model(inputs) # Forward pass

loss = criterion(outputs, labels) # Calculate error

loss.backward () # Backward pass (calculate gradients)
optimizer.step() # Update weights

print(£"Loss: {loss.item():.4f}")

Neural Network J susly & &b Lagy (o 25 :18 Listing

1. INPUT GRID

2. FILTER

(Malware Binary as an Image) (The Sliding Kernel)

SLIDING (Convolving) STEP BY STEP

0

MULTIPLY
AND SUM

The same small filter scans
every position of the input.

3. FEATURE MAP
(Local Patterns Detected)

|

ST

STRONG MATCH
@ (Pattern Found Here)

TEXTURE OF MALICIOUS CODE

CNN = Convolutional Neural Network; Kernel =
a tiny grid of weights slid across the whole input;

Feature map = one score per position

High scores mark where
a local pattern was found.

AL 2l SULI G 1) LUV LTV ol 1| ONNs pused 119.2 K0

# 1D Conv Layer for sequence data (e.g., packet bytes)
conv_layer = nn.Convid(in_channels=1, out_channels=16, kernel_size=3)

# Training Phase input preparation:

# Input Shape: [Batch Size, Chanmels, Length]
# e.g., 10 packets, 1 channel (raw byte), 1000 bytes long

input_data = torch.randn(10, 1, 1000)

# Forward Pass: The filter slides over the sequence

feature_map = conv_layer (input_data)

print (f"Output shape: {feature_map.shape}")

.Convolutional Layer JMs> o OULJ| ablee :19 Listing
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1. FOLDED (One Cell With a Memory Loop) 2. UNROLLED (The Same Cell Across Time)
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p— STATE STATE |\ STATE
(Memory) (Memory) / (Memory) \. (Memory)
" STATEPASSED " STATE PASSED
FORWARD FORWARD
_— t-1 t t+1
INPUT (Sequence Data, e.g., API Calls) D TIME S

| | RNN = Recurrent Neural Network; LSTM = Long Short-Term Memory, an RNN cell with a gated memory; t = time step

Unrolled, the loop is one cell reused
The loop lets the cell r ber what came before. at every step of the sequence.

el QUL Al s s - e RNNs sl :20.2 K2

# LSTM Layer
1stm_layer = nn.LSTM(input_size=10, hidden_size=20, batch_first=True)

# Training Phase input preparation:

# Input Shape: [Batch Size, Sequence Length, Features per Event]
# e.g., 5 sessions, 100 events long, 10 features per event
sequence_data = torch.randn(5, 100, 10)

# Forward Pass

# output contains features for every time step; hidden is the final state
output, (hidden, cell) = lstm_layer(sequence_data)

print(f"Encoded Sequence Shape: {output.shape}")

LSTM JMs e aldedl) ULJI adlae 220 Listing
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1. ENCODER (Reading the Input) 2. DECODER (writing the Output)
Z
r i CONTEXT VECTORS T
(—— )
_ OUTPUT PROBABILITIES
FEED FORWARD [ —1

NETWORK T
N x < CROSS-ATTENTION

[ MULTI-HEAD
ATTENTION

POSITIONAL
ENCODING

an email link to a word in its subject line. ORANGE = FEEGDRQR;ARRE égg;oh%nkt’;ansformaﬂon); next token using only what came before.
T

Encoder: attention lets a token far down | TEAL = ATTENTION (each token weighs every other token); |  Decoder: masked attention predicts the

.Transformer &b jleas :21.2 ‘.,S:“

from transformers import BertForSequenceClassification, Trainer, TrainingArguments

# 1. Load Pre-trained Model
model = BertForSequenceClassification.from_pretrained('bert-base-uncased')

# 2. Define Training Arguments
args = TrainingArguments(output_dir="./results", num_train_epochs=1)

# 3. Initialize Trainer (High-level API)
trainer = Trainer(
model=model,
args=args,
train_dataset=train_dataset, # Assumes dataset is pre-loaded
eval_dataset=test_dataset

)

# 4. Train
trainer.train()

Hugging ol by a2 , 4y r\,\ae:...ub Transformer J 33> Lays :21 Listing
.Face Trainer
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from sklearn.feature_extraction.text import CountVectorizer
import pandas as pd

# --- TEXT EXAMPLE: Bag-of-Words for Email ---

# 1. Raw Data (Email Subjects)

emails = [
"Urgent: Update your password now", # Phishing
"Meeting agenda for tomorrow", # Benign
"Win a free iPhone instantly" # Phishing

]

# 2. Transform to Numbers

# CountVectorizer creates a column for every unique word
vectorizer = CountVectorizer(stop_words='english')

X = vectorizer.fit_transform(emails)

# 3. View Result (The Feature Vector)
features = vectorizer.get_feature_names_out ()
df_text = pd.DataFrame(X.toarray(), columns=features)

print (df_text)
# Result: A matric where columns are words ('urgent’, 'win', 'meeting’)
# and values are counts (1 or 0).

.Bag-of-Words C-\.\;:.‘:.«L Lode Olgae Y| 2l |y £ 22 Listing
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import pandas as pd
# --- NETWORK/TEMPORAL EXAMPLE: Log Parsing ---

# 1. Raw Log Data

df = pd.DataFrame({
'timestamp': ['2026-01-15 03:15:00', '2026-01-15 14:30:00'],
'bytes_sent': [15000, 4501,
'duration_sec': [5.0, 0.5]

b

# 2. Feature Engineering

# Estract 'Hour' (Attackers love 3 AM)
df['timestamp'] = pd.to_datetime(df['timestamp'])
df['hour'] = df['timestamp'].dt.hour

# Calculate Transfer Rate
df ['transfer_rate'] = df['bytes_sent'] / df['duration_sec']

print(df[['hour', 'transfer_rate']])
# Result: Numerical features ready for amalysis

Rl oM e LYy ae ) Ol gl #eel 123 Listing
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import numpy as np
from scipy.stats import entropy
import collections

# --- MALWARE EXAMPLE: Calculating File Entropy —--—

def calc_entropy(data_bytes):
# Count frequency of each byte (0-255)
counts = collections.Counter(data_bytes)
probs = [count / len(data_bytes) for count in counts.values()]
# Calculate Shannon Entropy
return entropy(probs, base=2)

# 1. Simulate Files
legitimate_header = b'\x00\x00\x00\x01\x00\x00\x00\x02' # Structured (Zeros)
encrypted_payload = b'\x8a\xf1\x23\x99\x1b\xcd\x5e\x4a' # Random

# 2. Compare Features
print(f'Legit Entropy: {calc_entropy(legitimate_header):.2f}")
# Expected: Low (e.g., 1.0) due to repetition

print(f"Malvare Entropy: {calc_entropy(encrypted_payload):.2f}")
# Ezpected: High (e.g., 3.0) due to randomness

.23l malware ¢ ‘ﬁ.’.@l\ 5,51 n? Entropy (‘“"‘:“‘ :24 Listing
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from sklearn.preprocessing import MinMaxScaler
import pandas as pd

# —--—- SCALING EXAMPLE ---

# 1. Unscaled Data
# 'Bytes’ s huge (10,000), 'Hour' is tiny (23)
df = pd.DataFrame({

'bytes': [100, 10000, 5000],

'hour': [1, 23, 12]
b

print("Original (Model will ignore 'hour'):")
print (df)

# 2. Apply Scaling
# Squeezes everything between 0.0 and 1.0

scaler = MinMaxScaler()

df_scaled = pd.DataFrame(scaler.fit_transform(df), columns=df.columns)

print("\nScaled (Model treats features equally):")
print (df_scaled.round(2))
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import pandas as pd
from sklearn.preprocessing import OneHotEncoder, MinMaxScaler

# 1. Raw Data (Web Logs with Timestamps)
df = pd.DataFrame ({

"timestamp': ['2026-01-15 08:00:00', '2026-01-15 23:45:00', '2026-01-15 14:30:00'1,

'method': ['GET', 'POST', 'GET'l,

‘url': ['/index.html', '/admin/login', '/api/data/' * 50] # Last one is a buffer overflow attempt
b

print("--- 1. Raw Data ---")
print (df)

# --— FEATURE ENGINEERING ---

# Feature 1: URL Length
# Context: Extremely long URLs often indicate Buffer Overflows or SQL Injection strings
df ['url_length'] = df['url'].apply(len)

# Feature 2: Dangerous Keywords
# Context: The presence of 'admin’, 'root’, or 'cmd' suggests targeted privilege escalation
af ['has_admin_keyword'] = df ['url'].apply(lambda x: 1 if 'admin' in x else 0)

# Feature 3: Temporal Analysis (Request Hour)

# Context: Anomalous activity often occurs outside business hours (e.g., 3 AM).
df ['timestamp'] = pd.to_datetime(df['timestamp'])

df ['request_hour'] = df['timestamp'].dt.hour

# --— DATA PREPARATION (Encoding & Scaling) ---

# 4. One-Hot Encoding for Categorical Data
# We convert 'method’ (GET, POST) into separate columns (method_GET, method_POST).

# We do NOT use 0, 1, 2 for categories, as that implies rank (POST > GET).

encoder = OneHotEncoder (sparse_output=False)

method_encoded = encoder.fit_transform(df [['method']])

method_df = pd.DataFrame(method_encoded, columns=encoder.get_feature_names_out(['method']))
df = pd.concat([df, method_df], axis=1)

# 5. Normalization (Scaling)

# We scale 'url_length' and 'request_hour' to the 0-1 range.
scaler = MinMaxScaler()

cols_to_scale = ['url_length', 'request_hour']

df [cols_to_scale] = scaler.fit_transform(df [cols_to_scale])

print("\n--- 2. Final Feature Vector (Ready for ML) ---")
# Drop the raw columns that the model cannot understand
final_df = df.drop(['timestamp', 'method', 'url'l, axis=1)
print(final_df.round(2))
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1. CLASSICAL ML

(Manual Feature Engineering)

RAW DATA &
(Logs, Packets, Bytes)

wano-Maoe [ &
2 FEATURE TABLE > Vi

Qj 4 SIMPLE MODEL

HUMAN RTS FEATURES
(URL length, entropy, keywords)

LEARNED VECTORS

2. DEEP LEARNING

(Automated Representation

Learning) NETWORK LEARNS ITS OWN FEATURES OUTPUT
(Layer by Layer) (Attack / Benign)

YELLOW = HUMAN EXPERTISE (slow, interpretable); ORANGE = AUTOMATED LAYERS (needs more data and compute, black box)

Classical: a human decides what to Deep learning: the model discovers patterns
measure, so the model stays explainable. h miss, at the cost of interpretability.
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import torch
import torch.mn as nn

# --- REPRESENTATION LEARNING EXAMPLE: API Call Embeddings ---—

# 1. Raw Data (Sequence of System API Calls)

# Imagine we map calls to IDs: O='NtOpenProcess', 1='NtWriteFile', 2='NtClose’
# A malware trace might look like: Open -> Write -> Close

raw_sequence = torch.temsor([[0, 1, 2]1)

print(f"Raw Input (Human IDs): {raw_sequence}")

# 2. Define the Representation Layer (Embedding)

# We ask the Neural Network: "Learn a vector of size 3 for every API call."
# num_embeddings=10 (vocabulary size), embedding_dim=3 (feature size)
embedding_layer = nn.Embedding(num_embeddings=10, embedding_dim=3)

# 3. Automatic Feature Eztraction
# The model converts the integers [0, 1, 2] into vectors automatically.

# Crucially, these numbers are 'parameters’ that improve as the model trains.
learned_features = embedding_layer (raw_sequence)

print("\nLearned Representation (Model's Internal Features):")
# Each row represents one API call
print (learned_features.detach() .numpy())

# Result:
# [[-0.45, 1.21, -0.05] <- The model's numerical view of 'NtOpenProcess’
# [0.88, -0.12, 0.33] <- The model's numerical view of 'NtWriteFile'
# ... 1]

.\:5\.3.1? APT SUKL dsuall ooz (lw.'ﬂ Embedding Layer r\u\&&w‘ :27 Listing
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from sklearn.metrics import classification_report, confusion_matrix
import numpy as np

# —--- CLASSIFICATION EVALUATION: IDS ---

# 1. Ground Truth (0: Benign, 1: Attack)
# In reality, attacks are rare (imbalanced).
y_true = np.array([0, 0, 0, 0, 0, 0, 0, 1, 1, 1])

# 2. Model Predictions
# The model caught 2 attacks (TP), missed 1 (FN), and raised 1 false alarm (FP).
y_pred = np.array([0, 0, 0, 0, 0, 0, 1, 1, 1, 01)

# 3. Evaluation
print("Confusion Matrix:\n", confusion_matrix(y_true, y_pred))

print("\nDetailed Report:\n", classification_report(y_true, y_pred, target_names=['Benign', 'Attack'l]))
# Analysis:

# Precision (Attack) = 2/3 (0.67) -> Of 3 alerts, 2 were real.

# Recall (Attack) = 2/3 (0.67) -> Of 3 real attacks, we caught 2.
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from sklearn.metrics import mean_absolute_error, mean_squared_error
import numpy as np

# --- REGRESSION EVALUATION: Risk Scoring ---

# 1. Actual CVSS Scores (0.0 to 10.0)
y_true = np.array([2.5, 5.0, 9.0, 4.01)

# 2. Predicted Scores
# The last prediction (4.0 vs 9.0) is a catastrophic error.
y_pred = np.array([2.0, 5.2, 4.0, 4.1])

# 3. Evaluation
mae = mean_absolute_error(y_true, y_pred)
nse = mean_squared_error (y_true, y_pred)

print (£"MAE: {mae:.2f}") # Result: 1.45 (Average error is small)
print (£"MSE: {mse:.2f}") # Result: 6.27 (High because of the ome huge error)

e S 3L Lokl MSE S Li>Y .regression olas{ f:fﬁ :29 Listing
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from sklearn.metrics import silhouette_score
import numpy as np

# --— CLUSTERING EVALUATION: Malware Grouping ——-—

# 1. Feature Space (2D for simplicity: [File Size, Entropyl)
X_features = np.array([
[100, 0.51, [105, 0.6]1, [102, 0.551, # Group A (e.g., Aduware)
[500, 7.51, [510, 7.6]1, [505, 7.4] # Group B (e.g., Ransomware)
n

# 2. Cluster Labels assigned by model (e.g., K-Means)
labels = np.array([0, 0, 0, 1, 1, 11)

# 3. Evaluation (Internal Validity)
# Do these groups make mathematical sense?
score = silhouette_score(X_features, labels)

print (£"Silhouette Score: {score:.2f}")
# Result: ~0.98 (Very High). The groups are clearly separated

.Z\:ML.»JT a> 095 354l 85 p 3l Silhouette Score r\.\é&.«\ :30 Listing

54



Lo 10511 056 5,402
M L g ol V) 5 o 2l Balie ol e (g M 3 ey Y
.Decision Threshold L.> 3 b - LY
e ol (Rl K (001 4] 0.0) Al Tys 231 (line o F
rhdel s 2 LS el & "Malicious" &1 Je 5.0 o Jci
3 5be Ll o bl Cans LS sl £(2.0 < (ke R 335+
s U syt 3,9 OF

A4all) adsis Precision S c(\:\? Al ©58) Jle Recall tdaedd! o
. (False Positives

G Cosie s b K %5, Ot oy, JThreat Hunting :C\Ja'e:.wm A o
el e sl Gl s 0
Al Usly 3,81 O 15] L O a2 BRI LY £(920 < Do) Ble 2 -
Re- S, c(l}m\ SLIAY ‘:q J:6 >2e) Jdle Precision edd) o
V(s old s ) JET call
() e N Ay i (E LS YL (IPS) SV e il Yl Al o
199% s (1S Lo 05K Lok Lais lad N
o8 ek plaszaly 3581 ol S K izl px i S 31 &l £
U]

Cybersecurity (3 ML Qli.&" 5.2

u.&c Jo WOl e g2 Y cybersecurity L} machine learning .l
B B e iy §iatey Bl ) Sl OB el 20KV S Ol
Imbalanced Data 1.5.2

(1:10,000 & Jle) 2alal Sl o € e 5T p bl Vs 0,55 e 33k
B3 i 23 e 100% "’ Lty S VS s o oyl 558 e

2 K Ok Ly il
SMOTE (Synthetic Minority Over-sampling |t &lLis r.,\a;:mﬁ :Oggl\ J&!

L) o LE Y| Je CS}'&" 22 L Olemgl 42 ﬁio? A &) Technique)

55



©00O U AW

©0N® U W~

import numpy as np
from sklearn.metrics import precision_score, recall_score, confusion_matrix

# —-—- THRESHOLD TUNING EXAMPLE ---

# 1. Ground Truth (10 Attacks, 10 Benign)
y_true = np.array([0]*10 + [1]*10)

# 2. Model Probabilities (0.0 to 1.0)
# The model is unsure about several items (scores around 0.4 - 0.6)
y_proba = np.array([
0.1, 0.2, 0.1, 0.1, 0.45, 0.55, 0.1, 0.1, 0.1, 0.1, # Benign samples
0.9, 0.8, 0.9, 0.95, 0.40, 0.60, 0.85, 0.9, 0.9, 0.9 # Malicious samples
D

def evaluate_threshold(threshold):
# Apply threshold: If proba > threshold, predict 1 (Attack)
y_pred = (y_proba > threshold).astype(int)

prec = precision_score(y_true, y_pred)
rec = recall_score(y_true, y_pred)
tn, fp, fn, tp = confusion_matrix(y_true, y_pred).ravel()

print(f"--- Threshold: {threshold} ---")
print(f"Precision: {prec:.2f} | Recall: {rec:.2f}")
print(f"False Alarms (FP): {fp} | Missed Attacks (FN): {fn}\n")

# Scenario A: Paranoid Mode (Threat Hunting)
# We want to catch everything, even if we investigate false leads
evaluate_threshold(0.3)

# Scenario B: Conservative Mode (Automated Blocking)
# We strictly avoid blocking legitimate users (Zero False Positives desired)
evaluate_threshold(0.8)

# OUTPUT ANALYSIS:
# Threshold 0.3: Recall is 0.90 (Caught 9/10), but we have 2 False Alarms.
# Threshold 0.8: Precision is 1.00 (0 False Alarms), but Recall drops to 0.80.

4 Precision 'y 4aall 3 Decision Threshold Ss'f iy i :31 Listing

Recall

from imblearn.over_sampling import SMOTE
from collections import Counter

# 1. Imbalanced Dataset (99 Benign, 1 Attack)
X = [[1.0, 2.01] * 99 + [[9.0, 9.0]] * 1

y = [0] x99 + [1] * 1

print(£"Original Counts: {Counter(y)}")

# Output: {0: 99, 1: 1}

# 2. Apply SMOTE

# It creates synthetic attacks by interpolating between existing ones
smote = SMOTE(k_neighbors=1) # k=1 because we only have 1 sample!
X_res, y_res = smote.fit_resample(X, y)

print (£"Resampled Counts: {Counter(y_res)}")
# Output: {0: 99, 1: 99} -> Perfectly balanced!

vl 8 ol Oyl g o Cﬁ.o}/ SMOTE ¢l4xs) :32 Listing

("ol oS izl gud 2.5.2

L} "malware" 1§ o Coull :3&1») r}-\ "Ny e J&\ Q\}JT Y cl:'y;)\:
¢(3.1 (HTTPS/TLS 5 ito oy I 53,0 S 0 90% oo ST ¢o o)l HTML).
el Al B e OV et

Encrypted Traffic Analysis L}\; Machine Learning JJZ. :-,§°L\ J,L\
e 91 UL J:l;‘-' CSUE’\ Dﬁf ch):s\-\ sl 3 o 1}()3 (ETA)

56



~¢}L\ bl ke o

(o sl ) ) Dol ST

(o Al _izd) ley#) lal) LU -
Slabd Slea el L} ool oS'A 34> (LSTMs %) Deep Learning CS}& %
vds o3 LU o L 2l (UL % v o Netflix y5 0 8~ 5uf Sli)

Concept Drift 3.5.2
o3 +(23.2 ﬁ.ﬁ\) C3 gl 4,6 Slesdl D wn Leie Concept drift &g
Jaa ol Joztl 22020 r\s o malware lo S 13) .LﬁbU\ o 4 » ML
.2026 gslc . ransomware A»

oo Lo D ooV 3 gl 5 el oyl 3ke] (bl bt 1o Sall
o @\J s " 35

ACCURACY: ACCURACY:
1. MONTH 1 2. MONTH 2
(Boundary Fits the Data) (Concept Drift)
P/
BENIGN © (
o Q) 00
~| 0086 KL
(@) - &) 7
w 00 "8 4, 4 .
% O O Q’QQ O N X el
] \5\@ <§Z<A7 MALICIOUS : < ATTACKERS
i & K \._ CHANGE
y ﬁﬁ ﬁﬁ* ., ‘ TACTICS
* P -
N >,
7 7
FEATURE 1
A trained model is a snapshot of the BS’#AERSIECIKIIE:LTCIB()ESSIG'I':‘R;';?::: lcéo'ﬁg When attacks move, the frozen boundary
past: the line fits the data it saw. LINE = BOUNDARY LEARNED IN MONTH 1 misclassifies them: retrain continuously.

acdd) 1A spus = cr.r"K.;.(ﬂ o) ¢+ :Concept Drift :23.2 K
Al

57



Adversarial Examples 4.5.2
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1. IMAGE ATTACK (The Famous Panda):
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2. MALWARE ATTACK (Same Trick on a File):
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ISHES IT ACROSS THE DECISION BOUNDARY

THE CHANGE IS INVISIBLE TO A HUMAN BUT FLIPS THE MODEL'S THE SAME IDEA LETS MALWARE SLIP PAST A CLASSIFIER WITHOUT
ANSWER WITH HIGH CONFIDENCE. CHANGING WHAT IT DOES.
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import shap
import xgboost

# 1. Train a model (Black Boz)
model = xgboost.XGBClassifier().fit(X_train, y_train)

# 2. Use SHAP to ezplain a single prediction
explainer = shap.Explainer(model)
shap_values = explainer(X_test)

# 3. Visualize
# This tells the analyst: "Blocked because 'Packet_Size' > 1500"
shap.plots.waterfall(shap_values[0])
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import pandas as pd
import numpy as np

# 1. Create a dummy dataset mimicking network traffic

data = {
# Feature A: Average size of packets in the flow (Bytes)
'packet_size': [64, 1500, 64, 200, 64, 1500, 500, 64, 1500, 641,

# Feature B: Number of SYN flags (High counts often indicate scanning/DoS)
'syn_count': [0, 0, 1, 50, 0, 0, 20, 0, 0, 1001,

# Feature C: Duration of the connection (Seconds)
‘duration': [0.1, 5.2, 0.1, 1.5, 0.2, 10.0, 0.5, 0.1, 8.5, 2.0],

# Target Label: O = Benign, 1 = Attack
'label': [0, 0, 0, 1, 0, 0, 1, 0, 0, 1]
}

df_flows = pd.DataFrame(data)
X = df_flows.drop('label’, axis=1) # Features
y = df_flows['label'] # Target labels

print("--- Data Loaded ---")
print (X.head())
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from sklearn.model_selection import train_test_split

# 2. Split Data (70% Train, 30% Test)

X_train, X_test, y_train, y_test = train_test_split(
X, y, test_size=0.3, random_state=42, stratify=y

)

print(f'Training shape: {X_train.shapel}")
print(f"Testing shape: {X_test.shape}")
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from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import cross_val_score

# 3. Initialize Model and Check Stability
model = RandomForestClassifier(random_state=42)

# cv=2 splits the training data into 2 parts to validate performance
scores = cross_val_score(model, X_train, y_train, cv=2, scoring='accuracy')

print(f"Cross-Validation Scores: {scores}")
print(f"Average Stability: {scores.mean():.2f}")
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from sklearn.model_selection import GridSearchCV

# 4. Hyperparameter Tuning
# We test: 10 vs 50 trees, and varying depth
param_grid = {'n_estimators': [10, 50], 'max_depth': [None, 51}

grid_search = GridSearchCV(
RandomForestClassifier (random_state=42),
param_grid,
cv=2,
scoring='f1' # Optimize for F1 because attacks are rare

grid_search.fit(X_train, y_train)

best_model = grid_search.best_estimator_
print(£"Best Parameters: {grid_search.best_params_}")
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from sklearn.metrics import classification_report

# 5. Final Evaluation
y_pred = best_model.predict (X_test)

print("--- Final Test Report ---")
print(classification_report(y_test, y_pred, target_names=['Benign', 'Attack'l))
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import matplotlib.pyplot as plt

# 6. Visualize Ezplanations
importances = best_model.feature_importances_
indices = np.argsort(importances) [::-1]

plt.figure(figsize=(8, 4))

plt.title("What did the model learn?")
plt.bar(range(X.shape[1]), importances[indices], align="center")
plt.xticks(range(X.shape[1]), X.columns[indices], rotation=45)
plt.ylabel("Importance Score")

plt.tight_layout ()

plt.show()
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import pandas as pd
import numpy as np

import matplotlib.pyplot as plt

from sklearn.model_selection import train_test_split, cross_val_score, GridSearchCV
from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import classification_report

# --- 1. DATA LOADING ---

data = {
'packet_size': [64, 1500, 64, 200, 64, 1500, 500, 64, 1500, 641,
'syn_count': [0, 0, 1, 50, 0, 0, 20, 0, 0, 1001,
‘duration': [0.1, 5.2, 0.1, 1.5, 0.2, 10.0, 0.5, 0.1, 8.5, 2.0],
'label': [0, 0, 0, 1, 0, 0, 1, 0, 0, 1]

3

df_flows = pd.DataFrame(data)

X = df_flows.drop('label', axis=1)

y = df _flows['label']

print("--- Data Sample --—")
print (X.head())

# --- 2. DATA SPLITTING ---
X_train, X_test, y_train, y_test = train_test_split(
X, y, test_size=0.3, random_state=42, stratify=y

)

# -—— 3 & 4. TUNING AND TRAINING ---
# We combine cross-validation and grid search
param_grid = {'n_estimators': [10, 50], 'max_depth': [None, 5]}
grid_search = GridSearchCV(
RandomForestClassifier (random_state=42),
param_grid,
cv=2,
scoring="f1"
)
grid_search.fit(X_train, y_train)
best_model = grid_search.best_estimator_

print(f"\nBest Parameters: {grid_search.best_params_}")

# --— 5. EVALUATION ---

y_pred = best_model.predict(X_test)

print("\n--- Final Test Report ---")

print(classification_report(y_test, y_pred, target_names=['Benign', 'Attack']))

# --- 6. VISUALIZATION ---
importances = best_model.feature_importances_
indices = np.argsort (importances)[::-1]

plt.figure(figsize=(8, 4))

plt.title("Feature Importance: What drives the alerts?"
plt.bar(range(X.shape[1]), importances[indices], align="center")
plt.xticks(range(X.shape[1]), X.columns[indices], rotation=45)
plt.ylabel("Importance")

plt.tight_layout()

plt.show()
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import pandas as pd
import re

# Sample DataFrame of emails
df_emails = pd.DataFrame ({
"text': [
'<html><body><p>Hi, click <a href="http://malicious.com">here</a> for a gift!</p></body></html>',
'Subject: Your password needs reset\nFrom: support@evil.com\nReceived-SPF: fail (domain of evil.com does not designate 1.2.3..
'Legitimate email regarding your order #123. Thank you for your business.',
'<html><p>Important update: <script>alert("xss")</script> Login now!</p></html>'
1,
'label': [1, 1, 0, 1] # 1: phishing, 0: legitimate
b

print("Original DataFrame:\n", df_emails)

def clean_email_text(text):
# Remove HTML tags
text = re.sub(r'<[">]+>', '', text)
# Remove extra whitespace and convert to lowercase
text = re.sub(r'\s+', ' ', text).strip().lower()
return text

df _emails['clean_text'] = df_emails['text'].apply(clean_email_text)
print ("\nDataFrame with 'clean_text':\n", df_emails[['text', 'clean_text']])

# Simple feature: check for SPF failure in the text
df _emails['spf_failed_indicator'] = df_emails['text'].apply(lambda x: 1 if 'spf: fail' in x.lower() else 0)
print ("\nDataFrame with 'spf_failed_indicator':\n", df _emails[['text', 'spf_failed_indicator']])

# Another simple feature: check for common phishing keywords
phishing_keywords = ['password reset', 'account locked', 'urgent action', 'verify your account']
df _emails['has_phishing keywords'] = df_emails['clean_text'].apply(
lambda x: 1 if any(kw in x for kw in phishing_keywords) else 0
)
print ("\nDataFrame with 'has_phishing_keywords':\n", df_emails[['clean_text', 'has_phishing_keywords']])

S o] e 1y SV VLY ol ol e olaginl 141 Listing
.(Pandas)

Obsaas U 3\.);}!\ dy el C)\)Uu}/\ L}U’Jj 23 ) L) (feature engineering)
@,m Ay SV VLYY U S e il 205 CSJP O 5 eze bode
cd.:li IV o (multidimensional features) :\;;‘}/\ 83dne Olye o bﬁfd

KA L ) UL ceal) ) ol Y1, (sl 2! A c(:,i?)

(Textual Features) a.all &yl 1.3.3

SNl L6y edr ) 35 Sl OO o E s Bl s
s Al i) o e o8 U L] 25 cels ety V1 Al Qs
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L deped) e WlaYl Ol all e imad el 25, Slodlaad) 3ll
Vi gl Ol dels (vector space) 4t dslue sLEY

TF-IDF (Term Frequency-Inverse) &g.v(.)\ Al 555 - pdlanall 5s 5
581 32lam) 4l e Lind ((TF-IDF) J il :(Document Frequency)
L}; Wl J&ls By Cpme db.,al el LAY wioed Lwdis desnae |5k
3 Slodlaadl e Ll Uy ol Ll Vs o il eyl el
SUSI s Jald s Ll e 50, ¢35 dlanl Jals Ul 1555 qlis
: U8 D@,@\fdw\L;tM (TF-IDF) &) 304 cL.e“) .[68]

TE-IDF(t, d, D) = tf(t, d) x log (1 gty 6'%' — d}l) (1)

Word Em-) S pead 4l :(Word Embeddings) S e
dense) 4" dgaee OO LAY Bodzd) OUYI ods 0 Ainid ¢ (beddings
& 'C)La obls L} T Kt abail) e ) (vector representations
«(TF-IDF) }\ (BoW) Olandl 50ell (sparse matrices) &7/ Lzl &b a.al)
G Jeil s e e g dl BLuly AV r:#\ C\.g! Olpanzdl (s
Qe w0 3Ll LY, (GloVe) 5 [53] (Word2Vec) JUI Ls & 33,1
6.3 B2 3 (ol Gl s e 5 3 « M 2y [21] (BERT)

(URL Features) NRPLUESINY é}» sd2 Slwe 20303

28 B Tt DAL sl el O el Bt el OY s
6‘}“ Slaaz W Cegad ) o dd Lc..ii Jesldt) &YLasY! L; LSUL#\ rjﬁ 2t
M\Moﬂw\uu\ﬁ}»wubd\)c \N\}C‘}Md%wov\bw\
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SPARSE REPRESENTATION
(Bag-of-Words - BoW)

DENSE REPRESENTATION
(Word Embeddings)

dim 1 dim 2 dim 3 dim 4
0.25 [-0.12] 0:88 [-0.05

the cat sat on mat dog ran bird fish ...

el Doctf2|1f1f{1]1]|0|0]0|0]. Thocat [ 025 [-013] 088 025
mat. > i mat. 0.25 | 0.25 | 0.46 |-0.06
The dog The dog 0.20 |-0.05| 0.88 |-0.05
e Doc2({1|0{0f{0|0|1|1{0(0].. i 225 [ o050
5 Embedding Model dog |-0.12{ 0.85 | 0.75 | 0.25

BoW Document-Term Matrix (e wgrdzvgec, GloVe) ran [-042] 078 [ 025 [-0.05

Word Embedding Matrix

Axis: cat

Similar
cat ¥ Vectors =

High Dimensionality,
Sparse, No
Semantic Relation

Low Dimensionality,
Dense, Semantic
Relations Captured

LEARNING
< semanmics =

Dimension 2

Axis: mat

Dimension 1
Low-Dimensional Vector Space (Embeddings)

xis: dog
High-Dimensional Vector Space (BoW)
Olell ¢ g sl (feature space) 3l delue su godis y g 1643 K
Slesest! e (Bag-of-Words) W et %) C;LMU 57 Lally stelatd)
continuous word) SIS 5 ezl Ol L 1 222800 VI
+(embeddings

el L ) LN Ll :(Deceptive Keywords) sl Tt ) S
Tp bz W) Brdigl) Gl o e 8 ne e Bkl 32 e JE e S5
S ad" j "‘_y;\-" j "Jd ) Jemd" Ja ¢(social engineering)

Email Metadata) Q}jﬁy\ Ml Lae l OUL) Ol 30303

(Features
Ly 2Ll LS4 (metadata) G J1 UL 0B (K 4 oty Ll 0N [l
A allad) SV e Bes? 5y Jl )N

él:; o izl ¢ M) 3835l 4Ll i(Sender Authenticity) Jw 4845 »
s (DKIM) , (SPF) J 4 aaidl Oleidl e diall 32 ol L) 32l
.(DMARC)
LY e gl ol t\j‘\} 4.l :(Attachment Types) < L t\)j .
S exe o Sl il o &l G ke bl Sl SlslinY (£ 0l
docm. o 55 W Ol gy 2Kal) Sl

U V'?H 2 ozl sad 2l ((Number of Recipients) ¢l sde »
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Y Yl (TF-IDF) Olye % sias

from sklearn.feature_extraction.text import TfidfVectorizer
import pandas as pd

corpus = [
"click this malicious link now",
"this is a legitimate email regarding your account",
"urgent action required login to verify your details",
"please find attached invoice for payment"

]

# Initialize TF-IDF Vectorizer
vectorizer = TfidfVectorizer (max_features=10) # Limit features for simpler demo

# Fit the wectorizer and transform the corpus
X_tfidf = vectorizer.fit_transform(corpus)

print ("TF-IDF features (sparse matrix converted to array for viewing):\n", X_tfidf.toarray())
print ("\nFeatures learned by TF-IDF Vectorizer (vocabulary mapping to column index):")
print(vectorizer.get_feature_names_out())

# You can also put this into a DataFrame for easier inspection
df_tfidf = pd.DataFrame(X_tfidf.toarray(), columns=vectorizer.get_feature_names_out())
print ("\nTF-IDF DataFrame:\n", df_tfidf)

e Db plassl (TF-IDF) JlasY) Lalast) ye Ol dutis i 142 Listing

. (scikit-learn)

Model Selection and Train-) g CSJ‘:J‘JLi'é" 4.3
(ing

Rl ot 4 42 Ll 2 I 4 ) U] 2o 1Y) Sl oY s

el s 2 ellee s Sl ALl Gl ol A e b L Lud s

W\JL}Y\) 1.5 (machine learning) AV é.d\ CSL& > 5 ﬁﬂ ¢ el
Al Al oL wuzdl (deep neural frameworks) iﬁ.:d\
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(Classical ML Classifiers) &30 gV bl lias 1.4.3

e Sl S yian Lo i o Lk Lote il 2l il Sl )|l ol glis
i S s ) Lec

bhz g gue a2yl :‘}/j :(Logistic Regression)  awerglll jlu£Y! -

Sl Gt el o 5k LT LE Yl K8 e Ll e s

r.r—\.,\}\ iy Al c\;\i :(Support Vector Machine (SVM)) r:«\.ﬂ\ dol| "AT .
ey sl Ao SUL L) Jlie 5081 e A U 2 ]
maximum-margin hy-) Ls.aéi}f\ Bl $3 SW sl SLST| W) o
viwslal) Oliiadl Wl 2 5 <:g_33\ (perplane
3l L Aompe S Ll L) s :(Random Forest) &f|sall 41 -
Olos# plisnal a5 Lele 2 o8 Saete ke 1318 s
Gylae sie gt AL 4 B L;.J e S, ¢(variance) (| e )@i})\
+[9] darud) ddadl CS\J:’L
I GSL& G).\"J\ DS e c\;&i :(Gradient Boosting) C).\ﬂ\ S e
ST g I ([16] (XGBoost) 5l [37] (LightGBM) [ 3, s
state-of-) i > N olae g G eds e ddnd cL}\:JlU .M ‘ﬁm
dial) 1] UL Ol s e 5 K (the-art
Bl @,lall il Bl w43 WU ol (3ol ) 22l
dowal) Ll Y1 SlAll 10 487 B 5080 501y Des Doy s IMs o Litian iy
A
Simple Deep Learning Mod—) ol goeall FJ‘ CSU:' 2.4.3
(els
G Lol Ulan K5 N1 Sl el ) Bl 008 il 3y decidl OY (i
(deep learning) (3.es)! é,.:!\ G e Rt (Bl o dd Lg.:ii vz ud %'U;Y\ bl
.ru;\ Load) OO e 8 2l Jams K2 e b1 KL Ol gl e 5,5l
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from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
import pandas as pd

import numpy as np

# Dummy data: features could be TF-IDF, URL length, SPF check etc.
X_dummy = np.random.rand(100, 20) # 100 samples, 20 features
y_dummy = np.random.randint(0, 2, 100) # 100 labels (0 or 1)

# Ensure some tmbalance for tllustration of handling imbalance later

y_dummy [y_dummy == 1] = np.random.choice([0, 1], size=y_dummy[y_dummy == 1].shape[0], p=[0.8, 0.2])

y_dummy [0:5] = [0,1,0,0,1] # Ensure a few 1s exist

# Split data
X_train, X_test, y_train, y_test = train_test_split(

X_dummy, y_dummy, test_size=0.3, random_state=42, stratify=y_dummy
)

print(f"Training set shape: {X_train.shape}, Label distribution: {pd.Series(y_train).value_counts(normalize=True)}")
print (f"Test set shape: {X_test.shape}, Label distribution: {pd.Series(y_test).value_counts(normalize=True)l}")

# Train a RandomForestClassifier

model_rf = RandomForestClassifier(n_estimators=100, random_state=42, class_weight='balanced')
model_rf.fit(X_train, y_train)

print ("\nRandomForestClassifier training complete.")

# Basic prediction check

y_pred_train = model_rf.predict(X_train)
train_accuracy = (y_pred_train == y_train).mean()
print (f"Training Accuracy: {train_accuracy:.2f}")

Leadl e L}T}H Sl (scikit-learn) & » Caduss T34 e 143 Listing
WdleY)

(Convolutional Neural Networks (CNNs)) 443! dadll oKl .
G ) Ll (CNN) @l o aadddl dpand) o 2l 2l <[38]
(n-gram) Gl K8 Jows el dmy o o Judell] Gad) Caioad DA Wl
A bl e 50k %R LU ol gl My 303 b ot
Long Short-Term Memory (LSTM)) il & pad 4, 5b 35 IN oK -
e el dad Wb 551 o) :[33] (Networks
étﬂm\ Ky i (recurrent neural networks) &, §l| Lzl K A
il (LSTM) ot ettt Loy Al UL b gime 3L
pre Jodedd BL! V'?H do By Bldly Al ol ol sb WV Sladl
Teenan Toelal T o 32501 T ) 2 L)) By 44 361 502 (3 ) BLe YL
Aiazd (ells fe 35de o (PyTorch) J (tensor) ;s 15 e yadl Cadead L;.:qa.’-
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Sequential Temporal Filters (Kernels)

Text Input: Filter 1 Filter 2
(Size 3)  (Size 3)

[The |—>[oJo5]os] « —»*—QD\ Max Pooling

SB[ [2] —— 3 5
[quick | — iS04 |06 — 7 e = Operations

1 |03 |-03[02 Filter 2 [E0[H] >0 @:’\
i Weight
[brown] —>{0 [os [0 [ 0 (Size#) ,  Weights ll

0211510503

fox |—>[o03]13]-06]05 § 4 XTh
\
R
it N

P o
L [V] Pooled
Feature Maps

0 |-1.7]08 [-0.1

—> 0407|1304
[over |—>[13]2s5]17]os

Max Pooling

Operations

Feature Maps ;

Sequential Embedding Layer 1D Convolutional Max Pooling Fully Connected ~ Output
Text Input: (Vector Representation) Layer Layer (Layer) Layer
Dense,

1D Convolutional) JsJ! %;\,T LA das ) Jﬁ:&\ Lh| 7.3 JQZ
SV S s 51 pe ol Bl Sgial) 20y s (Neural Network
e J§.§A W 22> Lu.Jl (pooling layers) &»:;:J\ Slaby 1)l

Handling) &)l & UL ol - Jolsdl 5.3
(Imbalanced Datasets
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A BT B B4k ¢ i o) 35l o AR W Sl G 12t
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import torch
import torch.nn as nn
import torch.nn.functional as F

VOCAB_SIZE = 1000

EMBED_DIM = 64

SEQ_LEN = 50

NUM_CLASSES = 2 # Phishing or Legitimate

class SimpleTextCNN(nn.Module):
def __init__(self, vocab_size, embed_dim, num_classes, num_filters=128, kernel_size=3):
super (SimpleTextCNN, self).__init__()
self.embedding = nn.Embedding(vocab_size, embed_dim)
self.convld = nn.Convid(in_channels=embed_dim, out_channels=num_filters, kernel_size=kernel_size)
self.pool = nn.AdaptiveMaxPoolld(1)
self.fc = nn.Linear(num_filters, num_classes)

def forward(self, text_indices):
embedded = self.embedding(text_indices)
embedded = embedded.permute(0, 2, 1)
conved = F.relu(self.convld(embedded))
pooled = self.pool(conved) .squeeze(-1)
return self.fc(pooled)

model = SimpleTextCNN(VOCAB_SIZE, EMBED_DIM, NUM_CLASSES)
print (model)

# Create dummy input: batch of 4 emails, each 50 tokens long

dummy_input = torch.randint(0, VOCAB_SIZE, (4, SEQ_LEN))

output = model(dummy_input)

print ("\nOutput from model for dummy input (logits for 2 classes):\n", output)
print (f"Output shape: {output.shapel}")

# Conceptual PyTorch Lightning outline:
# import pytorch_lightning as pl
# class PhishingDetector(pl.LightningModule) :
def __init__(self, model):
super().__init__()
self.model = model
self.loss_fn = nn.CrossEntropyLoss ()
def training_step(self, batch, batch_idz):
z, y = batch; logits = self.model(z); loss = self.loss_fn(logits, y)
self.log('train_loss', loss); return loss
def configure_optimizers(self):
return torch.optim.Adam(self.parameters(), lr=1e-3)
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from collections import Counter

from sklearn.datasets import make_classification
from imblearn.over_sampling import SMOTE

from sklearn.model_selection import train_test_split

# 1. Create a synthetic imbalanced dataset
X_imb, y_imb = make_classification(
n_samples=1000, n_features=2, n_informative=2,
n_redundant=0, n_repeated=0, n_classes=2,
n_clusters_per_class=1, weights=[0.95, 0.05], # 95/ majority, 5J minority
flip_y=0, random_state=42
)
print (f"Original dataset shape: {X_imb.shapel}")
print(f"Original class distribution: {Counter(y_imb)}")

# Split into training and testing sets (SMOTE only on training data)
X_train_imb, X_test_imb, y_train_imb, y_test_imb = train_test_split(
X_imb, y_imb, test_size=0.3, random_state=42, stratify=y_imb
)
print (f"\nTraining set class distribution before SMOTE: {Counter(y_train_imb)}")

# 2. Apply SMOTE to the training data
smote = SMOTE(random_state=42)
X_resampled, y_resampled = smote.fit_resample(X_train_imb, y_train_imb)

# 3. Print the class distribution after resampling
print (f"\nTraining set class distribution after SMOTE: {Counter(y_resampled)l}")
print (f"Resampled training set shape: {X_resampled.shapel}")

Gyl ety £ Sl dey# 1))l (SMOTE) (2,14 Lhzt! 5.ks 145 Listing
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:L}MK \;alu dlue A S K2 6 plade] (negatives

Positives True
Recall = Positives True + Negatives False (3)
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1 from sklearn.metrics import classification_report, precision_recall_curve, auc

2 import matplotlib.pyplot as plt

3 from sklearn.ensemble import RandomForestClassifier

4 from sklearn.model_selection import train_test_split

5 from sklearn.datasets import make_classification

6 from imblearn.over_sampling import SMOTE

7

8 # Generate synthetic data for the demo

9 X_imb, y_imb = make_classification(n_samples=500, n_features=10, n_informative=5,
10 n_redundant=0, n_classes=2, weights=[0.9, 0.1], random_state=42)

11 X_train_imb, X_test_imb, y_train_imb, y_test_imb = train_test_split(

12 X_imb, y_imb, test_size=0.3, random_state=42, stratify=y_imb

13 )

14

15 # Apply SMOTE to training data for better training

16 smote = SMOTE(random_state=42)

17 X_train_resampled, y_train_resampled = smote.fit_resample(X_train_imb, y_train_imb)
18

19 model_rf = RandomForestClassifier(n_estimators=100, random_state=42)

20 model_rf.fit(X_train_resampled, y_train_resampled)

21

22 y_pred = model_rf.predict(X_test_imb)

23  y_pred_proba = model_rf.predict_proba(X_test_imb)[:, 1] # Probability for the positive class
24

25  print("--- Classification Report for Phishing Detector ---")

26 print(classification_report(y_test_imb, y_pred, target_names=['Legitimate', 'Phishing'l]))
27

28 # Calculate and plot Precision-Recall Curve for the Phishing class

29 precision, recall, _ = precision_recall_curve(y_test_imb, y_pred_proba)

30 pr_auc = auc(recall, precision)

31

32 plt.figure(figsize=(7, 6))

33 plt.plot(recall, precision, color='purple', lw=2, label=f'PR curve (Area = {pr_auc:.2f})')
34  plt.xlabel('Recall (True Positive Rate)')

35 plt.ylabel('Precision (Positive Predictive Value)')

36 plt.title('Precision-Recall Curve for Phishing Detection')

37  plt.legend(loc="lower left")

38  plt.grid(True)

39 plt.show() # In a real environment, this will display the plot
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from scapy.all import IP, TCP, UDP, Raw, Ether, wrpcap, rdpcap, ICMP

import os

# Create a dummy PCAP file for demonstration

# Packet 1: HTTP SYN request

http_request = (
Ether () /IP(src="192.168.1.10", dst="192.168.1.1")
/TCP (sport=12345, dport=80, flags="S")

)

# Packet 2: DNS query

dns_query = (
Ether () /IP(src="192.168.1.11", dst="8.8.8.8")
/UDP(sport=54321, dport=53)

)

# Packet 3: ICMP Echo Request (Ping)

icmp_request = (
Ether () /IP(src="192.168.1.12", dst="192.168.1.1")
/ICMPO)

)

dummy_pcap_path = 'sample_network_traffic.pcap’

wrpcap (dummy_pcap_path, [http_request, dns_query, icmp_request])

print (£"Dummy PCAP file created at: {dummy_pcap_path}")

# Load the PCAP file
try:
packets = rdpcap(dummy_pcap_path)

print (£"\nLoaded {len(packets)} packets from {dummy_pcap_path}")

# Iterate through packets and extract info
for i, pkt in enumerate(packets):
print(f"\n--- Packet {i+1} ---")
if pkt.haslayer(IP):
ip_layer = pkt[IP]
print(f" Source IP: {ip_layer.src}")
print(f" Dest IP: {ip_layer.dst}")
# Common protocol numbers: TCP=6, UDP=17, ICMP=1
print(f" Protocol: {ip_layer.proto}")

if pkt.haslayer (TCP):
tcp_layer = pkt[TCP]
print(f" Source Port: {tcp_layer.sport}")
print(f" Dest Port: {tcp_layer.dport}")
print(f" TCP Flags: {tcp_layer.flags}")
elif pkt.haslayer (UDP):
udp_layer = pkt [UDP]
print(f" Source Port: {udp_layer.sport}")
print(f" Dest Port: {udp_layer.dport}")
elif pkt.haslayer(ICMP):
print(" Layer: ICMP Packet Detected")
else:
print(" Non-IP packet (e.g., ARP)")

except FileNotFoundError:

print (£"Error: PCAP file not found at {dummy_pcap_path}")
except Exception as e:

print(f"An error occurred: {e}")
finally:

# Clean up dummy file

if os.path.exists(dummy_pcap_path) :

os.remove (dummy_pcap_path)

print(£"\nCleaned up dummy PCAP file: {dummy_pcap_path}")
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import pandas as pd
import numpy as np

import matplotlib.pyplot as plt

from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler
from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import classification_report, confusion_matrix

# --- 1. Data Loading and Preparation —--

# Create a dummy dataset resembling metwork flow data for demonstration

# In a real scemario, you would load this from a CSV file

np.random.seed(42) # for reproducibility

data_size = 200

data_flows = {
'duration': np.random.rand(data_size) * 10,
'src_bytes': np.random.randint(20, 1500, data_size),
'dst_bytes': np.random.randint(50, 3000, data_size),
‘protocol_tcp': np.random.randint(0, 2, data_size),
'flag_syn': np.random.randint(0, 2, data_size),
'flag_ack': np.random.randint(0, 2, data_size),

'num_connections_imin': np.random.randint(l, 50, data_size),

'label': np.random.choice([0, 1], data_size, p=[0.7, 0.3]1) # O=benign, I=attack

3
df_flows = pd.DataFrame(data_flows)
df_flows['protocol_udp'] = 1 - df_flows['protocol_tcp']

# Make attack data more distinct to ensure the model can learn patterns

attack_indices = df_flows[df_flows['label'] == 1].index

df_flows.loc[attack_indices, 'duration'] = np.random.rand(len(attack_indices)) * 0.1
df _flows.loc[attack_indices, 'num_connections_imin'] = np.random.randint(100, 500, len(attack_indices))

X = df_flows.drop('label', axis=1)

y = df _flows['label']

print("--- Data Preparation —---")

print("Network Flow Features (X) Head:\n", X.head())
print("\nLabels (y) Value Counts:\n", y.value_counts())

#

2. Data Splitting & Scaling ---

X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=42, stratify=y)

scaler = StandardScaler()

X_train_scaled = scaler.fit_transform(X_train)
X_test_scaled = scaler.transform(X_test)
print("\n--- Data Splitting and Scaling ---")

print(f"Training set shape: {X_train_scaled.shape}, Test set shape: {X_test_scaled.shapel}")

# --- 3. Model Training ---

model_nids = RandomForestClassifier(n_estimators=100, random_state=42, class_weight='balanced')

model_nids.fit(X_train_scaled, y_train)

print("\n--- Model Training ---")
print ("RandomForestClassifier for NIDS training complete.")

# === 4. Evaluation ---

y_pred_nids = model_nids.predict(X_test_scaled)

print("\n--- NIDS Model Evaluation on Test Set ---")
print(classification_report(y_test, y_pred_nids, target_names=['Benign', 'Attack']))

# Calculate and print False Positive Rate

tn, fp, fn, tp = confusion_matrix(y_test, y_pred_nids).ravel()

fpr = fp / (fp + tn) if (fp + tn) > O else O
print(f"False Positive Rate (FPR): {fpr:.2f}")

print("\nNote: Low False Negative Rate (high Recall for 'Attack') is crucial.")

print("However, a high False Positive Rate leads to 'alert fatigue'.")

# --- 5. Feature Importance Analysis ———
importances = model_nids.feature_importances_
feature_names = X.columns

feature_importance_df = pd.DataFrame({'feature': feature_names, 'importance': importances})
feature_importance_df = feature_importance_df.sort_values(by='importance', ascending=False)

print("\n--- Top Feature Importances ---")
print(feature_importance_df .head(10))

# Visualize feature importances
plt.figure(figsize=(10, 6))

plt.barh(feature_importance_df['feature'], feature_importance_df['importance'], color='skyblue')

plt.xlabel('Importance')
plt.ylabel('Feature')

plt.title('Feature Importances for Network Intrusion Detection')

plt.gca() . invert_yaxis()
plt.tight_layout()

# In a script, you would use plt.show() here. In a book, we might save the figure

# plt.show()

Glist ST pled 3yt B 2358 oy oy Jo bl Ls :48 Listing
A complete pipeline for training and evaluating a Random) o)
.(Forest NIDS model
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import pandas as pd

import numpy as np

from collections import Counter

from sklearn.model_selection import train_test_split

# Dummy data: Simulate network flows with timestamps and simple features
np.random.seed(42)
num_flows = 200
timestamps = pd.to_datetime('2025-08-16 10:00:00') + pd.to_timedelta(np.arange(num_flows), unit='s"')
df_flows_raw = pd.DataFrame({
'timestamp': timestamps,
'flow_id': np.arange(num_flows),
'src_ip': ['192.168.1.' + str(np.random.randint(l, 20)) for _ in range(num_flows)],
'dst_ip': ['10.0.0.' + str(np.random.randint(l, 20)) for _ in range(num_flows)],
'bytes_in': np.random.randint (50, 5000, num_flows),
'bytes_out': np.random.randint (50, 5000, num_flows),
'packets_in': np.random.randint(l, 50, num_flows),
'packets_out': np.random.randint(il, 50, num_flows),
'protocol': np.random.choice(['TCP', 'UDP', 'ICMP'], num_flows, p=[0.6, 0.3, 0.11)
1))

# Introduce a few "anomalous" flows (e.g., very high bytes in/out)
df _flows_raw.loc[50:55, ['bytes_in', 'bytes_out']] = np.array([] * 6)
df_flows_raw.loc[120:125, ['bytes_in', 'bytes_out'l] = np.array([] * 6)

# Prepare features for sequence modeling

df _flows_raw = pd.get_dummies(df_flows_raw, columns=['protocol'], prefix='protocol')

feature_cols = ['bytes_in', 'bytes_out', 'packets_in', 'packets_out', 'protocol_TCP', 'protocol_UDP'
df _flows_raw['label'] = 0 # Assume all benign for now

df_flows_raw.loc[50:55, 'label']l = 1 # Mark our 'anomalies'

df _flows_raw.loc[120:125, 'label'] = 1

df_flows_raw = df_flows_raw.sort_values(by='timestamp')

# Group flows into time windows
window_size_seconds = 10
df_flows_raw['window_start'] = df_flows_raw['timestamp'].dt.floor(f'{window_size_seconds}S')

grouped_sequences = []
grouped_labels = []

for window_start, group in df_flows_raw.groupby('window_start'):
sequence_features = group[feature_cols].values
grouped_sequences . append (sequence_features)
# A window is anomalous if any flow within it is anomalous
grouped_labels.append(1 if groupl['label'].sum() > O else 0)

max_seq_len = max(len(s) for s in grouped_sequences)
print (f"Max sequence length in windows: {max_seq_lenl}")

# Pad sequences to maz_seq_len
padded_sequences = []
for seq in grouped_sequences:
if len(seq) < max_seq_len:
padding_needed = max_seq_len - len(seq)
padded_seq = np.vstack([seq, np.zeros((padding_needed, seq.shape))])
else:
padded_seq = seq[:max_seq_len]
padded_sequences.append (padded_seq)

X_sequences = np.array(padded_sequences)
y_sequences = np.array(grouped_labels)

print(f“\nShape of X_sequences (batch, seq_len, num_features) : {X_sequences.shape}")
print (f"Shape of y_sequences: {y_sequences.shape}")
print (f"Sequence Label distribution: {Counter(y_sequences)}")

# Split sequences for training/testing
X_train_seq, X_test_seq, y_train_seq, y_test_seq = train_test_split(
X_sequences, y_sequences, test_size=0.3, random_state=42, stratify=y_sequences

)
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import torch
import torch.nn as nn
from torch.utils.data import TensorDataset, DataLoader

# Define model parameters based on our dummy data

input_dim = X_train_seq.shape # Number of features per time step
hidden_dim = 128

output_dim = 2 # Binary classification: Benign (0) / Anomaly (1)
num_layers = 2

batch_size = 32

class LSTMNet(nn.Module):

def __init__(self, input_dim, hidden_dim, output_dim, num_layers):
super (LSTMNet, self).__init__()
self .hidden_dim = hidden_dim
self.num_layers = num_layers
# LSTM layer: batch_first=True means input has batch dim first
self.lstm = nn.LSTM(input_dim, hidden_dim, num_layers, batch_first=True)
# Fully connected layer after LSTM
self.fc = nn.Linear(hidden_dim, output_dim)

de

Fh

forward(self, x):

# Initialize hidden and cell states

h_0 = torch.zeros(self.num_layers, x.size(0), self.hidden_dim).to(x.device)
c_0 = torch.zeros(self.num_layers, x.size(0), self.hidden_dim).to(x.device)

# Pass input and initial states through LSTM
out, _ = self.lstm(x, (h_0, c_0))

# Take the output from the last time step for classification
out = self.fc(outl:, -1, :1)
return out

# Instantiate the model
model_dl_nids = LSTMNet(input_dim, hidden_dim, output_dim, num_layers)
print(model_dl_nids)
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# Convert numpy arrays to PyTorch tensors

X_train_tensor = torch.tensor(X_train_seq, dtype=torch.float32)
y_train_tensor = torch.tensor(y_train_seq, dtype=torch.long)
X_test_tensor = torch.tensor(X_test_seq, dtype=torch.float32)
y_test_tensor = torch.tensor(y_test_seq, dtype=torch.long)

# Create TensorDatasets and DataLoaders

train_dataset = TensorDataset(X_train_tensor, y_train_tensor)

train_loader = Dataloader(train_dataset, batch_size=batch_size, shuffle=True)
test_dataset = TensorDataset(X_test_tensor, y_test_tensor)

test_loader = Dataloader(test_dataset, batch_size=batch_size, shuffle=False)

# Define loss function and optimizer
criterion = nn.CrossEntropyLoss()
optimizer = torch.optim.Adam(model_dl_nids.parameters(), 1r=0.001)

# Move model to GPU if available

device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
model_dl_nids.to(device)

print (f"\nUsing device: {devicel}")

num_epochs = 10
print ("\n--- Starting PyTorch LSTM Training ---")
for epoch in range(num_epochs) :
model_dl_nids.train() # Set model to training mode
running_loss = 0.0
for batch_idx, (inputs, labels) in enumerate(train_loader):
inputs, labels = inputs.to(device), labels.to(device)

optimizer.zero_grad() # Clear gradients

outputs = model_dl_nids(inputs) # Forward pass
loss = criterion(outputs, labels) # Calculate loss
loss.backward() # Backward pass

optimizer.step() # Update weights

running_loss += loss.item() * inputs.size(0)

epoch_loss = running loss / len(train_dataset)
print (f"Epoch [{epoch+1}/{num_epochs}], Loss: {epoch_loss:.4f}")

print ("\nPyTorch LSTM Training complete.")
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from sklearn.metrics import classification_report

model_dl_nids.eval() # Set model to ewvaluation mode
correct = 0

total = 0

all_preds = []

all_labels = []

with torch.no_grad(): # Disable gradient calculation during inference
for inputs, labels in test_loader:
inputs, labels = inputs.to(device), labels.to(device)
outputs = model_dl_nids(inputs)
_, predicted = torch.max(outputs.data, 1) # Get the class with maz probability

total += labels.size(0)
correct += (predicted == labels).sum().item()

all_preds.extend(predicted.cpu() .numpy())
all_labels.extend(labels.cpu() .numpy())

accuracy = correct / total

print (f"\n--- Deep Learning NIDS Model Evaluation on Test Set ---")
print (f"Test Accuracy: {accuracy:.4f}")
print ("\nClassification Report:\n", classification_report(all_labels, all_preds, target_names=['Benign', 'Anomaly']))
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from PIL import Image

import numpy as np

import os

import pandas as pd

import random

from collections import Counter

# Function to convert binary data to a grayscale image (simplified for demo)
def bin_to_img_array(filepath, width=64):
try:
with open(filepath, 'rb') as f:
binary_data = f.read()
# Convert byte string to numpy array of uint8
img_array = np.frombuffer(binary_data, dtype=np.uint8)

# Pad/truncate to fit a width x width square image
target_size = width * width
if len(img_array) < target_size:
padding_needed = target_size - len(img_array)
img_array = np.pad(img_array, (0, padding_needed), 'constant', constant_values=0)
elif len(img_array) > target_size:
img_array = img_array[:target_size]

# Reshape to 2D image
img_array = img_array.reshape((width, width))
return img_array # Return numpy array, not PIL Image directly

except Exception as e:
print (f"Error processing {filepath}: {e}")
return None

# Create dummy binary files for demonstration

# In a real project, you would use actual benign/malware samples.
os.makedirs('dummy_binaries', exist_ok=True)

benign_content = b"This is a legitimate program file content." * 10
malware_content = b"EVIL" * 100 + b"MALWARE_SIGNATURE_1234" + b"EVIL" * 50
benign_files = []

malware_files = []

for i in range(5): # 5 benign files
path = f'dummy_binaries/benign_{i}.bin'
with open(path, 'wb') as f:
f.write(benign_content[:random.randint (50, len(benign_content))]) # Vary size
benign_files.append((path, 0)) # label O for benign
for i in range(5): # 5 malware files
path = f'dummy_binaries/malware_{i}.bin'
with open(path, 'wb') as f:
f.write(malware_content[:random.randint (100, len(malware_content))]) # Vary size
malware_files.append((path, 1)) # label 1 for malware

all_files_info = benign_files + malware_files
random.shuffle(all_files_info) # Shuffle for train/test split

# Create a DataFrame with file paths and labels
df _malware_data = pd.DataFrame(all_files_info, columns=['filepath', 'label'])
print ("DataFrame of dummy files:\n", df_malware_data)

# Convert binaries to image arrays
image_data = []
labels = []
for index, row in df_malware_data.iterrows():
img_arr = bin_to_img_array(row['filepath'], width=64)
if img_arr is not None:
image_data.append(img_arr)
labels.append(row['label'])

X_images = np.array(image_data)
y_labels = np.array(labels)

print (f"\nShape of image data (N, width, height): {X_images.shapel}")
print (f"Labels shape: {y_labels.shapel}")
print (f"Label distribution: {Counter(y_labels)}")
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import torch
from torch.utils.data import Dataset, DataLoader
from sklearn.model_selection import train_test_split

# Convert numpy arrays to PyTorch tensors
X_tensor = torch.tensor(X_images, dtype=torch.float32).unsqueeze(l) / 255.0 # Add channel dim, normalize
y_tensor = torch.tensor(y_labels, dtype=torch.long)

# Split data into training and testing sets
X_train_img, X_test_img, y_train_img, y_test_img = train_test_split(
X_tensor, y_tensor, test_size=0.3, random_state=42, stratify=y_tensor

)

# Define a custom PyTorch Dataset
class MalwareImageDataset (Dataset):
def __init__(self, images, labels):
self.images = images
self.labels = labels

def __len__(self):
return len(self.images)

def __getitem__(self, idx):
return self.images[idx], self.labels[idx]

# Create dataset instances
train_dataset_img = MalwareImageDataset(X_train_img, y_train_img)
test_dataset_img = MalwareImageDataset(X_test_img, y_test_img)

# Create DatalLoader instances

batch_size = 4 # Small batch size for demo

train_loader_img = DataLoader(train_dataset_img, batch_size=batch_size, shuffle=True)
test_loader_img = Dataloader(test_dataset_img, batch_size=batch_size, shuffle=False)

print (f"\nTraining images shape: {X_train_img.shape}")
print(f"Test images shape: {X_test_img.shapel}")

print (f"Number of training batches: {len(train_loader_img)l}")
print (f"Number of test batches: {len(test_loader_img)}")

olbl, oM, "PyTorch Dataset™ &bl % 4& <1y 154 Listing
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import torch.nn as nn
import torch.nn.functional as F

1
2
3
4 class MalwareCNN(nn.Module):

5 def __init__(self, img_width=64, num_classes=2):
6 super (MalwareCNN, self).__init__()

7 # Input channel is 1 for grayscale image

8 # (batch_size, 1, img_width, img_width)

9 self.convl = nn.Conv2d(in_channels=1, out_channels=16, kernel_size=3, padding=1) # Output: (batch_size, 16, img_width, im

10 self.pool = nn.MaxPool2d(kernel_size=2, stride=2) # Output: (batch_size, 16, img_width/2, img_width/2)
11

12 # Calculate input features for the first fully connected layer

13 # After first conv and pool, image size becomes img_width/2 = img_width/2
14 # So, 16 * (img_width/2) * (img_width/2)

15 # For img_width=64, it's 16 * 32 * 32 = 16384

16 self.fcl_input_features = 16 * (img_width // 2) * (img_width // 2)

17 self.fcl = nn.Linear(self.fcl_input_features, num_classes)

18

19 def forward(self, x):

20 # x shape: (batch_size, 1, img_width, img_width)

21 x = self.pool(F.relu(self.convi(x)))

22 # Flatten the output for the fully connected layer

23 x = x.view(-1, self.fcl_input_features) # -1 infers batch size

24 x = self.fcl(x)

25 return x

26

27 # Instantiate the model with our image width
28 model_malware_cnn = MalwareCNN(img_width=X_train_img.shape, num_classes=len(torch.unique(y_train_img)))
29 print ("\nMalware CNN Model Architecture:\n", model_malware_cnn)
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import torch.optim as optim
from sklearn.metrics import classification_report
import shutil # For cleanup

# Move model to GPU if avatlable

device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
model_malware_cnn.to(device)

print (f"\nUsing device for training: {device}")

# Define loss function and optimizer
criterion_malware = nn.CrossEntropyLoss()
optimizer_malware = optim.Adam(model_malware_cnn.parameters(), 1r=0.001)

num_epochs_malware = 20 # More epochs needed for real data, but for demo
print ("\n--- Starting PyTorch CNN Malware Classification Training ---")
for epoch in range(num_epochs_malware):
model_malware_cnn.train()
running_loss = 0.0
for batch_idx, (inputs, labels) in enumerate(train_loader_img):
inputs, labels = inputs.to(device), labels.to(device)
optimizer_malware.zero_grad()
outputs = model_malware_cnn(inputs)
loss = criterion_malware(outputs, labels)
loss.backward()
optimizer_malware.step()
running_loss += loss.item()

print (f"Epoch [{epoch+1}/{num_epochs_malware}], Loss: {running_loss / len(train_loader_img):.4f}")

print ("\nPyTorch CNN Malware Classification Training complete.")

# Evaluation
model_malware_cnn.eval()
all_preds_malware = []
all_labels_malware = []

with torch.no_grad():
for inputs, labels in test_loader_img:
inputs, labels = inputs.to(device), labels.to(device)
outputs = model_malware_cnn(inputs)
_, predicted = torch.max(outputs.data, 1)
all_preds_malware.extend(predicted.cpu() .numpy())
all_labels_malware.extend(labels.cpu() .numpy())

print ("\n--- Malware CNN Model Evaluation on Test Set ---")
print(classification_report(all_labels_malware, all_preds_malware, target_names=['Benign'

# Clean up dummy binaries

if os.path.exists('dummy_binaries'):
shutil.rmtree('dummy_binaries')
print ("\nCleaned up dummy_binaries folder.")
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import pandas as pd

import numpy as np

from collections import Counter
import os

# Create dummy CAN log data (simulate benign and some attack traffic)

num_benign = 1000

num_attack = 50

can_ids_benign = np.random.choice([0x100, 0x101, 0x200, 0x201, 0x300], num_benign)

timestamps_benign = pd.to_datetime('2025-08-16 00:00:00') + pd.to_timedelta(np.cumsum(np.random.rand(num_benign) * 0.01), unit='s
# Simulate normal data payloads (e.g., sensor readings)
data_benign = [format(np.random.randint(0, 256), '02x') * 8 for

in range(num_benign)]

# Simulate an attack: high frequency for a specific ID, or unusual data payload

can_ids_attack = np.full(num_attack, 0x100) # Flood with ID 0z100

timestamps_attack = pd.to_datetime('2025-08-16 00:00:10') + pd.to_timedelta(np.cumsum(np.random.rand(num_attack) * 0.001), unit='
data_attack = [format(np.random.randint(0, 256), '02x') * 8 for _ in range(num_attack)] # Could be random or specific malicious pc

# Combine benign and attack data
df_can = pd.DataFrame({

'timestamp': np.concatenate([timestamps_benign, timestamps_attack]),

'can_id': np.concatenate([can_ids_benign, can_ids_attack]),

'data': np.concatenate([data_benign, data_attack]),

'label': np.concatenate([np.zeros(num_benign), np.ones(num_attack)]) # 0: benign, 1: attack
b

df_can = df_can.sort_values(by='timestamp').reset_index(drop=True) # Sort by time

# Feature Engineering
df _can['can_id_hex'] = df _can['can_id'].apply(lambda x: hex(x))

# Calculate inter-arrival time for each CAN ID
df _can['prev_timestamp'] = df_can.groupby('can_id') ['timestamp'].shift (1)
df_can['inter_arrival_time'] = (df_can['timestamp'] - df_can['prev_timestamp']).dt.total_seconds().fillna(0)

# Convert hex data payload to numerical features (e.g., integer representation of first 2 bytes)
df_can['data_value_int'] = df _can['data'].apply(lambda x: int(x[:2], 16) if isinstance(x, str) and len(x) >= 2 else 0)

# One-hot encode CAN ID (for a limited number of common IDs)
# For many IDs, frequency features might be better or an embedding
df_can = pd.get_dummies(df_can, columns=['can_id_hex'], prefix='id')

# Select features for the model

feature_cols = ['inter_arrival_time', 'data_value_int'] + [col for col in df_can.columns if col.startswith('id_')]
X_can = df_can[feature_cols]

y_can = df_can['label']

print ("CAN Data Features Head:\n", X_can.head())
print ("\nCAN Data Labels Distribution:\n", Counter(y_can))

# Handle potential NaN from “shift (1)~ for inter_arrival_time
X_can['inter_arrival_time'] = X_can['inter_arrival_time'].fillna(X_can['inter_arrival_time'].mean())

# Split data - important: train only on benign data for unsupervised anomaly detection
X_train_benign = X_can[y_can == 0]

X_test = X_can # The test set can contain both benign and anomalous data

y_test = y_can

print (f"\nShape of training data (benign only): {X_train_benign.shapel}")
print (f"Shape of test data (mixed): {X_test.shapel}")
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from sklearn.ensemble import IsolationForest
from sklearn.preprocessing import StandardScaler
from sklearn.pipeline import Pipeline

# It's good practice to scale features for IsolationForest too, though less critical than for SVMs

# Create a pipeline to first scale, then apply IsolationForest
model_iso_can = Pipeline([
('scaler', StandardScaler()),

('isolationforest', IsolationForest(random_state=42, contamination=0.05)) # contamination is an estimate of the proportion of

D

# Train the IsolationForest model only on benign data
model_iso_can.fit(X_train_benign)
print("\nIsolationForest model for CAN Bus training complete on benign data.")

# Predict anomaly scores and labels on the entire test set (which may contain anomalies)

# decision_function gives a score, predict gives -1 for anomaly, 1 for mormal

df _test_can = X_test.copy()

df_test_can['anomaly_score'] = model_iso_can.decision_function(X_test)

df _test_can['is_anomaly_pred'] = model_iso_can.predict(X_test) # -1 for anomaly, 1 for normal
df _test_can['true_label'] = y_test

print("\nTest data with anomaly scores and predictions:\n", df_test_can.head())

print ("\nAnomaly prediction counts (-1 = anomaly, 1 = normal):\n", df_test_can['is_anomaly_pred'l].value_counts())
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from sklearn.metrics import classification_report, confusion_matrix

import matplotlib.pyplot as plt

# Convert IsolationForest's -1/1 prediction to 1/0 for standard metric calculation

# -1 (anomaly) -> 1, 1 (normal) -> 0

y_pred_binary = np.where(df_test_can['is_anomaly_pred'] == -1, 1, 0)
# True labels (1 for amomaly, O for mormal) are already y_test

print ("\n--- Anomaly Detection Performance on Test Set ---")
print(classification_report(y_test, y_pred_binary, target_names=['Normal', 'Anomaly']))

cm = confusion_matrix(y_test, y_pred_binary)

print ("\nConfusion Matrix:\n", cm)

print (f"True Negatives (TN): {cm} (Normal correctly classified as Normal)")
print (f"False Positives (FP): {cm} (Normal incorrectly classified as Anomaly)")
print (f"False Negatives (FN): {cm} (Anomaly incorrectly classified as Normal)")
print (f"True Positives (TP): {cm} (Anomaly correctly classified as Anomaly)")

# Visualize anomaly scores
plt.figure(figsize=(10, 6))

plt.hist(df _test_can[df_test_can['true_label'] == 0]['anomaly_score'], bins=50, alpha=0.7, label='Normal Scores', color='green')
plt.hist(df _test_can[df_test_can['true_label'] == 1]['anomaly_score'], bins=50, alpha=0.7, label='Anomaly Scores', color='red')
plt.axvline(x=model_iso_can.named_steps['isolationforest'].threshold_, color='blue', linestyle='--', label=f'Model Threshold ({mo

plt.xlabel('Anomaly Score (lower is more anomalous)'); plt.ylabel('Frequency')
plt.title('Distribution of Anomaly Scores for CAN Bus Traffic')

plt.legend(); plt.grid(True);

# In a real application, you would save the figure, e.g., plt.savefig('anomaly_scores.png')

plt.show() # Displays the plot
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import pandas as pd
import numpy as np

# Create dummy synchronized GPS and IMU data
np.random.seed (42)
num_points = 100

timestamps = pd.to_datetime('2025-08-16 12:00:00') + pd.to_timedelta(np.arange(num_points), unit='s')

# Simulate normal GPS data (gradual movement)

gps_lat = 34.05 + np.cumsum(np.random.normal(0, 0.0001, num_points))
gps_lon = -118.25 + np.cumsum(np.random.normal(0, 0.0001, num_points))
gps_vel = 10 + np.random.normal(0, 0.5, num_points) # meters/sec

# Simulate normal IMU data (accelerations consistent with velocity changes)
imu_accel_x = np.random.normal(0, 0.1, num_points)

imu_accel_y = np.random.normal(0, 0.1, num_points)

imu_accel_z = np.random.normal(9.8, 0.05, num_points) # Gravity

imu_gyro_z = np.random.normal(0, 0.01, num_points) # Small turning

df_sensor = pd.DataFrame ({
'timestamp': timestamps,
'gps_lat': gps_lat, 'gps_lon': gps_lon, 'gps_vel': gps_vel,
'imu_accel_x': imu_accel_x, 'imu_accel_y': imu_accel_y, 'imu_accel_z': imu_accel_z,
'imu_gyro_z': imu_gyro_z

b

# Introduce GPS spoofing (e.g., sudden jump in location or velocity)
spoof_start_idx = 40

spoof_end_idx = 60

df _sensor.loc[spoof_start_idx:spoof_end_idx, 'gps_lat'] += 0.05 # Sudden shift
df_sensor.loc[spoof_start_idx:spoof_end_idx, 'gps_lon'] -= 0.05

df _sensor.loc[spoof_start_idx:spoof_end_idx, 'gps_vel'] = 50 + np.random.normal(0, 2, spoof_end_idx - spoof_start_idx + 1) # Unre

df _sensor['is_spoofed'] = 0
df _sensor.loc[spoof_start_idx:spoof_end_idx, 'is_spoofed'] = 1

# Feature Engineering: Derive IMU-based welocity change (simple integration for concept)

# This is a very simplified integration for demo purposes; real IMU integration is complex.
time_diff = df_sensor['timestamp'].diff().dt.total_seconds().fillna(0)

# Estimated velocity change from IMU: delta_v = accel * delta_t

df _sensor['imu_delta_v_x'] = df_sensor['imu_accel_x'] * time_diff

df _sensor['imu_delta_v_y'] = df_sensor['imu_accel_y'] * time_diff

# Constider the current IMU readings as features

imu_features = ['imu_accel_x', 'imu_accel_y', 'imu_accel_z', 'imu_gyro_z', 'imu_delta_v_x', 'imu_delta_v_y']

gps_features = ['gps_lat', 'gps_lon', 'gps_vel']

X_imu = df_sensor[imu_features]
X_gps = df_sensor[gps_features]
y_spoofed = df_sensor['is_spoofed']

print ("Sample Sensor Data Head:\n", df_sensor.head())

print (f"\nIMU Features Shape: {X_imu.shapel}")

print (f"GPS Features Shape: {X_gps.shape}")

print (f"Spoofing Label Distribution: {y_spoofed.value_counts()}")
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import torch

import torch.nn as nn

import torch.nn.functional as F

from torch.utils.data import TensorDataset, DataLoader
from sklearn.model_selection import train_test_split
from sklearn.preprocessing import StandardScaler

# Scale features before converting to tensor
scaler_imu = StandardScaler()
scaler_gps = StandardScaler()

X_imu_scaled = scaler_imu.fit_transform(X_imu)
X_gps_scaled = scaler_gps.fit_transform(X_gps)

# Convert to tensors

X_imu_tensor = torch.tensor(X_imu_scaled, dtype=torch.float32)
X_gps_tensor = torch.tensor(X_gps_scaled, dtype=torch.float32)
y_spoofed_tensor = torch.tensor(y_spoofed.values, dtype=torch.long)

# Split data
X_imu_train, X_imu_test, X_gps_train, X_gps_test, y_train_spoofed, y_test_spoofed = train_test_split(
X_imu_tensor, X_gps_tensor, y_spoofed_tensor, test_size=0.01, random_state=42, stratify=y_spoofed

)

# We create a training set with mostly normal data
X_imu_train_normal = X_imu_tensor[y_spoofed_tensor == 0]
X_gps_train_normal = X_gps_tensor[y_spoofed_tensor == 0]
y_train_normal_labels = y_spoofed_tensor[y_spoofed_tensor == 0]

# Create datasets and loaders

train_dataset_fusion = TensorDataset(X_imu_train_normal, X_gps_train_normal, y_train_normal_labels)
train_loader_fusion = Dataloader(train_dataset_fusion, batch_size=32, shuffle=True)

test_dataset_fusion = TensorDataset(X_imu_test, X_gps_test, y_test_spoofed)

test_loader_fusion = Dataloader(test_dataset_fusion, batch_size=len(test_dataset_fusion), shuffle=False)

imu_dim = X_imu_tensor.shape

gps_dim = X_gps_tensor.shape

hidden_dim = 64

num_classes = 2 # 0: Normal, 1: Spoofed/Anomaly

class SensorFusionNet(nn.Module):
def __init__(self, imu_dim, gps_dim, hidden_dim, num_classes) :
super (SensorFusionNet, self).__init__()
self.imu_fc = nn.Linear(imu_dim, hidden_dim)
self.gps_fc = nn.Linear(gps_dim, hidden_dim)
self.fusion_fc = nn.Linear(hidden_dim * 2, hidden_dim)
self.output_fc = nn.Linear (hidden_dim, num_classes)

def forward(self, imu_data, gps_data):
imu_rep = F.relu(self.imu_fc(imu_data))
gps_rep = F.relu(self.gps_fc(gps_data))
fused_rep = torch.cat((imu_rep, gps_rep), dim=1)
fused_rep = F.relu(self.fusion_fc(fused_rep))
output = self.output_fc(fused_rep)
return output

model_sensor_fusion = SensorFusionNet(imu_dim, gps_dim, hidden_dim, num_classes)
print ("\nSensor Fusion Model Architecture:\n", model_sensor_fusion)

PyTorch. r\.&ée:,ﬂli G JPSAWAY g2 sk ¢lx :61 Listing

Slesliesg o 559 ol e g5 Aede Lo i b (UL el 3) 331
63 W 3 250 0 6 bzl Wl UL L o 8 o 652 he

173



oW N

© oo w

10

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

oW N

© oo w

10

12
13
14
15
16
17

import torch.optim as optim

device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
model_sensor_fusion.to(device)
print (f"\nUsing device for fusion model training: {devicel}")

criterion_fusion = nn.CrossEntropyLoss()
optimizer_fusion = optim.Adam(model_sensor_fusion.parameters(), 1lr=0.001)

num_epochs_fusion = 50
print ("\n--- Starting PyTorch Sensor Fusion Training ---")
for epoch in range(num_epochs_fusion):
model_sensor_fusion.train()
running_loss = 0.0
for batch_idx, (imu_data, gps_data, labels) in enumerate(train_loader_fusion):
imu_data, gps_data, labels = imu_data.to(device), gps_data.to(device), labels.to(device)
optimizer_fusion.zero_grad()
outputs = model_sensor_fusion(imu_data, gps_data)
loss = criterion_fusion(outputs, labels)
loss.backward ()
optimizer_fusion.step()
running_loss += loss.item()

if (epoch + 1) % 10 == 0:
print (f"Epoch [{epoch+1}/{num_epochs_fusion}], Loss: {running_loss / len(train_loader_fusion):.4f}")

print ("\nPyTorch Sensor Fusion Training complete.")

PyTorch. r\.x;::,ﬂli G JPSAWAY ¢> g% e 162 Listing

from sklearn.metrics import classification_report, accuracy_score

model_sensor_fusion.eval()
all_preds_fusion = []
all_labels_fusion = []

with torch.no_grad():
for imu_data, gps_data, labels in test_loader_fusion:
imu_data, gps_data, labels = imu_data.to(device), gps_data.to(device), labels.to(device)
outputs = model_sensor_fusion(imu_data, gps_data)
_, predicted = torch.max(outputs.data, 1)
all_preds_fusion.extend(predicted.cpu() .numpy())
all_labels_fusion.extend(labels.cpu() .numpy())

print ("\n--- Sensor Fusion Model Evaluation on Test Set (Spoofing Detection) ---")
print (f"Test Accuracy: {accuracy_score(all_labels_fusion, all_preds_fusion):.4f}")
print(“\nClassification Report:\n", classification_report(all_labels_fusion, all_labels_fusion, target_names=['Norma1'
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import matplotlib.pyplot as plt
# Get the actual data points for the test set
test_spoof_indices = y_test_spoofed.cpu() .numpy() == 1

predicted_spoof_indices = np.array(all_preds_fusion) == 1

plt.figure(figsize=(10, 8))

plt.plot(X_gps_tensor[:, 1].cpu().numpy(), X_gps_tensor[:, 0].cpu().numpy(), 'b-o', markersize=3, label='Full Trajectory (GPS Dat

plt.plot(X_gps_tensor[y_spoofed_tensor == 1, 1].cpu().numpy(), X_gps_tensor[y_spoofed_tensor ==

, 0].cpuQ) .numpy(), 'ro', marker

plt.plot (X_gps_test[predicted_spoof_indices, 1].cpu().numpy(), X_gps_test[predicted_spoof_indices, 0].cpu().numpy(), 'kx', marker

plt.xlabel('Longitude'); plt.ylabel('Latitude')

plt.title('GPS Trajectory with True and Predicted Spoofing Events')
plt.grid(True)

plt.legend ()

plt.show()
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import pandas as pd

from transformers import AutoTokenizer

import torch

from torch.utils.data import Dataset, Dataloader

from sklearn.model_selection import train_test_split

from sklearn.metrics import classification_report, accuracy_score
from tqdm.notebook import tqdm # For progress bars

import os

import shutil

import numpy as np

# Create dummy BEC and legitimate email data

data = {
"text': [
"Urgent: CE0 requesting wire transfer to new vendor account. Process immediately.", # BEC
"Subject: Q3 Financial Report - Please review and provide feedback.", # Legitimate
"Action Required: Process invoice #12345 to new account per attached. From: John Smith (CF0).", # BEC
"Meeting reminder: Project Alpha review at 2 PM today.", # Legitimate
"I am out of office. Please transfer $50,000 to this new account for urgent deal. - CEQ", # BEC
"Regarding your request for new software licenses, please follow internal process.", # Legitimate

"Confirming new bank details for payment of supplier X. Transfer by end of day.", # BEC
"Monthly security awareness training is scheduled for next week. Don't miss it." # Legitimate
1,
'label': # 1: BEC, 0: Legitimate
}
df_emails_bec = pd.DataFrame(data)
print ("Original BEC/Legitimate Email DataFrame:\n", df_emails_bec)

# Choose a pre-trained tokenizer (e.g., from BERT base uncased model)
tokenizer = AutoTokenizer.from_pretrained('bert-base-uncased')
print (f"\nLoaded tokenizer: {tokenizer.name_or_path}")

# Max sequence length for tokenizer (e.g., 128 or 256 tokens)
MAX_LEN = 128

class EmailDataset(Dataset):
def __init__(self, texts, labels, tokenizer, max_len):
self.texts = texts
self.labels = labels
self.tokenizer = tokenizer
self .max_len = max_len

def __len__(self):
return len(self.texts)

def __getitem__(self, item):
text = str(self.texts[item])
label = self.labels[item]

encoding = self.tokenizer.encode_plus(
text,

add_special_tokens=True, # Add '[CLS]' and '[SEP]'
max_length=self.max_len, # Pad/truncate to maz_len
return_token_type_ids=False, # No token type IDs for single sentence classification
padding='max_length', # Pad to maz_length
return_attention_mask=True, # Return attention mask
return_tensors='pt', # Return PyTorch tensors
truncation=True # Truncate if sequence is longer than maz_len
)
return {
'text': text,
'input_ids': encoding['input_ids'].flatten(),
'attention_mask': encoding['attention_mask'].flatten(),
'labels': torch.tensor(label, dtype=torch.long)
}

# Create datasets
train_texts, test_texts, train_labels, test_labels = train_test_split(
df _emails_bec['text'].to_numpy(),
df_emails_bec['label'].to_numpy(),
test_size=0.25, # Small test size for this tiny dataset
random_state=42,
stratify=df_emails_bec['label'] # Stratiﬁyg%g maintain label distribution
)

train_dataset_nlp = EmailDataset(list(train_texts), list(train_labels), tokenizer, MAX_LEN)
test_dataset_nlp = EmailDataset(list(test_texts), list(test_labels), tokenizer, MAX_LEN)

# Example of a tokenized input

sample_item = train_dataset_nlp

print (f"\nSample tokenized input_ids: {sample_item['input_ids']}")

print (f"Sample attention_mask: {sample_item['attention_mask'l]}")

print (f"Sample label: {sample_item['labels']}")

print (f"Decoded text: {tokenizer.decode(sample_item['input_ids'], skip_special_tokens=True)}")
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from transformers import AutoModelForSequenceClassification, TrainingArguments, Trainer
from sklearn.metrics import f1_score, precision_score, recall_score

# Note: This code assumes the variables from the previous listing (Listing 10.1)
# such as train_dataset_nlp and test_dataset_nlp are avatilable in the same session.

# Load a pre-trained BERT model for sequence classification

# num_labels=2 for binary classification (BEC or Legitimate)

model_nlp = AutoModelForSequenceClassification.from_pretrained('bert-base-uncased', num_labels=2)
print ("\nBERT Model for Sequence Classification Loaded.")

# Define training arguments (adjust as needed for real projects)
training_args = TrainingArguments(
output_dir='./results_bec',

num_train_epochs=10,
per_device_train_batch_size=2,
per_device_eval_batch_size=2,
warmup_steps=50,
weight_decay=0.01,
logging_dir='./logs_bec',
logging_steps=100,
evaluation_strategy="epoch",
save_strategy="epoch",
load_best_model_at_end=True,
metric_for_best_model="f1",
greater_is_better=True,
report_to="none" # Disable integrations like Weights & Biases for simple demo

output directory

total number of training epochs

batch size per device during training

batch size per device during evaluation

number of warmup steps for learning rTate scheduler
strength of weight decay

directory for storing logs

oW OR R W W R

Evaluate every epoch

Save model every epoch

Load the best model when training ends
Metric to use for best model selection

* W R R

)

# Define a compute_metrics function for evaluation
def compute_metrics(p):
predictions, labels = p
predictions = np.argmax(predictions, axis=1)
f1 = f1_score(labels, predictions, average='binary') # 'binary’' for 2 classes
precision = precision_score(labels, predictions, average='binary')
recall = recall_score(labels, predictions, average='binary')
return {"f1": f1, "precision": precision, '"recall": recall}

# Create the Trainer instance
trainer = Trainer(

model=model_nlp, # the instantiate Transformers model to be trained
args=training_args, # training arguments, defined above
train_dataset=train_dataset_nlp, # training dataset

eval_dataset=test_dataset_nlp, # evaluation dataset
compute_metrics=compute_metrics, # the callback for metrics computation

)

# Train the model

print ("\n--- Starting BERT Fine-tuning for BEC Classification ---")
trainer.train()

print ("\nBERT Fine-tuning complete.")
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# Note: This code assumes the variables from the previous listings
# (e.g., trainer, test_dataset_nlp, test_labels) are avatilable

print ("\n--- Evaluating Fine-tuned BERT Model on Test Set ---")
eval_results = trainer.evaluate()
print (f"Evaluation results: {eval_results}")

# Manually predict and print classification report for clarity
predictions = trainer.predict(test_dataset_nlp)

y_pred_nlp = np.argmax(predictions.predictions, axis=1)
y_true_nlp = test_labels

print("\n--- Classification Report for BEC Detection ---")
print(classification_report(y_true_nlp, y_pred_nlp, target_names=['Legitimate', 'BEC']))

# Clean up results directory

if os.path.exists('./results_bec'):
shutil.rmtree('./results_bec')
print("\nCleaned up ./results_bec directory.")

if os.path.exists('./logs_bec'):
shutil.rmtree('./logs_bec')
print("Cleaned up ./logs_bec directory.")
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import pandas as pd

import numpy as np

from sklearn.preprocessing import LabelEncoder

from torch.utils.data import TensorDataset, DataLoader
import torch

from sklearn.model_selection import train_test_split
from collections import Counter

# Create dummy user login data

np.random. seed (42)

num_logins = 500

users = ['userA', 'userB', 'userC']

locations = ['New York', 'London', 'Tokyo', 'San Francisco', 'Paris']
data_logins = pd.DataFrame ({

'timestamp': pd.to_datetime('2025-01-01') + pd.to_timedelta(np.sort(np.random.rand(num_logins) * 30), unit='D"),

'user_id': np.random.choice(users, num_logins),
'login_location': np.random.choice(locations, num_logins)
b

data_logins = data_logins.sort_values(by=['user_id', 'timestamp']).reset_index(drop=True)

# Simulate 'impossible travel' for userd
# Login from New York, then shortly after from Tokyo
data_logins = pd.concat ([

data_logins,

pd.DataFrame ([

{'timestamp': pd.to_datetime('2025-01-05 10:00:00'), 'user_id': 'userA', 'login_location':
{'timestamp': pd.to_datetime('2025-01-05 10:01:00'), 'user_id': 'userA', 'login_location':

D

1) .sort_values(by=['user_id', 'timestamp']).reset_index(drop=True)

# Encode locations numerically
le_location = LabelEncoder()
data_logins['location_encoded'] = le_location.fit_transform(data_logins['login_location'])

# Calculate time difference between consecutive logins for each user
data_logins['prev_timestamp'] = data_logins.groupby('user_id') ['timestamp'].shift(1)

'New York'},
'Tokyo'} # Impossible trav

data_logins['time_diff_hours'] = (data_logins['timestamp'] - data_logins['prev_timestamp']).dt.total_seconds() / 3600
data_logins['time_diff_hours'] = data_logins['time_diff_hours'].fillna(0) # First login in sequence has 0 diff

# Create sequence features for each user

user_sequences = []

user_labels = [] # Label for impossible travel (1 if impossible, O if possible)
MAX_SEQ_LEN = 10 # Mazimum number of login events per sequence

for user, group in data_logins.groupby('user_id'):
# Create sequence of (location_encoded, time_diff_hours)
seq_features = group[['location_encoded', 'time_diff_hours']].values
labels = np.zeros(len(group)) # Default to normal
# Mark 'impossible travel' as 1
idx = group[(group['login_location'] == 'New York') &
(group['timestamp'] == pd.to_datetime('2025-01-05 10:00:00'))].index
if not idx.empty:
idx_in_group = group.index.get_loc(idx)
if idx_in_group + 1 < len(group): # Check if there's a next login
if group.iloc[idx_in_group+1]['login_location'] == 'Tokyo' and \
group.iloc[idx_in_group+1] ['time_diff_hours'] < 24: # Less than 24 hours
labels[idx_in_group+1] = 1 # Mark the Tokyo login as impossible travel

# Pad or truncate sequences
if len(seq_features) > MAX_SEQ_LEN:
seq_features = seq_features[:MAX_SEQ_LEN]
labels = labels[:MAX_SEQ_LEN]
elif len(seq_features) < MAX_SEQ_LEN:
pad_len = MAX_SEQ_LEN - len(seq_features)
seq_features = np.vstack([seq_features, np.zeros((pad_len, seq_features.shape))])
labels = np.pad(labels, (0, pad_len), 'constant', constant_values=0)

user_sequences .append(seq_features)
# Classify sequence as 1 if it contains impossible travel
user_labels.append(1 if np.sum(labels) > 0 else 0)

X_seq_uba = np.array(user_sequences)
y_seq_uba = np.array(user_labels)

print (f"\nShape of X_seq_uba (num_users,Z*;éiseq_len, num_features) : {X_seq_uba.shapel}")
print (f"Shape of y_seq_uba: {y_seq_uba.shape}")
print (f"User Sequence Labels Distribution: {Counter(y_seq_uba)}")

# Convert to PyTorch tensors
X_tensor_uba = torch.tensor(X_seq_uba, dtype=torch.float32)
y_tensor_uba = torch.tensor(y_seq_uba, dtype=torch.long)

# Split into train/test
X_train_uba, X_test_uba, y_train_uba, y_test_uba = train_test_split(
X_tensor_uba, y_tensor_uba, test_size=0.3, random_state=42, stratify=y_tensor_uba

)
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import torch.nn as nn
import torch.nn.functional as F

input_size_uba = X_train_uba.shape # Number of features per event
hidden_size_uba = 32

num_layers_uba = 2

output_size_uba = 2 # 0: Normal, 1: Impossible Travel

class ImpossibleTravelLSTM(nn.Module) :
def __init__(self, input_size, hidden_size, num_layers, output_size):
super (ImpossibleTravellLSTM, self).__init__()
self.hidden_size = hidden_size
self.num_layers = num_layers
self.lstm = nn.LSTM(input_size, hidden_size, num_layers, batch_first=True)
self.fc = nn.Linear(hidden_size, output_size)

def forward(self, x):
# Initialize hidden and cell states
hO = torch.zeros(self.num_layers, x.size(0), self.hidden_size).to(x.device)
c0 = torch.zeros(self.num_layers, x.size(0), self.hidden_size).to(x.device)

# Pass input through LSTM
out, (hn, cn) = self.lstm(x, (hO, c0))

# Use the hidden state of the last time step for classification
out = self.fc(outl:, -1, :1)
return out

model_uba_lstm = ImpossibleTravelLSTM(input_size_uba, hidden_size_uba, num_layers_uba, output_size_uba)
print ("\nImpossible Travel LSTM Model Architecture:\n", model_uba_lstm)
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1 import torch.optim as optim

2 from sklearn.metrics import classification_report, accuracy_score
3

4 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
5 model_uba_lstm.to(device)

6 print (f"\nUsing device for UBA LSTM training: {devicel}")

T

8 criterion_uba = nn.CrossEntropyLoss()

9 optimizer_uba = optim.Adam(model_uba_lstm.parameters(), lr=0.005)
10

11 num_epochs_uba = 100

12 print ("\n--- Starting PyTorch LSTM UBA Training ---")

13 for epoch in range(num_epochs_uba) :

14 model_uba_lstm.train()

15 running_loss = 0.0

16 for batch_idx, (inputs, labels) in enumerate(train_loader_uba):
17 inputs, labels = inputs.to(device), labels.to(device)

18 optimizer_uba.zero_grad()

19 outputs = model_uba_lstm(inputs)

20 loss = criterion_uba(outputs, labels)

21 loss.backward ()

22 optimizer_uba.step()

23 running_loss += loss.item()

24

25 if (epoch + 1) % 20 == 0:

26 print (f"Epoch [{epoch+1}/{num_epochs_uba}], Loss: {running_loss / len(train_loader_uba):.4f}")
27

28 print ("\nPyTorch LSTM UBA Training complete.")

29

30 # Evaluation on test set

31 model_uba_lstm.eval()

32 all_preds_uba = []

33 all_labels_uba = []

34

35 with torch.no_grad():

36 for inputs, labels in test_loader_uba:

37 inputs, labels = inputs.to(device), labels.to(device)

38 outputs = model_uba_lstm(inputs)

39 _, predicted = torch.max(outputs.data, 1)

40 all_preds_uba.extend(predicted.cpu() .numpy())

41 all_labels_uba.extend(labels.cpu() .numpy())

42

43 print ("\n--- UBA LSTM Model Evaluation on Test Set ---")

44 print (f"Test Accuracy: {accuracy_score(all_labels_uba, all_preds_uba):.4f}")
45 print("\nClassification Report:\n", classification_report(all_labels_uba, all_preds_uba, target_names=['Normal', 'Impossible

W&l o5 UBA LSTM 3¢ .y, 170 Listing
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import matplotlib.pyplot as plt

# Re-run prediction on the whole dataset to get results for plotting all points
df_viz = data_logins.copy()
model_uba_lstm.eval()
with torch.no_grad():
all_outputs = model_uba_lstm(X_tensor_uba.to(device))
_, all_predicted = torch.max(all_outputs.data, 1)

# Map user IDs to their sequence prediction
user_ids_in_order = data_logins['user_id'].unique()
user_to_prediction_map = {user: pred.item() for user, pred in zip(user_ids_in_order, all_predicted)}

# Apply this mapping to the visualization dataframe
df _viz['predicted_label'] = df_viz['user_id'].map(user_to_prediction_map)

# Filter for userd to visualize (as we manually injected impossible travel there)
df _userA = df_viz[df_viz['user_id'] == 'userA'].copy()

# Define location coordinates for plotting
location_coords = {

'New York': (40.71, -74.00), 'London': (51.50, -0.12),

'Tokyo': (35.68, 139.65), 'San Francisco': (37.77, -122.41), 'Paris': (48.85, 2.35)
}

# Get coordinates for plotting
df _userA['lat'] = df_userA['login_location'].map(lambda x: location_coords[x])
df _userA['lon'] = df_userA['login_location'].map(lambda x: location_coords[x])

plt.figure(figsize=(12, 8))
plt.plot(df_userA['lon'], df _userA['lat'], 'b-o', markersize=6, label='UserA Login Path')

# Highlight impossible travel predictions
# If userA's sequence was flagged, all their logins will be highlighted.
if df_userA['predicted_label'].iloc ==
plt.plot(df _userA['lon'], df _userA['lat'], 'rx', markersize=10, mew=3, linestyle='None', label='Predicted Impossible Trav

for i, row in df_userA.iterrows():
plt.text(row['lon'], row['lat'], f"{row['login_location']} ({row['timestamp'].strftime('H:%M')})", fontsize=8, ha='right

plt.xlabel('Longitude')

plt.ylabel('Latitude')

plt.title('UserA Login Trajectory with Impossible Travel Detection')
plt.grid(True)

plt.legend )

plt.show()
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1 import pandas as pd

2 import numpy as np

3 from sklearn.preprocessing import StandardScaler

4 from sklearn.model_selection import train_test_split

5 from sklearn.ensemble import IsolationForest

6 from sklearn.svm import OneClassSVM

7 from sklearn.metrics import classification_report, confusion_matrix

8 import matplotlib.pyplot as plt

9

10 # Create a synthetic dataset with normal data and a few outliers (anomalies)

11 np.random.seed (42)
12 # Normal data: centered around (0,0)
13 X_normal = np.random.randn(1000, 2) * 0.5

14

15 # Anomalies: far from mormal data

16 X_anomalies = np.random.rand(20, 2) * 5 + 5 # 20 anomalies

17 # Add a few more anomalies from a different pattern

18 X_anomalies = np.vstack([X_anomalies, np.random.rand(10, 2) * -5 - 5])
19

20 # Combine and shuffle

21 X_data_unsupervised = np.vstack([X_normal, X_anomalies])

22 y_true_unsupervised = np.array( * len(X_normal) + * len(X_anomalies))
23

24 # Shuffle data to miz mormal and anomalies

25  shuffled_indices = np.random.permutation(len(X_data_unsupervised))

26 X_data_unsupervised = X_data_unsupervised[shuffled_indices]

27 y_true_unsupervised = y_true_unsupervised[shuffled_indices]

28

29 df_data_unsupervised = pd.DataFrame(X_data_unsupervised, columns=['feature_A', 'feature_B'])
30 df _data_unsupervised['true_label'] = y_true_unsupervised

31

32 # For unsupervised learning, we train on what we assume is 'nmormal’

33 X_train_data, X_test_mixed, _, y_test_mixed_true = train_test_split(

34 df _data_unsupervised, y_true_unsupervised, test_size=0.3, random_state=42, stratify=y_true_unsupervised
35 )

36

37 # Simulate training only on what we believe to be nmormal data

38 X_train_normal_only = X_train_data[X_train_datal['true_label'] == 0].drop('true_label', axis=1)
39 X_test_mixed_features = X_test_mixed.drop('true_label', axis=1)

40

41 # It's good practice to scale features for these models

42 scaler_unsupervised = StandardScaler()

43 X_train_scaled = scaler_unsupervised.fit_transform(X_train_normal_only)

44 X_test_scaled = scaler_unsupervised.transform(X_test_mixed_features)

45

46 # Convert back to DataFrame for feature names

47 X_train_scaled_df = pd.DataFrame(X_train_scaled, columns=X_train_normal_only.columns)
48 X_test_scaled_df = pd.DataFrame(X_test_scaled, columns=X_test_mixed_features.columns)
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# For demonstration, use a fized contamination. In real scenario, tune or use a range.
model_iso = IsolationForest(random_state=42, contamination='auto')
model_iso.fit(X_train_scaled_df)

# Predict on the mized test set

df _results_unsupervised = X_test_scaled_df.copy()
df_results_unsupervised['iso_anomaly_score'] = model_iso.decision_function(X_test_scaled_df)
df _results_unsupervised['iso_prediction'] = model_iso.predict(X_test_scaled_df) # -1 anomaly
df_results_unsupervised['true_label'] = y_test_mixed_true

Sl SV Sl Al 4l 2356 ks 073 Listing
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# nu is an upper bound on the fraction of training errors. It's an approxzimation of the fraction of outliers.
model_ocsvm = OneClassSVM(kernel='rbf', nu=0.05)
model_ocsvm.fit(X_train_scaled_df) # Train only on normal data

df _results_unsupervised['ocsvm_anomaly_score'] = model_ocsvm.decision_function(X_test_scaled_df)
df _results_unsupervised['ocsvm_prediction'] = model_ocsvm.predict(X_test_scaled_df) # -1 anomaly
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# To combine, we want "higher is more anomalous". Let's invert score signs.

df _results_unsupervised['iso_anomaly_score_norm'] = -df_results_unsupervised['iso_anomaly_score']
df_results_unsupervised['ocsvm_anomaly_score_norm'] = *df_results_unsupervised['ocsvm_anomaly_scoref
df _results_unsupervised['combined_anomaly_score'] = (df_results_unsupervised['iso_anomaly_score_norm'] + df_results_unsupervised[
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# Set a threshold at the 95th percentile of scores from the normal test data
# First, identify the combined scores for the truly normal points in the test set

normal_scores = df_results_unsupervised['combined_anomaly_score'] [df_results_unsupervised['true_label'] == 0]

threshold = np.percentile(normal_scores, 95) # Top 5/ of normal as threshold

df _results_unsupervised['combined_prediction'] = (df_results_unsupervised['combined_anomaly_score'] > threshold).astype(int)

print (f"\nCombined Model Evaluation (Threshold: {threshold:.2f}):")
# Note: For classification_report, 1 is anomaly, 0 is normal

print(classification_report(df_results_unsupervised['true_label'], df_results_unsupervised['combined_prediction'], target_names=[
cm_combined = confusion_matrix(df_results_unsupervised['true_label'], df_results_unsupervised['combined_prediction'])

print("\nCombined Confusion Matrix:\n", cm_combined)

# Visualize score distributions and threshold
plt.figure(figsize=(10, 6))

plt.hist(df _results_unsupervised['combined_anomaly_score'] [df_results_unsupervised['true_label'] == 0], bins=50, alpha=0.7, label
plt.hist(df _results_unsupervised['combined_anomaly_score'] [df_results_unsupervised['true_label'] == 1], bins=50, alpha=0.7, label
plt.axvline(x=threshold, color='blue', linestyle='--', label=f'Chosen Threshold ({threshold:.2f})')

plt.xlabel('Combined Anomaly Score (higher is more anomalous)'); plt.ylabel('Frequency')
plt.title('Distribution of Combined Anomaly Scores'); plt.legend(); plt.grid(True)
# In a real script you would call plt.show() here.

# Plot the data points themselves with predictions
plt.figure(figsize=(10, 8))

plt.scatter(X_test_mixed_features['feature_A'][df_results_unsupervised['true_label'] == 0],
X_test_mixed_features['feature_B'][df_results_unsupervised['true_label'] == 0],
c='blue', label='True Normal', alpha=0.6, s=20)

plt.scatter (X_test_mixed_features['feature_A'][df_results_unsupervised['true_label'] == 1],
X_test_mixed_features['feature_B'] [df_results_unsupervised['true_label'] == 1],

c='red', marker='x', s=50, linewidth=2, label='True Anomaly')
# Highlight predicted anomalies
predicted_anomalies = X_test_mixed_features[df_results_unsupervised['combined_prediction'] == 1]
plt.scatter(predicted_anomalies['feature_A'], predicted_anomalies['feature_B'],

facecolors='none', edgecolors='black', s=100, linewidth=1.5, label='Predicted Anomaly')
plt.title('2D Feature Space with True and Predicted Anomalies'); plt.xlabel('Feature A')
plt.ylabel('Feature B'); plt.legend(); plt.grid(True)
# In a real script you would call plt.show() here.
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import networkx as nx

import pandas as pd

import matplotlib.pyplot as plt
from collections import defaultdict

# Simulate process creation logs: parent_ptid, child_pid, process_name, timestamp

# Add some suspicious activity: A legitimate process spawning a cmd.exe which then spawns an unusual process

process_logs = [
{'timestamp': '2025-08-16 10:00:00', 'parent_pid': O, 'child_pid': 100, 'child_name': 'explorer.exe', 'is_malicious': 0},
{'timestamp': '2025-08-16 10:00:05', 'parent_pid': 100, 'child_pid': 101, 'child_name': 'chrome.exe', 'is_malicious': 0},
{'timestamp': '2025-08-16 10:00:10', 'parent_pid': 100, 'child_pid': 102, 'child_name': 'cmd.exe', 'is_malicious': 0}, # Norm
{'timestamp': '2025-08-16 10:00:15', 'parent_pid': 102, 'child_pid': 103, 'child_name': 'powershell.exe', 'is_malicious': 1},
{'timestamp': '2025-08-16 10:00:20', 'parent_pid': 103, 'child_pid': 104, 'child_name': 'malicious_script.exe', 'is_malicious
{'timestamp': '2025-08-16 10:00:25', 'parent_pid': 101, 'child_pid': 105, 'child_name': 'notepad.exe', 'is_malicious': 0},
{'timestamp': '2025-08-16 10:00:30', 'parent_pid': 100, 'child_pid': 106, 'child_name': 'firefox.exe', 'is_malicious': 0},

]

df _processes = pd.DataFrame(process_logs)

# Create a directed graph from parent-child relationships
G = nx.DiGraph()

# Add nodes with features (process mames, initial malicious label for training/testing)
# Ensure all PIDs (parent and child) are added as nodes

all_pids = set(df_processes['parent_pid']).union(set(df_processes['child_pid']))
process_names = {0: 'System'} # PID O for System/init process

is_malicious_map = {0: 0}

# Collect all process names and their latest malicious status
for _, row in df_processes.iterrows():
process_names [row['child_pid']] = row['child_name']
# Label the child process if 4t's malicious. If a process is ever malicious, it stays malicious.
if row['is_malicious'] == 1:
is_malicious_map[row['child_pid']] = 1
elif row['child_pid'] not in is_malicious_map: # Only set if not already marked malicious
is_malicious_map[row['child_pid']] = 0

# Add nodes to the graph
for pid in all_pids:
G.add_node(pid, name=process_names.get(pid, f'Unknown_{pid}'),
label=is_malicious_map.get(pid, 0)) # Default to O (benign) if no label

# Add edges
for _, row in df_processes.iterrows():
G.add_edge(row['parent_pid'], row['child_pid'], timestamp=row['timestamp'])

print(f"Nodes in graph: {G.nodes(data=True)}")
print (f"Edges in graph: {G.edges(data=True)}")

# Optional: Visualize the graph

plt.figure(figsize=(10, 8))

pos = nx.spring_layout(G, k=0.5, iterations=50) # Layout for wisualization

node_labels = {node: G.nodes[node]['name'] for node in G.nodes()}

node_colors = ['red' if G.nodes[node]['label'] == 1 else 'skyblue' for node in G.nodes()]

nx.draw_networkx_nodes(G, pos, node_color=node_colors, node_size=2000)
nx.draw_networkx_edges (G, pos, edge_color='gray', arrows=True)
nx.draw_networkx_labels(G, pos, labels=node_labels, font_size=8, font_weight='bold')
plt.title("Process Creation Graph with Malicious Nodes Highlighted (Red)")
plt.axis('off')

plt.show()
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import torch

from torch_geometric.data import Data

from sklearn.preprocessing import LabelEncoder

from sklearn.model_selection import train_test_split

# Prepare node features: Convert process names to numerical features

# Simple one-hot encoding for demo. For real apps, use word embeddings or similar.
unique_process_names = list(set(node_labels.values()))

le_process = LabelEncoder ()

le_process.fit(unique_process_names)

node_features_list = []
node_labels_list = []
node_to_idx = {node: i for i, node in enumerate(G.nodes())} # Mapping for consistent indexing

# Create feature matriz (X) and label vector (Y)

# Feature: one-hot encoding of process name

num_unique_process_names = len(unique_process_names)

for node_id in G.nodes():
process_name = G.nodes[node_id] ['name']
encoded_name = le_process.transform([process_name]) [0]
# Create a simple one-hot feature wvector for the process name
feature_vector = [0] * num_unique_process_names
feature_vector[encoded_name] = 1
node_features_list.append(feature_vector)
node_labels_list.append(G.nodes[node_id] ['label'])

x = torch.tensor(node_features_list, dtype=torch.float)
y = torch.tensor(node_labels_list, dtype=torch.long)

# Prepare edge_index: list of [source_node_idx, target_node_idxz] pairs
edge_index_list = []
for u, v in G.edges():
edge_index_list.append([node_to_idx[ul, node_to_idx[v1])
edge_index = torch.tensor(edge_index_list, dtype=torch.long).t().contiguous()

# Create PyTorch Geometric Data object
data_pg = Data(x=x, edge_index=edge_index, y=y)

print (f"\nPyTorch Geometric Data Object:\n{data_pg}")
print (f"Number of nodes: {data_pg.num_nodes}")

print (f"Number of edges: {data_pg.num_edges}")

print (f"Node features shape (x): {data_pg.x.shapel}")
print (f"Edge index shape: {data_pg.edge_index.shapel}")
print (f"Node labels shape (y): {data_pg.y.shape}")

# Create train/test masks for node classification

# Small dataset, so just split directly for demo
num_nodes = data_pg.num_nodes

train_mask = torch.zeros(num_nodes, dtype=torch.bool)
test_mask = torch.zeros(num_nodes, dtype=torch.bool)

# Manually set a few nodes for training and testing

train_indices = [node_to_idx[100], node_to_idx[101], node_to_idx[102], node_to_idx[105], node_to_idx[106]] # Benign for training

test_indices = [node_to_idx[103], node_to_idx[104]] # Malicious for testing
# For unseen anomalies, the model should generalize.
# In larger datasets, use train_test_split on node indices.

train_mask[train_indices] = True
test_mask[test_indices] = True

data_pg.train_mask = train_mask
data_pg.test_mask = test_mask

print(f"Train mask for nodes: {data_pg.train_mask.nonzero(as_tuple=True) [0].tolist()}")
print (f"Test mask for nodes: {data_pg.test_mask.nonzero(as_tuple=True) [0].tolist()}")
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import torch.nn as nn
import torch.nn.functional as F
from torch_geometric.nn import GCNConv # For Graph Convolutional Network

class SimpleGCN(nn.Module):
def __init__(self, in_channels, hidden_channels, out_channels):
super().__init__Q)
# First GCN layer: processes input features and aggregates from nmeighbors
self.convl = GCNConv(in_channels, hidden_channels)
# Second GCN layer: takes hidden features and outputs final classification
self.conv2 = GCNConv(hidden_channels, out_channels)

def forward(self, x, edge_index):

#
#

#
X
X
#
b e

Tl

node feature matriz (num_nodes, in_channels)

edge_index: graph connectivity inm COO format (2, num_edges)

First layer with ReLU activation

Second layer (no activation here if used with CrossEntropyLoss which handles softmazx internally)

self.convl(x, edge_index)
F.relu(x)

self.conv2(x, edge_index)

return x # Logtits for classification

# Instantiate the GCN model

# in_channels: number of features per node (from data_pg.z.shape[1])

# hidden_channels: number of features in the hidden layer (a design choice)

# out_channels: number of classes for node classification (e.g., 2 for benign/malicious)
in_channels = data_pg.x.shape[1]

num_classes_gnn = len(torch.unique(data_pg.y)) # Should be 2 (0 and 1)

model_gnn

SimpleGCN(in_channels=in_channels, hidden_channels=16, out_channels=num_classes_gnn)

print ("\nGNN Model Architecture:\n", model_gnn)
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1 import torch.optim as optim

2 from sklearn.metrics import classification_report

3

4 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")

5 model_gnn.to(device)

6 data_pg.to(device) # Move data to the same device as model

7

8  optimizer_gnn = optim.Adam(model_gnn.parameters(), 1lr=0.01)

9  criterion_gnn = nn.CrossEntropyLoss()

10

11 num_epochs_gnn = 200

12 print("\n--- Starting GNN Training ---")

13 for epoch in range(l, num_epochs_gnn + 1):

14 model_gnn.train()

15 optimizer_gnn.zero_grad()

16 out = model_gnn(data_pg.x, data_pg.edge_index)

17 loss = criterion_gnn(out[data_pg.train_mask], data_pg.y[data_pg.train_mask])

18 loss.backward()

19 optimizer_gnn.step()

20

21 # Evaluate on test set

22 model_gnn.eval()

23 with torch.no_grad():

24 pred = model_gnn(data_pg.x, data_pg.edge_index) .argmax(dim=1)

25 correct = pred[data_pg.test_mask] == data_pg.yl[data_pg.test_mask]

26 test_acc = int(correct.sum()) / int(data_pg.test_mask.sum())

27

28 if epoch % 20 == 0 or epoch == num_epochs_gnn:

29 print (f 'Epoch: {epoch:03d}, Loss: {loss:.4f}, Test Accuracy: {test_acc:.4f}')
30

31 print("\nGNN Training complete.")

32

33 # Final evaluation on the test set

34 model_gnn.eval()

35  with torch.no_grad():

36 logits = model_gnn(data_pg.x, data_pg.edge_index)

37 final_preds = logits.argmax(dim=1)

38

39 # Get predictions and true labels for the test nodes

40 test_preds = final_preds[data_pg.test_mask] .cpu() .numpy ()

41 test_true_labels = data_pg.yl[data_pg.test_mask].cpu() .numpy()

42

43 print ("\n--- GNN Model Evaluation on Test Nodes ---")

44 print(classification_report(test_true_labels, test_preds, target_names=['Benign', 'Malicious']))
45

46 # Print predictions for all nodes

a7 print ("\nNode-level predictions:")

48 for i, node_id in enumerate(G.nodes()):

49 is_test_node = node_to_idx[node_id] in data_pg.test_mask.nonzero(as_tuple=True) [0].tolist()
50 label_status = " (Test Node)" if is_test_node else ""

51 true_label_text = "Malicious" if G.nodes[node_id]['label'] == 1 else "Benign"
52 predicted_label_text = "Malicious" if final_preds[node_to_idx[node_id]].item() == 1 else "Benign"
53 print(f" Process '{G.nodes[node_id]['name']}' (PID {node_id}){label_status}: True={true_label_text}, Predicted={predicte
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import pandas as pd

import numpy as np

from pgmpy.models import BayesianNetwork

from pgmpy.factors.discrete import TabularCPD
from pgmpy.inference import VariableElimination

# Create a dummy dataset for vulnerabilities

# Features:

# CVE_Score_High: O (Low/Medium), 1 (High/Critical)

# Ezploit_DB Exists: 0 (No), 1 (Yes) - Is there a public exploit?

# CISA_KEV_Listed: 0 (No), 1 (Yes) - Is it in CISA's Knouwn Ezploited Vulnerabilities?

# Asset_Criticality_High: O (Low/Medium), 1 (High) - Is the affected asset highly critical?

# Target:

# Ezploited_in_Wild: 0 (No), 1 (Yes) - Has it been observed exploited?

data_vuln = pd.DataFrame ({
'CVE_Score_High': np.random.choice(, size=100, p=[0.6, 0.4]),
'Exploit_DB_Exists': np.random.choice(, size=100, p=[0.7, 0.31),
'CISA_KEV_Listed': np.random.choice(, size=100, p=[0.9, 0.1]),
'Asset_Criticality_High': np.random.choice(, size=100, p=[0.5, 0.5])

b

# Simulate 'Ezploited_in_Wild' based on other factors
# Higher chance of being exploited if CVE ts high, EzploitDB exzists, or CISA KEV listed.
# This is a simple heuristic for generating dependent data.
data_vuln['Exploited_in_Wild']l = (

(data_vuln['CVE_Score_High'] == 1) * 0.4 +

(data_vuln['Exploit_DB_Exists'] == 1) * 0.5 +
(data_vuln['CISA_KEV_ Listed'] == 1) * 0.9 +
(data_vuln['Asset_Criticality_High'] == 1) * 0.3 +

np.random.rand(100) * 0.2
) .apply(lambda x: 1 if x > 0.5 else 0)

print ("Dummy Vulnerability Data Head:\n", data_vuln.head())
print (f"\nExploited_in_Wild distribution: {data_vuln['Exploited_in_Wild'].value_counts()}")
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# Define the network structure (causal relationships)
# Exzample: Exploit_DB_Exzists and CISA_KEV_Listed depend on CVE_Score_High
# Exploited_in_Wild depends on all other factors
model_bn = BayesianNetwork([
('CVE_Score_High', 'Exploit_DB_Exists'),
('CVE_Score_High', 'CISA_KEV_Listed'),
('Exploit_DB_Exists', 'Exploited_in_Wild'),
('CISA_KEV_Listed', 'Exploited_in_Wild'),
('Asset_Criticality_High', 'Exploited_in_Wild')
n

# Define Conditional Probability Distributions (CPDs)
# For simplicity, we'll manually define some CPDS. In a real scenario, these could be learned from data.
# CPD for CVE_Score_High (prior probability)

cpd_cve = TabularCPD(variable='CVE_Score_High', variable_card=2, values=[[0.6], [0.4]1]1) # P(CVE=0), P(CVE=1)

# CPD for Exploit_DB_Exzists given CVE_Score_High
cpd_exploitdb = TabularCPD(variable='Exploit_DB_Exists', variable_card=2,
values=[[0.9, 0.3], # P(EzploitDB=0 | CVE=0), P(ExploitDB=0 | CVE=1)
[0.1, 0.7]11, # P(EzploitDB=1 | CVE=0), P(EzploitDB=1 | CVE=1)
evidence=['CVE_Score_High'], evidence_card=)

# CPD for CISA_KEV_Listed given CVE_Score_High
cpd_cisa_kev = TabularCPD(variable='CISA_KEV_Listed', variable_card=2,
values=[[0.99, 0.05], # P(KEV=0 | CVE=0), P(KEV=0 | CVE=1)
[0.01, 0.95]1, # P(KEV=1 | CVE=0), P(KEV=1 | CVE=1)
evidence=['CVE_Score_High'], evidence_card=)

# CPD for Asset_Criticality_High (prior probability)
cpd_asset_crit = TabularCPD(variable='Asset_Criticality_High', variable_card=2, values=[[0.5], [0.5]11)

# CPD for Exzploited_in_Wild given its parents
# Order of parents: [Exploit_DB_Ezists, CISA_KEV_Listed, Asset_Criticality_High]
# values: P(Ezploited=0/...), P(Ezploited=1/...) for all parent combinations
# EDB, KEV, AC: (0,0,0), (0,0,1), (0,1,0), (0,1,1), (1,0,0), (1,0,1), (1,1,0), (1,1,1)
cpd_exploited_in_wild = TabularCPD(variable='Exploited_in_Wild', variable_card=2,
values=[
[0.95, 0.80, 0.70, 0.20, 0.50, 0.10, 0.05, 0.01], # P(Ezploited=0 |
[0.05, 0.20, 0.30, 0.80, 0.50, 0.90, 0.95, 0.99] # P(Exploited=1 |/
1,

2D
2D

evidence=['Exploit_DB_Exists', 'CISA_KEV_Listed', 'Asset_Criticality_High'],

evidence_card=)

# Add CPDs to the model
model_bn.add_cpds(cpd_cve, cpd_exploitdb, cpd_cisa_kev, cpd_asset_crit, cpd_exploited_in_wild)

# Check if the model s walid
print(£"\nIs the Bayesian Network valid? {model_bn.check_model()}")

# Perform inference
infer = VariableElimination(model_bn)

# Example inference: What is the probability of Exzploited_in_Wild if CVE is High and Exploit DB Exists?
print("\n--- Bayesian Network Inference Examples ---")
query_1 = infer.query(variables=['Exploited_in_Wild'],
evidence={'CVE_Score_High': 1, 'Exploit_DB_Exists': 1})
print (£"\nP(Exploited_in_Wild | CVE_High=1, Exploit_DB_Exists=1):\n{query_1}")

# Example inference: What is the probability of Ezploited_in_Wild if Asset Criticality is High?
query_2 = infer.query(variables=['Exploited_in_Wild'l,

evidence={'Asset_Criticality_High': 1})
print (£"\nP(Exploited_in_Wild | Asset_Criticality_High=1):\n{query_2}")

# Example inference: What is the probability of Exzploited_in_Wild if CISA KEV is Listed but CVE is Low?
query_3 = infer.query(variables=['Exploited_in_Wild'l,

evidence={'CISA_KEV_Listed': 1, 'CVE_Score_High': 0})
print (£"\nP(Exploited_in_Wild | CISA_KEV_Listed=1, CVE_Score_High=0):\n{query_3}")
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1 import matplotlib.pyplot as plt

2 import pandas as pd

3 import numpy as np

4

5 # Simulate dates over several months

6 dates = pd.to_datetime(pd.date_range(start='2025-01-01", periods=20, freq='W'))

T

8 # Simulate Fl-scores, showing a period of stability followed by degradation

9 # and then a recovery after a hypothetical retraining

10 f1_scores = np.array([

11 0.92, 0.91, 0.90, 0.92, 0.89, 0.88, 0.87, 0.85, # Stable period

12 0.80, 0.75, 0.70, 0.65, 0.60, # Degradation

13 0.62, 0.65, 0.70, 0.80, 0.88, 0.91, 0.92 # Recovery after retraining

14 D

15

16 plt.figure(figsize=(12, 6))

17 plt.plot(dates, f1_scores, marker='o', linestyle='-', color='blue', label='Model Fl-score')
18  plt.axhline(y=0.85, color='red', linestyle='--', label='Alert Threshold (F1 < 0.85)')

19 plt.axvline(x=dates, color='green', linestyle=':', label='Start of Degradation')

20 plt.axvline(x=dates, color='purple', linestyle=':', label='Hypothetical Retraining Point')
21 plt.text(dates, 0.95, 'Concept Drift Starts', rotation=0, va='center', ha='left', color='green', fontsize=9)
22 plt.text(dates, 0.95, 'Retraining Deployed', rotation=0, va='center', ha='left', color='purple', fontsize=9)
23

24

25 plt.title('AI Model Fil-score Over Time in Production (Simulated)')
26  plt.xlabel('Date'); plt.ylabel('Fi-score')

27 plt.grid(True, linestyle=':', alpha=0.7)

28 plt.legend()

29  plt.tight_layout()

30 plt.show()
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# Assume you have your dataset in a folder, e.g., 'data/ematils.csv’
# 1. Initialize DVC in your project root
dvc init

# 2. Add your data file to DVC tracking. This creates a .dvc file
# and adds the data file to .gitignore, so Git only tracks the .dvc file.
dvc add data/emails.csv

# 3. Commit the .dvc file (and .gitignore) to Git
git add data/emails.csv.dvc .gitignore
git commit -m "Add raw email data with DVC"

# 4. (Optional) If you modify data, run 'dvc add' again and commit to Git
# dvc add data/emails.csv
# git commit -m "Update email data (v2)"
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import mlflow

import mlflow.sklearn # For logging scikit-learn models
from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import f1_score

from sklearn.model_selection import train_test_split
import pandas as pd

import numpy as np

# Assume a dummy dataset for demonstration (replace with your actual data)
X_dummy = np.random.rand(100, 10)
y_dummy = np.random.randint(0, 2, 100)

X_train, X_test, y_train, y_test = train_test_split(X_dummy, y_dummy, test_size=0.2, random_state=42)

# Set an MLflow experiment name
mlflow.set_experiment ("Phishing Detector Training")

# Start an MLflow Tun

with mlflow.start_run():
# Log parameters
n_estimators = 100
max_depth = 10
mlflow.log_param("n_estimators", n_estimators)
mlflow.log_param("max_depth”, max_depth)

# Train your model (e.g., RandomForestClassifier from previous chapters)

model = RandomForestClassifier(n_estimators=n_estimators, max_depth=max_depth, random_state=42)

model.fit(X_train, y_train)

# Make predictions and log metrics

y_pred = model.predict(X_test)

f1 = f1_score(y_test, y_pred)
mlflow.log_metric("f1_score", f1)

print (f"MLflow Run ID: {mlflow.active_run().info.run_id}")
print (f"Logged Fl-score: {f1:.2f}")

# Log the trained model as an artifact
mlflow.sklearn.log_model(model, "phishing_model")

print ("\nMLflow run completed. To view runs, run 'mlflow ui' in your terminal.")
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# For this demo, let's re-run the previous training and register it automatically
# (Assuming the setup from the previous script exists)
with mlflow.start_run(run_name="Register_Best_Model") as run:

n_estimators = 150

max_depth = 12

mlflow.log_param("n_estimators", n_estimators)

mlflow.log_param("max_depth", max_depth)

model = RandomForestClassifier(n_estimators=n_estimators, max_depth=max_depth, random_state=42)
model.fit(X_train, y_train)

y_pred = model.predict(X_test)

f1 = f1_score(y_test, y_pred)

mlflow.log_metric("f1_score", f1)

# Register the model directly from this run
registered_model = mlflow.sklearn.log_model(
sk_model=model,
artifact_path="phishing_model",
registered_model_name="PhishingDetectorProd" # Name in the Model Registry
)
print (f"\nModel version {registered_model.version} of 'PhishingDetectorProd' registered.")
print (f"Access registered model at: {registered_model.model_uril}")

To transition the model's stage (e.g., to Production) in a real workflow:
from mlflow.tracking import MlflowClient
client = MlflowClient()
client.transition_model_version_stage(
name="PhishingDetectorProd",
version=registered_model.version,
stage="Production"
)

print (f"Model version {registered_model.version} transitioned to Production.")
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# This part is conceptual for demonstration of loading a model

# In a real Flask/FastAPI app, you would load the model once at startup.
import mlflow.pyfunc

import pandas as pd

import numpy as np

# This would normally be defined in your app's environment

# registered_model_uri = "models:/PhishingDetectorProd/1" # Example URI
# For this demo, we use the object from the previous step
registered_model_uri = registered_model.model_uri

# Load the model from the MLflow Model Registry
latest_production_model = mlflow.pyfunc.load_model(registered_model_uri)

# Simulate a new incoming email feature vector for prediction

# (Ensure the shape matches the training data)

num_features = X_train.shape

new_email_features = pd.DataFrame(np.random.rand(l, num_features), columns=[f'feature_{i}' for i in range(num_features)])

prediction = latest_production_model.predict(new_email_features)
print (f"\nPrediction for new email: {prediction} (0: Legitimate, 1: Phishing)")

print ("\nConceptual deployment: Model loaded and ready for inference.")
print("In a real setup, this would be an API endpoint.")
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import shap

import numpy as np

import pandas as pd

from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import train_test_split
from sklearn.datasets import make_classification
import matplotlib.pyplot as plt

# 1. Create a synthetic cybersecurity dataset

X, y = make_classification(n_samples=200, n_features=10, n_informative=5,
n_redundant=0, n_classes=2, random_state=42)

feature_names = [f"feature_{i}" for i in range(X.shape)]

X_df = pd.DataFrame(X, columns=feature_names)

y_df = pd.Series(y)

# Split data
X_train, X_test, y_train, y_test = train_test_split(X_df, y_df, test_size=0.2, random_state=42)

# 2. Train a simple sklearn model

model_xai = RandomForestClassifier(n_estimators=100, random_state=42)
model_xai.fit(X_train, y_train)

print ("RandomForestClassifier trained for XAI demo.")

# 3. Create a SHAP ezplainer
explainer = shap.TreeExplainer (model_xai)

# 4. Calculate SHAP wvalues for the test set

shap_values = explainer.shap_values(X_test)

print (f"\nSHAP values shape (for class 0, class 1): {shap_values.shape}, {shap_values.shapel}")
print ("Expected value for class 1 (malicious):", explainer.expected_value)

# 5. Visualize a single prediction's explanation
test_preds = model_xai.predict(X_test)
malicious_indices = np.where(test_preds == 1)
if len(malicious_indices) > 0:
example_idx = malicious_indices # Take the first one
print (f"\nExplaining prediction for test example index {example_idx} (True Label: {y_test.iloc[example_idx]}, Predicted Label

shap.initjs()

shap.force_plot(explainer.expected_value, shap_values[example_idx,:], X_test.iloc[example_idx,:],
matplotlib=True, show=False)

plt.title(£"SHAP Force Plot for a Malicious Prediction (Example {example_idx})")

plt.tight_layout ()

plt.show()

# 6. Summary plot (overall feature importance)

print ("\n--- SHAP Summary Plot (Overall Feature Importance) ---")
shap.summary_plot (shap_values, X_test, plot_type="bar", show=False)
plt.title("SHAP Feature Importance for Malicious Class (Class 1)")
plt.tight_layout()

plt.show()

shap. summary_plot (shap_values, X_test, show=False)
plt.title("SHAP Beeswarm Plot for Malicious Class (Class 1)")
plt.tight_layout()

plt.show()
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import numpy as np

import pandas as pd

from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import accuracy_score, fl_score
from scipy.stats import ks_2samp

import matplotlib.pyplot as plt

# 1. Generate baseline data (e.g., mormal network traffic features)
np.random.seed(0)

baseline_data = np.random.normal(loc=0, scale=1, size=(500, 5))
baseline_labels = np.random.randint(0, 2, 500)

# 2. Generate drifted data (new attack patterns, different feature distribution)
drifted_data = np.random.normal(loc=1, scale=1.5, size=(500, 5))

drifted_datal:, 0] += 2 # Significant shift in feature_0

drifted_datal:, 1] -= 1 # Shift in feature_ 1

drifted_labels = np.where(drifted_datal:, 0] > 1, 1, 0) # Feature_O now determines label

# Combine into DataFrames for clarity

feature_names_drift = [f'f_{i}' for i in range(5)]

df _baseline = pd.DataFrame(baseline_data, columns=feature_names_drift)
df _drifted = pd.DataFrame(drifted_data, columns=feature_names_drift)

# Train a model on baseline data

model_drift_detection = RandomForestClassifier(n_estimators=50, random_state=42)
model_drift_detection.fit(df_baseline, baseline_labels)

print("Model trained on baseline data.")

# Evaluate model performance on baseline and then on drifted data
baseline_pred = model_drift_detection.predict(df_baseline)

print (f"\nPerformance on Baseline Data - Accuracy: {accuracy_score(baseline_labels, baseline_pred):.2f}, F1: {fl_score(baseline_l.

drifted_pred = model_drift_detection.predict(df_drifted)

print (f"Performance on Drifted Data - Accuracy: {accuracy_score(drifted_labels, drifted_pred):.2f}, F1: {fl_score(drifted_label

print ("\nNoticeable drop in performance on drifted data.")
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# Compare feature distributions between baseline and drifted data
print ("\n--- Drift Detection (Kolmogorov-Smirnov Test) ---")
for i, feature in enumerate(feature_names_drift):
statistic, p_value = ks_2samp(df_baseline[feature], df_drifted[feature])
print (f"Feature '{feature}': KS Statistic={statistic:.3f}, P-value={p_value:.3f}")
if p_value < 0.05: # Common threshold for statistical significance
print(f" -> Drift detected in feature '{feature}' (p-value < 0.05).")

# Visualize feature distribution shift

plt.figure(figsize=(12, 5))

plt.subplot(l, 2, 1)

plt.hist(df_baseline['f_0'], bins=30, alpha=0.7, label='Baseline f_0', color='blue')
plt.hist(df _drifted['f_0'], bins=30, alpha=0.7, label='Drifted f_0', color='red')
plt.title('Distribution of Feature_O (Drift)')

plt.legend()

plt.subplot(l, 2, 2)

plt.hist(df_baseline['f_1'], bins=30, alpha=0.7, label='Baseline f_1', color='blue')
plt.hist(df _drifted['f_1'], bins=30, alpha=0.7, label='Drifted f_1', color='red')
plt.title('Distribution of Feature_1 (Drift)')

plt.legend()

plt.tight_layout ()

plt.show()

# Basic performance degradation monitoring
initial_f1 = f1_score(baseline_labels, baseline_pred)
current_f1 = f1_score(drifted_labels, drifted_pred)
f1_drop = initial_f1 - current_f1
if f1_drop > 0.1: # Ezample threshold for significant drop
print (f"\nSignificant Fl-score drop detected: {f1_drop:.2f}. Consider retraining!")
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import shap # Ensure shap is imported
# This code assumes model_drift_detection, df_drifted, drifted_labels
# and drifted_pred are available from the previous steps.
test_preds = drifted_pred # Use predictions on drifted data
misclassified_idx = np.where((test_preds == 1) & (drifted_labels == 0))
if len(misclassified_idx) == O:
misclassified_idx = np.where((test_preds == 0) & (drifted_labels == 1))
if len(misclassified_idx) ==
print ("\nNo misclassified examples found for XAI.")
example_to_explain_idx = 0

is_misclassified = "Not explicitly misclassified"
else:
example_to_explain_idx = misclassified_idx
is_misclassified = "Misclassified (Predicted Benign, True Malicious)"
else:
example_to_explain_idx = misclassified_idx
is_misclassified = "Misclassified (Predicted Malicious, True Benign)"
print (f"\n--- Explaining a Prediction on Drifted Data ({is_misclassified}) ---")

explainer_xai = shap.TreeExplainer(model_drift_detection)
shap_values_example = explainer_xai.shap_values(df_drifted.iloc[[example_to_explain_idx]])

shap.initjs()

shap.force_plot(explainer_xai.expected_value, shap_values_example, df_drifted.iloc[example_to_explain_idx],
matplotlib=True, show=False)

plt.title(f"SHAP Force Plot for Drifted Data Example (Index {example_to_explain_idx})")

plt.tight_layout()

plt.show()

print (f"\nOriginal Feature Values for Example {example_to_explain_idx}:\n{df_drifted.iloc[example_to_explain_idx]}")
print (f"Model Predicted: {model_drift_detection.predict(df_drifted.iloc[[example_to_explain_idx]])}, True: {drifted_labels[exampl
print ("\nObservation: XAI helps show why the model made its prediction on drifted data.")
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import torch

import torch.nn as nn

from torch.utils.data import TensorDataset, DataLoader
import numpy as np

# 1. Define a simple Autoencoder model for anomaly detection
class Autoencoder (nn.Module) :
def __init__(self):
super (Autoencoder, self).__init__()
self.encoder = nn.Sequential(nn.Linear (10, 5), nn.ReLU())
self.decoder = nn.Sequential(nn.Linear(5, 10), nn.Sigmoid())

def forward(self, x):
x = self.encoder(x)
x = self.decoder(x)
return x

# 2. Simulate two clients with their own private data

np.random.seed (42)

clientl_data = torch.tensor(np.random.rand(100, 10), dtype=torch.float32)
client2_data = torch.tensor(np.random.rand(120, 10), dtype=torch.float32)
clientl_loader = DataLoader(TensorDataset(clientl_data), batch_size=10)
client2_loader = DataLoader(TensorDataset(client2_data), batch_size=10)

clients = [{'model': Autoencoder(), 'data_loader': clientl_loader},
{'model': Autoencoder(), 'data_loader': client2_loader}]

# 3. Simulate local training on each client
def train_local_model(model, data_loader, epochs=1):
criterion = nn.MSELoss()
optimizer = torch.optim.Adam(model.parameters(), 1r=0.01)
model.train()
for epoch in range(epochs):
for data in data_loader:
inputs, = data # Unpack the tuple
outputs = model(inputs)
loss = criterion(outputs, inputs)
optimizer.zero_grad()
loss.backward ()
optimizer.step()
return model.state_dict() # Return model weights (the "update")

print("--- Simulating Federated Learning Rounds ---")
global_model = Autoencoder()

# Simulate 2 rounds of federated training

for round_num in range(?):
print (f"\n--- Round {round_num + 1} ---")
local_updates = []

# Clients train locally and send updates
for i, client in enumerate(clients):
print(£"Client {i+1} is training locally...")
client['model'] .load_state_dict(global_model.state_dict())
local_weights = train_local_model(client['model'], client['data_loader'])
local_updates.append(local_weights)

# 4. Server aggregates the updates (Federated Averaging)
print("Server is aggregating model updates...")
global_weights = global_model.state_dict()
for key in global_weights.keys():
# Simple average of the weights from all clients
global_weights[key] = torch.stack(
[local_updates[i] [key] for i in range(len(local_updates))], O
) .mean(0)

# 5. Server distributes the new global model
global_model.load_state_dict(global_weights)
print ("New global model distributed to clients.")

print ("\nFederated Learning simulation complete.")
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