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136 اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ژٔߌۇཾۛام اހ޾ߵر ৓ৈཬ ኢኃٔاހۼ اހۇ޾࿯ںۥ 1 .2 .6
137 . . . . . . . . . . . . . . . . اހ࿲ߗކߗݺ ৓ৈཬ ኢኃٔاހۼ اހۇཿކںݺ 2 .2 .6

اހߚہჱ჊ت ٩ޓ ގߵฆ෯ة (ގۼۛގܽ ܽ੐ഈٔاހہں اภฏߌߵم ৓ৈཬ ኢኃٔاހۼ اހۇཿކںݺ 3 .2 .6
137 . . . . . . . . . . . . . . . . . . . . (ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ
138 . . . . . . . . . . . . . . . . . . . . . ఴఙٔގںਗ਼೾ᆁᅬا اހۇཿކںݺ ڞۼۄںٔت 3 .6
138 . . . . . . . . . . . . . . . . اހߗࡇࡗݘںܽ ا୶୐ਛਗات اߌۇܨޭاج 1 .3 .6
139 . . . . . . . . . . . . . اพฏގۄںܽ/اހ࿲ߗކߗݺ اހߗ౐ౕߌݺ ིܽۚ௠௎ 2 .3 .6
140 . . . . . . . . . ܽ੐ഈٔاހہں اภฏߌߵم ৓ৈཬ ኢኃٔاހۼ ఴఙٔގںਗ਼೾ᆁᅬا اހۇཿކںݺ 3 .3 .6
140 . . . . . . . . . . . ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ހۇཿކںݺ ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 4 .6
141 . . . . . . . . . . ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ހۇ޾࿯ںۥ اހٰޑںޞ اހۇٰࠇࠋ :৙ৈᇔᆳ ގྟັوع 5 .6
141 . . . . . . . . . . . . . ጺጴہںٔڛٔت اਛਗߗہۼܽ ܽગٰ࡚ٔਛਗا :1 ا઒࡚ߧߵة 1 .5 .6141 . . . . . . اހہںٔڛٔت وᇔ஧஥ݺ PyTorch ੐അٔڛٔت ܽཬߵᇔ஫஥ :2 ا઒࡚ߧߵة 2 .5 .6
141 . . . . . اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ ௠௎ߵذج ڑۥ ڞٰޭ :3 ا઒࡚ߧߵة 3 .5 .6
141 . . . . . . . . . . . . . . . . واހۇۼںࢤࢿ ഫ೾اހۇۛر :4 ا઒࡚ߧߵة 4 .5 .6
151 اঌঈܞॲॐׅت ݀زၢျت গএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء 7
152 . . . . . . . . . . . . . . . য়ޭਁٔت ਛਗا دا཭ݺ اހߚہჱ჊ت ෡ෆڞٗގ :ᅺლ჊ߚਛਗا 1 .7
152 . . . . . . . Network) Area (Controller CAN ڛٔۯݺ 1 .1 .7
152 . . . . . . . Ethernet) (Automotive اހߗںٔرات ഞഈ୸ୟڑ إ 2 .1 .7
153 . . . . . . . . . ݘޭہܽ ਛਗا دا཭ݺ ژٰۛ ٩ޓ اހۼںٔس ੐അٔڛٔت اހہںٔڛٔت: ގ޾ٔدر 2 .7
153 . . . . . . . . . . . . য়ޭਁٔت ਛਗا ਦਞގޓ اހٰޑںޞ واހۇٰࠇࠋ ᅺᅬਧਞا ڞٰࠇࠋ اހۇۼۄںٔت: 3 .7

5



153 . . . . . Learning) (Supervised ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ 1 .3 .7
(Unsupervised ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހߚۚوذ ٩ޓ اހـݪߚۥ 2 .3 .7

154 . . . . . . . . . . . . . . . . Detection) Anomaly
154 . . . . Models) Sequence (Deep اހٰޑںޞ اހ࿲ߗކߗݺ ௠௎ٔذج 3 .3 .7
154 . . . . . . . . (TinyML) اހߵزن ܗ۽ں۽ܽ اࣇ࣢ࣳٔذج ا٩ۇۂرات 4 .3 .7
155 . . . . . . . . . . . . CAN رߌٔڎݺ ގޓ ا୶୐ਛਗات اߌۇܨޭاج 5 .3 .7
156 . . . . . . . . . . . . CAN ހۄٔۯݺ ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم :৙ৈᇔᆳ ގྟັوع 4 .7
156 . . . . . . . . . . . . . . . . . . . . . اހہںٔڛٔت إཬۛاد 1 .4 .7
156 . . . . . . . اހߚۚوذ) ٩ޓ (اހـݪߚۥ ܹ੗೾رणऎو اࣇ࣢ࣳߵذج اܗۇںٔر 2 .4 .7
156 . . . . . . . . . . . . . . . . . . . واހۇ࿯ہںܹ اހٰۇہܽ णँۛษ༆ 3 .4 .7
164 ا۱݈ث૩ૈا౹ুڮ ౬ׅ؂ুڮ ૧ુا۱ٮ اগএ،ݗ܂ڮ ᇐᆫ اལ݈ঌঈ݋סܞات গএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء 8
165 . . . . . . . . . . . . ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ቟ሺ اਛਗߗ࿲ߚٰޭات ᇔᇂٔڑܽ 1 .8
165 . . . . . . . . . . . . . . . . ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ 1 .1 .8165 . . . . . . . . . . . . . . . . . . . . اހߚٔڎٰܽ اணடܭޑٔت 2 .1 .8166 . . . . . . . . . . . . . . . . . اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت اހہںٔڛٔت: ގ޾ٔدر 2 .8166 . . . . . . . . . (ܽગٰ࡚ٔوގ (཭ٔم اఽ఼సۇކ۽ܽ اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت 1 .2 .8
166 . . . . . . . . . . . . . . . . . NMEA GPS ౐อ௣ౕت 2 .2 .8167 . . . . . . . (IMU) ቟ሓاᆀᅬا ژٔހۼ޾ߵر اހۼںٔس و཮ۛة ۯޭاءات 3 .2 .8
167 . . . . . . . . . . . . . . . . . . . اჱႚٔా఼సة اணடܭߵم آڡٔر 4 .2 .8
167 . . . . . . . ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ਦਞގޓ ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 3 .8
168 . . . . . اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت ހߗ౐ౕގܽ اހٰޑںޞ واހۇٰࠇࠋ ቟ቌਧਞا اހۇٰࠇࠋ اހۇۼۄںٔت: 4 .8
168 . . . . . . . . . . . . . اਛਗߗ࿲ߚٰޭات པႃणई اހߚۚوذ ݘߚۥ 1 .4 .8
169 . . . . . . . . . . . . . . . اހߵߌٔڎߡ ގۇٰۛد اހٰޑںޞ པႃᆁᅬا 2 .4 .8
169 . . . . . . . . (ܽ੐೻ٔܘ޾ਢਞا (اਦਞߌٔހںڂ اਛਗۇߧ۰ޭܽ اހۼࢤࢿ ݘߚۥ 3 .4 .8
170 . . . . . . . . . . . . . . . . . . اਛਗۇۂدل اހۇܩۼޞ ௠௎ٔذج 4 .4 .8
171 . . . . . . . . . . . . اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت ߌ౐ౕގܽ ੳંاۯڂ :৙ৈᇔᆳ ގྟັوع 5 .8
171 . . . . . . . . . . . . . . . . اހہںٔڛٔت إཬۛاد :1 ا઒࡚ߧߵة 1 .5 .8171 . . . . . . . . . . . . . . اࣇ࣢ࣳߵذج وਗ਼അٔء اܗۇںٔر :2 ا઒࡚ߧߵة 2 .5 .8
171 . . . . . . . . . . . . . . . . اࣇ࣢ࣳߵذج ഫ೾رणऎ :3 ا઒࡚ߧߵة 3 .5 .8
172 . . . . . . . . . . . . . واހۇۼںࢤࢿ اހߚۚوذ ݘߚۥ :4 ا઒࡚ߧߵة 4 .5 .8
174 . . . . . . . . . . . . . . . . . . . . اހۇ޾ߵر :5 ا઒࡚ߧߵة 5 .5 .8
180 اঌঈظ٭ٌم ا۱סܯཝثڮ ؂ڮ اካእלݦ اඞ਺૩ૈ۱ڮ গএۿ܄ اய஭னݦঔএت 9
181 . . . . . . . . . . . . . . . . . . . . . . . . . . واހۇۼۄںܽ ᅺლ჊ߚਛਗا 1 .9181 . . . . . . . . . اހـݪہ୸୐ة ܽ٫ጺጴا و௠௎ٔذج اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ 1 .1 .9
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181 . . . . . . . ጺጴߗںٔق اਛਗۛرك ቙ቌإ ഞഅٔاހۉ ގޓ اހۄ޾ߵص: ෡ෆڞ޼ޑ 2 .1 .9
182 . . . . . . . . . . . . . . . . . . اస఼ాߵਣਞت ௠௎ٔذج ޹ۼݺ 3 .1 .9
183 . . . . . . . . . . . . . . . . . . . . ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اހۇߧہںۼٔت 2 .9
183 . . . . . . . . . . . . اਣਞܜۇޑ٩ٔںܽ واணடۄۛߌܽ اހۇ޾ںۛ ݘߚۥ 1 .2 .9
184 . . . . . . . . . . . . . . . . اހणँۛጨጚات اߌۇܨۂرات أ௠௑ۇܽ 2 .2 .9
184 . . . . . . . . . . . . . . . اਦਞގۄںܽ اހۉ٫ޭات و޹ۥ ษ༆ކںݺ 3 .2 .9
185 . . . . . . . اਦਞގޓ ቟ሺ اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔਛਗ ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 3 .9
185 . . . . . . . . . . اਦਞގޓ ቟ሺ اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔਛਗ ษૉߵل :৙ৈᇔᆳ ގྟັوع 4 .9
186 . . . . . . . . . . . . . ୶୐ގ୸ଢ଼واހ اހہںٔڛٔت إཬۛاد :1 ا઒࡚ߧߵة 1 .4 .9
186 . . . . . . . . . . . . . واހ޾ۼݺ اࣇ࣢ࣳߵذج ᇔ༿༯ںݺ :2 ا઒࡚ߧߵة 2 .4 .9
186 . . . . . . . . . . . . . . . . . . . . اހۇۼںࢤࢿ :3 ا઒࡚ߧߵة 3 .4 .9
186 . . . . . . . . . . . . ෡ෆاހۇކۼ ܾۄۛߌܽ ގ۽ܾٔںޑࠃ: اߌۇݪߚٔف 4 .4 .9
195 ෟශۿඏ඀ا ا۱݋ًوذ ۱ـۛ݋ٖ ݈۫۷݈ལ۱ا ୑ିׅذج 10
196 . . . . . . . . . . . . . . اพฏގޓ ୸ୗཬ اਛਗߚہߵܾܽ ا௠௎ਦਞٔط णँۛษ༆ :ᅺლ჊ߚਛਗا 1 .10
196 . . . . . . . . . . Insider Threats اᆁᅬا཭ކںܽ اހणँۛጨጚات 1 .1 .10196 . . . . . . Compromised Accounts ا୸ଢ଼ఽ఼సۯܽ اઓ࡚ߗٔژٔت 2 .1 .10197 . . . . Time-Series اพฏގۄںܽ ጺጴߗ౐ౕߌݺ اਛਗۇۼۛގܽ اހ࿲ߗކߗݺ ௠௎ٔذج اހۇۼۄںܽ: 2 .10
197 . . . . . (GRUs و LSTMs) اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت 1 .2 .10
198 . . . . . . . (TCNs) اพฏގۄںܽ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت 2 .2 .10
198 . . . . . Transformer اస఼ాߵਣਞت ৓ৈཬ ܽ௠ுٔاހۼ اހ࿲ߗކߗݺ ௠௎ٔذج 3 .2 .10

Ses- ིކߗٔت ቙ቌإ اਦਞގٔن ౐อ௣ౕت ڑݺ ษ༆ߵ :቟ሴߵارز઒࡚ا اހۇ۽޾ںݺ 4 .2 .10
198 . . . . . . . . . . . . . . . . . . . . . . sionizing200 . . . . . . . . . . . . . . . . . . . . . . . . . . . . اހۇߧہںۼٔت 3 .10200 . . . . . . . . . . . . (UBA) اਛਗߗۇཾۛم ߌࡇࡗك ษ༆ކں౐ౕت 1 .3 .10
200 . . . (APT) اਛਗߗۇޑޭة اਛਗۇۼۛގܽ اހणँۛጨጚات ଽଦٔط ٩ޓ اހـݪߚۥ 2 .3 .10
201 . . . . . Process Injection اހٰޑކںٔت ܘۼޓ ٩ޓ اހـݪߚۥ 3 .3 .10
201 . . . . . . . . . . . . (C2) ଎଀ཿواހۇ اހۼںٔدة ٩ޓ اހـݪߚۥ 4 .3 .10
201 ๮๐ގพฏا UBA/اހۇཿކںݺ اਛਗߗۇཾۛم ߌࡇࡗك ހۇཿކں౐ౕت ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 4 .10
202 . . . . . UBA اਛਗߗۇཾۛم ߌࡇࡗك ހۇཿކں౐ౕت اހ࿲ߗކߗݺ ௠௎ٔذج :৙ৈᇔᆳ ގྟັوع 5 .10
202 . . . . . . . . . . . . . . . . . . . . . اހہںٔڛٔت إཬۛاد 1 .5 .10203 . . . . . . . . . . . . . . . . . LSTM ௠௎ߵذج ڑۥ ڞٰޭ 2 .5 .10
203 . . . . . . . . . . . . . . اހߚۚوذ ٩ޓ واހـݪߚۥ ഫ೾اހۇۛر 3 .5 .10
203 . . . . . . . . . . Concept Drift اਛਗ۽݀ߵم اษ༃ޭاف إدارة 4 .5 .10
204 . . . . . . . . . . . . . . . . . . . . . . ቟ሃޭਛਗا اހۇ޾ߵ࠙ࡂ 5 .5 .10
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213 ا۱ܯٮܞ ؂ݦم ඞർ܂ׅت ঔএۉལ݋ׅف ย༅௅኱እاف اߋਃׅܨסڮ ૩ુ໘ ا۱ݘܞق 11
214 . . . . . . . . . . . . . . . اਛਗٰޭو۰ܽ ୸୐ཧ اހणँۛጨጚات اݘ࿲ߚٔف :ᅺლ჊ߚਛਗا 1 .11214 . . . . . . . . . . . . . ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ୸୐ཧ ا઒࡚ߵارزގںٔت ގޓ ܽཬߵᇔ஫஥ 2 .11
214 . . . . . . . . . (OCSVM) اހ۽ڷܽ أ཮ٔدڑܽ ا٩ᆁᅬދ ގۇܹྃ ᅺᅬآ 1 .2 .11
215 . . . . . . . . . . . . . Forest) (Isolation اހٰޫل ཧٔژܽ 2 .2 .11
215 . . . . . Algorithms) (Clustering اހۇܭޑں٢ ܗߵارزގںٔت 3 .2 .11
216 . . . . . . . اހღ჊ౕߌںݪںܽ اހߚٔذة اਣਞٔઓ࡚ت ݘߚۥ ܗߵارزގںٔت 4 .2 .11
217 . اހߚٔذة اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف (Autoencoder) ቟ሃٔاހۇކۼ ઀ِّੳޭُਛਗا 5 .2 .11
218 . . . . . . . . . . . . . . . . . . . . . . . . . . . . اހۇߧہںۼٔت 3 .11
219 . . . . . . . . ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ ጺጴـݪߚۥ ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 4 .11
220 . . . . . . . ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހߚٔذة اਣਞٔઓ࡚ت ݘߚۥ :৙ৈᇔᆳ ގྟັوع 5 .11
220 . . . . . . . . . . . . . . . . . . . . . اހہںٔڛٔت إཬۛاد 1 .5 .11221 . . . . . . . . . ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ގۇٰۛدة ௠௎ٔذج ڞߧہںޞ 2 .5 .11
222 . . . . . . . . . . . . . . . . . . اހߚۚوذ درིٔت པႃد 3 .5 .11
223 . . . . . . . . . . . . . . . . واހۇۼںࢤࢿ ᅺᅬٰٔ۰ ٩ۇۂت णँۛษ༆ 4 .5 .11
223 . . . . . . . . . . . اހჱ჊ذژܽ اढऋਢਞارات ހۇۼކںݺ اߌ୸ଢ଼اಜಀ಼ںٔت 5 .5 .11
232 ا۱ס٠ெுׅت ۱ظ۷໰ث۫ GNNs 12
233 . . . . . . . . . . . . . . . . اணடܭޑٔت ቟ሺ اਛਗٰۼۛة اހ౐ٰౕۯٔت :ᅺლ჊ߚਛਗا 1 .12
233 . . . . . . . . . . . . . . . ౘፀጴގޓ ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت اހۇۼۄںܽ: 2 .12
234 . . . . . . . . . . . (GNNs) ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت 1 .2 .12
234 . . . . . . . . . . . . . . ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت أڛߵاع 2 .2 .12
235 . . . . . (HNNs) اހ۽ٔڎۼܽ ܽ੐ഈٔاހہں ጺጴޭߌߵم ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت 3 .2 .12
235 . . . . . . . . . . . اਦਞގۄںܽ اހہںٔڛٔت ގޓ ܽ੐ഈٔاހہں اภฏߌߵم ਗ਼അٔء 4 .2 .12
237 . . . . . . . . . . . . . . . . . . . . . . . . . . . . اހۇߧہںۼٔت 3 .12
238 . . . . . . . . . اਦਞގޓ ቟ሺ GNNs ހߚہჱ჊ت ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 4 .12
239 . . . . . . . . . . اਦਞގۄںܽ ܽ੐ഈٔاހہں ጺጴޭߌߵم GNNs ߏہჱ჊ت :৙ৈᇔᆳ ގྟັوع 5 .12
239 . . . . . . . . . . . . . . . . ቟ሐٔاހہں ဋྑภฏا ਗ਼അٔء :1 ا઒࡚ߧߵة 1 .5 .12
239 . . . . . . Geometric PyTorch ੐അٔڛٔت إཬۛاد :2 ا઒࡚ߧߵة 2 .5 .12239 . . . . . . . . . . . . . GNN ௠௎ߵذج ڑۥ ڞٰޭ :3 ا઒࡚ߧߵة 3 .5 .12
241 . . . . . . . . . . . . اހߚۚوذ وݘߚۥ ഫ೾اހۇۛر :4 ا઒࡚ߧߵة 4 .5 .12241 . . . . . . . . . . . . . . . . . . . . ୸୐اހۇ۽ߗ :5 ا઒࡚ߧߵة 5 .5 .12
250 ا۱غלܞات ওএدارة اঔএډظ܂۱ׅثڮ ا࠸ࡓࡤׅذج 13
251 . . . . . . . . . . . . . . . . . . . . . اހۉ٫ޭات ि॔ॕٔߤޭ اހۇ࿯ہߪ ᅺლ჊ގߚ 1 .13
251 . . . . . . . . . . . . . . اހۂ࠙ࡀي ᅺᅬਧਞا وڞٰࠇࠋ اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج اހۇۼۄںܽ: 2 .13
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251 . . . . . . . . . . . . . . . . . . . . اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج 1 .2 .13
252 . . . . . . . . . . . . . . . . . . . . ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت 2 .2 .13
252 . . . . . . . . . . . . . . . . . اހۂ࠙ࡀي ᅺᅬਧਞا ڞٰࠇࠋ ڞۼۄںٔت 3 .2 .13
253 . . . . . . . . . . . . . . . . . . . . . ژ੟೾ٔߵن ގݪۇۂت 4 .2 .13254 . . . . . . . . . . . . . . . . . . . . . . . . . . . . اހۇߧہںۼٔت 3 .13
254 . . . . . . . . . . . . . . . . . اހۉ٫ޭات ڑٔت أوހߵ णँۛษ༆ 1 .3 .13255 . . . . . . . . . . . . اހอૉ୸ୗںٔت णँڞߵر ᅺᅲߌކߗ ٫੟അޭات اހۇ࿯ہߪ 2 .3 .13
255 . . . . . . . واਦਞ޹ߵل ࡼࢂࢇߵادث ౤ᎈጴཾٔߤޭ ఴఙٔގںਗ਼೾ᆁᅬا اހ࿲ߗܭںݺ 3 .3 .13
255 . . . . . . . . . . . . . . اހۉ٫ޭات ਢਞدارة ܽ཮۽ۇߵਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت 4 .13
256 . . . . . . . . . . . . اਣਞܘۇޑٔހںܽ اఽ఼సٔߤޭ ڑٔت أوހߵ णँۛษ༆ :৙ৈᇔᆳ ގྟັوع 5 .13
256 . . . . . . . . . . . . . . . . . . . . . اހہںٔڛٔت إཬۛاد 1 .5 .13
256 . . . . . . . . . . . . . . . . . . . . . ڑܽ ژٔ࠙ࡀ ᅛᅉߏہ ਗ਼അٔء 2 .5 .13
257 . . . . . . . . . . . . ڑٔت اਦਞوހߵ णँۛཿހۇ ڞߵ޷ںܩࠃ ٩ંض 3 .5 .13
258 . . . . . . . . . . . . . . . . . . ෡ෆاހںۼ ཬۛم ᇔᆟںܽ णँۛษ༆ 4 .5 .13

265 ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ᇐᆫ ᇐᆺׅܪݘصঔএا اၢဋჱოء ۷ᅅᄤثׅت 3
267 اৎ౹ওএׅج ᇊᆽإ ᇐᆽوগএا ا࠸ࡓࡤݦذج ۿ܄ 14
268 . . . . . . . . . . . . . . . . . . . . . اਦਞގޓ ቟ሺ ᅺᅬਧਞا ڞٰࠇࠋ ڞ۽ٰںݺ 1 .14
268 . Drfit) Concept (Continuous ౤ᎈጴ۽݀ߵم اਛਗߗۇޑޭ اษ༃ਣਞޭاف 1 .1 .14
268 . . . . . . ཬٔހںܽ) (ศૉٔߤޭ اਦਞܗߧٔء ᇔ༿༯ݺ ৓ৈཬ اਛਗۄܨ۽޼ܽ اހۼۛرة 2 .1 .14
269 . . . . . . . . . . ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ৓ৈཬ ܽ੐೻اހٰۛا اணடܭޑٔت 3 .1 .14
269 . . . . . . . . . . . . . . . . . . ৙ৈٰاހ۽ اހߵۯٵ ቟ሺ اਦਞداء 4 .1 .14
269 . . . . . . . . . . . . . . . . ٔጨዮڞߵاز وཬۛم اހہںٔڛٔت णऋرة 5 .1 .14
269 . . . . . . . . . . . . . . . . . ୸୐اހۇ۽ߗ ۯٔژކںܽ ቙ቌإ ིܽٔઓ࡚ا 6 .1 .14
270 . . . . . . . . . . . . . . (MLOps) ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت ܘںٔة دورة 2 .14
270 . . . . . . . . . . . . . . (MLOps) ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت 1 .2 .14
270 . . . . . . (MLOps) ᅺᅬਧਞا ڞٰࠇࠋ ހٰޑކںٔت ا࿥ྐྵภฏߗںܽ اၗਗݪߵڛٔت 2 .2 .14
272 . . . . . . . . . . . . . . . . . . . . . . . واހۇ࿯ہںܹ اࣇ࣢ࣳٔذج ੳંاۯہܽ 3 .14
273 . . . . . . . . . . . . . . . . اࣇ࣢ࣳߵذج اษ༃ޭاف اݘ࿲ߚٔف 1 .3 .14
273 . . . . . . . . . . . . . . . . . اހہںٔڛٔت ܜߵدة ގߚღ჊ౕت 2 .3 .14
273 . . . . . . . . . . . . . . . . . . . اਧਞހںܽ اހۇ࿯ہںܹ أڛߦޑܽ 3 .3 .14274 . . . . . . . . . . . . . . . . . . . . . . . . . ັྟ࿯اހ اߌ୸ଢ଼اಜಀ಼ںٔت 4 .14
274 . . . . . . . . . . . . . (Containerization) ڑٔت اઓ࡚ٔو 1 .4 .14
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275 . . . . . . . . . . . . . . . . . . . . . . A/B اܗۇۂر 2 .4 .14275 . . . . . Deployments) (Canary اހඨඃٔري ັྟ࿯اހ ᇔᆳކںٔت 3 .4 .14
275 Deployments) (Blue/Green اพฏرۯٔء/ا઒࡚ྫྷັاء ັྟ࿯اހ ᇔᆳކںٔت 4 .4 .14
276 . . . . . . . . . . . اࣇ࣢ࣳٔذج ٩ޓ ୸ଢ଼ጺጴاܜ٢ ގߵڡߵۯܽ اߌ୸ଢ଼اಜಀ಼ںٔت 5 .4 .14
276 . . . . . . . . . . . . . . . . . . . . ᅺᅬਧਞا ڞٰࠇࠋ ਦਞڛߦޑܽ اਛਗޭاۯہܽ ۯٔژކںܽ 5 .14
276 . . . . . . . . . . . . . . . . . . (Logging) اހ࿲ߗܭںݺ 1 .5 .14
276 . . . . . . . . . . . . . . . . . . . (Tracing) اހۇ࿲ہ٢ 2 .5 .14
277 . . . . . . . . . . . . . . . . . . (Metrics) اਛਗۼ࿥ྼٔ߁ 3 .5 .14
277 . . . . . . . . . . . . . . . . . . اਧਞގۄܽ ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت ᇦᇥٔرߌٔت 6 .14
277 . . . . . . . . . . . . . . . . . ٔጨጚౕގ౐وߌ اހہںٔڛٔت ގ޾ۛر 1 .6 .14
277 . . . . . . . . . . . . . . . اހہںٔڛٔت أڛ࿥࿃ٔڂ ܗߧߵط ෡ෆڞٗގ 2 .6 .14277 . . . . . . . . . . . . . . . . . . . . . . اࣇ࣢ࣳٔذج ڞߵۯں٢ 3 .6 .14
278 . . . . . . . . . . . . . . . . . . . ጺጴۄޑٔذج اਧਞގޓ ັྟ࿯اހ 4 .6 .14
278 . . . . . . . . ഫ೾اހۇۛر ੐അٔڛٔت ଺଩ޑࢤࢿ อซޑٔت ޷ۛ اཬٔ۰ᆁᅬٔت 5 .6 .14
278 . . . . . . . . . . ᅺᅬਧਞا ހۇٰࠇࠋ اހۇܩۇںܽ ጺጴہ࿯ںܽ اހߵ޹ߵل ቟ሺ ଎଀ཿاހۇ 6 .6 .14
278 . . . . . . . . . . . . . . . ᅺᅬਧਞا ހۇٰࠇࠋ णँاހۇߵر ᅺᅲߌކߗ أގٔن 7 .6 .14
279 . . . . . . . . . . . . . . ແྑٔأߌ MLOps أڛ࿥࿃ٔڂ ܗߡ :৙ৈᇔᆳ ގྟັوع 7 .14
279 . . DVC ژٔߌۇཾۛام اހہںٔڛٔت وᏏ޹ۛار اਛਗྟັوع إཬۛاد :1 ا઒࡚ߧߵة 1 .7 .14
279 . . . . . . . . MLflow ژٔߌۇཾۛام اހۇྃٔرب ࿲࿉ہ٢ :2 ا઒࡚ߧߵة 2 .7 .14
280 . . . . . . . . . . . . . . . . . اࣇ࣢ࣳٔذج อ௣ݺ :3 ا઒࡚ߧߵة 3 .7 .14
280 . . . . . . . . . . . (ގ۽ܾٔںޑࠃ) ແྑٔߌਦਞا ັྟ࿯اހ :4 ا઒࡚ߧߵة 4 .7 .14
281 . . . . . . . . . . (ގ۽ܾٔںޑࠃ) اਛਗߗۇޑޭ ഫ೾اހۇۛر :5 ا઒࡚ߧߵة 5 .7 .14
287 اঌঈ݈ظ܂ܞ وا۱ظښ٭܏ ا࠸ࡓࡤݦذج ؏٭ثࠕ࠰ 15
287 . . . . . . . . . . . . . . . . . . . . . . اਛਗۇۼۛގܽ اހۇܩۼޞ ڞۼۄںٔت 1 .15288 . . . . . . . . . . . . . . . . . . . . اހඨඃٔري اਣਞܗۇۂر 1 .1 .15
288 . . . . . . . . . . . . . . . . . . . . . . أ/ب اܗۇۂر 2 .1 .15288 . . . . . . . . . . . . اހۇٔرศ໹ںܽ ژٔހہںٔڛٔت ఴੱܜภฏا اਣਞܗۇۂر 3 .1 .15
289 . . . . . اਛਗߪᅢᄷة اઓ࡚ۼٔڎޞ ގۼٔژݺ ৙ৈٰاހ۽ اހߵۯٵ ቟ሺ اਦਞداء ੳંاۯہܽ 4 .1 .15
289 . . . . . . . . . . . . . . . ގٰܹ واހۇݪںۥ اਛਗ۽݀ߵم اษ༃ޭاف اݘ࿲ߚٔف 2 .15
289 . . . . . . . . . . . اษ༃ਣਞޭاف ਣਞݘ࿲ߚٔف أᇔᆳޞ اߌ୸ଢ଼اಜಀ಼ںٔت 1 .2 .15
290 . . . . . . . . اހۇݪںࡢࡸ واހۇٰࠇࠋ اਧਞހںܽ ഫ೾اހۇۛر إཬٔدة ގߚ౐٫ౕت 2 .2 .15
291 . . . . . . . . . . . . . . . . . . اઓ࡚ކۼܽ ቟ሺ ا଺ଦਢਞٔن ژߵܜߵد اހۇܩۼޞ 3 .15
291 . . . . . . . . . . اภฏاܜٰܽ اހۇ٫ۚڑܽ وآހںٔت اઓ࡚ކۼܽ ቟ሺ ا଺ଦਢਞٔن 1 .3 .15
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292 . . . . . . . . . . . . . . . . . . . . . . اހ࿯ߚߡ اހۇٰࠇࠋ 2 .3 .15
292 . . . . . . . . . . . . . . . . ౘፀጴގޓ ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء 4 .15
292 . . . . . . . . . . . . . . . . . . ๮๐ގਦਞا ጺጴߗںٔق ڞۼۄںٔت 1 .4 .15
293 . . . . . . . . . . . . . . . . . . . . اਦਞގۄںܽ اਦਞدوات ގ٢ اހۇჱ჊ގݺ 5 .15
293 . . . . . . . . . . . . . . . . . . . . . SIEM ڞჱ჊ގݺ 1 .5 .15
295 . . . . . . . . . . . . . SOAR اހ࿲ߚ٫ںݺ ݘۇ࿥ۂت ڞჱ჊ގݺ 2 .5 .15
295 . . . . . . . . . . . . . . XAI و اษ༃ਣਞޭاف اݘ࿲ߚٔف :৙ৈᇔᆳ ގྟັوع 6 .15
296 . . . . . . . . . . . . . . . . . . اਛਗ۽݀ߵم اษ༃ޭاف ჱႚٔษૉة 1 .6 .15
296 . . . . . . . . . . . . . . . . اษ༃ਣਞޭاف اݘ࿲ߚٔف ਗ਼ഋ۽ںۚ 2 .6 .15297 . . . . . . . . . . . . ا઒࡚ٔߤڷܽ اހۇ޾࿯ں۽ٔت ৓ৈཬ XAI ڞߧہںޞ 3 .6 .15
297 . . . . . . . . . . . . . اਛਗ۽ܾٔںޑࠃ SIEM/SOAR ڞჱ჊ގݺ 4 .6 .15
304 ᇐᆺׅܪݘصঔএا اၢဋჱოء ᇐᆫ واߋ਄ݦᅅᄐڮ وا٠ெுໞগএثׅت اߋਃܯݦܪثڮ 16
304 . . . . . . . . . . . . . . . . . . . . . . ا౐཭ਦਞౕۯںܽ اఽ఼సٔߤޭ إدارة 1 .16
305 . . . . . . . . . . . . اਛਗޫدوج اਣਞߌۇཾۛام ৓ৈཬ ܽ੗ഋ୸ଢ଼ਛਗا اਧਞڡٔر 1 .1 .16
305 . . . . . . . . . . . . . . . . . . . ا઒࡚޾ߵ޹ںܽ ศૉٔوف 2 .1 .16306 . . . . . . . . . . . . . . . . . . . . ቟ሴߵارز઒࡚ا ୶୐ཿاހۇ 3 .1 .16
307 . . . . . . . . . . . . . . . . . . . . . ܽ੐ഈواހۼٔڛߵ ܽ੐ഋٔاހߗںٔߌ اਦਞߤޭ 2 .16307 . . . . . . . . . . . . . . . اਣਞގۇۉٔل ގۇߧކۂت ෡ෆژ اހۇۄۼݺ 1 .2 .16
307 . . . . . . . . . . . (GDPR) اހہںٔڛٔت ਲਭੂٔڑܽ اހٰٔގܽ ܽษ໶ౕፀጴا 2 .2 .16
308 . . . . . . (CCPA) ٔ੐ഈހں۽ߵرჱႚ ቟ሺ ፲፞ጨጚߗਛਗا ܗ޾ߵ޹ںܽ ۯٔڛߵن 3 .2 .16
308 . . . . . . . . (NIS2) 2 واਛਗٰࡇࡗގٔت اހߚہჱ჊ت أގޓ ڞߵܜںܹ 4 .2 .16
308 . . . . . . . . (቟ልوروਦਞا (اษ༆ਣਞٔد ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ۯٔڛߵن 5 .2 .16
309 . . . . . . . . . . . . اਧਞހںܽ اހۼޭارات ศ༆ਣਞٔذ ܽ੐ഈاހۼٔڛߵ اਧਞڡٔر 6 .2 .16
309 . . . . . . . . . . . . . . . . . . . . . . . . . . . ܽᇔߵᆟ ઓ࡚ا أߤޭ 3 .16
309 . . . . ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اਛਗߗߪول ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގۂدئ 1 .3 .16
310 . . . . . . . . . . . . . . . . . اࣇ࣢ࣳٔذج" "ژߧٔۯٔت ڞߧߵ࠙ࡂ 2 .3 .16
310 . . . . . . . . . . . . اހہںٔڛٔت" ూ఼సޑߵཬٔت اހہںٔڛٔت "ษวٔڎۥ 3 .3 .16
311 . . . . . . . . . . "቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ୸୐ڞٗڡ "ڞۼںںޑٔت إจ෯اء 4 .3 .16
311 . . . . . . . . . . . . . . ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء اਛਗߗߪول ޭᇔᇂਦਞا اਣਞܗۇۂر 4 .16
311 . . . . . . . . . . . . . . . . . . . . ቟ሹٔہ࿲ߌਣਞا णँۛཿاހۇ 1 .4 .16
311 . . . . . . . . . . . . . . . . . . ڑߵܾٔت اހߗ࿥ۄٔر ศ༆ߧںߡ 2 .4 .16
312 . . . . . . . . . . . . . . . . . . . . . اਦਞྦྷັار ษ༆ކںݺ 3 .4 .16
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318 اঌঈظ٭ٌۿڮ واঌঈݦاܨثד اঌঈ݈ظ٭ز۷ثڮ اඞ๷ঔএׅگׅت 17
318 . . . . . . . . . . . . . . . . . . . . ቟ሐاހۇٰٔو ۰ᆁᎎጴٔع ቟ቌاހ۽ںۛرا اހۇٰࠇࠋ 1 .17
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اჱႚᆀᅬء ෡ෆژ ୸୐ۉਛਗا اހۇۼٔߤ٢ ٩ޓ اހ٫ޑߵض ᅺᅬٓزاဠ ߌۄۼߵم .ဋྑٔઓ࡚ا اਦਞߌٔس اગ࡚ޫء ܾۚا ڑ޼٢
෡ෆٔހూ఼సا ౕღႚ ގޓ اਦਞߌٔߌںܽ اਛਗ۽ܾٔࢤࢿ وڛۼۛم ،cybersecurity ቟ሐا୸ୗاހߗں واਦਞގޓ AI ቟቉ٔ޹ߧۄਣਞا
ਸ਼ਭੂں٢ اፀጴౕزގܽ اਦਞߌٔߌںܽ machine learning ᅺᅬਧਞا ڞٰࠇࠋ أدوات ܽཬޑߵग़॔ि وࠣࡀودك ،ܽษลوا ژކ٫ܽ

``` اހۼٔدގܽ. ڑ٢ اਛਗߚٔر
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1 ؉ׅب
اঌঈٌךݦم ᇐᆁا૩ૈا۱݈ث اগএۿ܄ أׅܽܽثׅت

ᇐᆺׅܪݘصঔএا ؉ၢဋჱოׅء
ا۱ظסݸݼ أگٌاف

:৓ৈཬ ۯٔدراً ߌۇݪߵن اހ۽޾ݺ، ܾۚا ጨ጗ᜀٔڑܽ
.Pyramid of Pain "ኢትਦਞا "ܾޭم ژٔߌۇཾۛام اހۇߵۯںٰٔت ৓ৈཬ ኢኃٔاހۼ اਦਞގٔن ۯںߵد ย༅ح •

Unsupervised ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧو Supervised ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ۿ٭ׅر،ڮ •
.๮๐أގ ߌںٔق ቟ሺ

ኢትٰٔاހ ቟ሺ ا୸ଢ଼཭ਣਞاۯٔت ހۇཿކںݺ Cyber Kill Chain ቟ሐا୸ୗاހߗں اணடܭߵم ᅺᅲߌކߗ إߤٔر ؏ݘزث܏ •
اઓ࡚ۼںࡡࡸ.

.feature extraction ا୶୐ਛਗات اߌۇܨޭاج وྦྷັورة اހہںٔڛٔت ܜߵدة ษ༆ۛڑٔت ؏٭ثࠕ࠰ •
Confusion Matrix اਣਞر੗ഋٔك ގ޾۽ߵ۰ܽ ژٔߌۇཾۛام ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج أداء ؏٭ثࠕ࠰ •

اਦਞܗߧٔء. وأڛߵاع

ۿ٭ٌۿڮ
޹ٔرގܽ، ۛཬۯߵا ࿲࿉ہ٢ اਦਞގٔن أڛߦޑܽ ഞഈჱႚ ،ແྦྷٔਛਗا ቟ሺ ގߗۇޑޭ. ୸୐ڞ٫ ᅺᅬٔ཮ ቟ሺ ቟ሐا୸ୗاހߗں اਦਞގޓ ኢትٔཬ
،ਣਞᏏو ཭णऎݺ. ،ܽ௠ுٔاހۼ ቟ሺ ݆ᇦᇗا ჱႚن إذا اހۂب. ٩ۄۛ ގٰۇޑۛة أᇦᇗٔء ܽ௠ுٔۯ ގޓ ಸ಩౳ۼޞ ཮ٔرߌًٔ ଽ଩ہܹ
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ގۄٰ݆. ڑࢱࢿ
ڑߧޭۯߵن ਣਞ إጨዮދ اਦਞڛߦޑܽ. ୸ଢ଼཭ਣਞاق آހںܽ أدوات و଺ଜۇཾۛގߵن ቙ᇫوأذ أྑັع اᇔᇆٔ݀ਛਗߵن اހںߵم،
اހۄߵا۰ۚ ౐཭ౕل ގޓ و཭णँࡇࡗن اਦਞ޹ٔژ٢، ژ޾ޑٔت و࿯ྼߗܨߵن اਛਗ۽੐ഋٔ܇، ປ๽ັۯߵن ژݺ ઓઉߗڂ؛ اހۂب
ኢኃٔاހۼ اހ࿬ߗںߡ اਦਞގٔن ގޓ ࿯࿆ۇۼݺ أن อ໹ڂ ۰ჱႚںܽ. اހۇۼކںۛڑܽ اཬٔ۰ᆁᅬٔت ڞٰۛ ኢት اހߗ࿬ڂ، ணடۚا .ܽ཮۽ۇߵਛਗا

.AI-powered defense ቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ا٩ۛਛਗߵم ቟ᇫᆀᅬا ا۰ᆁᅬٔع ቙ቌإ ۛཬاހۼߵا ৓ৈཬ
اჱႚᆀᅬء ௠௎ߵذج ڑݪߵن ਣਞ .ًਣਞأو اਦਞߌٔߌںٔت ڛ۽݀ދ أن อ໹ڂ اᆀᅬݘںܽ، اਦਞڛߦޑܽ ܾۚه ހہۄٔء وހـݪޓ،
ݘںۥ ڞ۽݀ދ ኢት إذا .ٔጨ጗ގ ੝೾ٰࠇࠋ ๮๓اހ اހہںٔڛٔت ܜߵدة ௠ோۼۛار ਣਞإ ܜںۛاً AI model ቟቉ٔ޹ߧۄਣਞا
ذჱႚء أداة ਗ਼അٔء ௠௄ݪۄ݆ ౕ౐۰ اਦਞގٔن، ੐അٔڛٔت ੗ഋۛو ݘںۥ أو cyber attack ቟ሐا୸ୗߌں อซߵم ษ໹ۛث

.ᅺᅬٰٔ۰ ቟቉ٔا޹ߧۄ
.቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ഠ೾ۛઓ࡚ا واހߵاۯ٢ ቟ሐا୸ୗاހߗں ౘፀጴގޓ اਦਞߌٔߌںܽ اਛਗۂدئ ෡ෆژ اހ۽޾ݺ ܾۚا ٢ᇔགྷ༢

.Data Science اހہںٔڛٔت" "ཬࠇࠋ ኢትٔཬو Security "اਦਞގٔن" ኢትٔཬ ෡ෆژ ັྜગ࡚ا إڛܹ

اߋਈٌࡲ࢔ اၢဋჱოء ᇊᆽإ ا۱٭୑ଵٌڮ ٌໝا۱٭ݦا ۿ܄ 1 .1
ܾۚا ڑُٰޭف وގۄٰܹ. ๬ๆߌ ܾߵ ގٔ णँۛษ༆ ଺ଣںߡ: ގہۛأ ৓ৈཬ ቟ሐا୸ୗاހߗں اਦਞގޓ ا٩ۇޑۛ णँۛཬة، ހߗۄߵات

.signature-based detection اހۇߵۯںٰٔت ৓ৈཬ ኢኃٔاހۼ اހـݪߚۥ ဋྑٔژ اހጨ጗܋

ا۱ظݦ٠ثסׅت ໟٌود 1 .1 .1
اހۇߵۯںٰٔت ٩ޓ اހہܩٷ ౐཭ౕل ގޓ ،ܽ௠௄ۛاހۼ اހ۽୸୐وߌٔت ܽઓઉჱ჊ގ པႃࠠࡂا ގۉݺ اހۇۼކںۛڑܽ، اਦਞدوات ڞٰޑݺ
"اணடٔش" ܘߗٔب ௠௄ݪۄۄٔ ގކۥ، إଽଦٔء ٩ۄۛ رᇔᆷںܽ. ژ޾ޑܽ ގۉݺ ،णँޭ۰ ௠௎ߡ ܾߵ اހۇߵۯں٢ .signatures

णँޭ۰ ᇔᆟٰޭف اணடٔش ܾۚا ڑٰޑݺ .(SHA-256 أو MD5 اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ژܹ ا઒࡚ٔص Hash
اਛਗކۥ. ፈጴᆀᅬ:۫؂ס܂ ۉثٖ

୸୐۰وߌًٔ. اਦਞގٔن ᅛᄷັ ྔ ۛอ༆ (1)
(اணடٔش). اހ۽୸୐وس ڞߵۯں٢ ษༀߗٔب ڑۼߵގߵن (2)

੐അٔڛٔت. ۯཬٔۛة ቙ቌإ اހۇߵۯں٢ ܾۚا ڑ޼ں۽ߵن (3)
ਗ਼അ۽߁ ގކ۽ًٔ وིۛ إذا ژ݆. ا઒࡚ٔص اހᇔᆍہںߵࠦࡂ ܜ݀ٔز ژ۽ܩ޴ اހ۽୸୐وߌٔت ܽઓઉჱ჊ގ པႃٔࠠࡂڛ ڑۼߵم (4)

.ܹ۰ۚษ໹ ۰ٓڛܹ ژٔހ޼ہߡ، اހۇߵۯں٢
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ۯہݺ. ގޓ ߏߵܾۛت ๮๓اހ اހणँۛጨጚات ۰ۼߡ ڞߵۯۥ ٔጨዮإ ษༀۇܽ. ّڰ؇༟ܹ٭۰ ڑۼܽ اހߧޭ ܾۚه :ძ။ျ݋ঌঈا
Polymorphic Mal- اਦਞߏჱ჊ل ގۇٰۛدة ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ଺ଜۇཾۛގߵن .ፈጴذ ڑ۰ޭٰߵن اᇔᇆٔ݀ਛਗߵن
اணடٔش، ୸୐ڑ٫ ܾۚا .ٔጨግ۰ ັྟ࿲ਗ਼ഋ ੳંة წႚ ቟ሺ ً ౕ౐ۯކں ا઒࡚ٔ޹ܽ ٔጨዱޭߏ۽ ୸୐ڞ٫ ܗہ࿥ۉܽ ࠠࡂอૉںٔت ቟ቐو—ware
ގކۥ وჴႚڛܹ ੗೾ۛو اހۇۼކںۛي، اހ۽୸୐وߌٔت ܽઓઉჱ჊ގ པႃٔڛ୸ୗހ ژٔހ࿯ߗہܽ ۰ٰٔل. წ჊ଽଣ "اހہ޾ޑܽ" ୸୐ڑ٫ ٔᇦᇥ

௠௑ٔގًٔ. وآގޓ णँིۛ

ᇐᅜا۱݈޸߈ ا۱ظ۷໰ث۫ :ᇐᆺׅܪݘصঔএا اၢဋჱოء ۿ૧ુة 2 .1 .1
Machine Learn- ቟ቌਧਞا واހۇٰࠇࠋ Artificial Intelligence (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ษ໹ݺ
اჱႚᆀᅬء ੝೾ٰࠇࠋ "اހߗ࿥ڷܽ"، اހۇߵۯںٰٔت ܘ۽ߠ ًގޓ ਣਞणई اހጨ጗܋. ୸୐ڞ٫ں ڑޞ ߤޭ ٩ޓ ᅺლ჊ߚਛਗا ܾۚه ing (ML)

.Behavior اހߗࡇࡗك ቟቉ٔ޹ߧۄਣਞا
ܗߡ .Baseline أߌٔس ܗߡ ଽଦਢਞٔء ٢੐അٔߌਦਞ ᅛᅉاހߚہ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڛߦٔم ࠙ࡂاۯڂ

."ఴੱاހߧہں" اހ࿯ߚٔط ཬކںܹ ੗೾ۛو ٔਛਗ ܘߗٔب ܾߵ اਦਞߌٔس
቙ቌإ ڑ޾ݺ و ހۄۛن ގޓ ًٔ཮ٔ޹ہ 9:00 ܽཬٔاހߗ ቟ሺ ཬٔدةً اᆁᅬܗߵل "أ" اਛਗߗۇཾۛم ଺ଜྃݺ :஥ৢݕزث •

اހ࿬ྟັڑܽ. اਛਗߵارد ੐അٔڛٔت ۯཬٔۛة
وษ໹ٔول ศૉۇކۥ ᆁᅲژ ގޓ ًٔ཮ٔ޹ہ 3:00 ܽཬٔاހߗ ቟ሺ ગઉٗة اᆁᅬܗߵل "أ" اਛਗߗۇཾۛم ଺ଜྃݺ ׅ݀ذ: •

اਛਗٔހںܽ. ੐അٔڛٔت ۯཬٔۛة ቙ቌإ اހߵ޹ߵل
ಸದ౳ޭف اހߗࡇࡗك ਦਞن وހـݪޓ ،ᅶᅬ "ڞߵۯںًٰٔ" ፲፞ۇ௠௄ ਦਞڛܹ ހ࿥߁ णँۛጨጚاހ ܾۚا ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڑݪ࿲ߚۥ
Zero-Day اހںߵم-޹۽ޭ อซޑٔت ژٔݘ࿲ߚٔف ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ଺ଜޑ܇ ܾۚا اਦਞߌٔس. ܗߡ ٩ޓ

ژٰۛ. ۛ཮أ ڑ۰ޭٰ݀ٔ ਣਞ أގۄںܽ ڡ٫ޭات ଺଩ۇ٫ݺ อซޑٔت ቟ቐو—Attacks

ሓᇦগএا گܞم 3 .1 .1
ގ۽݀ߵم وܾߵ ،Pyramid of Pain ኢትਦਞا ܾޭم ቙ቌإ ਗ਼ഈߦޭ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ቙ቌإ ཮ٔܜۇۄٔ ߌ࿬ڂ ހ۽݀ދ
إذا ౤ᎈጴ݀ٔܜދ ࿬଺଩ہܹ اᆀᅬي ኢትਦਞا ގۼۛار ৓ৈཬ ً ਗ਼അٔء اਛਗߪྔັات ڑ޾ۄۥ ੐അٔڛݪߵ. دڑ۽ںۛ اਦਞގޓ ୸୐ܗہ أଽଦٗه

ษༀߦޭܾٔ. ᇔᆷۄٔ
٩ۄߵان ܘߦޭت إذا .ܾٔ୸୐ڞ٫ں ෡ෆᇔᇆٔ݀ਛਗا ৓ৈཬ اހጪྜݺ ގޓ IP): ੤ੈوךصׅو اଔଐׅش (٠ࠕ࠰ ا۱٭ໝٌׅة •

.ሓᇦأ أي ணடދ ࿬଺ଜڂ ਣਞ ܾۚا णँིۛاً. وا཮ۛاً ୸ଢ଼ଽଜون ࿬࿃ߗٔߤܽ ጨዮٓ۰ދ ،IP
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اਦਞدوات ఉ௰ࠦࡂ ࿥࿃ۄޑٔ (اހߗࡇࡗك)، اހۼޑܽ ৓ৈཬ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ఉ௰࠙ࡂ .ኢትਦਞا ܾޭم :1 .1 წ჊ߏ
(اணடٔߏٔت). اހۼཬٔۛة ৓ৈཬ اހۇۼކںۛڑܽ

اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اਛਗ݀ٔܜދ ٔጨያ ڑٰޑݺ ๮๓اހ ڑۼܽ اހߧޭ ቟ቐ ܾۚه ا۱݈޸߈ك): - (TTPs ا۱٭܂ڮ •
وأߌٔހںہܹ. ጨᖈٔراڞܹ ٩ޓ ৓ৈಷ಩౳ أن اਛਗ݀ٔܜދ ৓ৈཬ ིۛاً اހ޾ٰڂ ގޓ .("ܽཬັປຄ اਛਗޭور ౤Ⴢႚٔت ෡ෆᇔ༾༯"

.ሓᇦগএا در໣ׅت ฬ༟أ٠ ணடދ ࿬଺ଦڂ ٔਗ਼ഈٓ۰ ߌࡇࡗᡉ݀ދ، اݘ࿲ߚ۽ۄٔ إذا
اଔଐܞم. ᅅᄨڮ ቟ሺ ڑٰޑݺ ਦਞڛܹ ۯߵي ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

اߋਃׅܨד ૩ુ໘ ۿ٭ׅ؉۫ ย༅௅኱እاف اߋਃׅܨד :ᇐᆺׅܪݘصঔএا اၢဋჱოء ৎ౯סݸݼ ۉثٖ 4 .1 .1
ย༅௅኱እاف

ແྑٔأߌ წ჊ଽଣ ଺ଦۇཾۛم ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ڑۼܽ. اހߧޭ ਗ਼അ۽߁ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء წႚ ੝೾ٰࠇࠋ ਣਞ
:෡ෆڑۼۇ ߤޭ

Supervised Learning (Learning by ؉ঌঈׅغׅل): (ا۱ظסݸݼ ย༅௅኱እاف اߋਃׅܨד ا۱ظסݸݼ (1)
Example)

وڞۼߵل ᇔᇂޭاء ܽ݀ᡉٔ۰ ᅶᅬ ڞٰޭض اހۇ۽ٔح. ৓ৈཬ اހۇٰޭف ً ౕ౐ߤ۽ ڞٰࠇࠋ أڛ݆ ศ༆ںݺ اৎ৊ڰ۳ިم: •
"ގߵزة". وڞۼߵل ޹۽ޭاء ܽ݀ᡉٔ۰ ᅶᅬ ڞٰޭض ."ܽ཮ٔڞ۽"

و ܗہ࿥ۉܽ" ࠠࡂอૉںܽ ܾߵ اਛਗކۥ "ܾۚا ގ޾ۄ۽ܽ: ࿬࿃ںٔڛٔت اހᇔᆍہںߵࠦࡂ ٫੝അۚڑܽ ڛۼߵم :݆݁৙৑ا ሒᇭ •
اހ۽ޭق. ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ੝೾ٰࠇࠋ آގޓ". اਛਗކۥ "ܾۚا
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اਛਗٰޭو۰ܽ. اணடܭޑٔت وڞ޾࿯ںۥ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ݘߚۥ ܳـ: ا৙৑ڣݯܭ •
Unsupervised Learning (Learn- ؉ெுঌঈׅډݗڮ): (ا۱ظסݸݼ ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱ظסݸݼ (2)

ing by Observation)

ڑ౐ౕܘߠ اހጨ጗ٔڑܽ ቟ሺ ހـݪۄܹ ແྔء، أي ܹ౤౟ٰڞ ਣਞ ཧٔژܽ. ቟ሺ ً ౕ౐ߤ۽ ڞ୸ଢ଼ك أڛ݆ ศ༆ںݺ اৎ৊ڰ۳ިم: •
اހ޾ܨߵر. ٩ޓ ศૉۇކۥ წ჊ଽଣ ੝ഋྮັف اހߗۄٔܜڂ أن

ڑۼߵم ଺଩ޑںٔت. णईون ا઒࡚ٔم ᅛᅉاހߚہ ੳંور ᅛᄷޭษༀ اހᇔᆍہںߵࠦࡂ ٫੝അۚڑܽ ڛۼߵم :݆݁৙৑ا ሒᇭ •
اހߚٔذة. اހۼࢤࢿ ৓ৈཬ اހ޼ߵء و଺ଜކߡ ގًٰٔ ܽጨያٔߚ࿲ਛਗا اଽଦਦਞߧܽ ౺಩಼ޑں٢ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

ގٰޭو۰ܽ. ୸୐ཧو णँིۛة อซޑٔت ٩ޓ واހہܩٷ اᆁᅬا཭ކںܽ اހणँۛጨጚات ܳـ: ا৙৑ڣݯܭ •

اগএׅܽܽثڮ اগএۿׅن ۿٮׅگࠕ࠰ 2 .1
ษૉۛدة ௠௎ٔذج اਦਞގޓ ۰୸ଢ଼ᝉษૉߵ ଺ଜۇཾۛم اጺጴٰہܽ. ۛཬۯߵا ڛ۽݀ދ أن อ໹ڂ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞߧہںޞ ۯہݺ

اހۼޭارات. ศ༆ਣਞٔذ
CIA ۱ׅؒݦث 1 .2 .1

ذჱႚء ௠௎ߵذج წႚو ،๮๐أގ ޷ٔژߡ წႚ اਛਗٰࡇࡗގٔت. ਦਞގޓ ແྑٔߌਦਞا اࣇ࣢ࣳߵذج ܾߵ CIA Triad ڡٔހߵث
اހۉ౐ౕڡܽ. اਦਞܾۛاف ܾۚه ۛ཮أ ᇔᇂٔڑܽ ߌںཿٔول ࿬࿉ۄںܹ، ቟቉ٔا޹ߧۄ

اศ௦ਦਞٔص ࠙ࡂى أن อ໹ڂ اހہںٔڛٔت. ڑܽ ັྑ ৓ৈཬ اઓ࡚۽ٔظ ᇦᇢٔن Confidentiality ؂ڮ: ย།۱ا (1)
اઓ࡚ߗٔߌܽ. اਛਗٰࡇࡗގٔت ۰ۼߡ ணடދ اਛਗྮັح

اਛਗޭور. ౤Ⴢႚٔت ປُຊັق ܘںٷ ੐അٔڛٔت ا୸ଢ଼཭اق ෠඾ިم: আॻ༟ ݁ټ؇ل •
ഫ೾ັྜ࿲اހ) ٔጨያ اਛਗྮັح ୸୐ཧ اހہںٔڛٔت ڛۼݺ ᇔᆳކںٔت ݘߚۥ :ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء دڣ؇ع •

.(Exfiltration

৓ৈཬ ۯٔدراً ڑݪߵن أن ۛ཮ਦਞ ఴ੬ہ࿯ྼ ਣਞ .ٔጨጚوގߵڡߵۯں اހہںٔڛٔت دۯܽ ᇦᇢٔن Integrity ا૧ો۱اگڮ: (2)
إذن. دون اހہںٔڛٔت ཮ۚف أو ୸୐ڞ٫ں

دوਣਞر. 10,000 ቙ቌإ دوਣਞرات 10 ގޓ ਗ਼അݪںܽ ᅺᅲގٰٔގ ڑٰۛل ጨᖈٔܜދ ෠඾ިم: আॻ༟ ݁ټ؇ل •
اހۄߦٔم. ގކ۽ٔت ቟ሺ ٔጨያ اਛਗྮັح ୸୐ཧ اހۇ٫ں୸୐ات ݘߚۥ :ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء دڣ؇ع •

.ིܽٔઓ࡚ا ٩ۄۛ اਦਞڛߦޑܽ ᇔᆳݺ ᇦᇢٔن Availability ا۱ظݦا١ܞ: (3)
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อซߵم أو اހᇔᆍہںߵࠦࡂ، أܜ݀ޫة ڞۼ۽ݺ ๮๓اހ Ransomware اހ۽ۛڑܽ པႃࠠࡂا ෠඾ިم: আॻ༟ ݁ټ؇ل •
.ًٔ੐ഈو୸ଢ଼إހـݪ ގߵۯًٰٔ ڑٰߧݺ اᆀᅬي DDoS اਛਗߵزع ا઒࡚ۛގܽ ત်ڂ

ا઒࡚ہ࿥ۉܽ. اਛਗޭور ᅛᄷจ෫ ۰णऎۼٔت ڞ޾۽ںܽ أو اހۄߦٔم ژ۽ߚݺ اހۇ࿯ہߪ :ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء دڣ؇ع •

ا۱ס܂܏ ᇐᆫ ا١ჲოׅع 2 .2 .1
،Defense in Depth اހٰޑޞ ቟ሺ ا۰ᆁᅬٔع ގہۛأ اਦਞގޓ ࿲ྼہ٢ أणईاً. ڞݪࡢࡸ ਣਞ وا཮ۛة أގٔن أداة
ܗۄۛق، ٔጨዤᆁᅬ ۯކٰܽ: ศ༆ںݺ .Layered Approach اހߧہۼٔت" ގۇٰۛد "اހጨ጗܋ ဋྑٔژ أڑً޼ٔ اਛਗٰޭوف
(اڛߦޭ اગ࡚ۛار ڑߵۯ۽ܹ ا઒࡚ۄۛق، اਛਗ݀ٔܜދ ୸ୗཬ إذا اᆁᅬا཭ݺ. ቟ሺ وจ෫اس ،ᅺᅲڡۼں وژߵاژܽ ཬٔلٍ، وིۛار

.(2 .1 წ჊اހߚ

"اހۼކٰܽ") أو "ᅺᅲاހہ޾") اހٰޑޞ ቟ሺ ا۰ᆁᅬٔع :2 .1 წ჊ߏ
:ٔਗ਼೾ᆁᅬ ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ

.(ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ (ڞߵۯۥ Firewalls اਲਭੂٔڑܽ ིۛران Perimeter اய஭னثݒ: (1)
ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت (ڞߵۯۥ Antivirus اހ۽୸୐وߌٔت ܽઓઉჱ჊ގ པႃࠠࡂا Endpoint ا؂ׅኙኈ۱ڮ: ،٭ݘڮ (2)

.(ᅺᅬ఼ాޑߵసا اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ৓ৈཬ
.(ٔጨጚྑັۯ ᅺᅬٔ཮ ቟ሺ اਛਗކ۽ٔت (ᇔ༿༢ࠃ Encryption ୸୐ߚ۽࿲اހ Data ا۱زثׅ،ׅت: (3)

ًގޓ ਣਞणई اހߧہۼٔت. ܾۚه ษૉݺ ษ໹ݺ ًٔမޭษ௣ ًٔཬدر ހ࿥߁ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء :ᇐᆺׅܪݘصঔএا اၢဋჱოء دور
اހۄۼٔط. ภฏژߡ ۛ཮وا وۯٵ ቟ሺ اހߧہۼٔت ܾۚه წႚ ஓ୾ݠاڢٴ۰ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڑۼߵم ،ፈጴذ
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اଔଐڞݦم ܽݘٸ 3 .2 .1
اᆁᅬܗߵل ษ໹ٔول أن ౤ᎈጴ݀ٔܜދ ௠௄ݪޓ ๮๓اހ اހۄۼٔط წႚ ᇔ஫஥ߵع ܾߵ attack surface اணடܭߵم ߌߧ܇

ڛߦٔގ݆. ቙ቌإ ٔணடౕ౐཭ ގޓ
اހߵاي واڞ޾ਣਞٔت ا઒࡚ߵادم، ৓ৈཬ ܽ཮۽ۇߵਛਗا اਛਗۄ۰ٔۚ Network Surface :჌Ⴚا۱݋ز ܽݘٸ •

اހߗཿٔژܽ. وڞݪߵਗ਼೾ٔت ۰ٔي،
଺ଜۇཾۛم اਦਞ޷ٰۥ. اઓ࡚ކۼܽ اਛਗߵߣ۽ߵن ڑݪߵن ގٔ ཧٔހۂً Human Surface اย༐ཝ۱ي: ا۱݈ݘٸ •
቟ቌٔܘۇںਣਞا اހۇ޾ںۛ رߌٔڎݺ (ގۉݺ Social Engineering اਣਞܜۇޑ٩ٔںܽ اணடۄۛߌܽ اᇔᇆٔ݀ਛਗߵن

اਛਗޭور. ౤Ⴢႚٔت ٩ޓ ጺጴـݪߚۥ اހۄٔس ઒࡚ۛاع (Phishing

أܗߧٔء ৓ৈཬ ษ໹ۇߵي ۯۛ ࿲࿃ۉ࿬ںۇܹ ڞۼߵم ڞߧہںޞ წႚ Software Surface اඞ਺૩ૈ۱ثׅت: ܽݘٸ •
.ٔጨᖈاߌۇཾۛا ෡ෆᇔᇆٔ݀౤ᎈጴ ௠௄ݪޓ (ڡ٫ޭات)

ོ༟ਃاߋ ١ڱۼ 3 .1
ގۄٰޫހ෡ෆ؛ ۯޭا޹ۄܽ อૉޭد ހ࿥ߗߵا ا੟೾ۛઓ࡚ߵن اᇔᇆٔ݀ਛਗߵن اਛਗ݀ٔܜދ. ގۉݺ ச୿ڞ۽ أن อ໹ڂ ܜںۛ، د۰ٔع ހہۄٔء
Advanced Persistent اਛਗߗۇޑޭة اਛਗۇۼۛގܽ اހणँۛጨጚات ଺଩ޑ߽ ގۄߦޑܽ ᇔ஫஥ߵཬٔت ڑݪߵڛߵن ގٔ ཧٔހۂً
ހྜັۯܽ ߌۄߵات) أو ޭጪྔأ) ᅺᅲڑ ߤߵ ހ۽୸ଢ଼ة ᅛᅉاހߚہ ቟ሺ اూ఼సޑߵཬٔت ܾۚه ੗ഋࡡࡲ .Threats (APTs)

اހہںٔڛٔت.
ᇐᆁا૩ૈا۱݈ث اଔଐڞݦم ძუ݈۷ܽ 1 .3 .1

ศༀߧߵة. ܗߧߵة ܗߧںܽ ݘٰޑކںܽ ቟ሐا୸ୗاހߗں اணடܭߵم اࣇ࣢ࣳߵذج ܾۚا ڑ޾ۥ ،૳૤ގٔر ᡉߵ݀ںۛ ހ ᅛᄷັ ྔ ٔጨዱߤߵر
،቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ૳૗٩ۄٔو (إอ໹ٔد اணடۛف ٩ޓ اހہܩٷ Reconnaissance اঔএܽظݘெுع: (1)

.(ܽ཮۽ۇߵਛਗا اਛਗۄ۰ٔۚ ઓઉ޴
ᅶᅲ཭اणई PDF ގކۥ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ܗہ࿥ٷ ގކۥ إଽଦٔء Weaponization ا۷݈ལ۱ثٸ: (2)

୸୐۰وس).
णँ୸ୗاހ ୸ୗཬ PDF ގކۥ إرߌٔل اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اހߗ౐ౕح إرߌٔل Delivery ا۷݈ལ۱ࠕ࠰: (3)

.(቟ሐو୸ଢ଼ހـݪਢਞا
اހอૉ୸ୗںٔت. ቟ሺ ޷ٰ۽ًٔ و଺ଜۇ٫ݺ اހ۽୸୐وس ڑٰޑݺ Exploitation اঔএܽظלெுل: (4)

ۯۛرڞܹ ހ޼ޑٔن backdoor ཭ކࡢࡸ" "ژٔب ࿲࿃ۉ࿬ںٵ اਛਗ݀ٔܜދ ڑۼߵم Installation ا۱ظཥزབצ: (5)
ਣਞܘۼًٔ. اހٰߵدة ৓ৈཬ

11



اਛਗ޾ٔب اހᇔᆍہںߵࠦࡂ ੝೾޾ݺ Command and Control (C2) (C2): ੿ੱ໰وا۱ظ ا۱٭ثׅدة (6)
اހۇٰކںޑٔت. ހۇކࡡࡸ اਛਗ݀ٔܜދ ศༀٔدم

اਦਞڛߦޑܽ، ୸୐ގणऎ اހہںٔڛٔت، ྑັۯܽ Actions on Objectives اগএگٌاف: ॄहໝ ا൹ൠওএاءات (7)
۰ۛڑܽ. ৓ৈཬ ࡼࢂࢇ޾ߵل اਛਗކ۽ٔت ୸୐۽ଽ଩ أو

اணடܭߵم. ڑ۽ߚݺ ܗߧߵة، أي ቟ሺ ᅺᅲاހߗކߗ اਛਗۛا۰ٰߵن ݘྜັ إذا
(2013) ڞٔرܜٵ ᅛᄷັ ྔ ا୸ଢ଼཭اق :ᅺᅬٔ཮ دراߌܽ

اހۇܭޫڎܽ ᅛᄷັ ހྟ ୸୐ጪྟاހ ا୸ଢ଼཭ਣਞاق ৓ৈཬ ڛߦޭة ڛކࡡࡸ د٩ߵڛٔ ،Kill Chain اணடܭߵم ᅺᅲߌކߗ ހ۽݀ދ
"ڞٔرܜٵ".

ގߵرداً ଺଩ۇཾۛم ڞٔرܜٵ أن اᇔᇆٔ݀ਛਗߵن وིۛ Reconnaissance اঔএܽظݘெுع: •
Fazio Mechani- ቙቉णँ (HVAC) اணடߵاء وڞݪںںۥ اހۇ۰ۛڷܽ ਦਞڛߦޑܽ ཭.calٔرܜںًٔ Services

phishing email ًٔမۛڞ޾ں ًٔ੐ഈو୸ଢ଼إހـݪ णँاً ࠠࡂ اᇔᇆٔ݀ਛਗߵن أرߌݺ Delivery ا۷݈ལ۱ࠕ࠰: •
ڞٔرܜٵ ቙ቌإ وހ࿥߁ ،HVAC ގߵرد ቙ቌإ malware ܗہ࿥ۉܽ ࠠࡂอૉںٔت ৓ৈཬ ษ໹ۇߵي

ގۂྔັة.
଺଩ܭںݺ ا٩ۇޑٔد ੐അٔڛٔت ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ྑັۯٵ Exploitation اঔএܽظלெுل: •

ژਛਗٔߵرد. ا઒࡚ٔ޹ܽ اᆁᅬܗߵل
اਛਗߵرد ا٩ۇޑٔد ੐അٔڛٔت اᇔᇆٔ݀ਛਗߵن اߌۇཾۛم Lateral Movement اߋཝ༷ׅਈثڮ: ჌Ⴈܞ਄اߋ •

ا࿥ྐྵภฏߗںܽ. ᅛᅉاހߚہ ቙ቌإ ا੝ഈۼࡇࡗا ኢኖ ڞٔرܜٵ ގߵردي ژߵاژܽ ቙ቌإ اᆁᅬܗߵل ހ࿲ߗܭںݺ
ࠠࡂอૉںٔت ࿲࿃ۉ࿬ںٵ ۯٔގߵا Action on Objectives اগএگٌاف: ॄहໝ ا൹ൠওএاءات •
رۯދ ގކںߵن 40 وྑັۯߵا Point-of-Sale (POS) اހہں٢ ڛۼٔط أܜ݀ޫة ৓ৈཬ ܗہ࿥ۉܽ

اൾ൰ഷٔن. ژߧٔۯܽ
௠௄ݪޓ .ᅺᅲߌކߗ ࿲ྼہٰߵن إጨዮދ ގۂྔັة. ቟ሴٔގਦਞا اހۂب اᇔᇆٔ݀ਛਗߵن ጨዤٔܜދ ގٔ ڛٔدراً اჲოرس:
ا࿥ྐྵภฏߗںܽ". ᅛᅉاހߚہ" ቙ቌإ "૳૗ߵردਛਗا "ژߵاژܽ ގޓ اހٰٔدڑܽ ୸୐ཧ ᅛᄷޭઓ࡚ا اݘ࿲ߚٔف ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء

ATT&CK MITRE ۫ᅅᄤ إݕׅر 2 .3 .1
୸ୟأݘ MITRE ATT&CK ᇔᆳݺ إߤٔر ۰ٓن ܗߧںܽ، Kill Chain اணடܭߵم ᅺᅲߌކߗ أن ࿥࿃ۄޑٔ
Adversarial Tactics, ࠯࠵࠹ݱިم اܳأ؇۰݁ واৎ৊أݠڣ۰ واܳٺگٷ٭؇ت اܳٺܝٺ٭Ⴄၽت ቙ቌإ ઀ੳ࠙ࡂ .ًౕ౐ڞ۽޾ں
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اހۼޭا޹ۄܽ ހߗࡇࡗك دوري" "ིۛول ގۉݺ ڑٰޑݺ .Techniques, and Common Knowledge
.(3 .1 წ჊اހߚ (اڛߦޭ

ATT&CK MITRE ގ޾۽ߵ۰ܽ :3 .1 წ჊ߏ
ڑٔت: ގߗۇߵ ڡ౐ౕڡܽ ቙ቌإ اணடܭޑٔت MITRE ဋྜڑۼ

ܾۚا؟ اਛਗ݀ٔܜދ ڑ۽ٰݺ ৎ৊؇ذا Tactics (The Goal) (اଔଐٌف): ا۱ظۛظثၢျت (1)
اணடۛف؟ ษ໹ۼۼߵن ܋٭ژ Techniques (The Method) ؂٭ڮ): (ا۱ݘܞ ا۱ظ٭صثׅت (2)

๮๓اހ اస఼ాۛدة اਦਞداة ቟ቐ ؇݁ Procedures (The Specifics) (ا۱ظٮׅܪث۫): ا൹ൠওএاءات (3)
اߌۇཾۛގߵܾٔ؟

ۿغׅل:
ܾߵ (اணடۛف Credential Access ا٩ਣਞۇޑٔد ੐അٔڛٔت ቙ቌإ اހߵ޹ߵل Tactic ا۱ظۛظثڷ: •

ੳંور). ܽ౤Ⴢႚ ྑັۯܽ
اਛਗޭور ౤Ⴢႚٔت ෡ෆᇔ༾༯ ቟ቐ ڑۼܽ (اހߧޭ Brute Force ܽᇦᇚٔاހ٫ اހۼߵة Technique ا۱ظ٭صثڮ: •

.(ܽཬັປຄ
.SSH ੳંور ౤Ⴢႚٔت ෡ෆހۇܨޑ "Hydra" ଺଩ޑ߽ أداة اߌۇཾۛام Procedure ا൹ൠওএاء: •

௠௄ݪۄۄٔ .ٔਗ਼ഋٔހہںٔڛ اܳྥފ݄٭؇ت ڑߵ۰ޭ إڛܹ .ًٔမྦྷັور MITRE ڑٰۛ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ހہۄٔة ژٔހ࿯ߗہܽ
."቟ቌٔاܘۇں "ڞ޾ںۛ أو "ܽᇦᇚٔཧ "ۯߵة أڛܹ ৓ৈཬ ෡ෆٰގ ཮ۛث ހۇ޾࿯ںۥ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ഫ೾رणऎ

.(4 .1 წ჊اހߚ (اڛߦޭ
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ATT&CK MITRE ਛਗ޾۽ߵ۰ܽ ގ࿬ߗߡ ٩ંض :4 .1 წ჊ߏ

ᇐᆺׅܪݘصঔএا اၢဋჱოء و٠ݦد ا۱زثׅ،ׅت: 4 .1
.ٔ݀ᡛކـጨጚ଺ଜ ๮๓اހ اހہںٔڛٔت ৓ৈཬ ގۂྔັ წ჊ଽଣ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔا޹ߧۄ ذჱႚء ڛߦٔم أي ۰ٰٔހںܽ ڞٰۇޑۛ
๨๓ܘ ،ٔጨዮوणई ذݘںܽ. د۰ٔع أڛߦޑܽ ހہۄٔء اހߵۯߵد ቟ቐ ᅺᅲواހߚٔގ ᅺᅲاހ޾ وذات اગ࡚ߵدة ཬٔހںܽ اހہںٔڛٔت
٩ޓ ๮๐ގਦਞا اހۼںٔس ဋྑٔژ ཧٔހۂً ٔጨግإހ ଽଜٔر ๮๓اހ اހہںٔڛٔت، ܾۚه ߌۇ۽ߚݺ. ڞۼۛގًٔ ا઒࡚ߵارزގںٔت ୸ୟأݘ

౤ᎈጴߪߌߗܽ. اᇔᆷภฏںܽ اހہ࿥ڷܽ ୸ୗཬ ศૉۇކ۽ܽ ގ޾ٔدر ގޓ ٰٔ݀ᇔᇆ ڑࢱࢿ ،security telemetry ژٰۛ

اབ༪එ඀݈ثڮ ا۱زثׅ،ׅت أ،ݦاع 1 .4 .1
اހہںٔڛٔت. ގ޾ٔدر ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ৓ৈཬ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ഫ೾رणऎ ڑࢱࢿ

أدڛٔه. 1 .1 اગ࡚ۛول راܜ٢ ،ܽཬັປຄ ހ۽݀ޑ݀ٔ

ا۱ܭڙ܂ڮ" "ا۱زثׅ،ׅت ක๷ٌي 2 .4 .1
ጺጴہںٔڛٔت "V's" ژـ ཧٔހۂً ڞߵ޹ۥ ๮๓واހ اހ۽णँޭة، اހۇཿۛڑٔت ގޓ णँٰۛاހ اਦਞގٔن ੐അٔڛٔت ގ٢ اހٰޑݺ ௠௄ۉݺ

:Big Data اހ޼ܨޑܽ
أن ގޓ ୸ୟأݘ ٔጨዮإ ڑߵم. წႚ اހہںٔڛٔت ގޓ ഞ೾ٔاژ୸୐ڞ ܽ੟೾ۛઓ࡚ا اਛਗߪߌߗٔت ᆁᅬڞߵ Volume اጱጜ໓ۼ: •

.቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ቙ቌإ ษ༃ۇٔج اހߗ࿬ڂ وணடۚا ،ັྟ࿬اހ ڑۼޭأܾٔ
،ܽ੐ഈٔاހۉ ގޓ أฆ෯اء ቟ሺ اணடܭޑٔت ษ༆ۛث ཬٔހںܽ. ܽཬັປຄ اހہںٔڛٔت ڞ޾ݺ Velocity اໝย།۱ڮ: •

.৙ৈٰاހ۽ اހߵۯٵ ቟ሺ اހہںٔڛٔت ܽગٰ࡚ٔގ اހۄߦٔم ৓ৈཬ อ໹ڂ ᆀᅬا
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ا۱ݦܪٖ ا۱زثׅ،ׅت ۿܯٌر
ގޓ، ቙ቌإ ษ༆ۛث ގޓ ڞߦ݀ޭ .ᅛᅉاހߚہ ੳંور ᅛᄷޭઓ࡚ ގކܨ޾ٔت ."ٖ؏ׅଔଐا "١ׅ؏ݦرة
اހߵزن. وܗ۽ں۽ܽ ྑັڑٰܽ ۯںݺ. ގٔ ྘ܳݴ وހـݪޓ رߌކٵ، أ׮ ๮๓اހ اހہںٔڛٔت وᇔᆟںܽ ،๨๓وގ

Network Flows ჌Ⴚا۱݋ز ࡿ࢔١٭ׅت

واస఼ాۇߵى). (اภฏؤوس ᅛᅉاހߚہ ษૉٔدڡܽ ڞ۽ٔ޹ںݺ წႚ ৓ৈཬ ษ༆ۇߵي اၢျ۱ۿ۫". "اལ۱݈ڞث۫
اހٰޑںޞ، ጺጴۇܩۼںޞ اހ٫ٔހڂ ቟ሺ ଺଩ۇཾۛم ศลޑܽ. ގކ۽ٔت ࿯࿉ۇ܋ ٔጨ጗وހـݪ ིۛاً ᅺᅲގ۽޾

.৙ৈٰاހ۽ اހߵۯٵ ቟ሺ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء وހ࿥߁

Packet Captures (PCAP) اߋ਄ܜم ا۱ظ٭ׅݕׅت

౐อ௣ౕت (ގۉݺ وا઒࡚ߵادم ᅺᅬ఼ాޑߵసا اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ގޓ ౐อ௣ౕت اߋਈڱׅز". "؂ݦۿثׅت
ᇔᆳކںٔت ڞߦ݀ޭ .(Sysmon ،Windows Event Logs وਗ਼೾ۛوز أ཮ۛاث

اਛਗކ۽ٔت. وڞ٫ں୸୐ات اހٰޑކںٔت، وଽଦᏏٔء اᆁᅬܗߵل، ଺଩ܭںݺ

Endpoint Logs ا؂ׅኙኈ۱ڮ ،٭ׅط ெுඞ୔ت

ڑܽ ྦྷັور .ഫ೾اހߵ ཭ٔدم ގޓ ގߧࡇࡗب URL ٩ۄߵان წႚ ଺଩ྃݺ اඏ඀وار". ۫ඞ୔"
.SQL Injection ܘۼޓ ގۉݺ ഫ೾اހߵ อซޑٔت ٩ޓ ጺጴـݪߚۥ

Web Logs ಜ౯ا۱ݦ ெுඞ୔ت

ܽ੐അٔཿاހߗ اਛਗۄ޾ٔت ቟ሺ اހ࿯ߚٔط ଺଩ྃݺ ."API ا۱ظݘزث٭ׅت ޑ޳ඞ਺ڮ واڍڱڮ "ࡿ࢔٠ث܏
اਦਞذوڛٔت. ୸୐ཧ أو ا઒࡚ߵادم ٗଽଦأ ގޓ ੝ഋٰۼڂ .(Azure ،AWS)

Cloud Logs ا໰݈۱ׅ؉ڮ ெுඞ୔ت

اހߚٔڎٰܽ اਦਞގٔن ੐അٔڛٔت ގ޾ٔدر :1 .1 ིۛول

اހۄ޾ںܽ اހߗ౐ౕྃت (ގۉݺ ݘۉ୸୐ة ศૉۇކ۽ܽ وأત်ٔم ژٗߏჱ჊ل اਦਞގٔن ੐അٔڛٔت ቟ሓٗڞ Variety ا۱ظصݦع: •
اހۇ࿯ߗںۼٔت ܾۚه པႃد اހߗཿٔژܽ). ގޓ JSON و اހߚہჱ჊ت، ގޓ ا઒࡚ٔم واઓ࡚ޫم ا઒࡚ߵادم، ގޓ

޹ٰڂ. ંੳأ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء وا཮ۛة ހ٫ܽ ቟ሺ اఽ఼సۇކ۽ܽ
ܽཬߵᇔ஫஥ ቟ሺ .቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ഫ೾ހۇۛر ر࿥ྐྵߗںܽ ᅺლ჊ގߚ ܾۚه Imbalance ا۱ظݦازن: ໝٌم •
ၳઉჱ჊ڑ "อซޑٔت". ۰ۼߡ 10 و "آގۄًٔ" 999,990 ڑݪߵن ۯۛ ཮ۛث، ގކںߵن ގޓ ގݪߵڛܽ ੐അٔڛٔت

ڛٔدرة. ᅺᅲގۉਦਞا ਦਞن اணடܭߵم წ჊ߏ ހۇٰࠇࠋ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

૩ુوا۱ظښܭ ا۱زثׅ،ׅت ڍݦدة ؂ٌක๷ׅت 3 .4 .1
وܜہܽ ৓ৈཬ ߌۇܩ޾ݺ ߌ࿥ڷܽ، ގݪߵڛٔت اߌۇཾۛގٵ (إذا اހߧ݀ࠃ ଽଜہܹ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ਗ਼അٔء
.Garbage In, Garbage Out ศ༆ޭج" ᇔᆷٔގܽ ཭णऎݺ، "ᇔᆷٔގܽ ڛۼߵل اހہںٔڛٔت، ཬࠇࠋ ቟ሺ ߌ࿥ڷܽ).

.(5 .1 წ჊اހߚ (اڛߦޭ ژગ࡚ٔߵدة ઼શٰ੝ഋ წႚٔގߚ ڡ౐ౕث ษ༃ݺ أن อ໹ڂ اހہںٔڛٔت، اߌۇཾۛام ۯہݺ
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቙ቌإ ڑކ݀ٔ وษ༆ߵ اހہںٔڛٔت ڑܽ ଺଩ߵ อ໹ڂ .቟ሐا୸ୗاހߗں ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ੐അٔڛٔت أڛ࿥࿃ٔڂ ܗߡ :5 .1 წ჊ߏ
.ٔጨ጗ގ اހۇٰࠇࠋ ގޓ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ൾ൰ഺݪޓ أن ۯہݺ ގ୶୐ات

؂ڮ واལ۱݈ݦ ا۱ظصݦع .1
،(Palo Alto ،Cisco ،Microsoft) اఽ఼సۇކ۽ܽ ჱႚັت اހྟ ގޓ णँٰۛاހ ގޓ اਦਞގٔن أدوات ቟ሓٗڞ

ศૉۇކ۽ܽ. ހ٫ٔت ಸ಩ಀۛث ٔ݀Ⴜႚو
in." logged Admin "User: ؏٭ݦل: "أ" اগএداة •

Success." Authentication Action: Admin, "Account: ؏٭ݦل: "ب" اগএداة •
،Normalization ڑܽ ژٔހ࿲ߗߵ ڛۼߵم أن อ໹ڂ .෡ෆۛڡઓ࡚ا ૳૗ܾۚ ގۼٔرڛܽ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ௠௄ݪޓ ਣਞ
اჱႚᆀᅬء ൾ൰ഺݪޓ ๨๓ܘ (JSON (ގۉݺ ۛ཮وا ແྑٔۯں ࿯࿉ߗںޞ ቙ቌإ اఽ఼సۇކ۽ܽ اހۇ࿯ߗںۼٔت ᇔᇆں٢ ษ༆ߵل ๮๓واހ

ژ೰ೢᖹٔޭار. ٔጨዱۯޭاء ގޓ ቟቉ٔ޹ߧۄਣਞا
اඏ඀ۿصثڮ اঌঈܜاۿصڮ .2

اணடܭߵم. ހ۽݀ދ ษวں܇ წ჊ଽଣ ا཮ਦਞۛاث ࠦࡂ࿥࿉ڂ อ໹ڂ
ڑߵرك ੐ഈߵ ڞߵۯںٵ ৓ৈཬ و཭ٔدم (UTC) ހۄۛن ڞߵۯںٵ ৓ৈཬ اਲਭੂٔڑܽ ིۛار ޷ہߡ ኢና إذا :ძ။ျ݋ঌঈا •
ڢٴܭ ྑُັۯٵ اހہںٔڛٔت أن ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڑٰۇۼۛ ۯۛ اހߗ౐ౕྃت. ੝ഋߧٔژޞ ۰ކޓ ،(EST)

اᆁᅬܗߵل. ا୸ଢ଼ఽ఼సق ଺ଜྃݺ أن
اހਛਗٰٔࠃ اހۇߵۯںٵ ڑݪߵن ގٔ وཬٔدة ،ແྑٔۯں ڞߵۯںٵ ގ٢ اਦਞܜ݀ޫة ᇔᇆں٢ ઀ੳاގۄܽ อ໹ڂ :۫਄اߋ •

.UTC (Coordinated Universal Time) ا࿯ਛਗߗޞ
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واߋਃܯݦܪثڮ اঌঈٮ٭ݦدة ا۱زثׅ،ׅت .3
อ໹ڂ ،ፈጴذ ৓ৈཬ ౐ཬౕوة ᇔᆳںٔء". "ڛۼߧܽ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ᆁᅬى ڑݪߵن اߌ࿲ߚٰٔر، ܜ݀ٔز ۰ߚݺ إذا
۰ۼۛ ਣਞᏏو اਛਗޭور)، ౤Ⴢႚٔت (ގۉݺ ܘߗٔߌܽ ގߗۇཾۛم ੐അٔڛٔت ৓ৈཬ ษ༆ۇߵي ਣਞ اހߗ౐ౕྃت أن ڛ޼ޑޓ أن

ਣਞܘۼًٔ. ا઒࡚ߧٗ ڑޞ ߤޭ ٩ޓ ڑݪߚ۽݀ٔ و ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ٔ݀౤౟ٰ੝೾

ا૧ુঌঈات اܽظڙܞاج اগএر٠ׅم: ᇊᆽإ ا۱صܥ ۿ܄ 4 .4 .1
(ގۉݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج أ୸୐཭ة: ٩ۼہܽ ڛߵاིܹ وގߵ཮ۛة، ڛߦں۽ܽ اހہںٔڛٔت ڞݪߵن أن ग़॔िޭد
ڑٔ޷ںٔت. ภฏا ڞ۽݀ދ ٔጨዮإ اހۄ޾ߵص. ۯޭاءة ٔጨ጗ݪ௠௄ ਣਞ (Neural Networks اހٰ޾࿬ںܽ اހߚہჱ჊ت
Feature Ex- ا୶୐ਛਗات اߌۇܨޭاج اހٰޑކںܽ ܾۚه ଺଩ޑ߽ أرۯٔم. ቙ቌإ اހߗ౐ౕྃت ڑݺ ษ༆ߵ ཬކںۄٔ อ໹ڂ

.traction

(ر٠ۼ) ᇐᆺׅܪݘصঔএا ၢဋჱዿእء ۿ૧ુة → اߋਃׅم ۫໴݈۱ا ౶ুׅ،ׅت
10 = hour_of_day → AM" 10:00:01"
1 = is_failure → "Status=Fail"
5000 = bytes_transferred → "bytes=5000"

ᇐᆺׅܪݘصঔএا ၢဋჱዿእء ا۱زثׅ،ׅت ૩ુܭක๷ :ॊहᅅᄤ ۿغׅل 5 .4 .1
ގۂྔັ. წ჊ଽଣ อซߵގًٔ ڑݪ࿲ߚۥ ঔএ اހـݪߵد ܾۚا .pandas ގݪۇہܽ ژٔߌۇཾۛام ژ੟೾ٔߵن ژކ٫ܽ ގۉٔل ৙ৈڑ ۰ںޑٔ
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ൾ൰ഺݪޓ ๨๓ܘ ا୶୐ਛਗات) (اߌۇܨޭاج اހہںٔڛٔت ཬٓဠۛاد ڑۼߵم ،ፈጴذ ގޓ ً ਣਞणई

ਣਞܘۼًٔ. ٔጨᖈاߌۇཾۛا ގޓ
୸୐ଽ଩ ގ୶୐ة اਛਗޭڞ۽٢ اހٰۛد ڑݪߵن ۯۛ .෡ෆٰގ IP ٩ۄߵان ގޓ ቟ሓٗڞ ๮๓اހ اਦਞܗߧٔء ཬۛد ܘߗٔب णँࠣࡂ

อซߵم. ቙ቌإ
቟ቐ error_count_feature ا୶୐ਛਗة اਦਞرۯٔم. ގޓ ིۛول ቙ቌإ ا઒࡚ٔم اހۄ޴ ܘߵހۄٔ ހۼۛ اย༐۱ح:

ގߚہߵه. "200" ހـݪޓ ،ఴੱߤہں "0" أن ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ߌ࿥ۇٰࠇࠋ .ແྦྷٔڑ ر ގ཭ۛݺ اਧਞن

಑౯ٌ਄اߋ اগএۿׅن ۷ᅅᄤثׅت ୺ୡ৳৤ ا۱ס܂۫: ᇐᆫ ᇐᆺׅܪݘصঔএا اၢဋჱოء 5 .1
۰ᆁᎎጴٔع. ແྜ࿥ྐྵภฏا اਛਗۼޭ ܾߵ Security Operations Center (SOC) اਦਞގٔن ᇔᆳކںٔت ఉ௰ંੳ
.(6 .1 წ჊اހߚ (اڛߦޭ ގًٰٔ واਣਞਧਞت اހ࿬ྟັڑߵن اస఼ాކࡇࡗن ڑٰޑݺ ܘںٷ (ແྦྷا୸ଢ଼۰ا ڑޞ ޭ۰ (أو ܽ۰ં٤ إڛܹ
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1 import pandas as pd
2 import io
3

4 # 1. Simulate raw log data (CSV format)
5 # In the real world, this would be a large file.
6 log_data = """timestamp,source_ip,status_code
7 2025-08-16 10:00:01,192.168.1.10,200
8 2025-08-16 10:00:05,192.168.1.10,404
9 2025-08-16 10:00:10,192.168.1.10,404

10 2025-08-16 10:00:15,10.0.0.5,200
11 """
12

13 # 2. Load the data into a DataFrame
14 df = pd.read_csv(io.StringIO(log_data))
15

16 # 3. FEATURE EXTRACTION
17 # An AI cannot just read "404". It needs a count or a rate.
18 # Here, we convert raw rows into a statistical summary.
19 # Logic: Group by IP address, then count how many times '404' appears.
20

21 features = df.groupby('source_ip')['status_code'].apply(
22 lambda x: (x == 404).sum()
23 ).reset_index(name='error_count_feature')
24

25 print("Data ready for AI Model:")
26 print(features)
27

28 # Output:
29 # source_ip error_count_feature
30 # 0 10.0.0.5 0
31 # 1 192.168.1.10 2

اހہںٔڛٔت) ୸୐޼ษ༆) ގ୶୐ات ቙ቌإ ا઒࡚ٔم اހߗ౐ౕྃت ڑݺ ษ༆ߵ :1 Listing

SOAR و SIEM 1 .5 .1
:෡ෆۇ࿥ߗ࿥ྐྵر ෡ෆގۄ޾ۇ ৓ৈཬ اਦਞގٔن ᇔᆳކںٔت ఉ௰ંੳ ڑٰۇޑۛ

Security Information and Event اগএۿׅن): وأໟٌاث ۿס޸߈ۿׅت (إدارة SIEM •
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء و଺ଜۇཾۛم ގჱ჊ن წႚ ގޓ اހߗ౐ౕྃت ٢ᇔགྷ༢ "اᆁᅬގٔغ". Management

ހۇཿކںކ݀ٔ.
Security Orchestration, Automa- اগএۿׅن): واܽظ໴ׅ؉ڮ وأ୑ୂظڮ (༻འ݈ث܏ SOAR •
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ۯٔل إذا اจ෯ਢਞاءات. ਗ਼೾۽ۚ "اणँਦਞي". tion, and Response

.ًٔ੐೻ٔڞކۼ وܘߦޭه اਲਭੂٔڑܽ ིۛار ቙ቌإ اᆁᅬܗߵل ࿲࿃ߗܭںݺ SOAR ڑۼߵم ،"IP اހـ ܾۚا "اܘߦޭ
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SOAR) + (SIEM اਦਞގٔن ᇔᆳކںٔت ఉ௰ંੳ ᇔᆳݺ ୸୐ߌ :6 .1 წ჊ߏ

اၢျ۱ذ؉ڮ ا۷݈۱زثׅت ۿ٭ׅ؉۫ اၢျ۱ذ؉ڮ ا౶ׅඞ๪ওএুׅت 2 .5 .1
ڑۼُٔس اਦਞܗߧٔء. ގޓ ෡ෆཬڛߵ ෡ෆژ ڛߵازن أن อ໹ڂ اਦਞގٔن، ᇔᆳކںٔت ఉ௰ޭਛਗ ቟቉ٔا޹ߧۄ ذჱႚء ਗ਼അٔء ٩ۄۛ
Confusion اਣਞر੗ഋٔك ގ޾۽ߵ۰ܽ ژٔߌۇཾۛام ፈጴذ ౽ಷ಩ںݺ ژٗܗߧٔڎܹ. ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج อ༃ٔح

.(1 .2 (اગ࡚ۛول Matrix

١ס۷ثًׅ آۿ܄ ١ס۷ثًׅ ڈزབר
False Positive ၢဋذب ᇐᅾׅඞ๪إ True Positive ډ٭ثߒߩ ᇐᅾׅඞ๪إ "ኙቢٌࡲ࢔" :ᇐᆺׅܪݘصঔএا اၢဋჱოء ༻འزݛ

޷ߵ޷ٔء) - ჱႚذب (إढऋار ژٔހۼޭ޹ٔن!) ٔඨඃأގߗ)
True Negative ډ٭ثߒߩ ෟ඾۷ܽ False Negative ၢဋذب ෟ඾۷ܽ "آۿ܄" :ᇐᆺׅܪݘصঔএا اၢဋჱოء ༻འزݛ

ܾٔدئ) (اހۄߦٔم จ෪ق) - ୸ଢ଼཭ౕፀጴاق (ڞٰޭ޷ۄٔ
اਣਞر੗ഋٔك ގ޾۽ߵ۰ܽ :2 .1 ིۛول

False Positive (Type I Error) اগএول): ا۱صݦع ۿ܄ (ڈݘ׈ اၢျ۱ذب ᇐᅾׅඞ๪ওএا (1)
อซߵم. ڑߵིۛ ਣਞ وހـݪޓ اढऋਢਞار، ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ઼શڑߧ

ގޓ اస఼ాކࡇࡗن ቟ሐٰٔڑ ݘۉ୸୐اً، ܾۚا ཮ۛث إذا اހۇܩۼںޞ. ቟ሺ وۯۇܹ ᎂ፞ా఼సا ڑ޼ں٢ :۰༶اܳٷྥ٭ •
.቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ቙ቌإ ا೰ೢᖹਣਞٔع ٩ޓ و੝೾ߵۯ۽ߵن Alert Fatigue اހۇ࿯ہጨግٔت" "إرܾٔق
ڑߵིۛ False Negative (Type II Error) :(ᇐᆁׅا۱غ ا۱صݦع ۿ܄ (ڈݘ׈ اၢျ۱ذب ෟ඾۷݈۱ا (2)

޹ٔގۇًٔ. ੗೾ࡡࡲ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ހـݪޓ อซߵم،
.୸୐ߧ઒࡚ا ڑߵ اހߗ࿥ۄٔر ܾߵ ܾۚا ୸ଢ଼཭ౕፀጴاق. ᅛᄷັ اހྟ ੝ഋٰޭض :۰༶اܳٷྥ٭ •
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ا੐അٔอ໹ਢਞٔت ގޓ ୸୐اހـݪۉ ઼શ཭ دون اހۼޭا޹ۄܽ) ৓ৈཬ (اހۼہ޲ اހჱ჊ذژܽ اހߗކہںٔت ڞۼކںݺ णँࠣࡂ اଔଐٌف:
.(෡ෆ፪፞ా఼సا (إزཬٔج اހჱ჊ذژܽ

(XAI) ૩ુ݈ا۱ظٮ و٠ׅ؉۷ثڮ ካእ٭ݦة ᅅᄐܭׅךٖ ᇐᆺׅܪݘصঔএا اၢဋჱოء 3 .5 .1
Force Multi- ጺጴۼߵة ᇔᆟ޼٩ٔۥ ڑٰޑݺ ژݺ اހ࿬ྟັڑ෡ෆ؛ ෡ෆ፪፞ా఼సا ษૉݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ษ໹ݺ ਣਞ

اހۄߦٔم. إ੝ഈٔܜںܽ ގޓ ୸୐ݘہ წ჊ଽଣ णँࠦࡀ أداة ܾߵ اހۼߵة ގ޼٩ٔۥ .plier

ڑߵގںًٔ. ًٔጨግہ࿯࿉ 50 ੳંاܜٰܽ ᎂ፞ཿ౤ᎈጴ ௠௄ݪޓ :ᇐᆺׅܪݘصঔএا اၢဋჱოء ࡹ࢔ون •
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ਦਞن ڑߵގںًٔ ࿯࿉ہںܹ 500 ੳંاܜٰܽ ᎂ፞ཿ౤ᎈጴ ௠௄ݪޓ :ᇐᆺׅܪݘصঔএا اၢဋჱოء ۿד •

اணடٔގܽ. اހہںٔڛٔت ৓ৈཬ اހ޼ߵء و଺ଜކߡ اހ޼ߵ޷ٔء ੝അ޾۽ںܽ ڑۼߵم
اჱႚᆀᅬء ௠௎ٔذج ڞٰߧࠃ ގٔ ཧٔހۂً .Black Box اਦਞߌߵد" "اހ޾ۄۛوق ᅺლ჊ގߚ :ٍۛษ༆ ܾۄٔك وހـݪޓ،

.୸୐ڞ۽ߗ دون إིٔژܽ (Deep Learning اހٰޑںޞ اހۇٰࠇࠋ (ގۉݺ اਛਗٰۼۛة ቟቉ٔ޹ߧۄਣਞا
أ". اਛਗߗۇཾۛم "اܘߦޭ لگިل: ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء •

"ਛਗٔذا؟" ૭૏؊ل: ጵ጑௱௯௫ا •
(ᇦᇤٵ). :ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء •

ߣ݀ߵر ቙ቌإ ܾۚا أدى ژܹ. ੟೾ۼߵا ۰ކޓ ۯޭاراً، ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ۚศ༆ا ৎ৊؇ذا اస఼ాކࡇࡗن ڑ۽݀ދ ኢት إذا
ڞۼۛم اࣇ࣢ࣳٔذج أن ڑ޼ޑޓ اᆀᅬي ،Explainable AI (XAI) ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

.("णँིۛ ᆁᅲژ ގޓ اᆁᅬܗߵل อ௣ݺ َ۬৙৑ أ اਛਗߗۇཾۛم "اܘߦޭ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ٔጨዱހۼޭارا ًٔဠٔأߌہ

ا۱ٮڱۼ ۿ܄ ක๷٭܏
MITRE؟ ATT&CK ᇔᆳݺ إߤٔر ቟ሺ "اހۇۼۄںܽ" و "اހۇݪۇں݆" ෡ෆژ ແྜ࿥ྐྵภฏا اހ۽ޭق ܾߵ ގٔ (1)
٩޾࿬ںܽ ᅛᅉߏہ ގ٢ ٔጨᖈاߌۇཾۛا ۯہݺ "ގ୶୐ات" ቙ቌإ ا઒࡚ٔم اހߗྃݺ ੐അٔڛٔت ڑݺ ษ༆ߵ อ໹ڂ ਛਗٔذا (2)

Neural؟ Network

وਛਗٔذا؟ ჱႚذب؟ ๮ํߌކ أم ჱႚذب ቟ልٔอ໹إ ގߚۛدة: أގۄںܽ ࿥࿃ڷܽ ቟ሺ أߌߵأ ཬٔم წ჊ଽଣ ୸ୗڑٰۇ أጨዤޑٔ (3)
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୑ୂׅໞڮ
቟ሐا୸ୗاހߗں اਦਞގޓ ۛጪྟގ ษ༆ߵل ݘںۥ اߌۇݪߚ۽ۄٔ اހණඃٔب. ހہۼںܽ اਦਞߌٔس و޷ٰۄٔ اހ۽޾ݺ، ܾۚا ቟ሺ
۱ݠم اߌۇཾۛގۄٔ .቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ا٩ۛਛਗߵم ఴఙٔގںਗ਼೾ᆁᅬا ቟ᇫاހߗࡇࡗ اހۇཿކںݺ ቙ቌإ ܽ੝അٔاހۉ اހۇߵۯںٰٔت ގޓ
اਦਞدوات ܘߦޭ ގޓ ۰ٰٔހںܽ ୸ୟأݘ اހߗࡇࡗك اݘ࿲ߚٔف ڑݪߵن ਛਗٔذا ހ୸୚ى Pyramid of Pain ቕረ৙৑ا

اހ࿬ߗںߧܽ.
ਣਞ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أن اݘ࿲ߚ۽ۄٔ اހہںٔڛٔت. :቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ا઒࡚ٔم اਛਗٔدة ቙ቌإ أڑً޼ٔ ڛߦޭڛٔ
Data Quality اܳٴ٭؇َ؇ت ۏިدة წႚٔގߚ ގ٢ اހۇٰٔގݺ ཬކںۄٔ อ໹ڂ اހߗ౐ౕྃت؛ ۯޭاءة ࿬࿃ߗٔߤܽ ௠௄ݪۄܹ
ఉ௰ંੳ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء دور ཮ۛدڛٔ أ୸୐཭اً، ڑٔ޷ںٔت. ر ቙ቌإ اހۄ޴ ڑݺ ހۇܩߵ ا୶୐ਛਗات واߌۇܨޭاج
ଫଃاܳٺڰފ ڢ؇ًܹ٭۰ ੝೾ߧކڂ ހـݪۄܹ ጺጴۼߵة، ᇔᆟ޼٩ٔۥ ڑٰޑݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أن ڞ౤౟ٰۄٔ اਦਞގٔن. ᇔᆳކںٔت
Confusion ا৖৑رਊಾ؇ك ݁ݱڰިڣ۰ واߌۇཾۛގۄٔ ،ັྟ࿬اހ ژܹ ੟೾ޞ ఴఙހـ Explainability (XAI)

.ܽ੝೻ٔاހ۽ واணடܭޑٔت اހჱ჊ذژܽ اढऋਢਞارات ෡ෆژ اހۇߵازن ހ۽݀ދ Matrix

ߌ࿯ہۛأ ،቟ቌٔاހۇ اހ۽޾ݺ ቟ሺ اހـݪߵد. ቙ቌإ اਛਗ۽ܾٔࢤࢿ ގޓ ੝ഈౕፀጴۼٔل ގߗۇٰۛ اਧਞن ഞഈأ اހߗںٔق، ܾۚا ގ٢
اހणँۛጨጚات. ܾۚه ٩ޓ ጺጴـݪߚۥ اਛਗߗۇཾۛގܽ اస఼ాۛدة ቟ቌਧਞا اހۇٰࠇࠋ ܗߵارزގںٔت اߌۇݪߚٔف ቟ሺ
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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৓ৈཬ ఉ௰࠙ࡂ اઓ࡚ٔߌߵب ཬࡇࡗم ቟ሺ อૉٔل ܾߵ AI (Artificial Intelligence) ᇐᆺׅܪݘصঔএا اၢဋჱოء
اਦਞڛߦޑܽ ቙ቌإ ୸୐ଽଜ اހߗںٔق، ܾۚا ቟ሺ .ًٔမັພຄ ً ذჱႚء ੝ഋߧކڂ ๮๓اހ اਛਗ݀ٔم أداء ٔጨ጗ݪ௠௄ أڛߦޑܽ إଽଦٔء

ا٩ٔ۰ᆁᅬںܽ. اจ෯ਢਞاءات وأ௠௑ۇܽ اษ༃ਣਞޭا۰ٔت، واݘ࿲ߚٔف ،ఴੱاހߧہں اހߗࡇࡗك ڞٰࠇࠋ ٔጨ጗ݪ௠௄ ๮๓اހ
࿥࿃ڷܽ دا཭ݺ وا࿯ُਛਗߚٗ ఴੱاހߧہں ጺጴߗࡇࡗك اਦਞߌٔس ܗߡ ٩ޓ اษ༃ޭاف ܾߵ Anomaly ا۱݋ׅذة ძოׅ਄اߋ
๮๐أގ णँۛጨዱ ቙ቌإ Anomalies اހߚٔذة اਣਞٔઓ࡚ت ୸୐ଽ଩ أن ௠௄ݪޓ اਛਗٰࡇࡗގٔت. ڞݪۄߵހߵܜںٔ

ษૉۇޑݺ.
ᅺᅬގߧߵ ܽ੐ഈا୸ୗߌں ᅺᅲᇔᇂ ܾߵ APT (Advanced Persistent Threat) اঌঈ݈ظ܂ܞ اঌঈظ٭ٌم اኙኋ۱ٌࡲ࢔
ڑߦݺ و ގٔ ᅛᅉߏہ ቙ቌإ ژܹ اਛਗྮັح ୸୐ཧ اހߵ޹ߵل ގޓ اਛਗ݀ٔܜދ ൾ൰ഺݪޓ ܘںٷ اਣਞߌጨጚۛاف وߏणँۛة

اހہںٔڛٔت. ྑັۯܽ أو اހۇܭߗ߁ ٤ਦਞંاض ཬٔدةً ،ᅺᅲڑ ߤߵ ހ۽୸ଢ଼ة ގݪ࿲ߚۥ ୸୐ཧ
(ގۉݺ ߤ۽ںۥ წ჊ଽଣ ᅺᅬُٰۛގ ܗہ࿥ۉܽ ގ౐཭ౕۛت ቟ቐ Adversarial examples اߋਃܯݦۿثڮ ძუۿغগএا
წ჊ଽଣ ڞ޾࿯ں۽݀ٔ ހںࢱࢿ ܗ޾ںً޾ٔ ގ޾ޑޑܽ ژ੝೾ٔٔت) ژ޼ٰܽ ୸୐ڞ٫ں ގ٢ malware ܗہ࿥ۉܽ ࠠࡂอૉںܽ ގކۥ

ا٩ٔ۰ᆁᅬںܽ. AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ގޓ واހጨጚޭب ཭ٔߤࠁ
اࣇ࣢ࣳߵذܜںܽ ᅺᅲߗކߗ࿲ਛਗا اਛਗޭا཮ݺ ษ໹ۛد ᇔᆳݺ إߤٔر ܾߵ Cyber Kill Chain ᇐᆁا૩ૈا۱݈ث اଔଐڞݦم ძუ݈۷ܽ
ษ༆ۼںޞ ގޓ ဋྮ઒࡚ا ௠௄ۄ٢ أن ௠௄ݪޓ ᅺᅲ཮ંੳ أي ቟ሺ اணடܭߵم ڞٰߧںݺ أن ቙ቌإ ୸୐ଽଜو ،቟ሐا୸ୗߌں ணடܭߵم

.቟ሃٔጨ጗اހ ܹ۰ܾۛ
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ژߵاߌߧܽ ّ׬ᆁة ᅬُގߵ ا޹ߧۄ٩ٔںܽ ܽ੐೻ંੳ أو ܽ੐ഋ޹ߵ ގۼٔߤ٢ ቟ቐ Deepfakes ا۱ס܂ث܏ ٖু౯૧૎۱ا
so- اਣਞܜۇޑ٩ٔںܽ اணடۄۛߌܽ ศૉߧߧٔت ቟ሺ ཧٔހۂً ጨያދ، ގߵڡߵق أ۰ޭاد ศ௦޾ںܽ ಸ಩౽ਣਞٔل ଺ُ଩ۇཾۛم AI

اਛਗۇߧߵرة. cial engineering

णँིۛة ࠠࡂอૉںܽ ڡ٫ޭات ਣਞݘ࿲ߚٔف اᇔᇆٔ݀ਛਗߵن ٔጨᖈۛཾۇ଺ଜ آހںܽ ڑۼܽ ߤޭ ቟ቐ Fuzzing ᇐᅾׅا۱ܭز اঔএڈظزׅر
.པႃٔڛ୸ୗاހ ގ౐཭ౕۛت ቙ቌإ ܽ੐೻٩ߚߵا أو ގۇߵۯٰܽ ୸୐ཧ أو ܽઓ࡚ٔ޹ ୸୐ཧ ੐അٔڛٔت إد཭ٔل ڑޞ ߤޭ ٩ޓ

ڛߵع ቟ቐ GANs (Generative Adversarial Networks) ا۱ظص١ׅ݈ثڮ ا۱ظݦ۱ث؂ٌڮ ا۱݋زၢျت
ᅺᅬٰٔ۰و णँིۛة ߌਣਞౕ౐ت ଽଦਢਞٔء ٔጨጔ᛹رणऎ ෡ෆᇔᇆٔ݀౤ᎈጴ ௠௄ݪޓ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ގޓ
اހۇߵۯںٰٔت. ৓ৈཬ ܽ௠ுٔاހۼ ཬٔ۰ᆁᎎጴٔت ܽ੐೻ંੳ ୸୐ཧ ڞݪߵن ًٔ੐೻ٔڞކۼ malware ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ގޓ
ࠦࡂاۯڂ أގۄںܽ أدوات ቟ቐ IDS (Intrusion Detection Systems) ዳዏ݈ལ۱ا ۉ݋ٖ أ،ݗ܂ڮ
ڞٰۇޑۛ ގٔ ཧٔހۂً ጺጴߗںٔߌٔت. اჱႚٔጨጚᜃت أو ޷ٔرة إจ෯اءات ٩ޓ ษༀۉًٔ اހۄߦٔم أو ᅛᅉاހߚہ أଽଦߧܽ

.signatures اހۇߵۯںٰٔت ৓ৈཬ اހۇۼކںۛڑܽ اਢਞ޹ۛارات
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أو أ௠௎ٔط أو دۯںۼܽ ᅺᅬأد ቟ቐ IOCs (Indicators of Compromise) ا૩૎ໞঔএاق ۿݛย༅ات
اܘۇޑٔل ቙ቌإ ୸୐ଽ଩و اਛਗކ۽ٔت أو اހߗ౐ౕྃت ቟ሺ ڞߵིۛ forensic data رᇔᆷںܽ ܽ੐೻ٔܜۄ ੐അٔڛٔت

.๮๐أގ จ෪ق وۯߵع
௠௄ݪّޓ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގޓ ቟቉ޭ۰ อૉٔل ܾߵ ML (Machine Learning) ძოঘএا ؏סݸݼ
اހۇݪۄߵހߵܜںٔ وܾߵ .ܽษ໹ັྩ ܽอૉࠠࡂ دون ا௠௎ਦਞٔط णँۛษ༆و اހہںٔڛٔت ގޓ اހۇٰࠇࠋ ގޓ اހᇔᆍہںߵࠦࡂ أڛߦޑܽ

اހߗࡇࡗك. ৓ৈཬ ኢኃٔاހۼ اހणँۛጨጚات اݘ࿲ߚٔف وراء اਦਞߌٔߌںܽ
وڞۼۄںٔت ހۇݪۇںჱ჊ت ਛਗٔཬںًٔ ގۇٔح ᇔᆳݺ وᏏߤٔر ގ۰ޭٰںܽ ۯཬٔۛة ܾߵ MITRE ATT&CK ۫ᅅᄤ إݕׅر

.෡ෆᇔᇆٔ݀ਛਗا ߌࡇࡗك ིܽۚ௠௎و ހ۽݀ދ اਦਞގޓ ގۇܨ޾޾ߵ ଺ଜۇཾۛގܹ اઓ࡚ۼںࡡࡸ، ኢትٰٔاހ ቟ሺ ا઒࡚޾ߵم
ٔጨዱޭߏ۽ ୸୐ڞ٫ ܗہ࿥ۉܽ ࠠࡂอૉںٔت ቟ቐ Polymorphic malware اၢျ݀গএل ۿظסٌدة اߋਃزབغڮ اඞ਺૩ૈ۱ثׅت
،ٔጨግ۰ ჱ჊੝ഋࠩࡂ ੳંة წႚ ቟ሺ وणँޭ۰ة णँིۛة signatures ڞߵۯںٰٔت ଽଦਢਞٔء ژ೰ೢᖹٔޭار ٔጨዱا୶୐ގ أو

اݘ࿲ߚ۰ٔ݀ٔ. اހۇۼކںۛڑܽ اހ۽୸୐وߌٔت ܽઓઉჱ჊ގ པႃࠠࡂا ৓ৈཬ اހ޾ٰڂ ގޓ อ໹ٰݺ ٔᇦᇥ
SIEM (Security Information and Event Management) اগএۿ܄ وأໟٌاث ۿס޸߈ۿׅت إدارة

ގޓ ژਦਞٔގޓ اਛਗۇٰކۼܽ واހۇ࿯ہጨግٔت اހߗ౐ౕྃت ੐അٔڛٔت وษ༆ކںݺ وᇔགྷ༯ں٢ ٢ᇔགྷ༩ ڞۼߵم ڑܽ ఉ௰ંੳ ގۄ޾ܽ ቟ቐ
اਛਗߪߌߗܽ. ቟ሺ اਛਗٰࡇࡗގٔت ހۇݪۄߵހߵܜںٔ اހۇܩۇںܽ اހہ࿯ںܽ أษ༃ٔء ᇔᇆں٢

SOAR (Security Orchestration, Automation, and Response) اগএۿ܄ واܽظ໴ׅ؉ڮ وأ୑ୂظڮ ༻འ݈ث܏
ގߗٔرات ژٔߌۇཾۛام آހںܽ ڑۼܽ ژߧޭ اਦਞގۄںܽ ጺጴۇ࿯ہጨግٔت اਣਞߌۇྃٔژܽ ৓ৈཬ اਛਗߪߌߗٔت ۛཬٔ଺଩ ގۄ޾ܽ ቟ቐ
اਣਞߌۇྃٔژܽ. إจ෯اءات ހۇۄ۽ںۚ playbooks اጺጴٰڂ" "ݘۇ࿥ۂت ژـ ڑٰޭف ގٔ أو ގߗہۼًٔ ษૉۛدة ᇔᆳݺ
اހอૉ୸ୗںܽ اހۇٰކںޑٔت ގޓ ގٰޭو۰ܽ ژۼߧٰܽ ࠙ࡂ੗ഋߡ رᇔᆷںܽ، ژ޾ޑܽ ގۉݺ ،णँޭ۰ ௠௎ߡ ܾߵ Signature ا۱ظݦ٠ثד

ጺጴـݪߚۥ. اހۇۼކںۛڑܽ اਦਞގۄںܽ اਦਞدوات و଺଩ۇཾۛގܹ ษૉۛدة، อซߵم ڑۼܽ ߤޭ أو ا઒࡚ہ࿥ۉܽ
ا઒࡚޾ߵم ڑۼߵم ܘںٷ ގۂྔັة ୸୐ཧ อซߵم اߌ୸ଢ଼اಜಀ಼ںܽ ቟ቐ Supply chain attack ا۱ظݦرࡲ࢔ ძუ݈۷ܽ ඞർݦم
ژٔڎ٢ ގۉݺ ،ٔጨዤގߵرد ᅛᅉߏہ ቟ሺ ًٔဣٔأގ اਦਞۯݺ اހٰۄٔྩັ اߌጨጚۛاف ڑޞ ߤޭ ٩ޓ ގٔ ގߪߌߗܽ ژ୸ଢ଼཭ٔاق

཭ٔرܜںܽ. ܽ݀ગ࡚ ڞٔژ٢ པႃࠠࡂا
اਛਗߪߌߗܽ و੐അٔڛٔت ߏہჱ჊ت ቟ሺ ጺጴہܩٷ اਣਞߌ࿲ۂۯںܽ اਛਗޑٔرߌܽ ቟ቐ Threat Hunting اኙኋ۱ٌࡲ࢔ات ܪثٌ

اઓ࡚ٔހںܽ. اਧਞހںܽ اਦਞގۄںܽ اཬٔ۰ᆁᅬٔت ގޓ أ۰ކۇٵ ๮๓اހ اਛਗۇۼۛގܽ اހणँۛጨጚات ৓ৈཬ ጺጴٰۉߵر
ਣਞ ߌٔژۼًٔ ގٰޭو۰ܽ ୸୐ཧ ࠠࡂอૉںܽ ڡ٫ޭة ଺ଜۇ٫ݺ ቟ሐا୸ୗߌں อซߵم ܾߵ Zero-day attack ا۱ܯٮܞ ؂ݦم ඞർݦم

اހۇۼކںۛڑܽ. اཬٔ۰ᆁᅬٔت ޷ۛ ٫ጺጴٔڑܽ ً ਣਞٰٔ۰ ᅶᅲٰอ໹ ٔᇦᇥ إ޹౐ౕح، أو ڞ޾ܩں܇ ٔணட ੝೾ߵ۰ޭ
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2 ؉ׅب
Machine Learning

Cybersecurity ۱ـ Essentials

ۿ٭ٌۿڮ
machine learning ގ۰ޭٰܽ اހ۽޾ݺ ܾۚا ڑߵ۰ޭ .ܽ੟೾ۛઓ࡚ا اᆀᅬݘںܽ ا۰ᆁᅬٔع أڛߦޑܽ ܜߵܾޭ ቟ሺ ଎଀ژ ੳંܘۂً
اހߧۄٔڛܽ اހ౤Ⴢ჊ٔت ߌ࿯ۇྃٔوز .cybersecurity ቟ሺ ୸ଢ଼ᝉษૉف წႚ ษ໹ۇٔܜ݀ٔ ๮๓اހ اਦਞߌٔߌںܽ (ML)

Machine و Artificial Intelligence ෡ෆژ ܽษลاހߵا اހ۽ޭوق ގޓ णईءاً ގۇ࿥ۄًٔ، أߌٔߌًٔ ๮๐࿬࿆و
،supervised--- ا࿥ྐྵภฏߗںܽ ML ௠௎ٔذج ৓ৈཬ ߌ࿲ۇٰޭف .Deep Learning و Learning
ݘںۥ وߌ୸ଢ଼ى ---reinforcement learning و ،semi-supervised ،unsupervised
anomaly وݘߚۥ malware ڞ޾࿯ںۥ ގۉݺ اઓ࡚ۼںࡡࡸ ኢትٰٔاހ ቟ሺ اਦਞގޓ წႚٔގߚ ৓ৈཬ ٔጨ጗ގ წႚ ਗ਼೾ߧہޞ

.detectionގۉݺ اހღ჊ౕߌںݪںܽ ا઒࡚ߵارزގںٔت ގޓ ،ML ࣇ࣢ࣳٔذج ا࿥ྐྵภฏߗںܽ اހٰٔڎ౐ౕت ፈጴذ ژٰۛ ߌ࿯ߗۇݪߚۥ
Convolutional Neu- ގۉݺ اਛਗۇۼۛގܽ deep learning ڑٔت ގٰޑٔر ቙ቌإ Random Forest
ܾۚا ቟ሺ ဋྑٔઓ࡚ا ୶୐ݘ୸ଢ଼اހ ਗ਼೾޾ڂ .Recurrent Neural Networks و ral Networks

feature ހـ ܽᇦᇗٔઓ࡚ا اހٰޑކںܽ ፈጴذ ੝೾޼ޑޓ ౘፀጴގޓ. ML أڛߦޑܽ ހہۄٔء اހٰޑކںܽ ഫഈߵاગ࡚ا ৓ৈཬ اހ۽޾ݺ
اਦਞގޓ، ߌںٔۯٔت ቟ሺ اࣇ࣢ࣳߵذج ۰ٰٔހںܽ ܘۼًٔ ڞٰݪ߁ ๮๓اހ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ اܗۇںٔر و۰ޓ ،engineering
adver- و imbalanced data ގۉݺ ߌۇߵاܜ݀݀ٔ، ๮๓اހ اހـݪہ୸୐ة اހۇཿۛڑٔت ৓ৈཬ ޹ٔدۯܽ وڛߦޭة
ܗߡ ࿬࿃ۄٔء ߌۇۼߵم ܘںٷ ᇔᆳކںًٔ، ًٔཬގྟັو أᄠᄝჽٵ ۯۛ ߌۇݪߵن اހ۽޾ݺ، ܾۚا ጨ጗ᜀٔڑܽ .sarial attacks

݆ཿۄ௠௄ ٔᇦᇥ اࣇ࣢ࣳߵذج، ڞۼںࢤࢿ ቙ቌإ ਣًਞو޹ߵ اހہںٔڛٔت ᇔ༿༯ںݺ ގޓ णईءاً اހणँۛጨጚات ހۇ޾࿯ںۥ ແྑٔأߌ أڛ࿥࿃ٔڂ
ا઒࡚ٔ޹ܽ. ڑٰ݆ ਛਗߚٔر ጺጴۇச୿ار ً ౕ౐وۯٔژ ގ౤౟ߵߌًٔ ᇔᆳݺ ୸୐ߌ
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ا۱ݘصׅ،ڮ ௕ဳׅت ျ۱ا ך܄ ا۱ל܂ݦض ძოإزا :DL و ،ML ،AI 1 .2
Ar- ގ޾ߧކཿٔت اߌۇཾۛام ڑࢱࢿ ގٔ ཧٔހۂً اూ఼సٔل. ހ٫ܽ ۰݀ދ ً ਣਞأو ཬކںۄٔ อ໹ڂ ذݘںܽ، د۰ٔع أڛߦޑܽ ހہۄٔء
Deep Learning و ،Machine Learning (ML) و ،tificial Intelligence (AI).ܽษลوا ܾޭގںܽ ౐ཬౕۯܽ ذات ގۇޑ୶୐ة ގ۽ܾٔࢤࢿ ௠௑ۉݺ ٔጨ጗ހـݪ ژٔހۇۂدل، (DL)

.AI ގޓ ฆ෯ء ܾߵ ML و ،ML ގޓ ฆ෯ء ܾߵ DL اணடޭގںܽ: اހ౐ٰౕۯܽ :1 .2 წ჊ߏ

Artificial Intelligence (AI) 1 .1 .2
ศૉ޾޴ اހᇔᆍہںߵࠦࡂ ཬࡇࡗم ގޓ ۰ޭع إڛܹ اਦਞوߌ٢. اూ఼సٔل ܾߵ Artificial Intelligence (AI)

اਛਗ݀ٔم ܾۚه ଽ଩ޑݺ .ًٔမັພຄ ً ذჱႚء ཬٔدةً ੝ഋߧކڂ ๮๓اހ اਛਗ݀ٔم أداء ٔጨ጗ݪ௠௄ أڛߦޑܽ أو آਣਞت ଽଦਢਞٔء
و۰݀ދ اਛਗߚღ჊ౕت، و཮ݺ اހۼޭار، واศ༆ٔذ اހღ჊ౕم، ৓ৈཬ واހۇٰޭف اހہྮັي، اਢਞدراك ގۉݺ ۯۛرات
ގٰߦދ ۰ٓن اހٰޑކںܽ، اਛਗޑٔرߌܽ ቟ሺ وހـݪޓ ཬٔم، ذჱႚء ઼શ཭ ܾߵ AI ހـ ቟ሃٔጨ጗اހ اணடۛف اހߧہںٰںܽ. ܽ٫ጺጴا

٫ጺጴٔڑܽ. ܜںۛ წ჊ଽଣ ษૉۛدة ጨᖈޑܽ ਦਞداء ގ޾ޑޑܽ ٔጨዮأ ๮๐ٰڑ ٔᇦᇥ اހۄߧٔق، ޷ںۼܽ اઓ࡚ٔހںܽ AI أڛߦޑܽ
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Machine Learning (ML) 2 .1 .2
আॻ༟ اܳگڎرة اᆇᅀܳٴ٭ިߙߵ أۏ۳ݞة ஓ୷ٷں إَ۬ .AI ގޓ ቟቉ޭ۰ ܘۼݺ ܾߵ Machine Learning (ML)

ۛཬاހۼߵا ਇয়ٔژܽ ގޓ ً ਣਞणई ො੼ٺ݄ܭ. لި ݿ྘ٷ؇ر ႟ၽܳ ༃຃๤ཛྷ ႟ၽ૰૖ ؇ዛው෠੼ߓߵ ّࡤࡲ أن دون اܳٴ٭؇َ؇ت ݆݁ اܳٺأ޺޾
ا௠௎ਦਞٔط ܾۚه ଺଩ۇཾۛم ኢኖ ا௠௎ਦਞٔط. ৓ৈཬ ጺጴٰۉߵر ੐അٔڛٔت ܽཬߵᇔ஫஥ ౺ಸ಩ކںݺ ML ܗߵارزގںܽ ڞۼߵم ،ًٔမوणँ
ٔጨጚગٰ࡚ٔގ وގ٢ اހߵۯٵ، ௠ோޭور .ܽ੐೻ંੳ ୸୐ཧ णँིۛة ੐അٔڛٔت ଽଣٗن ۯޭارات أو ࿯࿉ہߪات ހٰޑݺ اၗਗݪ࿲ߗہܽ

اస఼ాۛدة. ٔጨጚޑጨᖈ ቟ሺ ا઒࡚ߵارزގںܽ أداء ಸ಩౳ߗޓ اހہںٔڛٔت، ގޓ णँޫ౤ᎈጴ
Deep Learning (DL) 3 .1 .2

଺ଜۇཾۛم .machine learning دا཭ݺ ގۇܨ޾޴ ቟቉ޭ۰ ܘۼݺ ܾߵ Deep Learning (DL)

࿯࿃ںܽ ގޓ ቙ሣގߗۇߵ وܾߵ ،artificial neural network ଺ଜޑ߽ ا઒࡚ߵارزގںٔت ގޓ ษૉۛداً ًٔཬڛߵ
ގ޾ߧކ܇ ୸୐ଽଜو ا୸ଢ଼ਛਗاژߧܽ، اހٰۼۛ ގޓ ގۇٰۛدة ߤہۼٔت ৓ৈཬ اހߚہჱ჊ت ܾۚه ษ༆ۇߵي اހ࿬ྟັي. اᆁᅬގٔغ
წ჊ଽଣ ًٔမۯߵ Deep learning ڑٰۛ اހߧہۼٔت. ܾۚه ގޓ णँٰۛاހ وܜߵد ቙ቌإ (Deep) "ᇔᆳںޞ"
ᅺლ჊݀ںਛਗا ୸୐ཧ اހہںٔڛٔت و཭ٔ޹ܽ اހـݪہ୸୐ة، اހہںٔڛٔت ᇔ஫஥ߵཬٔت ቟ሺ ٫ጺጴٔڑܽ ގٰۼۛة أ௠௎ٔط ৓ৈཬ ጺጴٰۉߵر ཭ٔص

واހۄ޾ߵص. واހ޾ߵت اހ޾ߵر ގۉݺ
଺ଣںߧܽ: اਛਗ۽ܾٔࢤࢿ ܾۚه ෡ෆژ اހ౐ٰౕۯܽ

ذݘںܽ. آਣਞت ଽଦਢਞٔء اހٰٔم اணடۛف ܾߵ AI •
اހہںٔڛٔت. ގޓ اހۇٰࠇࠋ ౐཭ౕل ގޓ AI ހۇܩۼںޞ أߌٔߌںܽ ڑۼܽ ߤޭ ܾߵ ML •

أ཮ۛث ހۇܩۼںޞ deep neural networks ଺ଜۇཾۛم ML ގޓ وߏٔڎ٢ ۯߵي ڛߵع ܾߵ DL •
اਣਞٔూ఼సت. ގޓ णँٰۛاހ ቟ሺ པໍٔاހۄۇ

ᇐᆺׅܪݘصঔএا اၢဋჱოء أدوات ᅅଜଖݦໝڮ اগএׅܽܽثڮ: ML ୑ିׅذج 2 .2
؉ڷ اߋਃׅܪڮ

ٔጨ጗ގ წႚ اࣇ࣢ࣳٔذج، أو اਦਞߌٔހںڂ، ގޓ ܽཬߵᇔ஫஥ ژݺ وا཮ۛة ڞۼۄںܽ Machine learning ڑٰۛ ਣਞ
ਣਞܗۇںٔر ܜߵܾޭي ંੳأ اਦਞߌٔߌںܽ اࣇ࣢ࣳٔذج ܾۚه ۰݀ދ واހہںٔڛٔت. წႚٔߚਛਗا ގޓ ศૉۇކ۽ܽ ਦਞڛߵاع ގۄٔߌڂ

.cybersecurity ਛਗ݀ޑܽ اਛਗۄٔߌہܽ اਦਞداة
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Supervised Learning 1 .2 .2
ގޓ ا઒࡚ߵارزގںܽ ੝ഋٰࠇࠋ .(3 .2 წ჊اހߚ) ًٔཬߏںߵ ML ௠௎ٔذج ୸ୟأݘ Supervised learning ڑٰۛ

.ܽཿںษว إจ෪اج ࿲࿃ߗޑںܽ اਢਞد཭ٔل ੐അٔڛٔت ގޓ ฆ෯ء წႚ ڑۼ୸ଢ଼ن ܘںٷ ੐അٔڛٔت ܽཬߵᇔ஫஥
(੐അٔڛٔت णऎر࿬ྼںܽ ژٔގۇཿٔڛٔت اހߧٔހڂ اਛਗٰࠇࠋ ࠙ࡀود .(2 .2 წ჊اހߚ) واހߧٔހڂ اਛਗٰࠇࠋ ގۉݺ ܾۚا ቟ሺ ச୿۰
اፀጴౕزم اਛਗۄߧޞ ڞٰࠇࠋ ܾߵ اހߧٔހڂ ܾۛف (اހ࿲ߗޑںٔت). اਢਞིٔژܽ ގ۽ۇٔح ގ٢ ܜۄڂ ቙ቌإ ܜۄۂً اਢਞد཭ٔل)
اਢਞིٔژٔت ڞݪߵن ܘںٷ ৙ৈގߗۇۼہ اގۇཿٔن اܜۇںٔز ގޓ ൾ൰ഺݪޓ ๨๓ܘ ܽཿاހ޾ܩں اਢਞིٔژٔت ቙ቌإ ހࡇࡗ޹ߵل

ศૉ۽ںܽ.

቙ቌإ (X) اਢਞد཭ٔل ގޓ ෡ෆاހۇٰں ڞٰࠇࠋ :Supervised Machine Learning :2 .2 წ჊ߏ
.(y) اจ෪ਢਞاج

Cybersecurity ᇐᆫ ؏ݘزث٭ׅت
.(4 .2 წ჊اހߚ) ᅺᅲގۄ۽޾ ژ۽ڷܽ اހۇ࿯ہߪ ጨᖈޑܽ ቟ቐ ܾۚه ا۱ٮبݦي) (ا۱ظའزݛ Classification .1

ގۼٔژݺ "Spam" ،"Malware" ގۼٔژݺ "ᇔᇂںۛ" ،ًౕ౐ގۉ) ۰ڷۇٔن :Binary Classification •
.(5 .2 წ჊اހߚ) "ގۼہߵل")

Ran-" :malware ᅺᅲٔڎཬ णँۛษ༆ ،ًౕ౐ގۉ) ෡ෆ۰ڷۇ ގޓ ୸ୟأݘ :Multiclass Classification •
.("Worm" أو ،"Spyware" ،"Trojan" ،"somware

ހۇ޾࿯ںۥ URL ٩ۄߵان ގ୶୐ات ቙ቌإ اࣇ࣢ࣳߵذج ਗ਼೾ߦޭ ଺ଣںߡ. Phishing ჱႚߏۥ 2 ܽ௠ுٔاހۼ ཐڞߵࣂ
.(1) Phishing أو (0) ჵႚގޓ إގٔ اހٰۄߵان
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.Supervised Machine Learning ڛߦٔم ৓ৈཬ ཬٔގܽ ڛߦޭة :3 .2 წ჊ߏ

.ML Classification ৓ৈཬ ཬٔގܽ ڛߦޭة :4 .2 წ჊ߏ

.(6 .2 წ჊اހߚ) ގߗۇޑޭة ཬۛدڑܽ ژۼںޑܽ اހۇ࿯ہߪ ጨᖈޑܽ ቟ቐ ܾۚه ا۱סٌدي) (ا۱ظའزݛ Regression .2
اހۇ࿯ہߪ. أو اఽ఼సٔߤޭ ހۇۼںࢤࢿ ཧٔހۂً ܾۚا ଺ُଜۇཾۛم ،cybersecurity ቟ሺ

اਦਞڑٔم ཬۛد ڞۼۛ࠙ࡂ ،(0 .10 ቙ቌإ 0 .0) اਦਞގۄںܽ ጺጴۉ٫ޭة CVSS ܗߧߵرة णईرིܽ اހۇ࿯ہߪ :ძუأۿغ •
.(7 .2 წ჊اހߚ) ᅛᅉاހߚہ ੝ഈٓဠٔܜںܽ اހۇ࿯ہߪ أو اހอૉ୸ୗࠃ، ጺጴۇ޾ܩں܇ ཬݪߗںܽ ܾۄۛߌܽ ᇔᆳݺ ڑࢱࢿ ๨๓ܘ
୸୐ཧ اހۉ٫ޭات ཬۛد زاد ٔ౤Ⴢႚ أڛܹ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ .Risk Score ژـ ࿲ྼۄہٗ ௠௎ߵذًིٔ 3 ܽ௠ுٔاހۼ ڞߦُ݀ޭ

اఽ఼సٔߤޭة. درིܽ ارڞ۽ٰٵ ،ܽཿ޾ܩਛਗا
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اހ۽ڷٔت. ހ۽޾ݺ ཮ۛود ဋྑر :Classification :5 .2 წ჊ߏ
1 import numpy as np
2 from sklearn.linear_model import LogisticRegression
3
4 # --- CLASSIFICATION EXAMPLE: Phishing Detection ---
5
6 # 1. Dataset (Features: [URL Length, Number of '@' symbols])
7 # Long URLs and '@' symbols are suspicious.
8 X_train = np.array([
9 [15, 0], [22, 0], [18, 0], # Benign samples (Short, no '@')

10 [85, 1], [90, 2], [75, 1] # Phishing samples (Long, has '@')
11 ])
12
13 # Labels (0: Benign, 1: Phishing)
14 y_train = np.array([0, 0, 0, 1, 1, 1])
15
16 # 2. Train Model
17 clf = LogisticRegression()
18 clf.fit(X_train, y_train)
19
20 # 3. Predict on new data
21 new_email = np.array([[80, 1]]) # A long URL with an '@' symbol
22 prediction = clf.predict(new_email)
23
24 print(f"Classification Prediction: {prediction[0]} (1=Phishing, 0=Benign)")

.(Phishing) ژ۽ڷܽ اހۇ࿯ہߪ :Supervised Classification :2 Listing

Unsupervised Learning 2 .2 .2
unsupervised learning ܗߵارزގںٔت ڞٰޑݺ ،supervised learning ގޓ اހۄۼں޲ ৓ৈཬ

.(8 .2 წ჊اހߚ) ގߗہۼًٔ ษૉۛدة ଺଩ޑںٔت ٔணட ހ࿥߁ ๮๓اހ اހہںٔڛٔت ގ٢
቟ሺ اހۄߦޭ ཬކںܹ อ໹ڂ وۯٰٵ. ๮๓اހ ܽ௠௄ޭગ࡚ا ގ۰ޭٰܽ دون ܽ௠௄จ෯ ގྜັح ཭णँݺ ᇔᆟܩۼޞ ܾۚا ቟ሺ ச୿۰

௠௑ٔގًٔ. ௠ோ۽ޭده ܽ੗೾ޭاހ٫ اਦਞߏںٔء णँۛษ༆و اภฏواژߡ، ৓ৈཬ واހٰۉߵر ،ᅺᅬدਦਞا
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.Regression ৓ৈཬ ཬٔގܽ ڛߦޭة :6 .2 წ჊ߏ

اހٰۛدڑܽ. ژอ༆ਣਞܾٔٔٔت ጺጴۇ࿯ہߪ ܗߡ ގ౐ౕءގܽ :Regression :7 .2 წ჊ߏ

Cybersecurity ᇐᆫ ؏ݘزث٭ׅت
ݘہ୸୐اً ًٔ۰ౕ౐اܗۇ ศ༆ۇކۥ ๮๓اހ اހہںٔڛٔت ڛۼٔط णँۛษ༆ ፈጴذ ੝೾޼ޑޓ Anomaly Detection .1
Zero-Day ٩ޓ ጺጴـݪߚۥ اਦਞߌٔߌںܽ ڑۼܽ اހߧޭ ቟ቐ ܾۚه اਦਞގޓ، ቟ሺ .(9 .2 წ჊اހߚ) اਛਗٰںٔر ٩ޓ
୸୐ཧ" اހߗࡇࡗك ހـݪޓ ގٰޭوف، ୸୐ཧ اணடܭߵم ௠௎ߡ ڑݪߵن ܘںٷ ،Insider Threats أو attacks

ژߵ޷ߵح. "ఴੱߤہں
اᆁᅬܗߵل ଺଩ܭںݺ ߌࡇࡗك წ჊ߏ ੝ഋٰࠇࠋ .Isolation Forest ܗߵارزގںܽ 4 ܽ௠ுٔاހۼ ଺଩ۇཾۛم

ݘߚۚوذ. ܽ੐ഈاހٰۛوا ܽᇦᇚٔاހ٫ اހۼߵة ᅺᅬٔوษૉ ৓ৈཬ ౐ཬౕގܽ وڞ޼٢ "اހٰٔدي"
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1 import numpy as np
2 from sklearn.linear_model import LinearRegression
3
4 # --- REGRESSION EXAMPLE: Risk Scoring ---
5
6 # 1. Dataset (Feature: [Count of Open Critical Vulnerabilities])
7 X_history = np.array([
8 [0], [1], [2], [5], [10]
9 ])

10
11 # Labels (Target Risk Score: 0.0 to 100.0)
12 # Notice the relationship: More vulnerabilities = Higher Score
13 y_history = np.array([10.0, 25.0, 40.0, 65.0, 95.0])
14
15 # 2. Train Model
16 reg = LinearRegression()
17 reg.fit(X_history, y_history)
18
19 # 3. Predict Risk for a system with 7 open vulnerabilities
20 new_system = np.array([[7]])
21 predicted_score = reg.predict(new_system)
22
23 print(f"Regression Prediction (Risk Score): {predicted_score[0]:.2f}")

.(Risk Score) ގߗۇޑޭة ژۼںޑܽ اހۇ࿯ہߪ :Supervised Regression :3 Listing

اਛਗߗޑٔة. ୸୐ཧ اހہںٔڛٔت ቟ሺ წ჊ںணடا اࣇ࣢ࣳߵذج ۛอ໹ :Unsupervised Learning :8 .2 წ჊ߏ

ٔጨዱا୶୐ގ ৓ৈཬ ً ਗ਼അٔء ގًٰٔ ܽጨያٔߚ࿲ਛਗا اހہںٔڛٔت ڛۼٔط ౺಩಼ޑں٢ Clustering ڑۼߵم Clustering .2
أو ًٔ੐೻ٔڞކۼ اणँۛગ࡚ة malware ٩ںۄٔت ހۇ޾࿯ںۥ ܾۚا اਦਞގޓ ษૉކࡇࡗ ଺ଜۇཾۛم .(10 .2 წ჊اހߚ)

.botnets ቟ሺ ෡ෆۯ୸ଢ଼ఽ఼సا ෡ෆ޼ں۽ਛਗا ހۇܭޑں٢
෡ෆڞ୶୐ގۇޑ ෡ෆߵ٩ۇᇔ஫஥ ቙ቌإ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ހ۽޾ݺ K-Means ܗߵارزގںܽ 5 ܽ௠ுٔاހۼ ଺଩ۇཾۛم

اూ఼సޑߵཬٔت. ௠ோܾٔںܽ إܗۂرܾٔ دون
ގڷٔت ৓ৈཬ اਦਞގޓ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ษ༆ۇߵي أن ௠௄ݪޓ Dimensionality Reduction .3
ڑۼߵم اހۇ޾ߵر. و޹ٰہܽ ژߧںڷܽ ٔጨጚગٰ࡚ٔގ อ໹ٰݺ ٔᇦᇥ ،(ᅺᅬੂߵਲਭا ٔ੐അو୸ଢ଼إڛ ا౐ཬਦਞౕم، اઓ࡚ޫم، (رؤوس ا୶୐ਛਗات
წ჊اހߚ) اਛਗ݀ޑܽ ژਛਗٰٔࡇࡗގٔت اਣਞܘۇ۽ٔظ ގ٢ اހہںٔڛٔت ܾۚه ژ޼٫ߡ Dimensionality reduction
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ڑ٢ اހۇߵز ގ٢ ࿲࿉ۄٔߌڂ ਣਞ ๮๓اހ اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛษ༆ :Anomaly Detection :9 .2 წ჊ߏ
.ແྑٔاހۼں

1 from sklearn.ensemble import IsolationForest
2 import numpy as np
3
4 # --- ANOMALY DETECTION: Insider Threat ---
5
6 # 1. Training Data (Normal User Behavior)
7 # Feature: [Number of File Accesses per Minute]
8 # Most users access about 5-10 files.
9 X_normal = np.array([[5], [6], [5], [7], [10], [8], [5]])

10
11 # 2. Train Model
12 # contamination=0.01 tells the model that anomalies are rare.
13 iso = IsolationForest(contamination=0.01, random_state=42)
14 iso.fit(X_normal)
15
16 # 3. Live Data Monitoring
17 # User A accesses 6 files (Normal)
18 # User B accesses 1000 files (Data Exfiltration Attempt)
19 X_live = np.array([[6], [1000]])
20
21 predictions = iso.predict(X_live)
22 # Output: 1 = Normal, -1 = Anomaly
23 print(f"Predictions: {predictions}")
24 # Expected: [1, -1] -> User B flagged as anomaly

౤ᎈጴކ۽ٔت. اހߧہںٰںܽ ୸୐ཧ اހߵ޹ߵل أ௠௎ٔط ٩ޓ ጺጴـݪߚۥ Isolation Forest اߌۇཾۛام :4 Listing

.(11 .2
ܽཬߵᇔ஫஥ ހ޼٫ߡ PCA (Principal Component Analysis) ڞۼۄںܽ 6 ܽ௠ுٔاހۼ ଺଩ۇཾۛم
اਦਞژٰٔد. ቟ሃٔਗ਼എ ቟ሐٔ੐അ ဋྑر ৓ৈཬ ٔ݀ᇦᇗر اਛਗޑݪޓ ގޓ อ໹ٰݺ ٔᇦᇥ ۰ۼߡ، 2 ቙ቌإ ގ୶୐ات 5 ৓ৈཬ ษ༆ۇߵي ੐അٔڛٔت

Semi-supervised Learning 3 .2 .2
ܜۄۂً اਛਗߗޑٔة اހہںٔڛٔت ގޓ ޹୸୐٫ة ᇔᆟںܽ ଺ଜۇཾۛم ෡ෆᝉอซ ጨዮ܋ ܾߵ Semi-supervised learning

.(12 .2 წ჊اހߚ) اਛਗߗޑٔة ୸୐ཧ اހہںٔڛٔت ގޓ ݘہ୸୐ة ᇔᆟںܽ ގ٢ ܜۄڂ ቙ቌإ
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اހ࿲ߚٔژܹ. ৓ৈཬ ً ਗ਼അٔء اਛਗߗޑٔة ୸୐ཧ اހہںٔڛٔت ᇔགྷ༯ں٢ :Clustering :10 .2 წ჊ߏ
1 from sklearn.cluster import KMeans
2 import numpy as np
3
4 # --- CLUSTERING: Traffic Categorization ---
5
6 # 1. Unlabeled Data (Features: [Packet Size, Destination Port])
7 # We have mixed traffic, but we don't know what is what.
8 X_traffic = np.array([
9 [64, 53], [70, 53], [60, 53], # Small packets on Port 53 (DNS)

10 [1500, 443], [1450, 443], [1500, 443] # Large packets on Port 443 (HTTPS)
11 ])
12
13 # 2. Train Model
14 # We ask the model to find 2 distinct groups (clusters)
15 kmeans = KMeans(n_clusters=2, random_state=42)
16 kmeans.fit(X_traffic)
17
18 # 3. Analyze Results
19 print(f"Cluster Labels: {kmeans.labels_}")
20 # Expected: [0, 0, 0, 1, 1, 1]
21 # The model successfully grouped DNS traffic separately from HTTPS traffic.

اހ࿲ߚٔژܹ. ܘߗڂ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ހۇܭޑں٢ K-Means اߌۇཾۛام :5 Listing

وژߧںڷًٔ ގႼ჊۽ًٔ malware أڛܹ ހۇٗݘںۛ ਛਗކۥ اހںۛوي اހۇཿކںݺ ڑٰۛ ،cybersecurity ቟ሺ
Semi- ษ໹ݺ ጪྑݺ. ંੳأ ᅺᎠ፞ా఼సا ୸୐ཧ ا઒࡚ٔم اਛਗކ۽ٔت ٢ᇔᇆ ۰ٓن ،ፈጴذ وގ٢ .(෡ෆັڑພຄ ୸ୗ཭اء (੝೾ߧކڂ
ߤہںٰܽ ਣਞߌ࿲ۄۇٔج اਛਗٰޭو۰ܽ ᅺᅲاހۼކں اހߗ࿥ڷܽ اਛਗކ۽ٔت ژٔߌۇཾۛام ᅺლ჊ߚਛਗا ܾۚه supervised learning

.ٔ݀ጨያٔଽ଩ ৓ৈཬ ً ਗ਼അٔء اਛਗٰޭو۰ܽ ୸୐ཧ اਛਗކ۽ٔت
ኢኖ .1 - ژـ اਛਗٰޭو۰ܽ ୸୐ཧ اਛਗކ۽ٔت ৓ৈཬ ౐ཬౕގܽ ڛ޼٢ .Label Spreading ڞۼۄںܽ 7 ܽ௠ுٔاހۼ ཐڞߵࣂ
୸୐ཧ ا୸୐ᝉગ࡚ان أۯޭب ቙ቌإ (1 أو 0) اਛਗٰޭو۰ܽ اހ࿲ߗޑںٔت ັྟ࿯ྼو اހہںٔڛٔت ܾۄۛߌܽ ቙ቌإ اࣇ࣢ࣳߵذج ਗ਼೾ߦޭ

.෡ෆ۰ٰޭوਛਗا
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أۯݺ. أژٰٔد ቙ቌإ اਛਗٰۼۛة اހہںٔڛٔت ޷٫ߡ :Dimensionality Reduction :11 .2 წ჊ߏ
1 from sklearn.decomposition import PCA
2 import numpy as np
3
4 # --- DIMENSIONALITY REDUCTION: Log Compression ---
5
6 # 1. High-Dimensional Data (5 Features per log entry)
7 # Imagine features: [CPU, RAM, Disk, Net_In, Net_Out]
8 X_logs = np.random.rand(10, 5)
9

10 print(f"Original Shape: {X_logs.shape} (10 samples, 5 features)")
11
12 # 2. Apply PCA
13 # We want to compress 5 features down to 2 "Principal Components"
14 pca = PCA(n_components=2)
15 X_compressed = pca.fit_transform(X_logs)
16
17 # 3. Result
18 print(f"Compressed Shape: {X_compressed.shape} (10 samples, 2 features)")
19 print(f"Information Retained: {np.sum(pca.explained_variance_ratio_):.2%}")
20 # We typically retain ~95% of the information while removing noise.

اਦਞژٰٔد. ཬٔހںܽ اހߗ౐ౕྃت ੐അٔڛٔت ހ޼٫ߡ PCA اߌۇཾۛام :6 Listing

Reinforcement Learning (RL) 4 .2 .2
቟ሺ إจ෯اءات أداء ڑޞ ߤޭ ٩ޓ اހۼޭارات اศ༆ٔذ "اހٰޑںݺ" ੝೾ٰࠇࠋ ،reinforcement learning ቟ሺ

.(13 .2 წ჊اހߚ) ܾۛف ހۇܩۼںޞ ࿥࿃ڷܽ
౐཭ౕل ގޓ ੝೾ٰࠇࠋ .ᅶᅲٰ۰ ཬކںܹ อ໹ڂ *ٔ௠ோ* اހٰޑںݺ إܗۂر ڑࢱࢿ ਣਞ اจ෪ਦਞى، اހߧޭق ཬݪ߁ ৓ৈཬ
ߌކہںܽ)، (ڛۼٔط Penalty أو (ܽ੐അٔอ໹إ (ڛۼٔط Reward و੝೾ކࡡࡲ إจ෯اءً، ۚಷ಩౳ وا઒࡚ߧٗ. اހۇܭޭژܽ

اހߵۯٵ. ௠ோޭور ا۰ჱ჊ਛਗ٘ت ހۇٰߦࢤࢿ اߌ୸ଢ଼اಜಀ಼ںۇܹ ഠ೾ۛಸ಩౺ ڑۼߵم و
"اހߗޑٔح" أو "ܘߦޭ" อ໹ڂ ჱႚن إذا ގٔ ੝೾ٰࠇࠋ ଺ଣںߡ. Firewall Agent 8 ܽ௠ுٔاހۼ ቟ᇫٔษ༆
ܘߦޭ أن ੝೾ٰࠇࠋ اހߵۯٵ، ௠ோޭور .቟ሃ٩ߚߵا წ჊ଽଣ ᇔ༾༢ޓ اހہۛاڑܽ، ቟ሺ .෡ෆٰގ IP ڛߧٔق ގޓ اਛਗޭور ᅛᄷޭษༀ
٩ۼߵژܽ ௠௄ۄ܇ ෡ෆᝉઓ࡚ٔاހ޾ ෡ෆߗۇཾۛގਛਗا ܘߦޭ ࿥࿃ۄޑٔ ا୸ଢ଼཭اق)، (ގۄ٢ ގ۰ჱ჊ٗة ௠௄ۄ܇ اހ޼ٔرة IP ૳૗٩ۄٔو

اਛਗߗۇཾۛم). (ߏݪߵى
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୸୐ཧ ቙ቌإ اਛਗٰޭو۰ܽ اހہںٔڛٔت ގޓ اހ࿲ߗޑںٔت ັພງ :Semi-supervised Learning :12 .2 წ჊ߏ
اਛਗٰޭو۰ܽ.

1 import numpy as np
2 from sklearn.semi_supervised import LabelSpreading
3
4 # --- SEMI-SUPERVISED EXAMPLE: Malware Label Propagation ---
5
6 # 1. Dataset (Feature: [File Entropy, File Size])
7 X = np.array([
8 [0.1, 100], [0.2, 120], # Cluster A (Likely Benign)
9 [0.9, 900], [0.8, 950], # Cluster B (Likely Malware)

10 [0.15, 110], # New File 1 (Unknown)
11 [0.85, 920] # New File 2 (Unknown)
12 ])
13
14 # 2. Labels (0: Benign, 1: Malware, -1: Unknown/Unlabeled)
15 # We only know the ground truth for the first 4 files.
16 y_mixed = np.array([0, 0, 1, 1, -1, -1])
17
18 # 3. Train Model (Label Spreading)
19 # The model measures similarity to guess the -1 labels.
20 model = LabelSpreading(kernel='knn', n_neighbors=2)
21 model.fit(X, y_mixed)
22
23 # 4. Results
24 print(f"Original Labels: {y_mixed}")
25 print(f"Inferred Labels: {model.transduction_}")
26 # Expected: The last two files should become [0, 1] based on neighbors.

ษૉۛودة. ᅺᅲأގۉ ৓ৈཬ ً ਗ਼അٔء اਛਗٰޭو۰ܽ ୸୐ཧ اਛਗކ۽ٔت णँۛཿހۇ Label Spreading اߌۇཾۛام :7 Listing

Supervised Learning ۫ᅅᄤ ૩ુܽ 5 .2 .2
ંੳأ ا઒࡚ߧߵات ܾۚه ࠦࡂ࿥࿉ڂ ގۄߦދ. ᇔᆳݺ ୸୐ߌ ቟ሧاࣇ࣢ࣳߵذ supervised learning ގྟັوع ࿲ྼہ٢
቙ቌإ ڑߪدي أن ௠௄ݪޓ ڞۼߗںޑ݀ٔ) ۯہݺ اހہںٔڛٔت ۯںٔس (ގۉݺ اހ࿲ߗކߗݺ ཭ٔرج ٔጨያ اހۼںٔم اᇔᇒਦਞںܽ: ژٔހٝ

.data leakage ژـ ڞٰޭف ᅺლ჊ގߚ ቟ቐو ،ܽઓ࡚ٔ޹ ୸୐ཧ པໍٔ੝ഈ
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ܽཿںษว ଺଩ޑںܽ ގۉٔل წ჊ހ ڑݪߵن ܘںٷ ੐അٔڛٔت ܽཬߵᇔ஫஥ ٢ᇔᇆ ا۱زثׅ،ׅت: ᅅᄷד (1)

"޷ٔر". أو "ᇔᇂںۛ" ژـ อ௣ݺ წႚ ଺଩ޑںܽ ގ٢ ،ᅛᅉاހߚہ ۰णऎޞ ౐อ௣ౕت ٢ᇔᇆ
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اހٰޑںݺ-اހہ࿥ڷܽ-ا۰ჱ჊ਛਗٗة. ཮ކۼܽ :Reinforcement Learning :13 .2 წ჊ߏ
1 import numpy as np
2 import random
3
4 # --- RL EXAMPLE: Q-Learning Firewall Agent ---
5
6 # 1. Setup Environment
7 # Actions: 0 = Allow, 1 = Block
8 # State: A specific IP Address (e.g., "192.168.1.5")
9 q_table = { '192.168.1.5': [0.0, 0.0] } # [Value of Allow, Value of Block]

10
11 def get_reward(action, is_malicious):
12 if is_malicious and action == 1: return +10 # Good: Blocked attack
13 if is_malicious and action == 0: return -50 # Bad: Allowed attack (Breach)
14 if not is_malicious and action == 1: return -10 # Bad: Blocked user (Complaint)
15 return +5 # Good: Allowed user
16
17 # 2. Simulation Loop (Training)
18 ip = '192.168.1.5'
19 is_malicious = True # Ground truth (Agent doesn't know this yet!)
20 learning_rate = 0.5
21
22 print("--- Training Start ---")
23 for episode in range(5):
24 # Step A: Choose Action (Exploration vs Exploitation)
25 # Simple logic: mostly pick the action with highest current value
26 current_values = q_table[ip]
27 if random.random() < 0.5:
28 action = random.choice([0, 1]) # Explore (Random)
29 else:
30 action = np.argmax(current_values) # Exploit (Best known)
31
32 # Step B: Act and get Reward
33 reward = get_reward(action, is_malicious)
34
35 # Step C: Update Q-Table (Learn)
36 # New Value = Old Value + Learning Rate * Reward
37 old_value = q_table[ip][action]
38 q_table[ip][action] = old_value + (learning_rate * reward)
39
40 print(f"Ep {episode+1}: Action {'Block' if action==1 else 'Allow'} -> Reward {reward}")
41
42 print("--- Training End ---")
43 print(f"Final Q-Values for IP: {q_table[ip]}")
44 # Expected: Index 1 (Block) should have a much higher value than Index 0 (Allow).

ގߗۇۼݺ. ᇔᇂٔڑܽ ગ࡚ۛار ଺ଣںߧܽ Reinforcement Learning ཮ކۼܽ :8 Listing

testing و training set :૳૗أฆ෯ ቙ቌإ ۰ߵراً ا઒࡚ٔم اހہںٔڛٔت ܽཬߵᇔ஫஥ ဋّྜۯ ا۱زثׅ،ׅت: ؏٭݈ࠕ࠰ (2)
۰ۼߡ ٔጨᖈواߌۇཾۛا اਣਞܗۇۂر ܽཬߵᇔ஫஥ ۯ۽ݺ ڑࢱࢿ ١٭ݒ. ഫ೾اހۇۛر ܽཬߵᇔ஫஥ ގޓ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ .set
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Supervised Learning ᇔᆳݺ ୸୐ߌ :14 .2 წ჊ߏ

ፀጴౕܗۇۂر. 20% و ഫ೾ۇۛرጺጴ 80% ܾߵ اހߚٔڎ٢ اހۇۼߗࢤࢿ .቟ሃٔጨ጗اހ ጺጴۇۼںࢤࢿ
1 import pandas as pd
2 from sklearn.model_selection import train_test_split
3
4 # 1. Data Collection (Mock Dataset)
5 # Features: Duration (sec), Source Bytes, Destination Bytes
6 data = {
7 'duration': [0.1, 5.2, 0.2, 12.0, 0.1, 0.5, 4.5, 1.2, 0.1, 3.0],
8 'src_bytes': [64, 5000, 128, 9000, 64, 256, 4500, 500, 64, 6000],
9 'dst_bytes': [1000, 0, 500, 0, 800, 1200, 0, 300, 950, 0],

10 'label': [0, 1, 0, 1, 0, 0, 1, 0, 0, 1] # 0: Benign, 1: Malicious
11 }
12 df = pd.DataFrame(data)
13
14 # 2. Data Splitting
15 X = df.drop('label', axis=1)
16 y = df['label']
17
18 # stratify=y ensures both sets maintain the same ratio of attacks
19 X_train, X_test, y_train, y_test = train_test_split(
20 X, y, test_size=0.2, random_state=42, stratify=y
21 )

اހ࿲ྜັب. ਛਗۄ٢ ۰ߵراً وڞۼߗںޑ݀ٔ اހہںٔڛٔت ᇔ༿༯ںݺ :2 و 1 ا઒࡚ߧߵات :9 Listing

،features ଺଩ޑ߽ ཬۛدڑܽ، ܗ޾ٔڎ޴ إଽଦٔء أو ڑݺ ษ༆ߵ أو णँۛษ༆ :Feature Engineering (3)
ۯۛ اࣇ࣢ࣳߵذج، ቟ሺ ا઒࡚ٔم اઓ࡚ޫم ౐อ௣ౕت ڞ٫ۚڑܽ ގޓ ً ਣਞणई اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ا઒࡚ٔم. اހہںٔڛٔت ގޓ
ܽ۰ޭٰਛਗا ৓ৈཬ ཧٔހۂً ا઒࡚ߧߵة ܾۚه ڞٰۇޑۛ اਣਞڞ޾ٔل". "ގۛة أو اઓ࡚ޫގܽ" ત်ދ "ގۇߵߌߡ ษༀߗٔب ڞۼߵم

.cybersecurity ग़॔िٔل
إܜۂر ،ًౕ౐ގۉ) اހٰۛدڑܽ ا୶୐ਛਗات وۯںٔس ഫ೾اހۇۛر ੐അٔڛٔت ਗ਼ഋߦںۥ ካእزثׅ،ׅت: اঌঈ݈ز٭ڮ اঌঈסׅߋਈڮ (4)
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(ގۉݺ اހۼںٔس ގ౤౟ٰٔت ܘߗٔب ཬކں݆ อ໹ڂ ،ဋྑٔ཮ წ჊ଽଣ .(1 و 0 ෡ෆژ ހۇݪߵن اހۼࢤࢿ
੐അٔڛٔت ৓ৈཬ ٔጪྜڛ۽ ا౤౟ٰਛਗٔت ፲፞ڞ ڞߧہںޞ ኢኖ ڣگޔ، ഫ೾اހۇۛر ੐അٔڛٔت ژٔߌۇཾۛام اਛਗۇߵߌߡ)

اਣਞܗۇۂر.
1 from sklearn.preprocessing import StandardScaler
2
3 # 3. Feature Engineering
4 # Create a new feature: Bytes per Second (Transfer Rate)
5 # We apply the calculation to both sets independently
6 X_train['bytes_per_sec'] = X_train['src_bytes'] / (X_train['duration'] + 0.01)
7 X_test['bytes_per_sec'] = X_test['src_bytes'] / (X_test['duration'] + 0.01)
8
9 # 4. Data Preprocessing (Scaling)

10 scaler = StandardScaler()
11
12 # CRITICAL: We 'fit' the scaler ONLY on the Training data
13 X_train_scaled = scaler.fit_transform(X_train)
14
15 # We use those learned parameters to transform the Test data
16 X_test_scaled = scaler.transform(X_test)

اਣਞܗۇۂر. ܽཬߵᇔ஫஥ ቙ቌإ اހۄߦޭ دون ٔጪྑٔوۯں ا୶୐ਛਗات ܾۄۛߌܽ :4 و 3 ا઒࡚ߧߵات :10 Listing

ཧٔހۂً اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ގۄٔߌہܽ. machine learning ܗߵارزގںܽ ୸ଢ଼཭ا ا࠸ࡓࡤݦذج: اڈظثׅر (5)
࿥࿃ۄޑٔ ،ᅛᅉاހߚہ ౐อ௣ౕت ގۉݺ ᅺლ჊݀ںਛਗا ጺጴہںٔڛٔت ً ਣਞٰٔ۰ Random Forest ގ޾ۄۥ ڑݪߵن ގٔ
ᅺლ჊݀ںਛਗا ୸୐ཧ ጺጴہںٔڛٔت أ۰޼ݺ Convolutional Neural Network (CNN) ڑݪߵن

.malware ੐೻ٔਗ਼എٔت ގۉݺ
৓ৈཬ Cross-Validation ଺଩ޑ߽ ڞۼۄںܽ اߌۇཾۛم ،቟ሃٔጨ጗اހ اހۇۼںࢤࢿ ۯہݺ ا۱ٮׅ׿٭ڮ: اঌঈס௕ௐׅت ܨزݒ (6)
Random ቟ሺ اอ௦ਦਞٔر ཬۛد ،ًౕ౐ގۉ) ጺጴۄޑߵذج اཬਢਞۛادات أ۰޼ݺ ৓ৈཬ ጺጴٰۉߵر ഫ೾اހۇۛر ܽཬߵᇔ஫஥

اਣਞܗۇۂر. ܽཬߵᇔ஫஥ ቙ቌإ اހۄߦޭ اܗۇ౐ౕس دون اࣇ࣢ࣳߵذج ෡ෆߗษ༆ ፈጴذ ڑ޼ޑޓ .(Forest

੐അٔڛٔت ܽཬߵᇔ஫஥ ৓ৈཬ اހ۽ٔڎۼܽ ا౤౟ٰਛਗٔت أ۰޼ݺ ژٔߌۇཾۛام اࣇ࣢ࣳߵذج ഫ೾رणऎ ا࠸ࡓࡤݦذج: ಜ౯ࡿ࢔ر (7)
቙ቌإ اਢਞد཭ٔل ގ୶୐ات ෡ෆހۇٰں اᆁᅬا཭ކںܽ ٔጨዱٔ౤౟ٰގ ژ޼ہߡ ا઒࡚ߵارزގںܽ ڞۼߵم .ᅺᅲގჱ჊اހ ഫ೾اހۇۛر

اจ෪ਢਞاج. ଺଩ޑںٔت
1 from sklearn.ensemble import RandomForestClassifier
2 from sklearn.model_selection import GridSearchCV
3
4 # 5. Model Selection (Random Forest)
5 rf = RandomForestClassifier(random_state=42)
6
7 # 6. Hyperparameter Tuning (using Cross-Validation on X_train)
8 param_grid = {'n_estimators': [10, 50], 'max_depth': [3, 5]}
9 grid_search = GridSearchCV(rf, param_grid, cv=2, scoring='f1')

10 grid_search.fit(X_train_scaled, y_train)
11
12 # 7. Model Training (Automatic via GridSearchCV)
13 best_model = grid_search.best_estimator_
14 print(f"Best Parameters: {grid_search.best_params_}")

اࣇ࣢ࣳߵذج. ഫ೾رणऎو و޷ہߡ اܗۇںٔر :7 -5 ا઒࡚ߧߵات :11 Listing

ގۼ࿥ྼٔ߁ اߌۇཾۛم اਦਞداء. ހۇۼںࢤࢿ ᅺᅬٰޫوਛਗا testing set اߌۇཾۛم أ୸୐཭اً، ا࠸ࡓࡤݦذج: ؏٭ثࠕ࠰ (8)
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اࣇ࣢ࣳߵذج اݘ࿲ߚٔف ܜߵدة ގۛى ހۼںٔس F1-score و recall و precision ގۉݺ ษૉۛدة
ۯہݺ. ގޓ ࠙ࡂܾٔ ኢት ๮๓اހ اހہںٔڛٔت ቟ሺ णँۛጨጚጺጴات

1 from sklearn.metrics import classification_report
2
3 # 8. Model Evaluation
4 # Predict using the locked-away X_test_scaled
5 y_pred = best_model.predict(X_test_scaled)
6
7 print("--- Final Test Set Evaluation ---")
8 print(classification_report(y_test, y_pred, target_names=['Benign', 'Malicious']))

.ܽ੐೻ޭਛਗا ୸୐ཧ اਣਞܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ ቟ሃٔጨ጗اހ اހۇۼںࢤࢿ :8 ا઒࡚ߧߵة :12 Listing

ग़॔िޭد .৙ৈٰاހ۽ اހߵۯٵ ቟ሺ ࿯࿉ہߪات ހٰޑݺ ގۂྔັ أގٔن ڛߦٔم ቟ሺ اࣇ࣢ࣳߵذج པႃد واঌঈܞا٠زڮ: ย༐འ۱ا (9)
اணடܭߵم أ௠௎ٔط ୸୐ڞ٫ں ٩ޓ اހۄٔܜދ اਦਞداء णऎܾߵر ٩ޓ ษༀۉًٔ ژ೰ೢᖹٔޭار اࣇ࣢ࣳߵذج ੳંاۯہܽ อ໹ڂ ພງັه،

.(concept drift)
1 # 9. Deployment (Simulation)
2 def analyze_packet(duration, src_bytes, dst_bytes):
3 # Create single-row DataFrame
4 live_data = pd.DataFrame([[duration, src_bytes, dst_bytes]],
5 columns=['duration', 'src_bytes', 'dst_bytes'])
6
7 # Repeat Feature Engineering
8 live_data['bytes_per_sec'] = live_data['src_bytes'] / (live_data['duration'] + 0.01)
9

10 # Scale using the TRAINING scaler
11 live_scaled = scaler.transform(live_data)
12
13 # Predict
14 prediction = best_model.predict(live_scaled)[0]
15 return "ALERT: Malicious" if prediction == 1 else "Benign"
16
17 # Simulate an incoming packet
18 print(analyze_packet(15.0, 10000, 0))

ގۂྔັ. ࿯࿉ہߪ ژٰޑݺ ڑۼߵم ގ࿯ߚߵر ௠௎ߵذج ჱႚٔษૉة :9 ا઒࡚ߧߵة :13 Listing

௉኱እۿ܄ اབ༪එ඀݈ثڮ ML ୑ିׅذج ໝׅ׿ெுت 3 .2
௠௄ݪۄۄٔ اਦਞގޓ. وጨᖈٔم ੐അٔڛٔت ގޓ ศૉۇކ۽ܽ أڛߵاع ގ٢ اఽ఼సۇކ۽ܽ machine learning ௠௎ٔذج ࿲࿉ۄٔߌڂ
ᅺლ჊݀ںਛਗا اހہںٔڛٔت ৓ৈཬ ܜںۛ წ჊ଽଣ ڞٰޑݺ ๮๓واހ ღႚౕߌںݪںܽ، ௠௎ٔذج ቙ቌإ واߌ٢ ڛߧٔق ৓ৈཬ ڞ޾࿯ں۽݀ٔ
اހـݪߵد (ގۉݺ ᅺლ჊݀ںਛਗا ୸୐ཧ اހہںٔڛٔت ގ٢ ੝ഋ۽ߵق ๮๓اހ ،deep learning و௠௎ٔذج اހߗ౐ౕྃت)، (ގۉݺ

اހۄ޴). أو ا઒࡚ٔم
Classical Machine Learning 1 .3 .2

اਛਗٰۼۛة، ا઒࡚ߵارزގںٔت ቙ቌإ اހۼ۽ޫ ۯہݺ اગ࡚ۛوހںܽ. اހہںٔڛٔت ގ٢ ጺጴٰޑݺ ቟቉ٔاހ޾ۄ اਛਗٰںٔر ቟ቐ اࣇ࣢ࣳٔذج ܾۚه
ౘፀጴداء. أߌٔس ܗߡ ଽଦਢਞٔء ܾۄٔ اਦਞގޓ ۰୸ଢ଼ᝉษૉߵ ੗೾ۛأ ގٔ ཧٔހۂً
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Logistic Regression

ގٔ ཮ۛث ࿯ྼۇޑࠃ أن اܘۇޑٔހںܽ ڞۼۛر ٔጨዮإ .classification ܗߵارزގںܽ ܾۚه ،ဋྑਣਞا ގޓ ا٤ภฏދ ৓ৈཬ
أߌٔس ܗߡ ݘۄޑߵذج ڞٰޑݺ ٔጨዮإ .("spam ܾۚا ڑݪߵن أن 75% "۰ޭ޹ܽ ،ًౕ౐ގۉ) ގٰںۄܽ ۰ڷܽ ቙ቌإ

اހۇۄ۽ںۚ. ᅺᅲጪྑو ୸୐ۇ۽ߗጺጴ ᅺᅲوۯٔژ ྑັڑٰܽ ٔጨዮਦਞ ᇦᇥۇٔز

቙ቌإ اހۇ࿯ہߪات ෡ෆހۇٰں sigmoid ᅺᅬدا Logistic Regression ଺ଜۇཾۛم :15 .2 წ჊ߏ
.1 و 0 ෡ෆژ اܘۇޑਣਞٔت

from sklearn.linear_model import LogisticRegression

# 1. Initialize
clf = LogisticRegression()

# 2. Train (Fit)
# X_train: Matrix of features, y_train: Vector of labels
print("Training Logistic Regression...")
clf.fit(X_train, y_train)

# 3. Use
print("Prediction:", clf.predict([sample_data]))

.Logistic Regression ഫ೾رणऎو ਗ਼ഋ۽ںۚ :14 Listing

Support Vector Machines (SVMs)

ဋྑر ৓ৈཬ و޷ٔرة) (ᇔᇂںۛة اހہںٔڛٔت ڛۼٔط ގޓ ෡ෆߵ٩ۇᇔ஫஥ ศ༆ںݺ .቟ሃٔاހۉۄ ጺጴۇ޾࿯ںۥ ڑܽ ۯߵ SVMs ڞٰۛ
ܾۚه ෡ෆژ ڑ۽޾ݺ اਦਞژٰٔد) ቟ሖౕ౐ڡ ቟ሺ ގߗߧ܇ ގߗۇߵى (أو ގߗۇۼࢤࢿ ܗߡ ဋྑر SVM ษ໹ٔول .቟ሐٔ੐അ

ጨ጗࿥࿃ޑٔ. "اணடٔގ߄"، أو ،ܽཧاހ۽ٔر ܽ཮ٔߗਛਗا ގޓ ᇦᇥݪޓ ۯۛر ୸ୗژٗݘ اూ఼సޑߵཬٔت
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.෡ෆاހ۽ڷۇ ෡ෆژ اணடٔގ߄ ੝അٰߦࢤࢿ SVM ڑۼߵم :16 .2 წ჊ߏ
from sklearn.svm import SVC

# 1. Initialize
# Kernel='linear' creates a straight boundary; 'rbf' creates a curved one
clf = SVC(kernel='linear', C=1.0)

# 2. Train (Fit)
# SVM training can be slow on very large datasets
print("Training SVM...")
clf.fit(X_train, y_train)

.SVM ഫ೾رणऎو ਗ਼ഋ۽ںۚ :15 Listing

Decision Trees

دا཭ކںܽ ٩ۼۛة წႚ ௠௑ۉݺ اހۼޭارات. ศ༆ਣਞٔذ ቟ልٔں଺ଦਣਞا اఽ఼సߧߡ ଽଜہܹ ًౕღ჊ܾں اࣇ࣢ࣳٔذج ܾۚه ଺଩ۇཾۛم
.ًٔ੐೻ٔጨዮ ࿯࿉ہߪاً ورۯںܽ ٩ۼۛة წႚ و௠௑ۉݺ ژഞ೾ٔ؟")، 100 < اઓ࡚ޫގܽ ત်ދ "ܾݺ ،ًౕ౐ގۉ) ގ୶୐ة ৓ৈཬ "اܗۇۂراً"

.(ഫ೾اހۇۛر ੐അٔڛٔت (ܘ۽ߠ "overfitting" ހـ ٩ં޷ܽ ٔጨ጗وހـݪ ٫ጺጴٔڑܽ ୸୐ۇ۽ߗጺጴ ᅺᅲۯٔژ ٔጨዮإ
from sklearn.tree import DecisionTreeClassifier

# 1. Initialize
# max_depth=5 restricts the tree growth to prevent overfitting
clf = DecisionTreeClassifier(max_depth=5)

# 2. Train (Fit)
print("Training Decision Tree...")
clf.fit(X_train, y_train)

.Decision Tree ഫ೾رणऎو ਗ਼ഋ۽ںۚ :16 Listing
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اਛਗۄߧۼںܽ. اਣਞܗۇۂرات ގޓ ގߗٔر ژ੗ഋٔٔع ࿯࿉ہߪات ژٰޑݺ decision tree ڞۼߵم :17 .2 წ჊ߏ

Ensemble Methods

واᆁᅬۯܽ. اਣਞߌۇۼޭار ෡ෆހۇܩߗ ގۇٰۛدة ௠௎ٔذج ෡ෆژ اހߧޭق ܾۚه ٢ᇔགྷ༯
ܽ੐೻٩ߚߵا ٩ޭ۰ںܽ ᇔ஫஥ߵཬٔت ৓ৈཬ decision trees ގޓ ގڷٔت ๮๐࿬ྼ :Random Forest •

.ٔጨዱٔ੝೾ڞ޾ߵ ގۇߵߌߡ ۚ཭ٗڑ و اހہںٔڛٔت ގޓ
๮๐࿬࿉ XGBoost ގۉݺ ܗߵارزގںٔت :Gradient Boosting Machines (GBMs) •

اހߗٔژۼܽ. اހߚܭޭة أܗߧٔء إ޹౐ౕح णँིۛة อ௦ޭة წႚ ษ༆ٔول ܘںٷ ،৙ৈކߗ଺଩ წ჊ଽଣ اอ௦ਦਞٔر

from sklearn.ensemble import RandomForestClassifier
from xgboost import XGBClassifier

# 1. Initialize
rf_model = RandomForestClassifier(n_estimators=100)
xgb_model = XGBClassifier(n_estimators=100, learning_rate=0.1)

# 2. Train (Fit)
# Random Forest trains trees in parallel (fast)
rf_model.fit(X_train, y_train)

# XGBoost trains trees sequentially (slower but often more accurate)
xgb_model.fit(X_train, y_train)

.Ensemble ߤޭق ഫ೾رणऎ :17 Listing
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Deep Learning أׅܽܽثׅت 2 .3 .2
اހہںٔڛٔت ގޓ ގۂྔັة اਛਗٰۼۛة ا௠௎ਦਞٔط ހۇٰࠇࠋ اހٰ޾࿬ںܽ" "اހߚہჱ჊ت Deep learning ௠௎ٔذج ଺଩ۇཾۛم

ڑܽ. णँو ގ୶୐ات ܾۄۛߌܽ دون ᅺლ჊݀ںਛਗا ୸୐ཧ ا઒࡚ٔم
Neural Networks (NNs)

੝ഋٰࠇࠋ ا୸ଢ଼ਛਗاژߧܽ. اހٰ޾࿬ںܽ" "ا౐઒ౕ࡚ڑٔ ގޓ ߤہۼٔت ގޓ ܾۚه ੝ഋݪߵن اހ࿬ྟັي، اᆁᅬގٔغ ގޓ ގߗۇߵ཮ٔة
ا઒࡚ߧٗ. ހۇۼކںݺ اހٰ޾࿬ںܽ ا౐઒ౕ࡚ڑٔ ෡ෆژ ጺጴޭواژߡ ڑٔ޷ںܽ ภฏا "اਦਞوزان" ޷ہߡ ڑޞ ߤޭ ٩ޓ ᅛᅉاހߚہ

.Feed-Forward Neural Network :18 .2 წ჊ߏ

Convolutional Neural Networks (CNNs)

቟ሺ اస఼ాކںܽ. ا௠௎ਦਞٔط ٩ޓ ษༀۉًٔ اހہںٔڛٔت ௠ோߗ܇ CNNs ڞۼߵم اހᇔᆍہںߵࠦࡂ، ڑܽ ภฏؤ اਦਞ޹ݺ ቟ሺ ᇦᇤޑٵ
CNN "ಸಣಀٷ" ኢኖ رގٔدي؛ णऎرج ذات ޹ߵرة ቙ቌإ malware ቟ሃٔਗ਼എ ގކۥ ڑݺ ษ༆ߵ ௠௄ݪۄۄٔ اਦਞގޓ،

.[44] اހ޼ٔر ጺጴـݪߵد اਛਗۼٔژݺ ቟ሃޭਛਗا اހۼߵام ٩ޓ
LSTMs & Recurrent Neural Networks (RNNs)

ގۉٔހںܽ อ໹ٰކ݀ٔ ܾۚا اހ࿲ߗކߗ౐ౕت. ܽગٰ࡚ٔ௠ோ ٔணட ଺ଜޑ܇ ٔᇦᇥ ،[32] "ذاఋ௰ة" ཮ކۼܽ اހߚہჱ჊ت ܾۚه ፲፞ۇ௠௑
.པႃٔڛ୸ୗاހ ٔጨያ ڑۼߵم ๮๓اހ API ގਛਗჱ჊ٔت ଺଩ކߗݺ ގۉݺ اพฏގۄںܽ، اހߗ౐ౕߌݺ ੐അٔڛٔت ހۇཿކںݺ
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import torch
import torch.nn as nn
import torch.optim as optim

# 1. Define Network
model = nn.Sequential(nn.Linear(10, 64), nn.ReLU(), nn.Linear(64, 2))

# 2. Define Loss and Optimizer
criterion = nn.CrossEntropyLoss()
optimizer = optim.Adam(model.parameters(), lr=0.001)

# 3. Training Step (Conceptual)
# Dummy input: 5 samples, 10 features each
inputs = torch.randn(5, 10)
labels = torch.tensor([0, 1, 0, 1, 0])

optimizer.zero_grad() # Reset gradients
outputs = model(inputs) # Forward pass
loss = criterion(outputs, labels) # Calculate error
loss.backward() # Backward pass (calculate gradients)
optimizer.step() # Update weights
print(f"Loss: {loss.item():.4f}")

.Neural Network ހـ وا཮ۛة ഫ೾رणऎ ܗߧߵة وਗ਼ഋ۽ںۚ ڑۥ ڞٰޭ :18 Listing

.ᅛᅉژٔހߚہ ܽጨግ࿬اހߚ اހہںٔڛٔت ቟ሺ اస఼ాކںܽ ا௠௎ਦਞٔط ਣਞݘ࿲ߚٔف اษ௦ޭਛਗٔت CNNs ଺଩ۇཾۛم :19 .2 წ჊ߏ
# 1D Conv Layer for sequence data (e.g., packet bytes)
conv_layer = nn.Conv1d(in_channels=1, out_channels=16, kernel_size=3)

# Training Phase input preparation:
# Input Shape: [Batch Size, Channels, Length]
# e.g., 10 packets, 1 channel (raw byte), 1000 bytes long
input_data = torch.randn(10, 1, 1000)

# Forward Pass: The filter slides over the sequence
feature_map = conv_layer(input_data)
print(f"Output shape: {feature_map.shape}")

.Convolutional Layer ౐཭ౕل ގޓ اހہںٔڛٔت ܽગٰ࡚ٔގ :19 Listing
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.ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ܽગٰ࡚ٔਛਗ دا཭ކںܽ ᅺᅬٔ཮ ৓ৈཬ RNNs ۰ٔษ༆ߠ :20 .2 წ჊ߏ
# LSTM Layer
lstm_layer = nn.LSTM(input_size=10, hidden_size=20, batch_first=True)

# Training Phase input preparation:
# Input Shape: [Batch Size, Sequence Length, Features per Event]
# e.g., 5 sessions, 100 events long, 10 features per event
sequence_data = torch.randn(5, 100, 10)

# Forward Pass
# output contains features for every time step; hidden is the final state
output, (hidden, cell) = lstm_layer(sequence_data)
print(f"Encoded Sequence Shape: {output.shape}")

.LSTM ౐཭ౕل ގޓ ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ܽગٰ࡚ٔގ :20 Listing

(LLMs (ۿغ۫ Transformer Architectures

ًٔ ඞඃٔގںਗ਼೾د ୶୐ݘ୸ଢ଼ژٔހ ጺጴۄޑߵذج ܾۚا ଺ଜޑ܇ .Attention ଺଩ޑ߽ آހںܽ [77] Transformers ଺଩ۇཾۛم
቟ሺ ގߚہߵه URL" "٩ۄߵان رژߡ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ --- ڑݺ ߤߵ ଺଩ކߗݺ ގޓ ᅺᅲاހ޾ ذات اฆ෯ਦਞاء ৓ৈཬ
ጨ጗࿥࿃ޑٔ. اਛਗߗ۰ٔܽ ٩ޓ اހۄߦޭ ژ٫޲ --- اਛਗߵ޷ߵع ߌߧޭ ቟ሺ "ཬིٔݺ" ܽ౤Ⴢ჊ژ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ڛ޴ ጨዮٔڑܽ

Feature Engineering 3 .3 .2
ا઒࡚ߵارزގںٔت ۛཬٔ଺଩ ཬۛدڑܽ ގ୶୐ات ଽଦਢਞٔء ژూ఼సٔٔل ܽ۰ޭٰਛਗا اߌۇཾۛام ۰ޓ ܾߵ Feature engineering

ጺጴۄޑߵذج. ᅺლ჊ߚਛਗا ࿬࿉ߗߡ اગ࡚ںۛة ا୶୐ਛਗة اހۇٰࠇࠋ. ৓ৈཬ
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.Transformer ڑٔت ގٰޑٔر :21 .2 წ჊ߏ
from transformers import BertForSequenceClassification, Trainer, TrainingArguments

# 1. Load Pre-trained Model
model = BertForSequenceClassification.from_pretrained('bert-base-uncased')

# 2. Define Training Arguments
args = TrainingArguments(output_dir="./results", num_train_epochs=1)

# 3. Initialize Trainer (High-level API)
trainer = Trainer(

model=model,
args=args,
train_dataset=train_dataset, # Assumes dataset is pre-loaded
eval_dataset=test_dataset

)

# 4. Train
trainer.train()

Hugging ڞߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ ژٔߌۇཾۛام Transformer ހـ دۯںޞ ޷ہߡ :21 Listing
.Face Trainer

ا۱݋ׅ׿סڮ اগএۿ܄ ۿ૧ુات
أرۯٔم. ቙ቌإ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ڛ޴ أو URL ٩ۄߵان ڑݺ ษ༆ߵ (NLP) أر٠ׅم ᇊᆽإ ا۱صܥ ۫؂ ක๷ݦ .1

.Embeddings ቙ቌإ اހ౤Ⴢ჊ٔت) ڞச୿ار ۛཬ) اހ࿬ߗںߡ Bag-of-Words ގޓ اހߧޭق ڞ୸ଢ଼اوح
቟ሺ ཧٔހۂً ڞߦ݀ޭ "urgent" ܽ౤Ⴢႚ أن اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ .Bag-of-Words ڞۼۄںܽ 22 ܽ௠ுٔاހۼ ڞߦُ݀ޭ

اਲਭੂںۛة. ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ቟ሺ "meeting" ܽ౤Ⴢႚ ڞߦ݀ޭ ࿥࿃ۄޑٔ ،phishing
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1 from sklearn.feature_extraction.text import CountVectorizer
2 import pandas as pd
3
4 # --- TEXT EXAMPLE: Bag-of-Words for Email ---
5
6 # 1. Raw Data (Email Subjects)
7 emails = [
8 "Urgent: Update your password now", # Phishing
9 "Meeting agenda for tomorrow", # Benign

10 "Win a free iPhone instantly" # Phishing
11 ]
12
13 # 2. Transform to Numbers
14 # CountVectorizer creates a column for every unique word
15 vectorizer = CountVectorizer(stop_words='english')
16 X = vectorizer.fit_transform(emails)
17
18 # 3. View Result (The Feature Vector)
19 features = vectorizer.get_feature_names_out()
20 df_text = pd.DataFrame(X.toarray(), columns=features)
21
22 print(df_text)
23 # Result: A matrix where columns are words ('urgent', 'win', 'meeting')
24 # and values are counts (1 or 0).

.Bag-of-Words ژٔߌۇཾۛام ཬۛدڑܽ ގۇܭ݀ٔت ቙ቌإ اހۄ޴ ڑݺ ษ༆ߵ :22 Listing

ཧٔހۂً اހߵۯٵ. ৓ৈཬ ܽ௠ுٔاހۼ ا௠௎ਦਞٔط واߌۇܨޭاج اઓ࡚ޫم ੐അٔڛٔت ᇔགྷ༯ں٢ واඏ඀ۿصثڮ ا۱݋زۛثڮ ا૧ુঌঈات .2
ڑܽ. ۯߵ ގ୶୐ة اހںߵم" ܽཬٔߌ" อ໹ٰݺ ٔᇦᇥ اހـݪߚۥ، ހۇܭۄڂ اހٰޑݺ ߌཬٔٔت ཭ٔرج اᇔᇆٔ݀ਛਗߵن ڑٰޑݺ ގٔ

੐അٔڛٔت ގޓ ܽ੐ഈٔاހۉ ቟ሺ اހہ੝೾ٔٔت وܘߗٔب ๮๐زގ ߤٔژ٢ ގޓ ܽཬٔاހߗ اߌۇܨޭاج 23 ܽ௠ுٔاހۼ ཐڞߵࣂ
اހۇ۰ۛޞ.

1 import pandas as pd
2
3 # --- NETWORK/TEMPORAL EXAMPLE: Log Parsing ---
4
5 # 1. Raw Log Data
6 df = pd.DataFrame({
7 'timestamp': ['2026-01-15 03:15:00', '2026-01-15 14:30:00'],
8 'bytes_sent': [15000, 450],
9 'duration_sec': [5.0, 0.5]

10 })
11
12 # 2. Feature Engineering
13 # Extract 'Hour' (Attackers love 3 AM)
14 df['timestamp'] = pd.to_datetime(df['timestamp'])
15 df['hour'] = df['timestamp'].dt.hour
16
17 # Calculate Transfer Rate
18 df['transfer_rate'] = df['bytes_sent'] / df['duration_sec']
19
20 print(df[['hour', 'transfer_rate']])
21 # Result: Numerical features ready for analysis.

.ᅛᅉاހߚہ ౐อ௣ౕت ގޓ ܽ੐೻ٔܘ޾ਢਞوا اพฏގۄںܽ ا୶୐ਛਗات اߌۇܨޭاج :23 Listing

اਛਗۼںٔس .malware ގޓ ܽ੝അٔاހۉ ا઒࡚޾ٔڎ޴ اߌۇܨޭاج (ׅু౶و૩૎،ওএا) ا۱ظصٮث؂ًڮ ا۷ঌঈٮׅت ۷ක๷ث۫ .3
੗ഋۛو ࿥࿃ۄޑٔ ގۄܨ۽޼ܽ)، ٔ੐അو୸ଢ଼إڛ) წ჊ܾں ᅶᅬ ቟቉ັྟاހ اހـݪߵد .(ܽ੐೻اހٰߚߵا) Entropy ܾߵ ແྜ࿥ྐྵภฏا

ཬٔހںܽ). ٔ੐അو୸ଢ଼إڛ) ܽ੐೻٩ߚߵا اਛਗߚ۽ޭة أو اਛਗٰہٗة malware
اਛਗކۥ. ภฏأس ߏٔڛߵن ٔ੐അو୸ଢ଼إڛ 24 ܽ௠ுٔاހۼ ษ༆ߗڂ
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1 import numpy as np
2 from scipy.stats import entropy
3 import collections
4
5 # --- MALWARE EXAMPLE: Calculating File Entropy ---
6
7 def calc_entropy(data_bytes):
8 # Count frequency of each byte (0-255)
9 counts = collections.Counter(data_bytes)

10 probs = [count / len(data_bytes) for count in counts.values()]
11 # Calculate Shannon Entropy
12 return entropy(probs, base=2)
13
14 # 1. Simulate Files
15 legitimate_header = b'\x00\x00\x00\x01\x00\x00\x00\x02' # Structured (Zeros)
16 encrypted_payload = b'\x8a\xf1\x23\x99\x1b\xcd\x5e\x4a' # Random
17
18 # 2. Compare Features
19 print(f"Legit Entropy: {calc_entropy(legitimate_header):.2f}")
20 # Expected: Low (e.g., 1.0) due to repetition
21
22 print(f"Malware Entropy: {calc_entropy(encrypted_payload):.2f}")
23 # Expected: High (e.g., 3.0) due to randomness

اਛਗߚ۽ޭ. malware ٩ޓ წ჊݀ںਛਗا اހـݪߵد ୶୐ࣇࣥࣳں Entropy اߌۇཾۛام :24 Listing

ׅኛ༂ׅو٠ث ا۱زثׅ،ׅت ؏ݘزثד 4 .3 .2
ގۼ࿥ྼٔ߁ ୶୐౤ᎈጴات ڑݪߵن ގٔ ཧٔހۂً .Normalization ቟ቐ อ༆ܾٔކ݀ٔ، ڑࢱࢿ ގٔ ཧٔހۂً ،ܽᇦᇗٔ཮ ܗߧߵة
۰ۼߡ. 23 اހںߵم" ܽཬٔߌ" ࿥࿃ۄޑٔ ،200 URL" ٩ۄߵان "ߤߵل ڑݪߵن ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ௠௑ٔގًٔ. ศૉۇކ۽ܽ
اހۄٔܘںܽ ގޓ أᇔᇒںܽ ୸ୟأݘ URL ٩ۄߵان ߤߵل أن اࣇ࣢ࣳߵذج ۰ߗں۽୸ଢ଼ض ،቟ቐ ᄫᄝჽ اਦਞرۯٔم ܾۚه ٔ਄য়ࠦࡂ إذا
.(1 ቙ቌإ 0 ގޓ (ཬٔدة ގߚ୸ଢ଼ك ڛߧٔق ቙ቌإ اހٰۛدڑܽ ا୶୐ਛਗات ژۼںٔس ڛۼߵم ،ፈጴذ ਢਞ޹౐ౕح .ܽ੐അٔߗઓ࡚ا
ڑ޾ކ܇ وݘںۥ اਦਞرۯٔم، ଽଜߵه أن ௠௄ݪޓ اހہںٔڛٔت ۯںٔس ቟ሺ اހ۽ߚݺ أن ݘںۥ 25 ܽ௠ுٔاހۼ ڞߦُ݀ޭ

.ፈጴذ MinMaxScaler
1 from sklearn.preprocessing import MinMaxScaler
2 import pandas as pd
3
4 # --- SCALING EXAMPLE ---
5
6 # 1. Unscaled Data
7 # 'Bytes' is huge (10,000), 'Hour' is tiny (23).
8 df = pd.DataFrame({
9 'bytes': [100, 10000, 5000],

10 'hour': [1, 23, 12]
11 })
12
13 print("Original (Model will ignore 'hour'):")
14 print(df)
15
16 # 2. Apply Scaling
17 # Squeezes everything between 0.0 and 1.0
18 scaler = MinMaxScaler()
19 df_scaled = pd.DataFrame(scaler.fit_transform(df), columns=df.columns)
20
21 print("\nScaled (Model treats features equally):")
22 print(df_scaled.round(2))

اࣇ࣢ࣳߵذج. ৓ৈཬ اހـݪہ୸୐ة اਦਞرۯٔم ጨዱںޑޓ ਣਞ ๨๓ܘ ا୶୐ਛਗات ڞߧہں٢ :25 Listing
إଽଦٔء ݘں۽ںܽ ًٔษลގߵ ،Manual Feature Engineering ጨዮ܋ 26 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ

.ఴఙౕߌںღႚ ࣇ࣢ࣳߵذج ษวں܇ წ჊ଽଣ ٔጪྑٔوۯں اਦਞގٔن ގ୶୐ات
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1 import pandas as pd
2 from sklearn.preprocessing import OneHotEncoder, MinMaxScaler
3
4 # 1. Raw Data (Web Logs with Timestamps)
5 df = pd.DataFrame({
6 'timestamp': ['2026-01-15 08:00:00', '2026-01-15 23:45:00', '2026-01-15 14:30:00'],
7 'method': ['GET', 'POST', 'GET'],
8 'url': ['/index.html', '/admin/login', '/api/data/' * 50] # Last one is a buffer overflow attempt
9 })

10
11 print("--- 1. Raw Data ---")
12 print(df)
13
14 # --- FEATURE ENGINEERING ---
15
16 # Feature 1: URL Length
17 # Context: Extremely long URLs often indicate Buffer Overflows or SQL Injection strings.
18 df['url_length'] = df['url'].apply(len)
19
20 # Feature 2: Dangerous Keywords
21 # Context: The presence of 'admin', 'root', or 'cmd' suggests targeted privilege escalation.
22 df['has_admin_keyword'] = df['url'].apply(lambda x: 1 if 'admin' in x else 0)
23
24 # Feature 3: Temporal Analysis (Request Hour)
25 # Context: Anomalous activity often occurs outside business hours (e.g., 3 AM).
26 df['timestamp'] = pd.to_datetime(df['timestamp'])
27 df['request_hour'] = df['timestamp'].dt.hour
28
29 # --- DATA PREPARATION (Encoding & Scaling) ---
30
31 # 4. One-Hot Encoding for Categorical Data
32 # We convert 'method' (GET, POST) into separate columns (method_GET, method_POST).
33 # We do NOT use 0, 1, 2 for categories, as that implies rank (POST > GET).
34 encoder = OneHotEncoder(sparse_output=False)
35 method_encoded = encoder.fit_transform(df[['method']])
36 method_df = pd.DataFrame(method_encoded, columns=encoder.get_feature_names_out(['method']))
37 df = pd.concat([df, method_df], axis=1)
38
39 # 5. Normalization (Scaling)
40 # We scale 'url_length' and 'request_hour' to the 0-1 range.
41 scaler = MinMaxScaler()
42 cols_to_scale = ['url_length', 'request_hour']
43 df[cols_to_scale] = scaler.fit_transform(df[cols_to_scale])
44
45 print("\n--- 2. Final Feature Vector (Ready for ML) ---")
46 # Drop the raw columns that the model cannot understand
47 final_df = df.drop(['timestamp', 'method', 'url'], axis=1)
48 print(final_df.round(2))

وڞߧہںٰ݀ٔ. اހߵۯٵ) ا࿥ྐྵภฏߗںܽ، اހ౤Ⴢ჊ٔت URL، ٩ۄߵان (ߤߵل ا୶୐ਛਗات ܾۄۛߌܽ :26 Listing

Representation Learning 5 .3 .2
ا୸ୗᝉ઒࡚اء. ގޓ ᇔᆳںۼܽ ގ۰ޭٰܽ و੝ഋߧކڂ ً ౕ౐ڑ ߤߵ وۯۇًٔ ଺଩ۇ٫ޭق ٔጨዮأ ਣਞإ ڑܽ، ۯߵ ا୶୐ਛਗات ܾۄۛߌܽ ڞٰۛ ࿥࿃ۄޑٔ

.Deep Learning ژߵاߌߧܽ اਛਗߗۇཾۛم ቟ቌਧਞا اހہۛڑݺ ܾߵ Representation learning

"اܘߗڂ أو 'admin'" ᅺᅲاހߗކߗ ٩ޓ "اษༀٷ اࣇ࣢ࣳߵذج ဠٓܗۂر ًٔမوणँ ا଺ଦਢਞٔن ڑۼߵم أن ގޓ ً ਣਞणई
ژٔߌ࿲ںٰٔب (Transformer أو CNN (ގۉݺ Deep Learning ௠௎ߵذج ڑۼߵم ،"ٔ੐അو୸ଢ଼ڛਢਞا
଺଩ކߗ౐ౕت أو ގٰںۄܽ ഞ೾ٔژ أ௠௎ٔط أن ًٔ੐೻ٔڞކۼ ڑݪ࿲ߚۥ ਗ਼അ۽ߗܹ. ا୶୐ਛਗات أ۰޼ݺ ਐಱأ޺޾ و ا઒࡚ٔم اހہںٔڛٔت

ژணடٔܭޑٔت. ੗ഋંੳߧܽ ڛ޾ںܽ
ٔጨዱڑ۽ߵ ۯۛ ގٰۼۛة أ௠௎ٔط ৓ৈཬ اހٰۉߵر ௠௄ݪۄܹ ڑܽ؛ اހںۛو ا୶୐ਛਗات ܽཧٔ޹ں ቙ቌإ ིܽٔઓ࡚ا ڑݺ ࠙ࡀ ا૧ુঌঈة: •

.ັྟ࿬اހ
أߌߵد" "޹ۄۛوق ٩ޓ ٩ۂرة པໝٔاހۄ اࣇ࣢ࣳߵذج اઓ࡚ߵߌہܽ؛ وۯߵة اހہںٔڛٔت ގޓ णँޫਛਗا ੝೾ߧކڂ ا۱סثݦب: •

ڞ۽ߗ୸୐ه. ڑ޾ٰڂ
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.቟ቌਧਞا Representation Learning ގۼٔژݺ ڑܽ اހںۛو ا୶୐ਛਗات ܾۄۛߌܽ :22 .2 წ჊ߏ

ا઒࡚ٔم ጺጴۄߦٔم API ގਛਗჱ჊ٔت ڑݺ ౺ಸ಩ߵ ًٔ੐೻ٔڞކۼ Neural Network ڞۼߵم ݘںۥ 27 ܽ௠ுٔاހۼ ཐڞߵࣂ
ᇔᆷۄٔ ܘںٷ "Bag-of-Words" ގۉٔل ཬݪ߁ ৓ৈཬ ݘۉں۽ܽ. ཬۛدڑܽ ގۇܭ݀ٔت ቙ቌإ (ܽཿںษว (أཬۛاد

.ഫ೾اހۇۛر أਗ਼എٔء ௠௑ۉںݺ أ۰޼ݺ ਐಱأ޺޾ و ܽ੐೻٩ߚߵا ژٗرۯٔم اࣇ࣢ࣳߵذج ੗೾ۛأ ܾۄٔ اހ౤Ⴢ჊ٔت، ژٰۛ
1 import torch
2 import torch.nn as nn
3
4 # --- REPRESENTATION LEARNING EXAMPLE: API Call Embeddings ---
5
6 # 1. Raw Data (Sequence of System API Calls)
7 # Imagine we map calls to IDs: 0='NtOpenProcess', 1='NtWriteFile', 2='NtClose'
8 # A malware trace might look like: Open -> Write -> Close
9 raw_sequence = torch.tensor([[0, 1, 2]])

10
11 print(f"Raw Input (Human IDs): {raw_sequence}")
12
13 # 2. Define the Representation Layer (Embedding)
14 # We ask the Neural Network: "Learn a vector of size 3 for every API call."
15 # num_embeddings=10 (vocabulary size), embedding_dim=3 (feature size)
16 embedding_layer = nn.Embedding(num_embeddings=10, embedding_dim=3)
17
18 # 3. Automatic Feature Extraction
19 # The model converts the integers [0, 1, 2] into vectors automatically.
20 # Crucially, these numbers are 'parameters' that improve as the model trains.
21 learned_features = embedding_layer(raw_sequence)
22
23 print("\nLearned Representation (Model's Internal Features):")
24 # Each row represents one API call
25 print(learned_features.detach().numpy())
26
27 # Result:
28 # [[-0.45, 1.21, -0.05] <- The model's numerical view of 'NtOpenProcess'
29 # [ 0.88, -0.12, 0.33] <- The model's numerical view of 'NtWriteFile'
30 # ... ]

.ًٔ੐೻ٔڞކۼ API ਛਗჱ჊ਛਗٔت اހٰۛدڑܽ اࣇࣥࣳۉں౐ౕت ހۇٰࠇࠋ Embedding Layer اߌۇཾۛام :27 Listing
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௉኱እۿ܄ اঌঈܯ܂܂ڮ ا۱ظ٭ثࠕ࠰ ܲབ༭ׅۿ٭ 4 .2
ا઒࡚ߧٗ— ڞႼ჊۽ܽ ڞݪߵن ،cybersecurity ቟ሺ اᇔᇒਦਞںܽ. ژٔހٝ ંੳأ ษวں܇ წ჊ଽଣ اࣇ࣢ࣳߵذج أداء ۯںٔس
ގٔ ཧٔހۂً ،ፈጴذ ৓ৈཬ ౐ཬౕوة ٫ጺጴٔڑܽ. ੳ—቟቉ັྔંڞ۽ٰܽ ਗ਼ഋ۽ںۚي ر࿥ྐྵ߁ ܘߦޭ أو ܘۼںࡡࡸ อซߵم ഞ೾ڞ۽ߵ

.୸୐ݘہ წ჊ଽଣ ގۇߵازڛܽ ୸୐ཧ اਦਞގޓ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ਦਞن اހۼںٔߌںܽ اਛਗۼ࿥ྼٔ߁ ڞ۽ߚݺ

า༂ׅܽগএا اঌঈסٌل ۿל۱ׅݘڮ اཝ۱݈ثݘڮ: ا٠ჲოڮ وراء ۿׅ 1 .4 .2
ฆ෫ގܽ 99,900 ৓ৈཬ ษ༆ۇߵي ੐അٔڛٔت ܽཬߵᇔ஫஥ ศ༆ںݺ ڛٔدرة. اހ޼ٔرة اઓ࡚ޫم ڞݪߵن ௠௎ߵذܜںܽ، ᅛᅉߏہ ቟ሺ
دۯܽ ษ໹ۼޞ ۰ٓڛܹ ๴ཇء، ႟ၽܳ "ᇔᇂںۛ" ژـ ࿬࿃ߗٔߤܽ اࣇ࣢ࣳߵذج ࿯࿉ہٗ إذا ۰ۼߡ. ޷ٔرة ฆ෫ގܽ 100 و ᇔᇂںۛة
ܾߵ ܾۚا .ۛ཮وا อซߵم წႚ ۰ߵت ਦਞڛܹ وߣں۽ۇܹ ގޓ 100% ቟ሺ ۰ߚݺ ۰ۼۛ ،ፈጴذ وގ٢ .9% .99

اਦਞގޓ. ਛਗ݀ٔم اހ࿬ߗںߧܽ اᆁᅬۯܽ ৓ৈཬ أणईاً ڛٰۇޑۛ ਣਞ ٔਗ਼ഈأ ቟ሺ اހߗ࿬ڂ

Classification ܲབ༭ׅۿ٭ :1 اঌঈ٭ثׅس ،ݦع 2 .4 .2
ڛۼߵم ހۇۼںںޑ݀ٔ، ܘߦޭ/ᇦᇗٔح). اਲਭੂٔڑܽ: ིۛار ،ًౕ౐ގۉ) ًٔཬߏںߵ ୸ୟݘਦਞا اਛਗ݀ޑܽ ቟ቐ Classification

.(1 .2 (اગ࡚ۛول Confusion Matrix ቟ሺ པໍٔاހۄۇ ෡ෆٰں੝അ ً ਣਞأو
ᅅᄳثٌ :ॊहا۱ٮס ඞർݦم :ॊहا۱ٮס

False Positive (FP) True Positive (TP) ඞർݦم ༻འزݛ:
ჱႚذب) (إढऋار اݘ࿲ߚ۰ܹٔ) ኢና (อซߵم

True Negative (TN) False Negative (FN) ᅅᄳثٌ ༻འزݛ:
ษวں܇) წ჊ଽଣ ᅶᅲܾٔอ༆ ኢና) (ܹ੝೾ڞ۽ߵ ኢና (ا୸ଢ଼཭اق

.Confusion Matrix :1 .2 ིۛول
ษૉۛدة: ގۼ࿥ྼٔ߁ ษ༃ߗڂ اਛਗ޾۽ߵ۰ܽ، ܾۚه ގޓ

إܜ݀ٔد ގޓ ᎂ፞ڞۼ اހٰٔހںܽ (اᆁᅬۯܽ ܘۼںۼںًٔ؟ ڑݪߵن ੳંة ኢብ اހۄߦٔم، ࿯ྼہܹ ٩ۄۛގٔ :Precision •
.(ᎂ፞ా఼సا

Precision =
TP

TP + FP
(1)
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๮๓اހ اணடܭޑٔت ཬۛد ኢብ اઓ࡚ۼںۼںܽ، اணடܭޑٔت ᇔᇆں٢ ෡ෆژ ގޓ :Recall (Sensitivity) •
ا୸ଢ଼཭ਣਞاۯٔت). ௠௄ۄ٢ ቟ቌٰٔاހ (اਣਞߌۇཬۛٔء اݘ࿲ߚ۽ۄܾٔٔ؟

Recall =
TP

TP + FN
(2)

৓ৈཬ اࣇ࣢ࣳٔذج ਛਗۼٔرڛܽ ا۰ਦਞ޼ݺ .Recall و Precision ހـ اހۇߵا۰ࡡࡸ اਛਗۇߵߌߡ :F1-Score •
اਛਗۇߵازڛܽ. ୸୐ཧ اހہںٔڛٔت

F1 = 2× Precision×Recall

Precision+Recall
(3)

.(IDS) ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم ڞۼںࢤࢿ 28 ܽ௠ுٔاހۼ ཐڞߵࣂ
1 from sklearn.metrics import classification_report, confusion_matrix
2 import numpy as np
3
4 # --- CLASSIFICATION EVALUATION: IDS ---
5
6 # 1. Ground Truth (0: Benign, 1: Attack)
7 # In reality, attacks are rare (imbalanced).
8 y_true = np.array([0, 0, 0, 0, 0, 0, 0, 1, 1, 1])
9

10 # 2. Model Predictions
11 # The model caught 2 attacks (TP), missed 1 (FN), and raised 1 false alarm (FP).
12 y_pred = np.array([0, 0, 0, 0, 0, 0, 1, 1, 1, 0])
13
14 # 3. Evaluation
15 print("Confusion Matrix:\n", confusion_matrix(y_true, y_pred))
16 print("\nDetailed Report:\n", classification_report(y_true, y_pred, target_names=['Benign', 'Attack']))
17
18 # Analysis:
19 # Precision (Attack) = 2/3 (0.67) -> Of 3 alerts, 2 were real.
20 # Recall (Attack) = 2/3 (0.67) -> Of 3 real attacks, we caught 2.

Scikit-Learn. ژـ ا઒࡚ٔص اހۇ޾࿯ںۥ ڞۼޭ࠙ࡂ ژٔߌۇཾۛام ގ޾ۄۥ ڞۼںࢤࢿ :28 Listing

Regression ܲབ༭ׅۿ٭ :2 اঌঈ٭ثׅس ،ݦع 3 .4 .2
ً ਣਞणई "اᆁᅬۯܽ". ਗ਼ഋߧہޞ ਣਞ ،(10 ቙ቌإ 0 ގޓ Risk Score ژـ اހۇ࿯ہߪ ،ًౕ౐ގۉ) ཬۛدڑܽ ژۼࢤࢿ اހۇ࿯ہߪ ٩ۄۛ

واހߵاۯ٢). اހۇ࿯ہߪ ෡ෆژ (اਛਗߗ۰ٔܽ Error ڛۼ࿥߁ ،ፈጴذ ގޓ
اਛਗۇߵۯٰܽ اఽ఼సٔߤޭة "درིܽ ،ًౕ౐ގۉ اހ۽ޭق. ގۇߵߌߡ :Mean Absolute Error (MAE) •

.୸୐اހۇ۽ߗ ጪྑݺ ڛۼߧܽ." 5 .1 ௠ோۼۛار ཭ٔߤڷܽ ڞݪߵن ގٔ ཬٔدة ٔਗ਼೾ᆁᅬ
ܾۚا اਛਗۇߵߌߡ. ܘߗٔب ۯہݺ اਦਞܗߧٔء ٢੐അ୸ଢ଼ژ ڑۼߵم :Mean Squared Error (MSE) •
أߌߵأ ڛۼٔط 5 ௠ோۼۛار اఽ఼సٔߤޭة درིܽ ഞ೾ڞ۽ߵ اਦਞގޓ، ቟ሺ اހـݪہ୸୐ة. اਦਞܗߧٔء ଽଣۛة ڑٰٔۯڂ

.MSE ڞ۽޼ںݺ ڑࢱࢿ ގٔ ཧٔހۂً ᆀᅬا وا཮ۛة، ڛۼߧܽ ௠ோۼۛار ٔጨጚ᛹ڞ۽ߵ ގޓ ୸୐ژݪۉ
.(CVSS) اਦਞގۄںܽ اހۉ٫ޭة ษༀۛة ࿲ྼۄہٗ ௠௎ߵذًིٔ 29 ܽ௠ுٔاހۼ ڞۼࢤࢿ
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1 from sklearn.metrics import mean_absolute_error, mean_squared_error
2 import numpy as np
3
4 # --- REGRESSION EVALUATION: Risk Scoring ---
5
6 # 1. Actual CVSS Scores (0.0 to 10.0)
7 y_true = np.array([2.5, 5.0, 9.0, 4.0])
8
9 # 2. Predicted Scores

10 # The last prediction (4.0 vs 9.0) is a catastrophic error.
11 y_pred = np.array([2.0, 5.2, 4.0, 4.1])
12
13 # 3. Evaluation
14 mae = mean_absolute_error(y_true, y_pred)
15 mse = mean_squared_error(y_true, y_pred)
16
17 print(f"MAE: {mae:.2f}") # Result: 1.45 (Average error is small)
18 print(f"MSE: {mse:.2f}") # Result: 6.27 (High because of the one huge error)

.୸୐اހـݪہ اހߚٔذ ا઒࡚ߧٗ MSE ڑ୸ୗز ݘںۥ ਣਞܘߠ .regression أܗߧٔء ڞۼںࢤࢿ :29 Listing

Clustering ܲབ༭ׅۿ٭ :3 اঌঈ٭ثׅس ،ݦع 4 .4 .2
."ܽཿاހ޾ܩں" اހ࿲ߗޑںٔت ቙ቌإ ڛ۽ۇۼޭ ގٔ ཧٔހۂً ٔਗ਼ഈਦਞ أ޹ٰڂ unsupervised learning ڞۼںࢤࢿ

.1 ቙ቌإ 1 - ގޓ ڑ୸ଢ଼اوح اހٰۄٔۯںۛ. ௠௑ٔ࠙ࡀ ގۛى ڑۼ࿥߁ :Silhouette Score •
ܜںۛاً). ᅺᅲوގۄ۽޾ (ݘۉں۽ܽ ގۉٔހںܽ ٩ۄٔۯںۛ :1+ ◦

.ᅺᅲ཭ގۇۛا ٩ۄٔۯںۛ :0 ◦

ا઒࡚ߧٗ. ጺጴٰۄۼߵد ศૉ޾޾ܽ ੐അٔڛٔت ڛۼٔط :1 - ◦

.Malware ހٰٔڎ౐ౕت اࣇ࣢ࣳߵذج ᇔགྷ༯ں٢ ܜߵدة ގۛى 30 ܽ௠ுٔاހۼ ڞۼࢤࢿ
1 from sklearn.metrics import silhouette_score
2 import numpy as np
3
4 # --- CLUSTERING EVALUATION: Malware Grouping ---
5
6 # 1. Feature Space (2D for simplicity: [File Size, Entropy])
7 X_features = np.array([
8 [100, 0.5], [105, 0.6], [102, 0.55], # Group A (e.g., Adware)
9 [500, 7.5], [510, 7.6], [505, 7.4] # Group B (e.g., Ransomware)

10 ])
11
12 # 2. Cluster Labels assigned by model (e.g., K-Means)
13 labels = np.array([0, 0, 0, 1, 1, 1])
14
15 # 3. Evaluation (Internal Validity)
16 # Do these groups make mathematical sense?
17 score = silhouette_score(X_features, labels)
18
19 print(f"Silhouette Score: {score:.2f}")
20 # Result: ~0.98 (Very High). The groups are clearly separated.

أߌٔߌںܽ. ܘۼںۼܽ دون اހٰۄۼߵد ܜߵدة ގޓ ጺጴۇܩۼޞ Silhouette Score اߌۇཾۛام :30 Listing
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ا۱סظزڮ ܨزݒ ا۱ظݦازن: ٠ׅ،ݦن 5 .4 .2
ܾۚا ਗ਼ഋ۽ںۚ ڑࢱࢿ اਦਞܗߧٔء. ڞႼ჊۽ܽ ৓ৈཬ ً ਗ਼അٔء ގۼٔڑ޼ܽ اܗۇںٔر ཬކںۄٔ อ໹ڂ ."቟ቌٔގۉ" ௠௎ߵذج ڑߵིۛ ਣਞ

.Decision Threshold ޷ہߡ ڑޞ ߤޭ ٩ޓ اਣਞܗۇںٔر
ແྔء أي ڛ޾ۄۥ ،ແྦྷا୸ଢ଼۰ا წ჊ଽଣ .(0 .1 ቙ቌإ 0 .0) اܘۇޑٔހںܽ درིܽ اࣇ࣢ࣳٔذج ގٰߦދ ศ༆ޭج

ا઒࡚ߡ: ܾۚا ڑݺ ษ༆ߵ ௠௄ݪۄۄٔ ،ፈጴذ وގ٢ ."Malicious" أڛܹ ৓ৈཬ 5 .0 ގޓ ৓ৈཬأ
ހߵ ๨๓ܘ ޷ٔرة ٔጨዮأ ৓ৈཬ اހٰۄٔྩັ ڛ޾ۄۥ ڑٔ". "اހۂراڛߵ إཬۛاد :(2 .0 < ،ًெுۿغ) ۿصڙٮܭڮ ךظزڮ •

۰ۼߡ. ً ౕ౐ۯކں ގߚہߵًܾٔ اࣇ࣢ࣳߵذج ჱႚن
णँٰۛاހ) ގۄܨ۽޲ Precision وހـݪޓ ིۛاً)، اހۼކںݺ (ڛ۽ߵت ቟ቌٔཬ Recall ا۱صལث໴ڮ: ◦

.(False Positives ގޓ
๨๓ܘ ގߚہߵه، ແྔء წႚ ڑܽ رؤ اస఼ాކࡇࡗن णँ࠙ࡂ .Threat Hunting اঔএܽظ໯ٌام: ძოׅໟ ◦

اހٰޑݺ. ގޓ णँޫਛਗا ઼શศ໹ ፈጴذ ჱႚن ހߵ
٫ጺጴٔڑܽ. واڡۼًٔ اࣇ࣢ࣳߵذج ჱႚن إذا ۰ۼߡ ੝ഈྮັف "ا۰ٔా఼సߠ". اཬਢਞۛاد :(9 .0 < ،ًெுۿغ) ۱ׅໝثڮ ךظزڮ •
Re- وހـݪޓ اހჱ჊ذژܽ)، اढऋਢਞارات ގޓ ིۛاً ۯކںݺ (ཬۛد ቟ቌٔཬ Precision ا۱صལث໴ڮ: ◦

دۯںۼܽ). อซޑٔت ڛ۽ߵت (ۯۛ أۯݺ call

اހۇۄ۽ںۚي، ا࿥ྐྵภฏ߁ णँࠠࡂ ܘߦޭ ᇔ༿༯ݺ ௠௄ݪۄۄٔ ਣਞ .(IPS) ᇐᆽঘএا اߋ਄ݗܞ اঔএܽظ໯ٌام: ძოׅໟ ◦

.99% ࿯࿃ߗہܽ ૳૗ᅢᄷٗގۇ ڛݪߵن ٩ۄۛގٔ ۰ۼߡ ษ༃ߦޭ ፈጴᆀᅬ
ܽཬߵᇔ஫஥ ڛ۽߁ ژٔߌۇཾۛام اࣇ࣢ࣳߵذج ߌࡇࡗك ୸୐ݘہ წ჊ଽଣ اހٰۇہܽ ୸୐ڞ٫ں ୸୐ڑ٫ ݘںۥ 31 ܽ௠ுٔاހۼ ཐڞߵࣂ

اހۇ࿯ہߪات.

Cybersecurity ᇐᆫ ML ؂ٌක๷ׅت 5 .2
ཬݪ߁ ৓ৈཬ اހ޾ٰߵژٔت. ގޓ ศ໹ࡇࡗ ਣਞ cybersecurity ቟ሺ machine learning ڞߧہںޞ

٫ጺጴٔڑܽ. ގߗۇۼޭة ୸୐ཧو وގߚ۽ޭة ܽ੐೻ۛاཬ اਦਞގޓ ࿥࿃ڷٔت ۰ٓن اހۼںٔߌںܽ، اჱႚਦਞد௠௄ںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت
Imbalanced Data 1 .5 .2

.(1:10,000 ࿯࿃ߗہܽ (ཧٔހۂً اހٰٔدڑܽ ا཮ਦਞۛاث ގޓ ୸୐ژݪۉ ًٔཬߏںߵ أۯݺ اணடܭߵم ਣਞٔ཮ت ڞݪߵن ގٔ ཬٔدة
دۯܽ ހۇܩۼںޞ اހߵۯٵ ގޓ 100% "ᇔᇂںۛ" ژـ ࿲ྼۄہٗ ܘںٷ ،ਣًਞݘߗߵ ܾۚا ৓ৈཬ اਛਗۛرب اࣇ࣢ࣳߵذج ߌں޾ہ܇

อซߵم. წႚ ڑ۽ߵت ࿥࿃ۄޑٔ ཬٔހںܽ
SMOTE (Synthetic Minority Over-sampling ގۉݺ ڞۼۄںٔت ଺ଦۇཾۛم اঌঈ܂ۛ܄: ۫਄اߋ

.ٔጨግإހ ا࿲࿆ਣਞۂه ৓ৈཬ اࣇ࣢ࣳߵذج ୸ୗᝉอ໹ ٔᇦᇥ ጺጴ݀ܭޑٔت، وᇔᇒںܽ ᅺᅲأގۉ ހۇߵހںۛ Technique)
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1 import numpy as np
2 from sklearn.metrics import precision_score, recall_score, confusion_matrix
3
4 # --- THRESHOLD TUNING EXAMPLE ---
5
6 # 1. Ground Truth (10 Attacks, 10 Benign)
7 y_true = np.array([0]*10 + [1]*10)
8
9 # 2. Model Probabilities (0.0 to 1.0)

10 # The model is unsure about several items (scores around 0.4 - 0.6)
11 y_proba = np.array([
12 0.1, 0.2, 0.1, 0.1, 0.45, 0.55, 0.1, 0.1, 0.1, 0.1, # Benign samples
13 0.9, 0.8, 0.9, 0.95, 0.40, 0.60, 0.85, 0.9, 0.9, 0.9 # Malicious samples
14 ])
15
16 def evaluate_threshold(threshold):
17 # Apply threshold: If proba > threshold, predict 1 (Attack)
18 y_pred = (y_proba > threshold).astype(int)
19
20 prec = precision_score(y_true, y_pred)
21 rec = recall_score(y_true, y_pred)
22 tn, fp, fn, tp = confusion_matrix(y_true, y_pred).ravel()
23
24 print(f"--- Threshold: {threshold} ---")
25 print(f"Precision: {prec:.2f} | Recall: {rec:.2f}")
26 print(f"False Alarms (FP): {fp} | Missed Attacks (FN): {fn}\n")
27
28 # Scenario A: Paranoid Mode (Threat Hunting)
29 # We want to catch everything, even if we investigate false leads.
30 evaluate_threshold(0.3)
31
32 # Scenario B: Conservative Mode (Automated Blocking)
33 # We strictly avoid blocking legitimate users (Zero False Positives desired).
34 evaluate_threshold(0.8)
35
36 # OUTPUT ANALYSIS:
37 # Threshold 0.3: Recall is 0.90 (Caught 9/10), but we have 2 False Alarms.
38 # Threshold 0.8: Precision is 1.00 (0 False Alarms), but Recall drops to 0.80.

و Precision ෡ෆژ اਛਗۼٔڑ޼ܽ ቟ሺ Decision Threshold ଎଀ಸ಩ಀ ݘںۥ ڞߵ޷ں܇ :31 Listing
.Recall

1 from imblearn.over_sampling import SMOTE
2 from collections import Counter
3
4 # 1. Imbalanced Dataset (99 Benign, 1 Attack)
5 X = [[1.0, 2.0]] * 99 + [[9.0, 9.0]] * 1
6 y = [0] * 99 + [1] * 1
7
8 print(f"Original Counts: {Counter(y)}")
9 # Output: {0: 99, 1: 1}

10
11 # 2. Apply SMOTE
12 # It creates synthetic attacks by interpolating between existing ones
13 smote = SMOTE(k_neighbors=1) # k=1 because we only have 1 sample!
14 X_res, y_res = smote.fit_resample(X, y)
15
16 print(f"Resampled Counts: {Counter(y_res)}")
17 # Output: {0: 99, 1: 99} -> Perfectly balanced!

.ഫ೾اހۇۛر ۯہݺ اހ۽ڷٔت ڞߵازن ཬۛم ਢਞ޹౐ౕح SMOTE اߌۇཾۛام :32 Listing

اჲოاۿܲ") ("ا۱ݗெுم ૩ુ݋ٮལ۱ا ක๷ٌي 2 .5 .2
቟ሺ "malware" ܽ౤Ⴢႚ ٩ޓ اހہܩٷ ،ًౕ౐ގۉ) اઓ࡚ޫم "ᅺᅬߵᇔᇂ" ڞ۽ܩ޴ اਦਞގޓ أدوات ഞഈჱႚ ڞٔرศ໹ںًٔ،
،(3 .1 (HTTPS/TLS ގߚ۽ޭة ഫ೾اހߵ ੳંور ᅛᄷจ෫ ގޓ 90% ގޓ ୸ୟأݘ اހںߵم، HTML). ڛ޴

ጺጴۼޭاءة. ᅺᅲۯٔژ ୸୐ཧ اਲਭੂߵਣਞت อ໹ٰݺ ٔᇦᇥ
Encrypted Traffic Analysis ቙ቌإ Machine Learning ษ༆ߵل اঌঈ܂ۛ܄: ۫਄اߋ

اܳިݬڰ٭۰: اܳٴ٭؇َ؇ت ౺ಸ಩ކںݺ اࣇ࣢ࣳٔذج ڞۼߵم اస఼ాۇߵى، ۯޭاءة ގޓ ً ਣਞणई .(ETA)
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اઓ࡚ޫم. أߤߵال ଺଩ކߗݺ •
اઓ࡚ޫم). ෡ෆژ اਛਗߪۯٵ (اހۇߵۯۥ ๮๐࿥اހہ اހߵ޹ߵل أوۯٔت •

اਛਗٰޭو޷ܽ). ୸୐ߚ۽࿲اހ (ᇔ஫஥ߵཬٔت ܽઓઉٔ޾ਛਗا أ௠௎ٔط •
اހۇߧہںۼٔت ژ޾ޑٔت ۚ཭أ ቟ሺ ཭ٔص წ჊ଽଣ ܜںۛة (LSTMs (ގۉݺ Deep Learning ௠௎ٔذج ڞٰۛ

ܾۚه. اހۇߵۯںٵ أ௠௎ٔط ৓ৈཬ ۰ۼߡ ً ਗ਼അٔء اހہںٔڛٔت) ྑັۯܽ ٩ޓ Netflix ੳંور ᅛᄷจ෫ ୶୐ں௠௑ ،ًౕ౐ގۉ)
Concept Drift 3 .5 .2

௠௎ߵذج .(23 .2 წ჊اހߚ) اހߵۯٵ ௠ோޭور اணடܭޑٔت ߌࡇࡗك ୸୐٫੝೾ ٩ۄۛގٔ Concept drift ษ໹ۛث
ڑ۽ߚݺ أن اస఼ాۇޑݺ ᇔᆸޓ ،2020 ཬٔم ގޓ malware ৓ৈཬ ܹ੗೾رणऎ ኢና إذا .ແྦྷٔਛਗا ގޓ ހۼߧܽ ܾߵ ML

.2026 ཬٔم ގޓ ransomware ޷ۛ
୸ୗڑٰۇ ގٔ ཧٔހۂً اਦਞގޓ، ቟ሺ ގߧࡇࡗژܽ. اਛਗߗۇޑޭة ഫ೾اހۇۛر إཬٔدة أڛ࿥࿃ٔڂ ܗߧߵط اঌঈ܂ۛ܄: ۫਄اߋ

۰ۼߡ. ٢੐അٔأߌ ژ޼ٰܽ ژٰۛ "ًٔ௠௄ۛۯ" اࣇ࣢ࣳߵذج

ܽ௠௄ۛاހۼ اހۼޭار ཮ۛود ڞ޾ہ܇ ހۇݪۇںጨዱჱ჊ދ، ෡ෆᇔᇆٔ݀ਛਗا ୸୐ڞ٫ں ގ٢ :Concept Drift :23 .2 წ჊ߏ
ژٔހںܽ.
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Adversarial Examples 4 .5 .2
௠௄ݪޓ .቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ઒࡚ۛاع ژٰۄٔڑܽ ޹ں٤ٔۇܹ ኢና ގ཭ۛݺ ܾߵ Adversarial example
ހٰہߵر ڑݪࡢࡸ ٔ௠ோ ແྦྷٔڑ ภฏا ڞߵۯںٰܹ ୸୐ڞ٫ malware ގކۥ ቙ቌإ ܽ੐೻ંੳ ୸୐ཧ "޷ߵ޷ٔء" إ޷۰ٔܽ ౤ᎈጴ݀ٔܜދ

"ᇔᇂںۛ". ቙ቌإ "Malware" ގޓ اހۼޭار ཮ۛود

اࣇ࣢ࣳߵذج. ઒࡚ۛاع ܽ੐೻ંੳ ୸୐ཧ ޷ߵ޷ٔء إ޷۰ٔܽ :Adversarial Attacks :24 .2 წ჊ߏ

(Explainable AI - XAI) ૩ુ݈ا۱ظٮ ٠ׅ؉۷ثڮ 5 .5 .2
࿥ྐྵޭጺጴ߁ ᇔ஧஥ߵل ᇔᆟہںߵࠦࡂ ษༀߦޭ ᇔᇂٔڑܽ ིۛار ۯٔم إذا ߌߵداء". "޹ۄٔدڑޞ ቟ቐ Deep Learning ௠௎ٔذج
اހۇ࿯ہںܹ. ގޓ ጺጴۇܩۼޞ اܳފྟص ގ۰ޭٰܽ ቙ቌإ اਦਞގޓ ᎂ፞ษૉ ษ໹ۇٔج ،"Malicious 99%" ً ౕ౐ۯٔڎ اހۇۄ۽ںۚي

SHAP (SHapley Additive exPlanations) ގۉݺ أدوات ଺ଦۇཾۛم اঌঈ܂ۛ܄: ۫਄اߋ
اਣਞܘۇޑٔހںܽ. ر۰ٰٵ ๮๓اހ اస఼ాۛدة ا୶୐ਛਗة ઓ࡚ߗٔب

اኙኋ۱ٌࡲ࢔ات ۱ظܯའثٖ า༂ׅܽأ ML ۫ᅅᄤ ૩ુܽ :ॊहᅅᄤ ۿย༐وع 6 .2
.ແྑٔوأߌ ჱႚގݺ supervised machine learning ᇔᆳݺ ୸୐ߌ ୸ୗཬ اਛਗྟັوع ܾۚا ߌ୸୐ߏۛك
Random For- ގ޾ۄۥ ژٔߌۇཾۛام (NIDS) ᅛᅉߚہጺጴ ᎂ፞ߗ࿲اހ ހـݪߚۥ ଺ଣںߡ ڛߦٔم ࿬࿃ۄٔء ߌۄۼߵم

.(25 .2 წ჊اހߚ) est
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1 import shap
2 import xgboost
3
4 # 1. Train a model (Black Box)
5 model = xgboost.XGBClassifier().fit(X_train, y_train)
6
7 # 2. Use SHAP to explain a single prediction
8 explainer = shap.Explainer(model)
9 shap_values = explainer(X_test)

10
11 # 3. Visualize
12 # This tells the analyst: "Blocked because 'Packet_Size' > 1500"
13 shap.plots.waterfall(shap_values[0])

ᡉ݀ܭߵم. ෡ෆٰގ ཮ۛث ৓ৈཬ ౐ཬౕގܽ و޷٢ ߌ࿬ڂ ހྟັح SHAP اߌۇཾۛام :33 Listing

اހणँۛጨጚات ހۇ޾࿯ںۥ ແྑٔأߌ ML ᇔᆳݺ ୸୐ߌ :25 .2 წ჊ߏ

ا۱زثׅ،ׅت ᅅະຠث۫ :1 اߋਃݘݦة 1 .6 .2
ގކۥ ގޓ ܾۚا ౺ಸ಩ޑںݺ ߌۇۼߵم اઓ࡚ۼںࡡࡸ، ኢትٰٔاހ ڑߵ ߌ࿥ۄٔر ቟ሺ .ٔਗ਼അ ا઒࡚ٔ޹ܽ اހہںٔڛٔت ܽཬߵᇔ஫஥ ຿ྟ࿯࿆ ،ًਣਞأو
ا޹ߧۄ٩ٔںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ ຿ྟ࿯࿆ ܾۄٔ، `pd.read_csv('network_logs.csv')`). ،ًౕ౐ގۉ) CSV

SYN. أ౐ཬౕم وཬۛد اઓ࡚ޫގܽ ત်ދ ގۉݺ ގ୶୐ات ގ٢ ᅛᅉاހߚہ ۰णऎۼٔت ௠௑ۉݺ ޹୸୐٫ة
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import pandas as pd
import numpy as np

# 1. Create a dummy dataset mimicking network traffic
data = {

# Feature A: Average size of packets in the flow (Bytes)
'packet_size': [64, 1500, 64, 200, 64, 1500, 500, 64, 1500, 64],

# Feature B: Number of SYN flags (High counts often indicate scanning/DoS)
'syn_count': [0, 0, 1, 50, 0, 0, 20, 0, 0, 100],

# Feature C: Duration of the connection (Seconds)
'duration': [0.1, 5.2, 0.1, 1.5, 0.2, 10.0, 0.5, 0.1, 8.5, 2.0],

# Target Label: 0 = Benign, 1 = Attack
'label': [0, 0, 0, 1, 0, 0, 1, 0, 0, 1]

}

df_flows = pd.DataFrame(data)
X = df_flows.drop('label', axis=1) # Features
y = df_flows['label'] # Target labels

print("--- Data Loaded ---")
print(X.head())

.cybersecurity ੐അٔڛٔت ܽཬߵᇔ஫஥ وઓઉ޴ ᇔ༿༯ںݺ :1 ا઒࡚ߧߵة :34 Listing

ا۱زثׅ،ׅت ؏٭݈ࠕ࠰ :2 اߋਃݘݦة 2 .6 .2
إذا أڛܹ ހ޼ޑٔن `stratfiy=y` ଺ଦۇཾۛم اܗۇۂر. ܽཬߵᇔ஫஥و ഫ೾رणऎ ܽཬߵᇔ஫஥ ቙ቌإ ٔਗ਼ഋٔٔڛ੐അ ੝അۼߗࢤࢿ ڛۼߵم
اਣਞܗۇۂر ܽཬߵᇔ஫஥ ގޓ 30% و ഫ೾اހۇۛر ܽཬߵᇔ஫஥ ގޓ 30% ۰ٓن ޷ٔراً، ٔਗ਼ഋٔٔڛ੐അ ቟ቌٔᇔᇆإ ގޓ 30% ჱႚن
اਛਗۇߵازڛܽ. ୸୐ཧ اਦਞގޓ ੐അٔڛٔت ቟ሺ "اਢਞߏٔرة" ৓ৈཬ ࡼࢂࢇ۽ٔظ اᇔᇒਦਞںܽ ژٔހٝ ંੳأ ܾۚا أڑً޼ٔ. ޷ٔرة ߌۇݪߵن

from sklearn.model_selection import train_test_split

# 2. Split Data (70% Train, 30% Test)
X_train, X_test, y_train, y_test = train_test_split(

X, y, test_size=0.3, random_state=42, stratify=y
)

print(f"Training shape: {X_train.shape}")
print(f"Testing shape: {X_test.shape}")

اހ۽ڷٔت. ଺ଦڂ ৓ৈཬ اઓ࡚۽ٔظ ގ٢ اހہںٔڛٔت ڞۼߗࢤࢿ :2 ا઒࡚ߧߵة :35 Listing

Cross-Validation و ا࠸ࡓࡤݦذج اڈظثׅر :3 اߋਃݘݦة 3 .6 .2
ڑۼٔوم و ܜںۛ წ჊ଽଣ اఽ఼సۇކߧܽ اހٰۛدڑܽ اހہںٔڛٔت ގ٢ ੝೾ٰٔގݺ ਦਞڛܹ Random Forest ގ޾ۄۥ ศ༃ۇٔر
اࣇ࣢ࣳߵذج ჱႚن إذا ٔᇦᇥ ጺጴۇܩۼޞ Cross-Validation ଺ଦۇཾۛم ،቟ሃٔጨ጗اހ ഫ೾اހۇۛر ۯہݺ .overfitting

.ᅺᅲጪྑ ੐അٔڛٔت ਗ਼അۼٔط ۰ۼߡ ษૉߦߵߣًٔ ჱႚن إذا أو ގߗۇۼޭاً
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from sklearn.ensemble import RandomForestClassifier
from sklearn.model_selection import cross_val_score

# 3. Initialize Model and Check Stability
model = RandomForestClassifier(random_state=42)

# cv=2 splits the training data into 2 parts to validate performance
scores = cross_val_score(model, X_train, y_train, cv=2, scoring='accuracy')

print(f"Cross-Validation Scores: {scores}")
print(f"Average Stability: {scores.mean():.2f}")

اࣇ࣢ࣳߵذج. اߌۇۼޭار ގޓ ጺጴۇܩۼޞ Cross-Validation اߌۇཾۛام :3 ا઒࡚ߧߵة :36 Listing

ا۱ٮׅ׿٭ڮ اঌঈס௕ௐׅت ܨزݒ :4 اߋਃݘݦة 4 .6 .2
اอ௦ਦਞٔر ގޓ ศૉۇކ۽ܽ أཬۛاداً อ༃ޭب `GridSearchCV`. ژٔߌۇཾۛام ૳૗ڞݪߵ أ۰޼ݺ ٩ޓ ౽ಸಣٷ

.F1-score أ۰޼ݺ ڑٰߧࠃ ٔጨዤأ ހ୸୚ى (`n_estimators`)
from sklearn.model_selection import GridSearchCV

# 4. Hyperparameter Tuning
# We test: 10 vs 50 trees, and varying depth
param_grid = {'n_estimators': [10, 50], 'max_depth': [None, 5]}

grid_search = GridSearchCV(
RandomForestClassifier(random_state=42),
param_grid,
cv=2,
scoring='f1' # Optimize for F1 because attacks are rare

)
grid_search.fit(X_train, y_train)

best_model = grid_search.best_estimator_
print(f"Best Parameters: {grid_search.best_params_}")

.৓ৈۉਛਗا اཬਢਞۛادات ৓ৈཬ ጺጴٰۉߵر اࣇ࣢ࣳߵذج ޷ہߡ :4 ا઒࡚ߧߵة :37 Listing

و؏٭ثث܂ڪ ا࠸ࡓࡤݦذج ಜ౯ࡿ࢔ر :5 اߋਃݘݦة 5 .6 .2
Testing ৓ৈཬ ࿯࿉ہߪات ژٰޑݺ اࣇ࣢ࣳߵذج ڑۼߵم أ౐ཬౕه، ٔጨግކཬ اހٰۉߵر ኢና ๮๓اހ اཬਢਞۛادات أ۰޼ݺ ژٔߌۇཾۛام
اހۇۼٔߤܹ ܜߵدة ގۛى ژٔހ޼ہߡ ހ୸୚ى ڞ޾࿯ںۥ ڞۼޭ࠙ࡂ ଺ଦۇཾۛم ۯہݺ). ގޓ ࠙ࡂܾٔ ኢት ๮๓اހ (اހہںٔڛٔت Set

ጺጴ݀ܭޑٔت.
from sklearn.metrics import classification_report

# 5. Final Evaluation
y_pred = best_model.predict(X_test)

print("--- Final Test Report ---")
print(classification_report(y_test, y_pred, target_names=['Benign', 'Attack']))

.ܽ੐೻ޭਛਗا ୸୐ཧ اਣਞܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ اਛਗ޼ہߵط اࣇ࣢ࣳߵذج ڞۼںࢤࢿ :5 ا઒࡚ߧߵة :38 Listing
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ا૧ુঌঈة أᅅᅃثڮ :6 اߋਃݘݦة 6 .6 .2
*ߌ࿬ڂ* ܾۚا ພ๽ັح ،cybersecurity ቟ሺ أᇔᇒںܽ؟" ୸ୟݘਦਞا ഞഈჱႚ ގ୶୐ة "أي اࣇ࣢ࣳߵذج: ଺ଦٗل أ୸୐཭اً،
٩ޓ ጺጴـݪߚۥ ٫ጺጴٔڑܽ ጨᖈޑًٔ `syn_count` ڑݪߵن أن ੝ഈߵۯ٢ ܾۄٔ، ގٔ. ཮ۛث ৓ৈཬ ౐ཬౕގܽ اࣇ࣢ࣳߵذج و޷٢

اணடܭޑٔت.
import matplotlib.pyplot as plt

# 6. Visualize Explanations
importances = best_model.feature_importances_
indices = np.argsort(importances)[::-1]

plt.figure(figsize=(8, 4))
plt.title("What did the model learn?")
plt.bar(range(X.shape[1]), importances[indices], align="center")
plt.xticks(range(X.shape[1]), X.columns[indices], rotation=45)
plt.ylabel("Importance Score")
plt.tight_layout()
plt.show()

ا୶୐ਛਗة. أᇔᇒںܽ ڞ޾ߵر :6 ا઒࡚ߧߵة :39 Listing

اၢျ۱ۿ۫ اย༐ঌঈوع ۉݦد 7 .6 .2
ጺጴۇۄ۽ںۚ. ۯٔژݺ ۛ཮وا ແྮڛ པႃٔࠠࡂڛ ቟ሺ أ౐ཬౕه ݘۚߵرة ਛਗا ا઒࡚ߧߵات ᇔᇆں٢ 40 ܽ௠ுٔاހۼ ٢ᇔགྷ༯

୑ୂׅໞڮ
cybersecu- ৓ৈཬ machine learning ހۇߧہںޞ اગ࡚ߵܾޭي اਦਞߌٔس اހ۽޾ݺ ܾۚا و޷٢ ހۼۛ
اހۇٰࠇࠋ ௠௎ٔذج واߌۇݪߚ۽ۄٔ DL و ML و AI ހـ اਦਞߌٔߌںܽ اਛਗ۽ܾٔࢤࢿ ٩ޓ اހ٫ޑߵض أزހۄٔ ހۼۛ .rity

ގޓ ا࿥ྐྵภฏߗںܽ، اࣇ࣢ࣳٔذج ཬٔڎ౐ౕت ٩ޓ ڞ౤౟ٰٵ ހۼۛ اᆀᅬݘںܽ. اਦਞڛߦޑܽ ᇔᇆں٢ أߌٔس წ჊ଽ଩ ๮๓اހ اਦਞߌٔߌںܽ
੝ഋ۽ߵق ๮๓اހ deep learning ڑٔت ގٰޑٔر ቙ቌإ ᅺლ჊݀ںਛਗا ጺጴہںٔڛٔت اਛਗۄٔߌہܽ اހღ჊ౕߌںݪںܽ ا઒࡚ߵارزގںٔت

اਛਗٰۼۛة. ا઒࡚ٔم اހہںٔڛٔت ގ٢
اਧਞن णऎرك ഞഈأ ౘፀጴގޓ. اਦਞڛߦޑܽ ܾۚه ހہۄٔء اހٰޑކںܽ اઓ࡚ۼٔڎޞ ৓ৈཬ رఉ௰ڛٔ ،ፈጴذ ގޓ اਦਞܾދ
precision ގۉݺ اހۇۼںࢤࢿ ގۼ࿥ྼٔ߁ اܗۇںٔر وྦྷັورة ،feature engineering ހـ ဋྑٔઓ࡚ا اᆁᅬور
و imbalanced data ٔጪྦྷޭڞ۽ ๮๓اހ اހـݪہ୸୐ة واހۇཿۛڑٔت اހ࿬ߗںߧܽ، اᆁᅬۯܽ ގޓ ً ਣਞणई recall و
ਛਗ݀ٔم ڞݪںں۽ܹ ௠௄ݪۄ݆ وणऎرอ໹ںًٔ ގ౤౟ߵߌًٔ ᇔᆳݺ ୸୐ߌ ৙ৈاހٰޑ اਛਗྟັوع ۯۛم .adversarial attacks

ڞߧہںۼٔت ቙ቌإ ੝ഈౕፀጴۼٔل ގߗۇٰۛ اਧਞن ഞഈأ اਦਞߌٔس، ܾۚا ގ٢ ژ݆. ا઒࡚ٔ޹ܽ اਦਞގޓ ੐അٔڛٔت ษ༆ކںݺ
وذݘںܽ. ڑܽ ۯߵ د۰ٔع أڛߦޑܽ ਗ਼അٔء ቟ሺ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ڞۼۛގًٔ ୸ୟأݘ
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1 import pandas as pd
2 import numpy as np
3 import matplotlib.pyplot as plt
4 from sklearn.model_selection import train_test_split, cross_val_score, GridSearchCV
5 from sklearn.ensemble import RandomForestClassifier
6 from sklearn.metrics import classification_report
7
8 # --- 1. DATA LOADING ---
9 data = {

10 'packet_size': [64, 1500, 64, 200, 64, 1500, 500, 64, 1500, 64],
11 'syn_count': [0, 0, 1, 50, 0, 0, 20, 0, 0, 100],
12 'duration': [0.1, 5.2, 0.1, 1.5, 0.2, 10.0, 0.5, 0.1, 8.5, 2.0],
13 'label': [0, 0, 0, 1, 0, 0, 1, 0, 0, 1]
14 }
15 df_flows = pd.DataFrame(data)
16 X = df_flows.drop('label', axis=1)
17 y = df_flows['label']
18
19 print("--- Data Sample ---")
20 print(X.head())
21
22 # --- 2. DATA SPLITTING ---
23 X_train, X_test, y_train, y_test = train_test_split(
24 X, y, test_size=0.3, random_state=42, stratify=y
25 )
26
27 # --- 3 & 4. TUNING AND TRAINING ---
28 # We combine cross-validation and grid search
29 param_grid = {'n_estimators': [10, 50], 'max_depth': [None, 5]}
30 grid_search = GridSearchCV(
31 RandomForestClassifier(random_state=42),
32 param_grid,
33 cv=2,
34 scoring='f1'
35 )
36 grid_search.fit(X_train, y_train)
37 best_model = grid_search.best_estimator_
38
39 print(f"\nBest Parameters: {grid_search.best_params_}")
40
41 # --- 5. EVALUATION ---
42 y_pred = best_model.predict(X_test)
43 print("\n--- Final Test Report ---")
44 print(classification_report(y_test, y_pred, target_names=['Benign', 'Attack']))
45
46 # --- 6. VISUALIZATION ---
47 importances = best_model.feature_importances_
48 indices = np.argsort(importances)[::-1]
49
50 plt.figure(figsize=(8, 4))
51 plt.title("Feature Importance: What drives the alerts?")
52 plt.bar(range(X.shape[1]), importances[indices], align="center")
53 plt.xticks(range(X.shape[1]), X.columns[indices], rotation=45)
54 plt.ylabel("Importance")
55 plt.tight_layout()
56 plt.show()

اހणँۛጨጚات. ڞ޾࿯ںۥ ਛਗྟັوع اހჱ჊ގݺ اਛਗ޾ۛري اހـݪߵد :40 Listing

63



واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ܽอૉ୸ୗਛਗا اਣਞਧਞت، ቟ሺ اހ࿬ྟັي اჱႚᆀᅬء ჱႚٔษૉة :Artificial Intelligence ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء AI
اހۼޭارات. واศ༆ٔذ اހہںٔڛٔت ހۇཿކںݺ ཭ٔ޹ܽ اਛਗ݀ٔم، وأ௠௑ۇܽ واਣਞߌۇਣਞۛل ጺጴۇٰࠇࠋ

ގޓ ܽཬߵᇔ஫஥ :Application Programming Interface اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ API
أن ௠௄ݪޓ اހہٰ޲. ٔጪྫྷٰژ ގ٢ ژٔހۇߵا޹ݺ ศૉۇކ۽ܽ ࠠࡂอૉںܽ ހۇߧہںۼٔت ଺଩ޑ܇ ๮๓اހ واਦਞدوات ۛཬاހۼߵا
ر࿥ྐྵߗںܽ. vulnerability أގۄںܽ ڡ٫ޭة اਧਞގۄܽ ୸୐ཧ APIs اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ٔت ڞݪߵن
Adversarial Tactics, Tech- ࡼࢂࢆ޾ߵم اހٰٔގܽ ܽ۰ޭٰਛਗوا واހۇۼۄںٔت اހۇݪۇںჱ჊ت ATT&CK
وᏏߤٔر knowledge base ގٰٔرف ۯཬٔۛة :niques, and Common Knowledge

ً ਗ਼അٔء ဋྮ઒࡚ا إจ෯اءات ڑ޾ۄۥ MITRE ގޓ ਛਗٔཬںًٔ إހںܹ اހߵ޹ߵل ௠௄ݪޓ framework ᇔᆳݺ
اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ގޓ ގ౐ౕܘߦٔت ৓ৈཬ

CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث ቟ሺ ແྑٔأߌ ގہۛأ :Availability اހۇߵا۰ޭ Availability
.ٔጨግإހ ིܽٔઓ࡚ا ٩ۄۛ ணடދ اਛਗྮັح ෡ෆߗۇཾۛގ౤ᎈጴ ܽ཮ٔގۇ واހہںٔڛٔت اਦਞڛߦޑܽ أن ڑ޼ޑޓ

at- اਛਗ݀ٔܜދ ٔጨᖈۛཾۇ଺ଜ ๮๓اހ اਣਞڞ޾ٔل ۯۄٔة :Command and Control ଎଀ཿواހۇ اހۼںٔدة C2
اހہںٔڛٔت. واߌۇܨޭاج ،ંੳواਦਞا وᏏ޹ۛار ୸ଢ଼ᝉศૉق، ڛߦٔم ৓ৈཬ اހߗںߧޭة ৓ৈཬ ࡼࢂࢇ۽ٔظ tacker

،୸ୗأݘ ᅺᅲਇয় ގޓ ގߚۇۼܽ اހہںٔڛٔت ގޓ ޹୸୐٫ة ᅺᅲਇয় :Checksum اਣਞܗۇۂري اూ఼సޑߵع Checksum
቟ቌٔوژٔހۇ اਦਞ޹ކںܽ، اހہںٔڛٔت ቟ሺ ٔጨያ اਛਗྮັح ୸୐ཧ اހۇ٫ں୸୐ات أو اਦਞܗߧٔء ٩ޓ ጺጴـݪߚۥ ଺଩ۇཾۛم

.integrity اހߗ౐ౕގܽ ᇦᇢٔن
اਦਞߌٔߌںܽ اਦਞܾۛاف ௠௄ۉݺ ແྑٔأߌ ๮๐أގ ௠௎ߵذج :CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث Triad CIA
واހۇߵا۰ޭ ،Integrity واހߗ౐ౕގܽ ،Confidentiality اހྜັڑܽ اਛਗٰࡇࡗގٔت: ਦਞގޓ Availability.اހۉ౐ౕڡܽ

CIA ڑܹ إ أي ແྜاހ ڡٔހߵث ቟ሺ ແྑٔأߌ ގہۛأ :Confidentiality اހྜັڑܽ Confidentiality
ணடދ. اਛਗྮັح ۰ౘፀጴޭاد ۰ۼߡ ܽ཮ٔގۇ اઓ࡚ߗٔߌܽ اਛਗٰࡇࡗގٔت أن ڑ޼ޑޓ Triad

اހ࿲ߗކߗݺ ڑ޾ۥ ௠௎ߵذج :Cyber Kill Chain ቟ሐا୸ୗاހߗں اހۼۇݺ ᅺᅲߌކߗ Chain Kill Cyber
.቟ሐا୸ୗߌں อซߵم ހۇۄ۽ںۚ ٔணடᄫᄝჽإ ဋྮ઒࡚ا ৓ৈཬ อ໹ڂ ๮๓اހ ౤ᎈጴޭا཮ݺ ቟ሧاࣇ࣢ࣳߵذ

อซߵم :Denial-of-Service (DoS) ا઒࡚ۛގܽ ત်ڂ อซߵم (DoS) Denial-of-Service
ᅛᄷޭษༀ إ٤ંاۯ݀ٔ ڑޞ ߤޭ ٩ޓ ෡ෆاހ٩ັྟں ෡ෆߗۇཾۛގ౤ᎈጴ ܽ཮ٔގۇ ୸୐ཧ ཭ۛގܽ أو ڛߦٔم ગٰ࡚ݺ ގ޾ޑދ

ߤކۂت. أو ੳંور
cryptographic ୸୐۽ଽ଩ ڞۼۄںܽ :Digital Signature اᇔᆷภฏࠃ اހۇߵۯں٢ Signature Digital

ڞ٫ں୸୐ه. ڑࢱࢿ ኢት أڛܹ ᅢᄷڑߪ ٔᇦᇥ رᇔᆷࠃ، ގކۥ أو ᅺᅬٔرߌ وߌ౐ౕގܽ ᅺᅬٔأ޹ ގޓ ጺጴۇܩۼޞ ଺଩ۇཾۛم
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ގޓ ۰ڷܽ :Endpoint Detection and Response ܽ੐೻ٔጨ጗اހ اހۄۼٔط واߌۇྃٔژܽ ݘߚۥ EDR
اހᇔᆍہںߵࠦࡂ أܜ݀ޫة (ގۉݺ ෡ෆ੐೻ٔጨ጗اހ ෡ෆߗۇཾۛގਛਗا أܜ݀ޫة ژ೰ೢᖹٔޭار ࠦࡂاۯڂ ๮๓اހ اਦਞގۄںܽ اਦਞدوات

.ٔணட واਣਞߌۇྃٔژܽ اਛਗۇۼۛގܽ اހणँۛጨጚات ٩ޓ ጺጴـݪߚۥ وا઒࡚ߵادم) ᅺᅬ఼ాޑߵసا
اਛਗކ۽ٔت ࿯࿉ߗںޞ :Executable and Linkable Format واภฏژߡ ጺጴۇۄ۽ںۚ ۯٔژݺ ࿯࿉ߗںޞ ELF
ܽጨግ࿬اހߚ اހ࿲ߚ٫ںݺ أڛߦޑܽ وގٰߦދ ހںۄݪ߁ أڛߦޑܽ ৓ৈཬ ጺጴۇۄ۽ںۚ ᅺᅲاހۼٔژ واၗਗݪۇۂت པႃا୸ୗጺጴ ແྑٔاހۼں

੐അߵڛݪ߁.
ጺጴۼޭاءة ۯٔژݺ ୸୐ཧ ࿯࿉ߗںޞ ቙ቌإ اހہںٔڛٔت ڑݺ ษ༆ߵ ᇔᆳކںܽ :Encryption ୸୐ߚ۽࿲اހ Encryption
ًٔ཮ٔގ۽ۇ ંੳਦਞا ੝೾ߧކڂ .confidentiality ٔጨጚ᛹ັྑ ਲਭੂٔڑܽ (ciphertext ގߚ۽ޭ (ڛ޴

ጺጴۼޭاءة. ᅺᅲۯٔژ ੐അٔڛٔت ቙ቌإ ٔጨዱٔدཬᏏو ܾٔ୸୐۽ଽ଩ ހ۽݆
წ჊ଽଣ ษ໹ۛد ๮๐أގ ڛߦٔم ގޓ ࿯࿉ہںܹ :False Positive ཭ٔߤڷܽ ܽ੐അٔอ໹إ ࿲࿆ںྃܽ Positive False

޷ٔر. أڛܹ ৓ৈཬ ᇔᇂںۛاً ߤہںٰںًٔ ଽଦٔߤًٔ ษวں܇ ୸୐ཧ
ڑ޼ޑޓ ๮๐أގ ۰ޭع :Identity and Access Management واހߵ޹ߵل ڑܽ اணடߵ إدارة IAM

اހۇݪۄߵހߵܜںٔ. ގߵارد ቙ቌإ اހߵ޹ߵل ގޓ اਛਗۄٔߌڂ اਛਗߗۇߵى ጨዤᆁᅬދ ෡ෆۄٔߌہਛਗا ا۰ਦਞޭاد أن
أଽଦߧܽ ࠦࡂاۯڂ أގۄںܽ أداة :Intrusion Detection System ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم IDS

.ٔጨ጗٩ ژਢਞٔژ౐ౕغ وڞۼߵم ጺጴߗںٔߌٔت اჱႚٔጨጚᜃت أو ޷ٔرة أ௠௎ٔط ٩ޓ ษༀۉًٔ اހۄߦٔم أو ᅛᅉاހߚہ
৓ৈཬ ఉ௰࠙ࡂ CIA Triad ڑܹ إ أي ແྜاހ ڡٔހߵث ቟ሺ ແྑٔأߌ ގہۛأ :Integrity اހߗ౐ౕގܽ Integrity

إذن. دون ܾٔ୸୐ڞ٫ں ཬۛم ڑ޼ޑޓ ٔᇦᇥ اހہںٔڛٔت، وގߵڡߵۯںܽ دۯܽ ৓ৈཬ اઓ࡚۽ٔظ
ގޓ أฆ෯اء أو ܽ੐೻ٔܜۄ ᅺᅬأد :Indicators of Compromise ا୸ଢ଼཭ਣਞاق ގߪྔັات IOCs
จ෪ق ཮ۛوث ቙ቌإ ୸୐ଽ଩ اހۄߧٔۯٔت) أᇦᇗٔء أو IP ૳૗٩ۄٔو أو اਛਗކ۽ٔت อ༆ޫڎٔت (ގۉݺ اހہںٔڛٔت

.๮๐أގ
ގޓ ੝ഋߧކڂ أގۄںܽ آހںܽ :Multi-Factor Authentication اހٰߵاގݺ ގۇٰۛدة اਛਗ޾ٔدۯܽ MFA
ڛߦٔم. أو ܘߗٔب ቙ቌإ ހࡇࡗ޹ߵل اఽ఼సۇކ۽ܽ اހۇܩۼޞ ٩ߵاގݺ ގޓ ୸ୟأݘ أو ෡ෆཬڛߵ ኢኆۛڞۼ اਛਗߗۇཾۛم

.ATT&CK اڛߦޭ ATT&CK MITRE
National Institute of Standards and واހۇݪۄߵހߵܜںٔ ୸୐ٰٔڑ౤ᎈጴ ๮๐اހߵߤ ٰۛ݀ਛਗا NIST
.቟ሐا୸ୗاހߗں ౘፀጴގޓ ގߪࠩࡂة ᇔᆳݺ وأߤޭ ୸୐ގٰٔڑ ڞ޼٢ أੳંڑݪںܽ ཮ݪߵގںܽ ᅺᅬჱႚو :Technology

اਛਗކۇۼߧܽ ࡼࢂࢇޫم اਦਞوހںܽ اހہںٔڛٔت ৓ৈཬ ษ໹ۇߵي ގކۥ :Packet Capture اઓ࡚ޫم اހۇۼٔط PCAP
ጺጴۇཿކںݺ. ᅛᅉاހߚہ ੳંور ᅛᄷޭઓ࡚ ً ౕ౐ގ۽޾ ً ౕ౐อ௣ ڑߵ۰ޭ ٔᇦᇥ ،ᅛᅉߏہ ގޓ
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واၗਗݪۇۂت པႃا୸ୗጺጴ ແྑٔاހۼں اਛਗކ۽ٔت ࿯࿉ߗںޞ :Portable Executable اస఼ాޑߵل ጺጴۇۄ۽ںۚ ۯٔژݺ PE
وਗ਼೾ۛوز. ٫ଽ଩ںݺ ڛߦٔم ژߵاߌߧܽ اਛਗߗۇཾۛގܽ ጺጴۇۄ۽ںۚ ᅺᅲاހۼٔژ

ᇔᆳކںܽ :Static Application Security Testing ഞഅٔاހۉ اހۇߧہںۼٔت أގٔن اܗۇۂر SAST
۰ٰކںًٔ. اހـݪߵد ٫ଽ଩ںݺ دون أގۄںܽ ڡ٫ޭات ٩ޓ ษༀۉًٔ ጺጴۇߧہںޞ اਛਗ޾ۛري اހـݪߵد ษ༆ކںݺ

ིۛار ގۉݺ ގ޼ٔد، أو ቟ሃٔوۯ إจ෯اء :Security Control ๮๐أގ ޷ٔژߡ Control Security
اఽ఼సٔߤޭ ڞۼކںݺ أو اݘ࿲ߚٔف أو ހۇܭۄڂ و޷ٰܹ ڑࢱࢿ ،encryption ୸୐ߚ۽࿲اހ أو firewall اਲਭੂٔڑܽ

اਦਞގۄںܽ.
ཬٔم ގ޾ߧކ܇ :Security Telemetry ژٰۛ ٩ޓ اਦਞގٔن ੐അٔڛٔت Telemetry Security
ގޓ ٰٔ݀ᇔᇆ ڑࢱࢿ ๮๓اހ (ᅛᅉاހߚہ ۰णऎۼٔت اހߗ౐ౕྃت، (ގۉݺ اਦਞގٔن ੐അٔڛٔت ގޓ واߌٰܽ ܽཬޑߵూ఼స

واހۇཿކںݺ. ౤ᎈጴޭاۯہܽ اᇔᆷภฏںܽ اހہ࿥ڷܽ أษ༃ٔء ᇔᇆں٢
ഫഈིٔ ቙ቌإ ఉ௰ંੳي، ڑޞ ޭ۰ :Security Operations Center اਦਞގޓ ᇔᆳކںٔت ఉ௰ંੳ SOC
޷ۛ ގۄߦޑܽ ٩ޓ وا۰ᆁᅬٔع اਛਗߗۇޑޭة اਛਗޭاۯہܽ ٩ޓ ގߗߪول ژܹ، ا੗ഋޭਛਗߧܽ واހٰޑކںٔت اހۇݪۄߵހߵܜںٔ

.ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات
٩ޓ จ෪آ ৺য়ٔن ศ௦޾ںܽ ا౽ಸ಩ٔل ቟ሺ པႃٔࠠࡂڛ أو ศ௦޴ ۰ںܹ ದ౳಼܇ อซߵم :Spoofing اಸ಩౽ਣਞٔل Spoofing

IP. ٩ۄߵان أو ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ੳંߌݺ ގۉݺ اހہںٔڛٔت، ࠦࡀ੐೾ۥ ڑޞ ߤޭ
౤ᎈጴ݀ٔܜދ ଺଩ޑ܇ ഫ೾اހߵ ቟ሺ أގۄںܽ ڡ٫ޭة :SQL Injection إل ݘںߵ إس ܘۼޓ Injection SQL
اހہںٔڛٔت. ਣਞߌۇܨޭاج ཧٔހۂً ੐അٔڛٔڞܹ، ۯཬٔۛة ቙ቌإ اހۇߧہںޞ ࠙ࡂߌކ݀ٔ ๮๓اހ اਣਞߌۇ౐ٰౕގٔت ቟ሺ ژٔހۇ཭ۛݺ
቙ቌإ ᅺᅲ఼ాۇޑసا اހणँۛጨጚات ڑ޾ۄۥ اހणँۛጨጚات ࣇ࣢ིࣳۚܽ ᇔᆳݺ إߤٔر :STRIDE णँ୸ଢ଼ߌ STRIDE
،Repudiation واހۇۄ޾ݺ ،Tampering واހٰہٷ ،Spoofing اಸ಩౽ਣਞٔل أڛߵاع: ߌۇܽ
Denial of Ser- ا઒࡚ۛގܽ وત်ڂ ،Information Disclosure اਛਗٰࡇࡗގٔت Elevation.وݘߚۥ of Privilege اਣਞގۇںٔزات ور٢۰ ،vice

ހ࿯ߚٔط اગ࡚ߵدة ቟ቌٔཬًو ౕ౐ގ۽޾ ًౕ౐ܭں଺଩ ڞߵ۰ޭ ގٔڑச୿وߌߵ۰ٵ ގޓ أداة :Sysmon ߌ࿥ߗޑߵن Sysmon
.ᅛᅉاހߚہ واڞ޾ਣਞٔت اހٰޑކںٔت إଽଦٔء ގۉݺ وਗ਼೾ۛوز، ৓ৈཬ اހۄߦٔم

ހߗ౐ౕގܽ ގۂྔັ णँۛጨዱ وܾߵ ጺጴہںٔڛٔت، ژܹ اਛਗྮັح ୸୐ཧ اހۇٰۛڑݺ :Tampering اހٰہٷ Tampering
.data integrity اހہںٔڛٔت

و੐അٔڛٔت ގٰࡇࡗގٔت :Threat Intelligence اހणँۛጨጚات اߌۇܨۂرات Intelligence Threat
وأߌٔހںጨጔދ، ෡ෆᇔᇆٔ݀ਛਗا ٩ޓ ڞ۽ٔ޹ںݺ ፈጴذ ቟ሺ ٔ௠ோ اހۄٔߏڷܽ، أو اઓ࡚ٔހںܽ ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ܘߵل

اਦਞގۄںܽ. اހۼޭارات ਢਞرߏٔد ଺଩ۇཾۛم
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წ჊ଽଣ ษ໹ۛد ๮๐أގ ڛߦٔم ގޓ ࿯࿉ہںܹ :True Positive ܘۼںۼںܽ ܽ੐അٔอ໹إ ࿲࿆ںྃܽ Positive True
أގۄںًٔ. णँۛጨዱاً أو ܘۼںۼںًٔ ޷ٔراً ଽଦٔߤًٔ ษวں܇

:Tactics, Techniques, and Procedures واจ෯ਢਞاءات واހۇۼۄںٔت اހۇݪۇںჱ჊ت TTPs
اணடܭߵم. أਗ਼എٔء ဋྮ઒࡚ا وأߌٔހںڂ ߌࡇࡗك ހߵ޹ۥ اހणँۛጨጚات اߌۇܨۂرات ቟ሺ ଺ଜۇཾۛم ގ޾ߧކ܇
ഫ೾اހߵ ቟ሺ اਦਞގۄںܽ اހۉ٫ޭات ގޓ ڛߵع :Cross-Site Scripting اਛਗߵاۯ٢ ୸ୗཬ اހۄ޾ںܽ ܽอૉ୸ୗاހ XSS
اਛਗߗۇཾۛގߵن ܾܾٔۛٔଽଜ ๮๓اހ ഫ೾اހߵ ޹۽ཿٔت ቟ሺ ޷ٔرة ࠠࡂอૉںܽ ڛ޾ߵص ษༀۼޓ ౤ᎈጴ݀ٔܜދ ଺ଜޑ܇

اจ෪ਧਞون.
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2 ོ།ا۱٭
௉኱እۿ܄ ا۱ظݘزثߒߩ ᇐᆺׅܪݘصঔএا اၢဋჱოء

ᇐᆁا૩ૈا۱݈ث
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ݘں۽ںܽ ཐڑߵࣂ و ،Cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ษૉۛدة ਣਞٔอૉت ቟ሺ اગ࡚ޫء ܾۚا ੝೾ٰޑޞ
ߌںۼۛم اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ቟ሺ ܽཿކਛਗا اਛਗߚღ჊ౕت ઓ࡚ݺ اఽ఼సۇކ۽ܽ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞۼۄںٔت ڞߧہںޞ

``` ጨᖈٔراڞ݆. ހہۄٔء وގۉ୸୐اً ศૉ޾ً޾ٔ ًٔཬގྟັو ۰޾ݺ წႚ
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3 ؉ׅب
رׅܽ׿۫ ۿལۛ݋ٖ ۿظၢျۿ۫: ۿย༐وع

Phishing) ᇐᆽׅډظثঔএا ا۱ظܯثٌ
(Email Detector

(Introduction) اঌঈ٭ٌۿڮ
ذჱႚء াদॺ ڞߧߵ࠙ࡂ ۰ٓن ژٔرزة، ᅺლ჊ގߚ ௠௑ۉݺ (cyber threats) ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ਦਞن ڛߦޭاً
ཐڛߵࣂ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء اᇔᇒਦਞںܽ. ژٔހٝ ގۇߧކۂً ڑٰۛ ੳંڛܽ (artificial intelligence) ቟቉ٔا޹ߧۄ
اހۇ޾ںۛ اڞ޾ਣਞٔت ୶୐ࣇࣥࣳں (machine learning) ቟ቌਧਞا ጺጴۇٰࠇࠋ ߏٔގݺ ᇔᆳݺ إߤٔر اހ۽޾ݺ ܾۚا ቟ሺ
ڑܽ اހۄߦޭ اࣇ࣢ࣳٔذج ގޓ ܽཬގۇۄߵ ܽཬߵᇔ஫஥ మੱߗਛਗا ܾۚا ࿯ྼߗޞ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ .(phishing) ቟ቌٔܘۇںਣਞا
،ፈጴذ ৓ৈཬ ౐ཬౕوة دۯںޞ. ਗ਼ഋ۽ںۚ وڞߧہںޞ وڞۼںࢤࢿ ܽગٰ࡚ٔގ ౐཭ౕل ގޓ اހߗٔژۼܽ اਦਞۯߗٔم ቟ሺ ٔጪྜ࿥ڞٗߌ ኢና ๮๓اހ
اހـݪߚۥ آހںٔت อ༆ٰݺ (phishing vectors) ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ހۄߵاۯݺ اੳۛਛਗંة اހߧہںٰܽ ۰ٓن
اހۇཿۛي ܽཧٔ޹ں ৓ৈཬ ᅢᄷڛߪ اހጨ጗ٔڑܽ، ቟ሺ ੳંڛܽ. د۰ٔع اߌ୸ଢ଼اಜಀ಼ںܽ أي ᇦᇢޓ ٫ጺጴٔڑܽ ጨᖈޑًٔ ᇔᆳݺ إߤٔر ቟ቌਧਞا
،቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ూ఼సޑߵཬٔت ژ޾ޑٔت وو޷٢ اਛਗٰࡇࡗގٔت، ܽગٰ࡚ٔوގ اހہںٔڛٔت، واݘ࿲ߗٔب ،৙ৈކںཿاހۇ
وڞۼںࢤࢿ ،(class imbalance) اހ۽ڷٔت ڞߵازن ཬۛم واߌ࿲ںٰٔب ୶୐ᇦᇥة، ௠௎ٔذج ގޓ اਣਞߌۇ۽ٔدة ގ٢
ڑܽ اހۄߦޭ اހۇܭणँޭات ގޓ ا੝ഈਣਞۼٔل ৓ৈཬ ژٔހۼۛرة ෡ෆޑٔرߌਛਗا اހٰޭض ܾۚا ߌ୶୐ود ،ፈጴᆀᅬ اހٰޑݺ. إߤٔر

۰ٰٔل. ቟቉ٔ۰د ศૉߧߡ ࿯࿉ߗںޞ ቙ቌإ
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Problem Fram-) ا۱زثׅ،ׅت واۉལ݈ׅب ძ။ျ݋ঌঈا ܪث໘ׅڮ 1 .3
(ing and Data Acquisition

ແྑٔߌਦਞا اਛਗۇߧކڂ წ჊ଽଜ دۯںޞ ܾۛف णँۛษ༆ ۰ٓن ،წႚٔގߚ ઼શศ༆ ܽษลاހߵا ୸୐ཧ اਦਞܾۛاف ਦਞن ڛߦޭاً
اހۇ޾ںۛ ڛߵاۯݺ ୶୐ࣇࣥࣳں ܗ޾ںً޾ٔ ގ޾ޑޑًٔ ًٔဣંੳ ௠௎ߵذًིٔ ڛۼ୸ଢ଼ح اހߗ࿬ڂ، ணடۚا .቟ሴܗߵارز మੱގߗ أي ቟ሺ
،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اހߗކںޑܽ. اਣਞڞ޾ਣਞٔت ٩ޓ ا઒࡚ہ࿥ۉܽ (phishing vectors) ቟ቌٔܘۇںਣਞا
اਛਗٰۼۛة اఽ఼సߧߧٔت ޷ۛ ෡ෆ੐೻ٔጨ጗اހ ෡ෆߗۇཾۛގਛਗا ਲਭੂٔڑܽ اހۼ޾ߵى اހྫྷັورة ܾۚا اހٰޑݺ إߤٔر ଺ଜۇߵ٩ڂ

اઓ࡚ߗٔߌܽ. اހہںٔڛٔت ਣਞߌۇܨޭاج ا࿯ਛਗߗۼܽ
Phish-) ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ اݘ࿲ߚٔف ۰ٓن ژٔرزة، ᅺლ჊ގߚ ௠௑ۉݺ اހہںٔڛٔت ྑັۯܽ ਦਞن ڛߦޭاً
ਣਞߌۇܨޭاج اਛਗ޾ޑޑܽ ܽཬٔد઒࡚ا اਧਞހںٔت णँۛཿހۇ اᆁᅬۯںۼܽ اހۇཿކںކںܽ اހٰޑކںܽ ௠௄ۉݺ (ing Detection
اਣਞڞ޾ਣਞٔت دا཭ݺ ގۄܹ اހۇܩۼޞ ኢና ݘඞඃٔن اހۇߦܾٔޭ ౐཭ౕل ގޓ ቟ሐۯٔڛߵ ୸୐ཧ წ჊ଽଣ اހྜັڑܽ اਛਗٰࡇࡗގٔت
binary classifica-) ቟ሃٔاހۉۄ اހۇ޾࿯ںۥ ௠௎ߵذج ގޓ ଺ଦۇ۽ںۛ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء .[78] ܽ੐ഈو୸ଢ଼ހـݪਢਞا
ގྟັوع، إرߌٔل أو ቟ቌٔاܘۇں ڞ޾ںۛ ݘߚۚوذ إގٔ اڞ޾ٔل წႚ ୶୐ں௠௑و وษ༆ކںݺ ܽગٰ࡚ٔގ ౐཭ౕل ގޓ (tion

.1 .3 წ჊اހߚ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ

اހߚٔގݺ (machine learning pipeline) ቟ቌਧਞا اހۇٰࠇࠋ أڛ࿥࿃ٔڂ ઒࡚ߡ ቟ሐٔ٩ں ڞ޾ߵر :1 .3 წ჊ߏ
اހہںٔڛٔت اߌ࿲ںٰٔب ގޓ اጨ጗ਛਗܭࠃ اހۇۼۛم ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ ،቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ਣਞݘ࿲ߚٔف ا࿯ਛਗߚߵر

.቟ሃٔጨ጗اހ (binary classification) ቟ሃٔاހۉۄ اހۇ޾࿯ںۥ ௠௎ߵذج ቙ቌإ اਦਞوހںܽ

(Data Sources) ا۱زثׅ،ׅت ۿܯׅدر 1 .1 .3
اᆁᅬۯܽ ཬٔހںܽ ࿬ྼޭอ༆ںܽ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ৓ৈཬ اઓ࡚޾ߵل ڑߦݺ ܜںۛة، ੐അٔڛٔت ቙ቌإ ษ༆ۇٔج اࣇ࣢ࣳٔذج ਦਞن ڛߦޭاً
ގޓ ܽཬߵᇔ஫஥ ގޓ ଺ଦۇ۽ںۛ اހ٫ٔڑܽ، ணடۚه ษ༆ۼںۼًٔ ۰ٰٔل. ৙ৈކںษ༆ ᇔᆳݺ إߤٔر ഫ೾ހۇۛر اᇔᇒਦਞںܽ ژٔހٝ ގߧކۂً
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ڑۼۛم وހـݪۄܹ ܽษลوا ઀ੳاڑٔ ௠௎ߵذج წႚ ୶୐௠௄ ܘںٷ ،቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ހۇཿކںݺ اހہںٔڛٔت ގߗۇߵدཬٔت
णँޭ۰ة. ٫ଽ଩ںކںܽ ڞٰۼںۛات ڛ۽ߗܹ اހߵۯٵ ቟ሺ

ూ఼సޑߵཬٔت ژٔހ࿯ߗہܽ :(Publicly Available Datasets) ߭߳߼܂ڱݦر اঌঈظໟׅڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت •
.ᅺლ჊݀ںਛਗا اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ ܽཬߵᇔ஫஥ اჱႚਦਞد௠௄ںܽ اూ఼సۇޑٰٔت ັྟ࿯࿉ ࡼࢂࢋޑ݀ߵر، ܽ཮ٔۇਛਗا اހہںٔڛٔت
[40] (Enron Corpus) إࠣࡂون ܽཬߵᇔ஫஥ ގۉݺ ژٔرزة أرߏں۽ٔت ގޓ ଺ଦۇ۽ںۛ ،ᅺᅬٔઓ࡚ا ܾۚه ቟ሺ
اਛਗߗۇߵدཬٔت ގޓ ଺ଦۇ۽ںۛ ،ፈጴذ ގޓ اހٰݪ߁ ৓ৈཬ اހߗކںޑܽ. اਣਞڞ޾ਣਞٔت ގۇߧކۂت ހۇކہںܽ
UCI Ma-) ૳૗ٔ۰࠙ࡂ إ ቟ሺ ٔ੐ഈހں۽ߵرჱႚ ིٔގٰܽ ቟ሺ ቟ቌਧਞا اހۇٰࠇࠋ ގߗۇߵدع ፈጴذ ቟ሺ ٔ௠ோ ڑܽ، ఉ௰ޭਛਗا
ࡼࢂࢇ޾ߵل ،(Kaggle) ཧჱႚݺ ގۉݺ اހۇܭޑں٢ وގۄ޾ٔت (chine Learning Repository

ا઒࡚ہ࿥ۉܽ. اހۄߵاۯݺ ৓ৈཬ
اਣਞڞ޾ਣਞٔت أرߏں۽ٔت اߌۇཾۛام ۰ٓن ጺጴۇཿۛڑٔت، ژٔހ࿯ߗہܽ :(Challenges) ا۱ظ؂ٌ໰ׅت •
اჱႚٔጨጚᜃت ઓ࡚ۛوث ۰ޭ޹ܽ أڑً޼ٔ อ໹ކڂ وހـݪۄܹ اހٰٔހںܽ، اހۇܭ࿬ྼޭںܽ اހ޾౐ౕܘںܽ ጪປ๽ݺ اਦਞ޹ކںܽ
ࡼࢂࢆ޾ߵ޹ںܽ ޹ٔرގܽ ᇔᇂٔڑܽ ࿯࿉ߗںޞ ཬކںۄٔ อ໹ڂ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء ܗߧ୸୐ة. وܗ޾ߵ޹ںܽ أ౐཭ౕۯںܽ
ഫഈིٔ ቙ቌإ اހߚܨ޾ںܽ ڑۥ اހۇٰޭ ގٰࡇࡗގٔت ܽગٰ࡚ٔوގ ،෡ෆوڞٗގ णईۯܽ، ڑܽ اணடߵ إܗ۽ٔء ౐཭ౕل ގޓ
ݘߵߵਣਞت اހ୸ୗوڞ ܾۚه إᇔᇒٔل ۰ٓن ،ፈጴذ ৓ৈཬ ౐ཬౕوة اਛਗߗۇཾۛم. ގޓ ܽษ໹ັྩ ގߵا۰ۼܽ ৓ৈཬ اઓ࡚޾ߵل

ᇔᆳںۼܽ. وأ౐཭ౕۯںܽ ܽ੐ഈۯٔڛߵ ੝അۛا٩ںٔت ژٔހۇٰܭںݺ ጨዤۛد اހ޾ٔرގܽ
ڛߵاۯݺ ౺಩಼ޑں٢ ڛۼߵم اჱႚٔా఼సة، ጺጴہںٔڛٔت ژٔހ࿯ߗہܽ :(Simulated Data) اၢဋׅய஭னة ا۱زثׅ،ׅت •
ᇔ஫஥ߵཬٔت ٔጨግ۰ ڞݪߵن ๮๓اހ اހߗںٔۯٔت ቟ሺ ჱႚٔษૉة (phishing vectors) ቟ቌٔاܘۇں ڞ޾ںۛ
ڞߵހںۛ ڑߪߌ߁ .ٔጨᖈاߌۇཾۛا ௠௄ۄ٢ წ჊ଽଣ ܘߗٔߌܽ أو ހࡇࡗ޹ߵل ᅺᅲۯٔژ ୸୐ཧ اހۇܭ࿬ྼޭںܽ اހہںٔڛٔت

ގۼںۛة. ڞٰޑࢤࢿ ހۼٔژކںܽ ۰ޭ޹ܽ أڑً޼ٔ อ໹ކڂ وހـݪۄܹ آގۄܽ، ڞߧߵ࠙ࡂ ࿥࿃ڷܽ اਣਞ޹ߧۄ٩ٔںܽ اూ఼సޑߵཬٔت

Data Collection and) اঌঈ݈ز٭ڮ واঌঈסׅߋਈڮ ا۱زثׅ،ׅت ᅅᄷד 2 .3
(Preprocessing

ގۄߦޑܽ ୸୐ཧ ڞݪߵن ܽ੐ഈو୸ଢ଼ހـݪਢਞا اਣਞڞ޾ਣਞٔت ᇔ஫஥ߵཬٔت ۰ٓن ڑܽ، ۰ߵ޷ߵ اਦਞوހںܽ اހہںٔڛٔت ਦਞن ڛߦޭاً
HTML) وࠦࡂގ୶୐ات اހٰٔدي، واހۄ޴ اހۇߵܜںܹ، رؤوس ގޓ ގٰۼۛاً ًٔอ໹઀ੳ ڞ٫ކۥ ܘںٷ ،ٔጨጚٰژߧہں
ގޓ ا઒࡚ٔم ቟ሓٰٔࡇࡗގਛਗا اހߧںۥ ܾۚا ڞٰۼࢤࢿ ࿯੝അߗںޞ ڛۼߵم ،ፈጴᆀᅬ .ܽ੐೻ٔاހۉۄ واਲਭੂߵਣਞت ،(encodings

ጺጴۇٰࠇࠋ ࿯࿉ہߪي ᇔᆳݺ إߤٔر أي دا཭ݺ ٔ݀อૉد ۯہݺ اހہںٔڛٔت ᅺლ჊وܾں واހۇٰۼࢤࢿ، اᆁᅬۯںۼܽ، ܽગٰ࡚ٔਛਗا ౐཭ౕل
.(machine learning) ቟ቌਧਞا

74



(Text Cleaning) ا۱صܥ ౼োݗثٖ 1 .2 .3
ހۇݪںںۥ اਦਞߌٔߌںܽ اਧਞހںܽ წ჊ଽଜ اހۄ޾ںܽ اހہںٔڛٔت ڞٰۼࢤࢿ ۰ٓن اࣇ࣢ࣳٔذج، ڞٰߧݺ اހ޼ߵ޷ٔء ਦਞن ڛߦޭاً
੝ഋߧކڂ ،ፈጴᆀᅬ اணடںႼ჊ںܽ. ౤ᎈጴཾٔހ۽ٔت اጨ጗ਛਗܭࠃ اހۇܨ۽ںۥ ୸ୗཬ اᆁᅬۯںޞ ጺጴۇཿކںݺ اਦਞوހںܽ اހ࿲ߗކߗ౐ౕت

:৙ৈڑ ގٔ اހۼ޾ߵى اጨ጗ਛਗܭںܽ اਛਗޭا཮ݺ
(JavaScript) াদॺو ،(HTML markup) ౐ཬౕގٔت ގޓ ژٔހۇܨ۽ںۥ ڛۼߵم ،ًਣਞأو •
ษༀܭދ ཬٔدةً ଺଩ܾٔދ ٔጨ጗وހـݪ اਣਞڞ޾ਣਞٔت ቟ሺ ژٔرزة ڞߦݺ ๮๓واހ ،(CSS) وܾۄۛߌܽ اਛਗ޼ޑۄܽ،

اހۇ޾࿯ںۥ. ࣇ࣢ࣳߵذج ޷࿢ںݺ ቟ቌਣਞد
اਣਞٔઓ࡚ت ژٔߌ࿲ۉۄٔء اᇔᆷภฏںܽ، واހ࿲ߗކߗ౐ౕت اހۼںٔߌںܽ، ୸୐ཧ واจ෫ਦਞف اހ୸ଢ଼ۯࢤࢿ، ౐ཬౕގٔت ษ༃ہߡ ،ًٔ੐ഈٔڡ •

ގۇޑ୶୐ة. ษ༆ކںކںܽ ގ୶୐ة ހ࿲ߚඞඃݺ ᇔᆳۛاً (tokens) اภฏގߵز ጨያۚه اਣਞܘۇ۽ٔظ ٔጨግ۰ ڑࢱࢿ ๮๓اހ
إߌۄٔد ހ޼ޑٔن ဂງٔྃގۇ ޹୸୐٫ة أจ෫ف ࿯࿉ߗںޞ ቙ቌإ ٔ݀ᄠᄝჽٗژ ܽཬޑߵూ఼సا ڞߵܘںۛ ଺ଦۇߵ٩ڂ ڡٔހۉًٔ، •

اᆁᅬۯںޞ. اހہٰۛي اࣇࣥࣳۉںݺ ڛ۽߁ ቙ቌإ ގጨ጗ܭࠃ წ჊ଽଣ دਣਞހںًٔ اਛਗۇߧٔژۼܽ (tokens) اภฏގߵز
቟ሴٔاހۄߦ اހۇཿކںݺ إܗ۽ٔۯٔت ਢਞܘۂط اᆁᅬۯںޞ اจ෫ਦਞف ୶୐ࠦࡂގ ߏۚوذ ཮ݺ ގޓ ଺ଦۇ۽ںۛ أ୸୐཭اً، •

اፀጴౕܘۼܽ. ܽ੐അٔߗઓ࡚ا ܽગٰ࡚ٔਛਗا أਗ਼എٔء
Tokenization and Standardiza-) า༂ׅا۱٭ث وا۱ظݦډثٌ ૧ુۿ૩૎۱ا 2 .2 .3

(tion

ڑٔ޷ںܽ ر ࿯࿃ںܽ ቙ቌإ ᅺლ჊݀ںਛਗا ୸୐ཧ اހ࿲ߗކߗ౐ౕت ܽᇔᇆࠦࡂ อ໹ڂ ڑٔ޷ںܽ، ر ގ౐཭ౕۛت ੝ഋߧކڂ اࣇ࣢ࣳٔذج ਦਞن ڛߦޭاً
واߌۇܨޭاج وอ༆ޫڎܽ، ،ܽગٰ࡚ٔގ ౐཭ౕل ގޓ اހۇܩߵل ܾۚا ੗ഈۛأ ،቟ቌٔوژٔހۇ دۯںޞ. ڞٰۼࢤࢿ ژ੗ഋٔٔع ᅺლ჊ںጨᖈو
ހۇۼߗࢤࢿ اਦਞߌٔߌںܽ اਧਞހںܽ (tokenization) ୶୐ގ୸ଢ଼اހ ௠௄ۉݺ اހߗںٔق، ܾۚا ቟ሺ .(tokens) اภฏގߵز
ܾۚه ۰ٓن ،ፈጴذ ৓ৈཬ ౐ཬౕوة .(tokens) رގߵزاً ଺଩ޑ߽ ᅺᅲގۄ۽޾ و཮ۛات ቙ቌإ ގߗۇޑޭ ແྮڛ ۰णऎޞ
ހۇߵ޷ں܇ ۰ັྩںًٔ. ގۇޑٔ࠙ࡀة ٩ޭ۰ںܽ ౤Ⴢႚٔت أو ᅺᅲގჱႚ ގ޾ߧކཿٔت اހ٫ٔހڂ ቟ሺ ቟ቐ اਦਞߌٔߌںܽ اၗਗݪߵڛٔت
اਛਗ޾۽ߵ۰ܽ ቙ቌإ ܘۇޑࠃ წ჊ଽଣ account!" your "Check ๮ᙬግاހۇߵܜ اހ࿲ߗކߗݺ ڞۼߗࢤࢿ ߌںࢱࢿ اਧਞހںܽ، ܾۚه

.`['!' 'account', 'your', `['check',
،෡ෆوڞٰں ڞ޾۽ںܽ، ౐཭ౕل ގޓ णईۯܽ اਛਗߗۇܨޭིܽ (tokens) اภฏގߵز ܾۚه ੝അߵܘںۛ ڛۼߵم ਣਞܘۼًٔ،

.ཐ໐ັྩ წ჊ଽଣ ౤ᎈጴ۽ޭدات ቟ቌٔᇔᇆਢਞا اᏀᎫརދ ހۇۼކںݺ دਣਞހںًٔ اਛਗۇۼٔرژܽ اਛਗ޾ߧކཿٔت وڞߵܘںۛ
ܾۚا ڑۼۇߧ٢ ،(3 .3 წ჊اހߚ) (stemming) ጺጴۇྃۚ࠙ࡂ ژٔހ࿯ߗہܽ :(Stemming) ا۱ظ໴ًފ޳ •
෡ෆٰں੝അ ڛۼߵم ڞߵ޷ںܩࠃ، ݘٰޭض اހ۰ັྮںܽ. ڑܽ اગ࡚ۚر ٔጨጚں࿯࿃ ቙ቌإ اਛਗ޾ߧކཿٔت ቟ሴߵارز઒࡚ا اఽ఼సߧߡ
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و཮ۛات ቙ቌإ ގߗۇޑޭاً ڛ޾ںًٔ ۰णऎۼًٔ ဋྜڞۼ ๮๓اހ (tokenization) ୶୐ގ୸ଢ଼اހ ਧਞހںܽ ڞ޾ߵر :2 .3 წ჊ߏ
.ᅺᅲގۄ۽޾

"run". ແྑٔߌਦਞا اગ࡚ۚر ቙ቌإ ގጨ጗ܭࠃ წ჊ଽଣ "ran" و "runs" و "running" اਛਗۇޑ୶୐ة ا۰ਦਞٰٔل

࿯࿃ںܽ ቙ቌإ اހ۰ັྮںܽ اਛਗۇ୸୐٫ات ڞۼۇߧ٢ ๮๓اހ (stemming) اހۇྃۚ࠙ࡂ ᇔᆳކںܽ ৓ৈཬ ގۉٔل :3 .3 წ჊ߏ
أߌٔߌںܽ. ིۚر

lemma-) اਦਞ޹ކںܽ ܽ౤Ⴢ჊اހ ቙ቌإ ጺጴޭد ژٔހ࿯ߗہܽ :(Lemmatization) اগএܪ۷ثڮ ௕ဳڮ ျ۱ا ᇊᆽإ اඑ඀د •
წ჊ଽଣ اހ౤Ⴢ჊ٔت ڞٰںۛ ٫ጺጴٔڑܽ ގۇߧߵرة آހںܽ ܾۚا اހٰޑݺ إߤٔر წ჊ଽଜ ،(4 .3 წ჊اހߚ) (tization
"better" اਛਗۼٔرڛܽ ޹۽ܽ ཐڛߵࣂ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ٔጨግކཬ اਛਗۇٰٔرف اਦਞߌٔߌںܽ ٔጨጚٔހ཮ ቙ቌإ ގጨ጗ܭࠃ
ݘጨ጗܋ (lemmatization) اਦਞ޹ކںܽ ܽ౤Ⴢ჊اހ ቙ቌإ اภฏد ৓ৈཬ ᅢᄷڛߪ ษ༃ޓ "good". اਦਞ޹ݺ ቙ቌإ
௠௑ۉں౐ౕت ቙ቌإ ڑߪدي ٔᇦᇥ ،(token) ઀ੳޭጺጴ ቟ሹٔاހߗں ᅺᅲੂਸ਼ਭا ਗ਼അٔء णईۯܽ ଺ଜۇߵ٩ڂ ਦਞڛܹ اᇔᇒਦਞںܽ ژٔހٝ

ގۇޑ୶୐ة.
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቙ቌإ اਛਗ޾ߧކཿٔت ษ໹ݺ اᆀᅬي (lemmatization) اਦਞ޹ކںܽ ܽ౤Ⴢ჊اހ ቙ቌإ ጺጴޭد ڞߵ޷ں܇ :4 .3 წ჊ߏ
.቟ሹٔاހߗں ᅺᅲੂਸ਼ਭا ਗ਼അٔء اߌ࿲ںٰٔب ౐཭ౕل ގޓ ٔጨግކཬ اਛਗۇٰٔرف اਦਞߌٔߌںܽ ٔጨጚٔހ཮

৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ ،ᅺᅲߗۇۼہਛਗوا ᅺᅲޭߌਛਗا णँ ୸ୗاހ াদॺ ෡ෆژ ا࿯ਛਗߗޞ ڑܽ ୸୐ߚ۽࿲اހ اਛਗ޾ٔدۯܽ ଺଩ކߗݺ :5 .3 წ჊ߏ
.(DMARC) و (DKIM) و (SPF) ݘߵߵਣਞت ހ୸ୗوڞ ጺጴۇܩۼޞ اހߧہۼںܽ اࣇ࣢ࣳٔذج
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Extracting) ᇐᆁو૩૎ۛ۱ـওএا ا૩ૈ۱ࡲ࢔ رؤوس ۿ܄ اওএׅ݀رات اܽظڙܞاج 3 .2 .3
(Signals from Email Headers

اਢਞرߌٔل رؤوس ۰ٓن اணடܭޑٔت، ٩ޓ ڞݪߚۥ اఽ఼స۽ںܽ (metadata) اހߵ޹۽ںܽ اހہںٔڛٔت ਦਞن ڛߦޭاً
.ܽ੐೻اހٰۛا ጺጴۄںܽ دۯںۼܽ ގߪྔັات ڞແྫྷء ቟ቌٔوژٔހۇ ጨᖈޑܽ، و޹۽ںܽ ੐അٔڛٔت ڞ٫ކۥ ܽ੐ഈو୸ଢ଼ހـݪਢਞا ፀጴౕڞ޾ਣਞٔت
଺ଦۇ۽ںۛ ،቟ቌٔوژٔހۇ .5 .3 წ჊اހߚ ቟ሺ ܾۚا ڑܽ ୸୐ߚ۽࿲اހ اਛਗ޾ٔدۯܽ ଺଩ކߗݺ ڞ۽޾ںݺ ኢና ،ፈጴذ ৓ৈཬ ౐ཬౕوة

اਛਗޭߌݺ: ٩ັྔںܽ ގޓ णईۯܽ ጺጴۇܩۼޞ ژٔرزة ୸୐ގٰٔڑ ڡ౐ౕڡܽ ގޓ
቟ቐ (SPF) ،ًਣਞأو :(SPF (Sender Policy Framework)) اঌঈܞܽ۫ ܽثׅܽڮ إݕׅر •
੐ഈٔژܽ اਣਞڞ޾ਣਞٔت ਗ਼അۼݺ رᇦᇗںًٔ ٔணட اਛਗྮັح اస఼ాۛدة णँ୸ୗاހ ܗߵادم ษ༆ۛد ܽษ໹ັྩ ގ޾ٔدۯܽ آހںܽ
቙ቌإ (SPF) ܽษว ގޓ اހۇܩۼޞ ۰ߚݺ اݘ࿲ߚٔف ࿯࿆ߗڂ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء .୶୐ގۇޑ ڛߧٔق ٩ޓ

.[39] (spoofed origin) ແྑٔأߌ წ჊ଽଣ ศૉٔدع أ޹ݺ
،ًٔ੐ഈٔڡ :(DKIM (DomainKeys Identified Mail)) ا۱صݘׅق ୑଼ٮׅ౼ুٸ ۿסܞف ޑ޳ࡲ࢔ •
ٗଽଦ اਣਞڞ޾ٔل أن ގޓ ۯٔߤ٢ წ჊ଽଣ اހۇܩۼޞ ގޓ اਣਞߌۇۼۂل ࿯࿃ںܽ اހ࿲ߚ۽୸୐ي اఽ఼సߧߡ ܾۚا ௠௄ݪّޓ

.[17] ގٰۼۛة ގ۽੐ഋٔ܇ إدارة ਛਗۇߧކۂت ۰ޭ޹ܽ أڑً޼ٔ อ໹ކڂ وހـݪۄܹ ގٰۇޑۛ، ڛߧٔق ގޓ
DMARC (Domain-) واঌঈݘׅ؉٭ڮ ׅኙኈך واெு؉ওএغ ا۱صݘׅق ᇊᆽإ اལ݈ঌঈصٌة اඑ඀ׅܽ׿۫ ۿܯׅد٠ڮ •
:(based Message Authentication, Reporting, and Conformance)

.(DKIM) و (SPF) ހـ اހۇٗߌ࿥ߗںܽ اࣇ࣢ࣳٔذج ཐڑߵࣂ و པႃणँ ᇔᆳݺ إߤٔر ܾߵ (DMARC) ڡٔހۉًٔ،
ᅺᅲߗۇۼہਛਗا णँ୸ୗاހ াদॺ ژྮັاގܽ ڑߵིܹ دۯںޞ ߌںٔߌܽ ڞߵܜںܹ ଽଦਢਞٔء ގۄܹ ଺ଦۇ۽ںۛ ،णँۛཿاހۇ وིܹ ৓ৈཬ
ڑܽ ୸୐ߚ۽࿲اހ اހۇۼںںޑٔت ቟ሺ ڞ۽ߚݺ ๮๓اހ اހߵاردة اਢਞرߌٔل ހٰޑކںٔت اਛਗۄٔߌہܽ اހۇܨ۽ںۥ آހںٔت ଽଣٗن

.[43] اਦਞوހںܽ
(features) ގ୶୐ات წ჊ଽ଩ اਛਗٰۄںܽ ݘߵߵਣਞت اހ୸ୗوڞ ܾۚه ގޓ اਛਗߚۇۼܽ ܽ੐೻ٔاހۉۄ اހۇܩۼޞ ᅺᅬٔ཮ ۰ٓن ،ፈጴᆀᅬ
.(phishing detection) ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ اݘ࿲ߚٔف ᇔᆳݺ إߤٔر دا཭ݺ ጺጴۇჱ჊ގݺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰
ގ୶୐ة واߌۇܨޭاج ጺጴۄ޴ ແྑٔߌਦਞا اހۇٰۼࢤࢿ ހۇۄ۽ںۚ اస఼ాۛدة اጨ጗ਛਗܭںܽ ཐڛߵࣂ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ
࿯࿃ںܽ ގޓ اਣਞߌۇ۽ٔدة ౐཭ౕل ގޓ اਦਞوހںܽ ܽཬޑߵూ఼సا ގޓ ౺ದ಼ٔح ގۇޑ୶୐ة (syntactic feature) ڑܽ ษ༃ߵ

.41 ܽ௠ுٔاހۼ ቟ሺ (pandas)

Feature En-) ᇐᆁو૩૎ۛ۱ـওএا ا૩ૈ۱ࡲ࢔ එ඀ׅܽ׿۫ ا૧ુঌঈات گصٌܽڮ 3 .3
(gineering for Emails

቙ቌإ ᅺლ჊݀ںਛਗا ୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ڑݺ ษ༆ߵ ۰ٓن ا઒࡚ٔم، اހۄ޴ ۯޭاءة ٔጨ጗ݪ௠௄ ਣਞ ا઒࡚ߵارزގںٔت ਦਞن ڛߦޭاً
ا୶୐ਛਗات ܾۄۛߌܽ ௠௑ۉݺ ،ፈጴᆀᅬ أߌٔߌںܽ. ྦྷັورة ڑٰۛ ཬٔހںܽ णईرིܽ اހᇔᆍࠃ ጺጴۼںٔس ۯٔژݺ ແྦྷٔڑ ر ࿯࿉ߗںޞ
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1 import pandas as pd
2 import re
3
4 # Sample DataFrame of emails
5 df_emails = pd.DataFrame({
6 'text': [
7 '<html><body><p>Hi, click <a href="http://malicious.com">here</a> for a gift!</p></body></html>',
8 'Subject: Your password needs reset\nFrom: support@evil.com\nReceived-SPF: fail (domain of evil.com does not designate 1.2.3.4 as permitted sender)',
9 'Legitimate email regarding your order #123. Thank you for your business.',

10 '<html><p>Important update: <script>alert("xss")</script> Login now!</p></html>'
11 ],
12 'label': [1, 1, 0, 1] # 1: phishing, 0: legitimate
13 })
14 print("Original DataFrame:\n", df_emails)
15
16 def clean_email_text(text):
17 # Remove HTML tags
18 text = re.sub(r'<[^>]+>', '', text)
19 # Remove extra whitespace and convert to lowercase
20 text = re.sub(r'\s+', ' ', text).strip().lower()
21 return text
22
23 df_emails['clean_text'] = df_emails['text'].apply(clean_email_text)
24 print("\nDataFrame with 'clean_text':\n", df_emails[['text', 'clean_text']])
25
26 # Simple feature: check for SPF failure in the text
27 df_emails['spf_failed_indicator'] = df_emails['text'].apply(lambda x: 1 if 'spf: fail' in x.lower() else 0)
28 print("\nDataFrame with 'spf_failed_indicator':\n", df_emails[['text', 'spf_failed_indicator']])
29
30 # Another simple feature: check for common phishing keywords
31 phishing_keywords = ['password reset', 'account locked', 'urgent action', 'verify your account']
32 df_emails['has_phishing_keywords'] = df_emails['clean_text'].apply(
33 lambda x: 1 if any(kw in x for kw in phishing_keywords) else 0
34 )
35 print("\nDataFrame with 'has_phishing_keywords':\n", df_emails[['clean_text', 'has_phishing_keywords']])

ᇔᆳݺ إߤٔر ୸ୗཬ ܽ੐ഈو୸ଢ଼ހـݪਢਞا اਣਞڞ޾ਣਞٔت ੐അٔڛٔت ۰णऎۼٔت وڞٰۼࢤࢿ اߌ࿲ںٰٔب :41 Listing
.(Pandas)

ގ޾۽ߵ۰ٔت ቙ቌإ اਦਞوހںܽ اހۇܭ࿬ྼޭںܽ اਢਞߏٔرات ڑݺ ހۇܩߵ اᆁᅬۯںۼܽ اހٰޑކںܽ (feature engineering)
଺ଦۇܨޭج ،ܽ੐ഈو୸ଢ଼ހـݪਢਞا اਣਞڞ޾ਣਞٔت อૉٔل ቟ሺ ژ۽ٰٔހںܽ. ٔጨጚગٰ࡚ٔގ ቟ሴܗߵارز ࣇ࣢ࣳߵذج ௠௄ݪޓ ގۇޑ୶୐ة ཬۛدڑܽ
ษ༆ކںݺ، ౐཭ౕل ގޓ (multidimensional features) اਦਞژٰٔد ގۇٰۛدة ގ୶୐ات ގጨ጗ܭࠃ წ჊ଽଣ

اணடںႼ჊ںܽ. اހߵ޹۽ںܽ واހہںٔڛٔت اਛਗ޼ޑۄܽ، اހ࿲ߚٰہںܽ واਣਞر੗ഋٔߤٔت ا٫ጺጴߵي، اਲਭੂݺ णँۛษ༆و وڞۼںࢤࢿ،

(Textual Features) ا۱صܯثڮ ا૧ુঌঈات 1 .3 .3
اހᇔᆍࠃ ጺጴۼںٔس ۯٔژݺ رᇔᆷࠃ ࿯࿉ߗںޞ ቙ቌإ اਦਞوހںܽ اހߗ౐ౕߌݺ ଺଩ކߗ౐ౕت ڑݺ ษ༆ߵ ڑߦݺ اހߗںٔق، ܾۚا ቟ሺ
واߌۇܨޭاج، ،ܽગٰ࡚ٔਛਗ ܽ཮ྩັا ศૉ޾޴ ۯߵي ᇔᆳݺ إߤٔر ཐڛߵࣂ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء اᇔᇒਦਞںܽ. ژٔހٝ ގߧކۂً

اਛਗٰۼދ.  ແྮاހۄ اਲਭੂݺ ގޓ ڑٔ޷ںܽ ภฏا ౔ፀጴߏٔرات ژ޾ޑٔت وو޷٢
ܾۚا წ჊ଽଜ اހ౤Ⴢ჊ٔت، ઓ࡚ۼںہܽ ژٔހ࿯ߗہܽ :(Bag-of-Words (BoW)) ௕ဳׅت ျ۱ا ډ٭ثزڮ •
اހ୸ଢ଼دد ౐཭ౕل ގޓ ًٔမັྮܘ اހۄ޾ںܽ ጺጴہںٔڛٔت ا౤౟ٰਛਗٔت णँۛษ༆ ڑࢱࢿ ܘںٷ أߌٔߌںًٔ ً ౕ౐ۉں௠௑ اࣇ࣢ࣳߵذج
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ٔ݀ᄠᄝჽٗژ ܽཬޑߵూ఼సا ୸ୗཬ اᇔᇆਢਞٔހںܽ اਛਗ۽ޭدات ގޓ ଺ଦۇ۽ںۛ ،ፈጴᆀᅬ اၗਗݪߵڛܽ. ౤ᎈጴ޾ߧކཿٔت ઼શߧਛਗا
اਛਗߗۇܨޭིܽ. ୶୐౤ᎈጴات ᅺᅲߏٔގ (vector space) ގۇܹྃ ܽ཮ٔގߗ ଽଦਢਞٔء

TF-IDF (Term Frequency-Inverse) า།ۛا۱ס اལ݈ঌঈصٌ ޗ޳دد - اঌঈܯݘ۷ٸ ޗ޳دد •
୸ୟأݘ ܽ੐೻ٔإܘ޾ آހںܽ ގޓ ଺ଦۇ۽ںۛ ،(TF-IDF) ހـ ژٔހ࿯ߗہܽ :(Document Frequency)

৙ৈษૉ ގߗ࿲ۄۛ دا཭ݺ णईۯܽ ෡ෆٰގ ਛਗ޾ߧކ܇ اਛਗۇޑ୶୐ة اᇔᇒਦਞںܽ णँۛཿހۇ ܾۄۛߌںًٔ ގ޾ޑޑܽ ً ڞߧߵرا
๮๓اހ ౤ᎈጴ޾ߧކཿٔت ގݪ୸ୗاً ڑٔ޷ںًٔ ر ًٔဣوز ౺ದ಼ٔح اఽ఼సߧߡ ܾۚا ࿯ྼߗڂ اހਛਗٰٔںܽ. ܽཬܭޑߵ౤ᎈጴ ژٔހ࿯ߗہܽ
اހ౤Ⴢ჊ٔت ࠦࡂ࿥࿉ڂ ހۇܾྃٔݺ ۰ޭ޹ܽ أڑً޼ٔ อ໹ކڂ وހـݪۄܹ دۯںޞ، اڞ޾ٔل دا཭ݺ ཬٔހںًٔ ࠦࡂدداً ڞߦ݀ޭ
:቟ቌٔހۇჱႚ D ܽཬޑߵూ఼సا ᇦᇢޓ d اਛਗߗ࿲ۄۛ ቟ሺ t ౤ᎈጴ޾ߧކ܇ (TF-IDF) وزن ษ༃ۛد رᇦᇗںًٔ، .[68]

TF-IDF(t, d,D) = tf(t, d)× log
(

|D|
1 + |{d ∈ D : t ∈ d}|

)
(1)

Word Em-) اހ౤Ⴢ჊ٔت ෡ෆހۇ޼ޑ ژٔހ࿯ߗہܽ :(Word Embeddings) ௕ဳׅت ျ۱ا ൒ഷܭ܂؏ •
dense) ݘۉں۽ܽ ގۇܭ݀ܽ ௠௑ۉں౐ౕت ଽଦਢਞٔء اਛਗۇۼۛގܽ اਧਞހںٔت ܾۚه ގޓ ଺ଦۇ۽ںۛ ،(beddings
ގ٢ ޹ٔرخ ਗ਼ഋٔۯ޲ ቟ሺ ގጨ጗ܭࠃ. წ჊ଽଣ ᅺᅲۄ۽޾ਛਗا ጺጴޭގߵز (vector representations

،(TF-IDF) أو (BoW) ጨ጗ਛਗܭںٔت اਛਗޑ୶୐ة (sparse matrices) اਛਗۇۄٔࠩࡂة اਛਗ޾۽ߵ۰ٔت
๨๐اހہ ଽ଩ޑݺ ،ፈጴذ ৓ৈཬ ౐ཬౕوة اހۄܩߵي. واހߗںٔق ቟ቌਣਞᆁᅬا اᏀᎫརދ ౺ದ಼ٔح اހۇ޼ޑںۄٔت ڞ٫ކۥ
ގۉݺ اਛਗޭڛܽ اހߗںٔۯںܽ واਦਞߤޭ (GloVe) و [53] (Word2Vec) اూ఼సٔل ܾۚا ቟ሺ اހۂرزة

.6 .3 წ჊اހߚ ቟ሺ ແྑۛۄணடا ෡ෆاހۇٰں ܾۚا ڞߵ޷ں܇ ڑࢱࢿ ،ፈጴᆀᅬ و࿲࿆ںྃܽ .[21] (BERT)

(URL Features) ٌໟݦঌঈا اঌঈݦارد ۿݦ٠ד ක਺ٌد ۿ૧ુات 2 .3 .3
௠௄ۉݺ ܽ੐೻اހٰۛا اހ࿲ߚٰہںܽ ፀጴౕر੗ഋٔߤٔت اਛਗۇٰޑۛ ෡ෆاހۇ޼ޑ ۰ٓن اภฏواژߡ، ଺ଜۇཾۛގߵن ෡ෆᇔᇆٔ݀ਛਗا ਦਞن ڛߦޭاً
اਛਗߵاۯ٢ ษૉۛدات ษ༆ކںݺ ଺ଦۇߵ٩ڂ اހ٫ٔڑܽ، ணடۚه ษ༆ۼںۼًٔ .ܽཬٔد઒࡚ا اਣਞڞ޾ਣਞٔت ቟ሺ ແྑٔأߌ อซߵم ڛٔۯݺ
ا઒࡚ہ࿥ۉܽ.  ጺጴۄںܽ ୶୐ᇦᇥة ڑٔ޷ںܽ ر ގߪྔັات ގޓ واހۇܩۼޞ واߌۇܨޭاج، ษ༆ކںݺ، ౐཭ౕل ގޓ ܾۚه اਛਗ޼ޑۄܽ

اހۇܩۼޞ ࿯੝അߗںޞ ڛۼߵم اހۄߧٔق، ހߗޑٰܽ ژٔހ࿯ߗہܽ :(Domain Reputation) ا۱صݘׅق ᅗᅈסڮ •
ژٔرز. წ჊ଽଣ ٔጨያ اਛਗٰޑߵل اހߗߵداء ኢኃاހۼߵا ގۼٔژݺ اਛਗߵۯ٢ స఼ాۛد ઼શߧਛਗا اހۄߧٔق ގޓ اጨ጗ਛਗܭࠃ

اਛਗߵۯ٢، ษૉۛد ઒࡚޾ٔڎ޴ ژٔހ࿯ߗہܽ :(URL Characteristics) اঌঈݦ٠ד ක਺ٌد ڈܯׅ׿ܥ •
،ᅺᅲߗކߗጺጴ ቟ቌٔᇔᇆਢਞا اހᇔᆍࠃ اހߧߵل ፈጴذ ቟ሺ ٔ௠ோ دۯںۼܽ، ܾںႼ჊ںܽ ގ୶୐ات اߌۇܨޭاج ৓ৈཬ ᅢᄷڛߪ

.ܽཬٔدఽ఼సا اހ۽٩ޭںܽ اހۄߧٔۯٔت و࿯࿉ߗںޞ ا઒࡚ٔ޹ܽ، จ෫ౘፀጴف اހߚٔذ واހߵܜߵد
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اਛਗۇܭ݀ٔت ୶୐௠௄و اਛਗۇޑ୶୐ة، (feature space) ا୶୐ਛਗة ܽ཮ٔގߗ ษ໹ۛد ແྑܾۛۄ ڞ޾ߵر :6 .3 წ჊ߏ
اూ఼సޑߵཬٔت ٩ޓ (Bag-of-Words) اހ౤Ⴢ჊ٔت ઓ࡚ۼںہܽ اހۇۼކںۛڑܽ ጺጴۄޑٔذج واਛਗۇۄٔࠩࡂة اਛਗۇٰٔގۛة

continuous word) ౤Ⴢ჊ጺጴٔت اਛਗߗۇޑޭة اހۇ޼ޑںۄٔت ࿯࿉ۇܭ݀ٔ ๮๓اހ اހـݪۉں۽ܽ اਣਞᆁᅬހںܽ
.(embeddings

،ܽཬٔدఽ఼సا ا࿥ྐྵภฏߗںܽ ౤Ⴢ჊ጺጴٔت ژٔހ࿯ߗہܽ :(Deceptive Keywords) اம஭னׅدໝڮ اབ༪එ඀݈ثڮ ௕ဳׅت ျ۱ا •
اਣਞܜۇޑ٩ٔںܽ ጺጴ݀ۄۛߌܽ ܽ཮ྩັا ގ޾ޑދ ୶୐ᇦᇥ ގٰܭދ णँۛཿހۇ اਛਗߵۯ٢ ษૉۛد ᅺᅲߌކߗ ษ༆ކںݺ ৓ৈཬ ᅢᄷڛߪ

"ษ༆ۼޞ". أو "آގޓ" أو اᆁᅬܗߵل" "଺଩ܭںݺ ގۉݺ ،(social engineering)

Email Metadata) ᇐᆁو૩૎ۛ۱ـওএا ૩ૈካእࡲ࢔ ا۱ݦܪٮثڮ ا۱زثׅ،ׅت ۿ૧ુات 3 .3 .3
(Features

ٔጨጚٰژߧہں اਛਗ޾ٔܘہܽ اணடںႼ჊ںܽ (metadata) اހߵ޹۽ںܽ اހہںٔڛٔت ۰ٓن ჱႚفٍ، ୸୐ཧ و཮ۛه اހۄ޴ ਦਞن ڛߦޭاً
٫ጺጴٔڑܽ. ᅺᅬٰٔاހ۽ اਢਞߏٔرات ގޓ ܽཬߵᇔ஫஥ ڞߵ۰ޭ ౔ፀጴرߌٔل

པໍٔ੝ഈ ގޓ ଺ଦۇ۽ںۛ اਛਗޭߌݺ، ਛਗߵڡߵۯںܽ ژٔހ࿯ߗہܽ :(Sender Authenticity) اঌঈܞܽ۫ ۿݦؒݦ٠ثڮ •
و (DKIM) و (SPF) ހـ ڑܽ ୸୐ߚ۽࿲اހ اހۇۼںںޑٔت ގޓ اਛਗߚۇۼܽ ܽษ໹ັྮاހ ܽ੐೻ٔاހۉۄ اހۇܩۼޞ

.(DMARC)
اਣਞݘ࿲ߚٔف ଺ଦۇߵ٩ڂ ا۰ޭਛਗۼٔت، ਦਞڛߵاع ژٔހ࿯ߗہܽ :(Attachment Types) اঌঈܞ١٭ׅت أ،ݦاع •
أو .exe ގۉݺ اހۇ࿯ߗںۼٔت ܽ཮ྩັا ፈጴذ ቟ሺ ٔ௠ோ اఽ఼సٔߤޭ، ཬٔހںܽ اਛਗކ۽ٔت ਣਞގۇۛادات ቟቉ߵ޷ߵਛਗا

.docm. ގۉݺ اఋ௰ٔਛਗو ژߵ཮ۛات اਛਗޑݪّۄܽ اਛਗߗ࿲ۄۛات াদॺ
اணடٔڎݺ اᏀᎫརދ ୶୐௠௎ ،෡ෆ౤౟ߗۇਛਗا ހٰۛد ژٔހ࿯ߗہܽ :(Number of Recipients) ൒ഷ௕ௐ݈ظঌঈا ໝٌد •
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৓ৈཬ ژٔرز ᇔᆟߪྔັ ڑٰޑݺ ގٔ ཧٔހۂً واᆀᅬي اހۇߵܜںܹ، رؤوس دا཭ݺ اస఼ాۛدة ౘፀጴܾۛاف اހߚٔذ
.(automated phishing) ቟ቌآ ቟ቌٔاܘۇں ڞ޾ںۛ ࿯࿉ߗںޞ

اภฏد، ٩ۄߵان ڞߧٔژޞ ހٰۛم ژٔހ࿯ߗہܽ :(Reply-To Mismatch) اඑ඀د ךصݦان ؏ݘׅ؉܏ ໝٌم •
ٔᇦᇥ اస఼ాۛد، اހۇߵܜںܹ و٩ۄߵان اਦਞ޹ݺ ෡ෆژ ܽ཮ྩັا اၗਗݪ࿲ߚۥ ৙რ჊ںணடا اษ༃ਣਞޭاف ގޓ ศ༃۽ۥ

ا઒࡚ہ࿥ۉߵن. اހ۽ཬٔࡇࡗن ގۄܹ ଺ଜۇ۽ںۛ ژٔرزاً ჱً჊ڞݪۇں წ჊ଽଜ
اਣਞߌۇ۽ٔدة ౐཭ౕل ގޓ 42 ܽ௠ுٔاހۼ ቟ሺ ޹ٔرގًٔ ًٔ੐അٔܘߗ ਗ਼ഋ۽ںۚاً ڛۼۛم ࿬ྼޭอ༆ںًٔ، اࣇ࣢ࣳߵذج ܾۚا ੗എਢਞٔت
቙ቌإ ގጨ጗ܭࠃ წ჊ଽଣ ގٰۼޑܽ ڛ޾ںܽ ܽཬߵᇔ஫஥ ڑݺ ހۇܩߵ وڞߧہںۼܹ وܘߗٔژܹ (scikit-learn) ᇔᆳݺ إߤٔر ގޓ

اਦਞژٰٔد. ཬٔހںܽ (TF-IDF) ގ୶୐ات ގ޾۽ߵ۰ܽ
1 from sklearn.feature_extraction.text import TfidfVectorizer
2 import pandas as pd
3
4 corpus = [
5 "click this malicious link now",
6 "this is a legitimate email regarding your account",
7 "urgent action required login to verify your details",
8 "please find attached invoice for payment"
9 ]

10
11 # Initialize TF-IDF Vectorizer
12 vectorizer = TfidfVectorizer(max_features=10) # Limit features for simpler demo
13
14 # Fit the vectorizer and transform the corpus
15 X_tfidf = vectorizer.fit_transform(corpus)
16
17 print("TF-IDF features (sparse matrix converted to array for viewing):\n", X_tfidf.toarray())
18 print("\nFeatures learned by TF-IDF Vectorizer (vocabulary mapping to column index):")
19 print(vectorizer.get_feature_names_out())
20
21 # You can also put this into a DataFrame for easier inspection
22 df_tfidf = pd.DataFrame(X_tfidf.toarray(), columns=vectorizer.get_feature_names_out())
23 print("\nTF-IDF DataFrame:\n", df_tfidf)

ᇔᆳݺ إߤٔر ژٔߌۇཾۛام (TF-IDF) ቟ሃٔܘ޾ਢਞا اఽ఼సߧߡ ୸ୗཬ ا୶୐ਛਗات ܾۄۛߌܽ ࿯࿉ߗںޞ :42 Listing
.(scikit-learn)

Model Selection and Train-) ಜ౯وا۱ظٌر ا࠸ࡓࡤݦذج اڈظثׅر 4 .3
(ing

ގۄٔߌہܽ ڞ޾࿯ںۥ ࿯࿃ںܽ णँۛษ༆ ཬކںۄٔ อ໹ڂ ،པໍٔاހۄۇ ቙ቌإ ෡ෆاހۇٰں ቙ቌإ ษ༆ۇٔج اਦਞوހںܽ ا୶୐ਛਗات ਦਞن ڛߦޭاً
اހߧںۥ ܾۚا ᇦᇢޓ .ٔጨዱٔ౤౟ٰގ णँۛษ༆و ا୶୐ਛਗة ܽ཮ٔߗਛਗ اᆁᅬۯںޞ اਣਞߌۇܨޭاج ژٰۛ ۯٔߤ٢ წ჊ଽଣ ٔጨ጗࿥ߗษ༆و
اހٰ޾࿬ںܽ واਦਞߤޭ اހღ჊ౕߌںݪںܽ (machine learning) ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ގޓ წႚ წ჊ଽ଩ ،৙ৈކںཿاހۇ

٫ጺጴٔڑܽ. ᅺᅬٰٔ۰ ܗںٔرات اਛਗۇۼۛގܽ (deep neural frameworks) اހٰޑںۼܽ
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(Classical ML Classifiers) اெၗျ۱ܽثۛثڮ ᇐᆽঘএا ا۱ظסݸݼ ۿܯصٮׅت 1 .4 .3
ཬٔހںܽ ا୶୐ਛਗات ގ޾۽ߵ۰ٔت ৓ৈཬ ً ܽ཮ྩັا ڛߧہۼ݀ٔ ٩ۄۛގٔ ᅺᅲܾٔڎ ۰ٰٔހںܽ اހۇۼކںۛڑܽ ا઒࡚ߵارزގںٔت ܾۚه ڞߦُ݀ޭ

ގጨ጗ܭࠃ. წ჊ଽଣ ᇦᇤޑۄܾٔٔ ๮๓اހ اހۇۄߦࢤࢿ
ศૉߧߡ ܾߵ ๮๓اހࡇࡗܜߗ اษ༃ਣਞۛار ،ًਣਞأو :(Logistic Regression) ෟහ݈ا۱޸߈ڍ اක๴ঔএٌار •
.቟ሃٔاހۉۄ اހۇ޾࿯ںۥ ጨᖈٔم ހۇۼںࢤࢿ ژٔرز أߌٔس ઒ႈߡ ቟ቌٔގۉ წ჊ଽଣ ڑٰޑݺ ڑٔ޷ںًٔ ر ގ࿬ߗߡ ڞ޾࿯ںۥ
اᆁᅬا٩ދ اਛਗۇܹྃ ᅺᅬآ ،ًٔ੐ഈٔڡ :(Support Vector Machine (SVM)) اჲოاךۼ اঌঈظ໴ڪ ძოآ •
وގႼ჊ۥ اਦਞژٰٔد، ཬٔހںܽ اހہںٔڛٔت ހߧߵژߵހߵܜںٔ ቟ቌٔގۉ წ჊ଽଣ ގ޾ޑދ ٫ጺጴٔڑܽ ۰ٰٔل ᇔᆳݺ إߤٔر ቟ቐ
maximum-margin hy-) اਦਞۯྮົ اணடٔގ߄ ذي اހ۽ٔڎޞ اਛਗߗۇߵى ژٔݘ࿲ߚٔف ܽ཮ྩັا

اਛਗۇۄ۰ٔߗܽ. اހۇ޾࿯ں۽ٔت ژྮັاގܽ ୶୐௠௄ اᆀᅬي (perplane

ژٔرزة ᇔགྷ༯ںٰںܽ ގጨ጗ܭںܽ ቟ቐ ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ڡٔހۉًٔ، :(Random Forest) ا۱ס݋ݦا౬ুڮ ا۱לׅ؉ڮ •
ᇔ஫஥ߵཬٔت اߌۇཾۛام ศ໹۽ۥ ڑܽ. اހۇ࿯ہߪ ٔጨዱིٔޭศૉ ٢ᇔགྷ༯ ኢኖ ގۇٰۛدة ܽ੐೻٩ߚߵا ۯޭار أอ௦ٔر ਗ਼അٔء ࿯࿉ߗޞ
ގۼٔرڛܽ ގۼںۛة ୸୐ڞ۽ߗ ހۼٔژކںܽ ۰ޭ޹ܽ أڑً޼ٔ อ໹ކڂ وހـݪۄܹ ،(variance) ૳૗ٔاހۇہ ގޓ اอ௦ਦਞٔر

.[9] اހ࿬ߗںߧܽ ا઒࡚ߧںܽ ژٔࣇ࣢ࣳٔذج
ᇔགྷ༯ںٰںܽ ௠௎ٔذج اހۇۛرج ڞٰޫ࠙ࡀ ੝೾޼ޑޓ أ୸୐཭اً، :(Gradient Boosting) ا۱ظٌرج ؏סܜފޱ •
اษ༃ਣਞۛار أอ௦ٔر ๮๐࿬࿉ ๮๓اހ ،[16] (XGBoost) أو [37] (LightGBM) ގۉݺ ގۇߧߵرة،
state-of-) ܽ੟೾ۛ཮ أداء ގۼٔد࠙ࡂ ހۇܩۼںޞ ๨๐اހہ ܾۚه ގޓ ଺ଦۇ۽ںۛ ،቟ቌٔوژٔހۇ .৙ৈކߗ଺଩ წ჊ଽଣ

اਛਗٰۼۛة. ᅺᅬۛوూ఼సا اހہںٔڛٔت ᇔ஫஥ߵཬٔت ୸ୗཬ ގۇச୿ر წ჊ଽଣ (the-art

اਛਗߧࡇࡗژܽ اހ޾ٔرގܽ اጨ጗ਛਗܭںܽ ܽ཮ྩັا 43 ܽ௠ுٔاހۼ ቟ሺ اਛਗۼۛم ቟ሴߵارز઒࡚ا اހ࿲ߗކߗݺ ཐڑߵࣂ ،ፈጴᆀᅬ
اਛਗ޾ޑޑܽ ܽ੐೻ٔܘ޾ਢਞا ا୶୐ਛਗات ގޓ ݘંہܽ ੳ ௠ோ޾۽ߵ۰ܽ واހۇ࿯ہߪ وގ౐ౕءގܽ ጨዱںڷܽ ౐཭ౕل ގޓ ގ޾ۄۥ ഫ೾ހۇۛر

ژٰۄٔڑܽ.
Simple Deep Learning Mod-) اཝ۱݈ثݘڮ ا۱ס܂ث܏ ا۱ظסݸݼ ୑ିׅذج 2 .4 .3

(els

቟ሺ ًٔᇦᇗٔ཮ ގߧކۂً წ჊ଽ଩ ቟ቌਧਞا ا୶୐ਛਗات اߌۇܨޭاج ቙ቌإ ིܽٔઓ࡚ا ۰ٓن ژߧںڷܽ، ڑܽ اހںۛو اணடۄۛߌܽ ਦਞن ڛߦޭاً
(deep learning) اހٰޑںޞ اހۇٰࠇࠋ াদॺ ގޓ ଺ଦۇ۽ںۛ اހ٫ٔڑܽ، ணடۚه ษ༆ۼںۼًٔ .ܽ੟೾ۛઓ࡚ا اਦਞڛ࿥࿃ٔڂ ܗߧߵط
ا઒࡚ٔم. اހۄ޾ںܽ اހ࿲ߗކߗ౐ౕت ގޓ ގۂྔັة ގߗۇۼݺ წ჊ଽଣ اணடޭގںܽ ܽ੐ഈჱ჊ਛਗا ا୶୐ਛਗات اߌۇܨޭاج ৓ৈཬ اހۼٔدرة

.7 .3 წ჊اހߚ ቟ሺ اހہ࿯ںܽ ܾۚه ਛਗۉݺ ৙რ჊ںணடا اఽ఼సߧߡ ٩ંض ڑࢱࢿ ،ፈጴذ ৓ৈཬ ౐ཬౕوة
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1 from sklearn.ensemble import RandomForestClassifier
2 from sklearn.model_selection import train_test_split
3 import pandas as pd
4 import numpy as np
5
6 # Dummy data: features could be TF-IDF, URL length, SPF check etc.
7 X_dummy = np.random.rand(100, 20) # 100 samples, 20 features
8 y_dummy = np.random.randint(0, 2, 100) # 100 labels (0 or 1)
9

10 # Ensure some imbalance for illustration of handling imbalance later
11 y_dummy[y_dummy == 1] = np.random.choice([0, 1], size=y_dummy[y_dummy == 1].shape[0], p=[0.8, 0.2])
12 y_dummy[0:5] = [0,1,0,0,1] # Ensure a few 1s exist
13
14 # Split data
15 X_train, X_test, y_train, y_test = train_test_split(
16 X_dummy, y_dummy, test_size=0.3, random_state=42, stratify=y_dummy
17 )
18 print(f"Training set shape: {X_train.shape}, Label distribution: {pd.Series(y_train).value_counts(normalize=True)}")
19 print(f"Test set shape: {X_test.shape}, Label distribution: {pd.Series(y_test).value_counts(normalize=True)}")
20
21 # Train a RandomForestClassifier
22 model_rf = RandomForestClassifier(n_estimators=100, random_state=42, class_weight='balanced')
23 model_rf.fit(X_train, y_train)
24 print("\nRandomForestClassifier training complete.")
25
26 # Basic prediction check
27 y_pred_train = model_rf.predict(X_train)
28 train_accuracy = (y_pred_train == y_train).mean()
29 print(f"Training Accuracy: {train_accuracy:.2f}")

اހۇ޾ںۛ ٩ޓ ቟ቌਧਞا ጺጴـݪߚۥ (scikit-learn) ੳંن ڞ޾࿯ںۥ ௠௎ߵذج ഫ೾رणऎ :43 Listing
.቟ቌٔܘۇںਣਞا

(Convolutional Neural Networks (CNNs)) ا۱ظ١ெுثٮثڮ ا۱סܯཝثڮ ا۱݋زၢျت •
াদॺ اހہٰۛ أ཮ٔدڑܽ (CNN) ߏہჱ჊ت ௠௑ۉݺ اހۇ۰ౕ౐ں۽ںܽ، اހٰ޾࿬ںܽ ጺጴߚہჱ჊ت ژٔހ࿯ߗہܽ :[38]
(n-gram) ݘݪߵاߏۥ ڞٰޑݺ ،णँۛཿاހۇ وིܹ ৓ৈཬ ا࿲ਛਗߗކߗݺ. اހۄ޴ ހۇ޾࿯ںۥ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰

ا٫ጺጴߵي. اހߧںۥ ୸ୗཬ ژٔرزة ڑܽ ษ༃ߵ أ௠௎ٔط واߌۇܨޭاج وڞٰࠇࠋ ۯޭاءة ڑޞ ߤޭ ٩ޓ ܽᇔᇆ୸ଢ଼ގ
Long Short-Term Memory (LSTM)) اঌঈٌى ٠ܯ૩ુة ძუ؂ ݕݦ اჱოا୼ୡة ݀زၢျت •
୶୐ᇦᇥ ୸୐ގۇ٫ ۰݀ࠃ اਛਗۛى، ۯ޾୸୐ة ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة ހߚہჱ჊ت ژٔހ࿯ߗہܽ :[33] (Networks
቟ሃٔۉۄ࿲اߌ წ჊ଽଣ اస఼ాߗۄܽ (recurrent neural networks) اਛਗۇச୿رة اހٰ޾࿬ںܽ ጺጴߚہჱ჊ت
ހۇ٫ކںۥ (LSTM) ߏہჱ჊ت ގޓ ଺ଦۇ۽ںۛ زގۄںًٔ. ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ގ޾۽ߵ۰ٔت ܽગٰ࡚ٔਛਗ

.෡ෆٰގ ހ࿲ߗކߗݺ ቟ሹٔاހߗں اᏀᎫརދ ৓ৈཬ णईۯܽ واઓ࡚۽ٔظ ౺ದ಼ٔح اਛਗۛى ᅺᅲڑ ߤߵ اਣਞᆁᅬހںܽ اހۇہٰںٔت
ގ޾ޑޑܽ أߌٔߌںܽ ࿯࿃ںܽ णँۛཿހۇ اᆁᅬۯںۼܽ اހอૉ୸ୗںܽ ܽཧٔاހ޾ں णईۯܽ 44 ܽ௠ுٔاހۼ ษ༆ۛد ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ
଺ଦۇ۽ںۛ ،ፈጴذ ৓ৈཬ ౐ཬౕوة .(PyTorch) ހـ (tensor) ގߵࠦࡂ ގݪۇہܽ ୸ୗཬ اހۄ޴ ހۇ޾࿯ںۥ ܗ޾ںً޾ٔ
ގۄߧޞ اߌۇܨޭاج ܽ੐ഈჱ჊إގ ހ޼ޑٔن (PyTorch Lightning) ގۉݺ ߏٔގݺ ৙რ჊ܾں ᇔᆳݺ إߤٔر ގޓ

ژݪ۽ٔءة. و࿬࿉ߗںߧܹ اਛਗۇٗ޹ݺ ቟ልٔߗઓ࡚ا ഫ೾اހۇۛر
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1D Convolutional) اހہٰۛ أ཮ٔدڑܽ ڞ۰ౕ౐ں۽ںܽ ٩޾࿬ںܽ ᅛᅉހߚہ ৙რ჊ںணடا اఽ఼సߧߡ :7 .3 წ჊ߏ
اਣਞހۇ۽ٔف ษ௦ંٔت ੳ ࠠࡂاز إ ގ٢ ،ᅺᅲߗކߗ࿲ਛਗا اހۄ޾ںܽ اਛਗ޾۽ߵ۰ٔت ژྮັاގܽ ၷٰ࡚ٔڞ (Neural Network

.ཐ໐ັྩ წ჊ଽଣ ٔணட اፀጴౕܘۼܽ اހہٰۛڑܽ (pooling layers) اހۇܭޑں٢ وߤہۼٔت اพฏގۄںܽ

Handling) اঌঈظݦاز،ڮ ૩ુ໘ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت ۿד ا۱ظסׅۿ۫ 5 .3
(Imbalanced Datasets

ًٔမۛษ༆ اਛਗۇߵازڛܽ ୸୐ཧ ܽ۰ۛጨጚߗਛਗا ڑٰٔت اހۇߵز წ჊ଽ଩ آގۄܽ، ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ގٰߦދ ਦਞن ڛߦޭاً
اਛਗޭور ᅛᄷޭઓ࡚ اணடٔڎݺ اᏀᎫརދ ڑ۽ߵق ܘۼںࡡࡸ، اڞ޾ٔل ۰णऎޞ أي ᇦᇢޓ اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ࿥࿃ڷٔت ቟ሺ ގۄ࿲ྟັاً
ܾۚا ᆁᅬڑߵ ،ፈጴᆀᅬ و࿲࿆ںྃܽ ا઒࡚ہ࿥ۉܽ. (phishing) ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ਣਞٔ཮ت وܜߵد ୸୐ژݪۉ اހߗކںޑܽ
ً ਗ਼അٔء .णँۛߏ (class imbalance) ۰ڷٔت ڞߵازن ཬۛم ௠௎ߵذج ཐ໐ັྩ წ჊ଽଣ ແྑٔߌਦਞا اހۇۄٔۯ޲
ਛਗٔཬںًٔ دۯܽ ގۼںٔس ઼શศ༆ ᅺᅬٰۛਛਗا ୸୐ཧ اހہںٔڛٔت ܾۚه ގۉݺ ৓ৈཬ اਛਗۛرژܽ اހߗٔذིܽ اހہ࿯ںܽ ۰ٓن ،ፈጴذ ৓ৈཬ

౺ದ಼ٔح. ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ౐཭णऎౕت اݘ࿲ߚٔف ቟ሺ اހۇٔم ጺጴ۽ߚݺ ۰ޭ޹ܽ أڑً޼ٔ อ༆ކڂ ٔጨ጗وހـݪ ژٔرزاً،
቟ሃٔܘ޾ਢਞا اހۄۼ޴ ܾۚا ގޓ ጺጴۇܨ۽ںۥ ڑܽ اހۼߵ اጨ጗ਛਗܭںܽ اਣਞߌ୸ଢ଼اಜಀ಼ںٔت ގޓ ܽཬߵᇔ஫஥ ৓ৈཬ ᅢᄷڛߪ ،ፈጴᆀᅬ

णईۯܽ: ୶୐ۇޑਛਗا
Oversampling and Undersam-) ا۱ص٠ׅܥ ا۱סثصׅت ًໞوأ اඏ඀ا࡯࢔ ا۱סثصׅت ًໞأ •
over-) णࣾاพฏا اހٰںۄٔت ۚ཭أ ڞߧہںޞ ࿯ྼߗޞ واހۄٔۯ޴، णࣾاพฏا اހٰںۄٔت ۚ཭ਦਞ ژٔހ࿯ߗہܽ :(pling
اހٰںۄٔت ۚ཭أ ແྫྷڑۼ ෡ෆ཮ ቟ሺ اਦਞۯކںܽ، ހۇ޾࿯ںۥ ᅺᅲۼٔژਛਗا ࡼࢂࢇਣਞٔت ཐ໐ັྮاހ اހۇச୿ار (sampling
ܽཬߵᇔ஫஥ ٩ޓ اހۄٔߏڷܽ اހۇܭ࿬ྼޭںܽ اހٰںۄٔت ৓ৈཬ ގጨ጗ܭࠃ წ჊ଽଣ (undersampling) اހۄٔۯ޴

اހߗٔܘۼܽ. اཧਦਞކہںܽ
SMOTE (Synthetic Minor-) اঔএܪݘصׅךثڮ ۷٠௉኱እثڮ اඏ඀ا࡯࢔ ا۱סثصׅت ًໞأ ؏٭صثڮ •
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1 import torch
2 import torch.nn as nn
3 import torch.nn.functional as F
4
5 VOCAB_SIZE = 1000
6 EMBED_DIM = 64
7 SEQ_LEN = 50
8 NUM_CLASSES = 2 # Phishing or Legitimate
9

10 class SimpleTextCNN(nn.Module):
11 def __init__(self, vocab_size, embed_dim, num_classes, num_filters=128, kernel_size=3):
12 super(SimpleTextCNN, self).__init__()
13 self.embedding = nn.Embedding(vocab_size, embed_dim)
14 self.conv1d = nn.Conv1d(in_channels=embed_dim, out_channels=num_filters, kernel_size=kernel_size)
15 self.pool = nn.AdaptiveMaxPool1d(1)
16 self.fc = nn.Linear(num_filters, num_classes)
17
18 def forward(self, text_indices):
19 embedded = self.embedding(text_indices)
20 embedded = embedded.permute(0, 2, 1)
21 conved = F.relu(self.conv1d(embedded))
22 pooled = self.pool(conved).squeeze(-1)
23 return self.fc(pooled)
24
25 model = SimpleTextCNN(VOCAB_SIZE, EMBED_DIM, NUM_CLASSES)
26 print(model)
27
28 # Create dummy input: batch of 4 emails, each 50 tokens long
29 dummy_input = torch.randint(0, VOCAB_SIZE, (4, SEQ_LEN))
30 output = model(dummy_input)
31 print("\nOutput from model for dummy input (logits for 2 classes):\n", output)
32 print(f"Output shape: {output.shape}")
33
34 # Conceptual PyTorch Lightning outline:
35 # import pytorch_lightning as pl
36 # class PhishingDetector(pl.LightningModule):
37 #     def __init__(self, model):
38 #         super().__init__()
39 #         self.model = model
40 #         self.loss_fn = nn.CrossEntropyLoss()
41 #     def training_step(self, batch, batch_idx):
42 #         x, y = batch; logits = self.model(x); loss = self.loss_fn(logits, y)
43 #         self.log('train_loss', loss); return loss
44 #     def configure_optimizers(self):
45 #         return torch.optim.Adam(self.parameters(), lr=1e-3)

.(PyTorch) ୸ୗཬ ແྑٔأߌ ᇔᆳںޞ ๮ํ٩޾ ແྮڛ ގ޾ۄۥ णँۛษ༆ :44 Listing

آހںܽ ގޓ ଺ଦۇ۽ںۛ ،(SMOTE) ހـ ژٔހ࿯ߗہܽ :(ity Over-sampling Technique)
৓ৈཬ اਛਗۇۄٔࠩࡂة. اਦਞۯކںܽ ۰ڷܽ ڞۼٔژݺ णँིۛة ا޹ߧۄ٩ٔںܽ ٩ںۄٔت ގጨ጗ܭࠃ წ჊ଽଣ ᆁᅬڞߵ ژٔرزة ܽ੐೻ٔإܘ޾
෡ෆوڞٰں واߌ࿲ں۽ٔء ܘߗٔب ڑޞ ߤޭ ٩ޓ ܾۚه اਣਞ޹ߧۄ٩ٔںܽ اހہںٔڛٔت ڛۼٔط ๮๐࿬࿆ ،णँۛཿاހۇ وིܹ
ܾߵ ᄫᄝჽ ܾۄۛߌںًٔ، اਦਞۯޭب ෡ෆ఼ాކںసا ٔጨዮا୸୐ིو ᅺᅬٰޫوਛਗا اਦਞۯކںܽ ਣਞٔ཮ت ෡ෆژ ގۂྔັة اਛਗۇܭ݀ٔت

.[15] 8 .3 წ჊اހߚ ቟ሺ ܾۄۛߌںًٔ ᇦᇥۉݺ
اހۇٰۛڑݺ ܾۚا ศ໹޾޴ اހ۽ڷٔت، ਦਞوزان ژٔހ࿯ߗہܽ :(Class Weights) ا۱ٮبׅت أوزان •
اਦਞۯކںܽ ਣਞٔ཮ت ڞ޾࿯ںۥ ހߗߵء ແྑٔأߌ წ჊ଽଣ ގݪ୸ୗة ܗߗٔرة ٩ۼߵژܽ ގጨ጗ܭࠃ წ჊ଽଣ ቟ሴߵارز઒࡚ا
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੐അٔڛٔت ހۄۼٔط اᆁᅬۯںޞ ቟቉ٔ޹ߧۄਣਞا اހۇߵހںۛ ཐڑߵࣂ ،(SMOTE) ࣇ࣢ࣳߵذج ແྑܾۛۄ ௠௑ۉںݺ :8 .3 წ჊ߏ
ގ୶୐ات ܽ཮ٔގߗ ᇦᇢޓ (linear interpolation) ا઒࡚ߧࠃ اਣਞߌ࿲ں۽ٔء ୸ୗཬ ಸ಩౳ۼޞ اᆀᅬي اਦਞۯކںܽ ۰ڷܽ

ގߗۇޑޭة. اਦਞژٰٔد ܽ੐೻ٔਗ਼എ

৓ৈཬ ڑٔ޷ںًٔ ر اހۼںۛ ܾۚا ڑ۽ޭض ،ፈጴذ ৓ৈཬ ౐ཬౕوة اހ࿯ߚߧܽ. ෡ෆاހۇܩߗ ᅺᅲ཮ંੳ أਗ਼എٔء اస఼ాۛدة
ܽཧޭاوਛਗا ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ணடܭޑٔت اᆁᅬۯںޞ णँۛཿۇጺጴ ژٔހٝ اܾۇޑٔم ڑ౐ౕء إ ແྑٔߌਦਞا اࣇ࣢ࣳߵذج
`class_weight='balanced'` ܽษ໹ັྮاހ ܽ౤౟ٰਛਗا ގޓ ଺ଦۇ۽ںۛ ،ৄণॳޭاހۇܭ اހۇۄ۽ںۚ أིݺ ގޓ ٫ጺጴٔڑܽ.

.ًٔ੐೻ٔڞކۼ ܾۚه ܽ੐೻ٔܘ޾ਢਞا اਛਗٰٔ࠙ࡂة إཬٔدة ހۇۄ۽ںۚ اਛਗۼۛرات ގޓ णँٰۛاހ ୸ୗཬ
ގޓ ፀጴౕߌۇ۽ٔدة اހอૉ୸ୗںܽ اጨ጗ਛਗܭںܽ ژྮັاގܽ 45 ܽ௠ுٔاހۼ ቟ሺ اਛਗۼۛم ৙ৈߗކߗ࿲اހ اਛਗۄߧޞ ཐڑߵࣂ ،ፈጴᆀᅬ

ގۂྔັة. (SMOTE) ܗߵارزގںܽ ހۇߧہںޞ ๮ใ࿥اހہ (imblearn) ڛߦٔم

Model Evaluation and It-) وا۱ظଋ૰ار ا࠸ࡓࡤݦذج ؏٭ثࠕ࠰ 6 .3
(eration

੝೾ߧކڂ اਧਞހںܽ ا۰ᆁᅬٔع أڛߦޑܽ ܽษว ގޓ اހۇܩۼޞ ۰ٓن اਦਞۯކںܽ، أܗߧٔء ศ༆ࡢࡸ اހۼںٔߌںܽ اᆁᅬۯܽ ਦਞن ڛߦޭاً
଺ଦۇ۽ںۛ أن อ໹ڂ اހ٫ٔڑܽ، ணடۚه ษ༆ۼںۼًٔ اހٰٔގܽ. اᆁᅬۯܽ ގۼ࿥ྼٔ߁ ۯںߵد ގޓ أژٰۛ ܾߵ ގٔ ቙ቌإ ௠௄ۇۛ ڞۼںںޑًٔ
اఉ௰୸ଢ଼ਛਗة ڑܽ اހۇ࿯ہߪ ጺጴ۽ٰٔހںܽ ٫ጺጴٔڑܽ دۯںۼًٔ ًౕ౐ۉں௠௑ ً ܽ཮ྩັا ڞߵ۰ޭ ๮๓اހ ڑܽ اހۼߵ ܽ੐೻ٔܘ޾ਢਞا اਛਗߪྔັات ގޓ ًٔမັྮܘ

اހ޼ٰں۽ܽ. اਦਞۯކںܽ ۰ڷܽ ৓ৈཬ णँۛษ༆اً
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1 from collections import Counter
2 from sklearn.datasets import make_classification
3 from imblearn.over_sampling import SMOTE
4 from sklearn.model_selection import train_test_split
5
6 # 1. Create a synthetic imbalanced dataset
7 X_imb, y_imb = make_classification(
8 n_samples=1000, n_features=2, n_informative=2,
9 n_redundant=0, n_repeated=0, n_classes=2,

10 n_clusters_per_class=1, weights=[0.95, 0.05], # 95% majority, 5% minority
11 flip_y=0, random_state=42
12 )
13 print(f"Original dataset shape: {X_imb.shape}")
14 print(f"Original class distribution: {Counter(y_imb)}")
15
16 # Split into training and testing sets (SMOTE only on training data)
17 X_train_imb, X_test_imb, y_train_imb, y_test_imb = train_test_split(
18 X_imb, y_imb, test_size=0.3, random_state=42, stratify=y_imb
19 )
20 print(f"\nTraining set class distribution before SMOTE: {Counter(y_train_imb)}")
21
22 # 2. Apply SMOTE to the training data
23 smote = SMOTE(random_state=42)
24 X_resampled, y_resampled = smote.fit_resample(X_train_imb, y_train_imb)
25
26 # 3. Print the class distribution after resampling
27 print(f"\nTraining set class distribution after SMOTE: {Counter(y_resampled)}")
28 print(f"Resampled training set shape: {X_resampled.shape}")

ގۇߵازڛܽ ୸୐ཧ ࿬ྼޭอ༆ںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ ਛਗߵازڛܽ (SMOTE) ቟ሴߵارز઒࡚ا اఽ఼సߧߡ ڞߧہںޞ :45 Listing
णईۯܽ. ແྑٔأߌ წ჊ଽଣ

(Security-Specific Metrics) ؉গএׅۿ܄ اߋਃׅܪڮ ܲབ༭ׅ٭ঌঈا 1 .6 .3
ܽษ໹ັྮاހ اހ࿯ߗہܽ ژྮັاގܽ ษ໹ۛد ษૉۛد ގۼںٔس ቟ቐ اᆁᅬۯܽ ،ًਣਞأو :(Precision) ا٠ჲოڮ •
ܾۚا ᇦᇢޓ .ܽཿںษวو ৄণॳޭاހۇܭ ጺጴۇܩۼޞ ᅺᅲۯٔژ ഞഈჱႚ ๮๓اހ ܽ੐അٔอ໹ਢਞا ا઒࡚ߵارزގںܽ ጺጴۇٗݘںۛات
ا੐അٔอ໹ਢਞٔت ގޓ أގٔن ઼શ཭ ቙ቌإ ቟ሃٔۉۄ࿲اߌ წ჊ଽଣ ੳંڞ۽٢ دۯܽ ત်ދ ৓ৈཬ اઓ࡚۽ٔظ ڑߪدي اూ఼సٔل،
اઓ࡚ۛودڑܽ. اހणँۛጨጚات ހ۽ۼۛان ۰ޭ޹ܽ أڑً޼ٔ อ໹ކڂ وހـݪۄܹ ،(false positives) ا઒࡚ٔߤڷܽ

:቟ቌٔاހۇ اހۄܩߵ ৓ৈཬ رᇦᇗںًٔ ڑٔ޷ںܽ ภฏا اਗ਼೾ᆁᅬٔގںݪںܽ ܾۚه ษ༃ۛد
Precision =

Positives True
Positives True + Positives False (2)

اހ࿯ߗہܽ ژྮັاގܽ اਣਞߌۇཬۛٔء ڑۼࢤࢿ ،ًٔ੐ഈٔڡ :(Recall (Sensitivity)) اߋ਄݈ׅܽثڮ أو اঔএܽظໝٌׅء •
ژਢਞٔ޷۰ٔܽ اݘ࿲ߚ۰ٔ݀ٔ. ቟ሺ ቟ቌਧਞا اఽ఼సߧߡ อ༃܇ ๮๓اހ اઓ࡚ۼںۼںܽ ا઒࡚ہ࿥ۉܽ ጺጴۇ౐཭ౕۛت اਛਗߧކۼܽ اހۇܭ࿬ྼޭںܽ
false) ا઒࡚ٔߤڷܽ اހߗކہںٔت ހۇۼކںݺ اᇔᇒਦਞںܽ ژٔހٝ ގߧކۂً ཬٔلٍ اߌۇཬۛٔء ษ༆ۼںޞ ڑߦݺ ،ፈጴذ ቙ቌإ
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:቟ቌٔހۇჱႚ ڑٔ޷ںًٔ ر ܘߗٔژܹ ڑࢱࢿ .୸୐ݘہ წ჊ଽଣ ا઒࡚ߧ୸୐ة (negatives

Recall = Positives True
Positives True + Negatives False (3)

اਛਗۇߵߌߡ ގޓ ཐ໐ັྩ წ჊ଽଣ ଺ଦۇ۽ںۛ ٔਗ਼ഈأ ๮๐ٰڞ F1 درིܽ ڡٔހۉًٔ، :(F1-score) F1 در໣ڮ •
(precision) اᆁᅬۯܽ ގޓ წႚ ގۼ࿥ྼٔ߁ ގޓ اਛਗߚۇޞ (harmonic mean) اހۇߵا۰ࡡࡸ

ژྮັاގܽ. ۛ཮ގߵ ڞۼںࢤࢿ ގٰںٔر ଽଦਢਞٔء (recall) واਣਞߌۇཬۛٔء
F1 = 2× Precision × Recall

Precision + Recall (4)
Area Under the Precision-Recall) واঔএܽظໝٌׅء ا٠ჲოڮ ෙශۿصښ ක๷צ اໟׅ݈ঌঈڮ •
ގކܨً޾ٔ واਣਞߌۇཬۛٔء اᆁᅬۯܽ ๨๐ގۄܩ ษ༆ٵ ܽ཮ٔߗਛਗا ࿯࿉ߗޞ أ୸୐཭اً، :(Curve (AUPRC)

౐ཬౕوة اހۇ޾࿯ںۥ. ހٰۇۂت ܹᄠᄝჽٗژ اਛਗߗۇޑޭ اހߧںۥ ୸ୗཬ اਛਗۼٔߌܽ اᇔᇆਢਞٔހںܽ اࣇ࣢ࣳߵذج ਛਗޭوڛܽ ً ౕ౐ߏٔގ
،୸୐ݘہ წ჊ଽଣ اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ހۇۼںࢤࢿ اਗ਼೾ᆁᅬٔގںݪںܽ ܾۚه ގޓ ଺ଦۇ۽ںۛ ،ፈጴذ ৓ৈཬ
دਗ਼೾ٔގںඞඃٔت ৓ৈཬ ޹ٔرم წ჊ଽଣ ގۉ࿬ۇًٔ ڑߦݺ ແྑٔߌਦਞا ৙ৈކںཿاހۇ ܾٔ୶୐ࠦࡂݘ ਦਞن णँۛཿاހۇ وིܹ ৓ৈཬ

اਦਞۯކںܽ. ڑ٢ ڞߵز ቙ቌإ ً ܽ཮ྩັا ࿯࿉ۇޑࠃ ๮๓اހ ቟ሃٔܘ޾ਢਞا اਦਞداء

(Interpreting Results and Iteration) وا۱ظଋ૰ار ໅฾ׅا۱صظ ૩ુ݈ٮ؏ 2 .6 .3
࿯ጺጴྟັ؛ ܽ੐೻ٔጨ጗اހ ᅺᅲ཮ޭਛਗا ௠௄ۉݺ ਣਞ ጺጴۄޑߵذج اᆁᅬۯںޞ اހۇۼںࢤࢿ ۰ٓن اހߵۯٵ، ௠ோޭور ੝ഋܾۛߵر اࣇ࣢ࣳٔذج ਦਞن ڛߦޭاً
წ჊ଽଣ اހۇܩۼںޞ ཬކںۄٔ อ໹ڂ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء ގߗۇޑޭة. ෡ෆߗษ༆ دورة ᇦᇢޓ ษૉކںܽ ᅺᅲ཮ંੳ წ჊ଽଜ إڛܹ ژݺ

ۯٔߤ٢. წ჊ଽଣ ڑܽ اހۇ࿯ہߪ اހہ࿯ںܽ ڞ۽ߚݺ ܘںٷ اస఼ాۛدة اᆁᅬۯںۼܽ اހۄߵاۯݺ ෡ෆوڞٰں وษ༆ކںݺ، ގጨ጗ܭࠃ،
ا੐അٔอ໹ਢਞٔت ހۇཿކںݺ ژٔހ࿯ߗہܽ :(Analyzing False Positives) اߋਃׅݕبڮ ا౶ׅඞ๪ওএুׅت ۷ක๷ث۫ •
ཿᇔᆟًٔوਣਞت ܗߧٗ ٔጨ጗࿥ڞٰں ኢና ๮๓واހ ௠௑ٔގًٔ اހߗކںޑܽ ፀጴౕڞ޾ਣਞٔت اጨ጗ਛਗܭࠃ णँۛཿاހۇ ܾۚا ௠௄ۉݺ ا઒࡚ٔߤڷܽ،
اࣇ࣢ࣳߵذج ࿯࿃ںܽ أن اਦਞܘںٔن ގޓ ୸୐ݘۉ ቟ሺ اᆁᅬۯںޞ اހۇཿކںݺ ܾۚا ڑݪߚۥ .ܽ੐೻ۛاཬ ቟ቌٔاܘۇں ڞ޾ںۛ
٫ጺጴٔڑܽ اހۂرزة ا࿥ྐྵภฏߗںܽ اހ౤Ⴢ჊ٔت ގޓ ษૉۛدة ܽཬޑߵూ఼స ގۇۄٔߌڂ ୸୐ཧ წ჊ଽଣ ܘߗٔߌܽ اਦਞߌٔߌںܽ

اހۼںٔߌںܽ. اހ୸ଢ଼وอ໹ࠃ ڑޞ اހ࿲ߗߵ ڑٰٔت ڞߵز ᇦᇢޓ ގჱ჊ن წႚ ቟ሺ واਛਗ޼ޑۄܽ
اހߗކہںٔت ހۇཿކںݺ ژٔހ࿯ߗہܽ :(Analyzing False Negatives) اߋਃׅݕبڮ ا۷݈۱زثׅت ۷ක๷ث۫ •
๮๓واހ ٔጨ጗ގ اހۇܩۼޞ ኢና ๮๓اހ ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ހۇ౐཭ౕۛت اހߚٔގݺ اހ۽ܩ޴ ܾۚا ௠௄ۉݺ ا઒࡚ٔߤڷܽ،
اހߚٔذة اਣਞٔઓ࡚ت ܾۚه ڞແྫྷء ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اݘ࿲ߚ۰ٔ݀ٔ. ቟ሺ ௠௑ٔގًٔ ৙ৈߚ٫ں࿲اހ اఽ఼సߧߡ ۰ߚݺ
୶୐ਛਗات ྑັڑٰܽ ܾۄۛߌܽ اހ۽ߵر ৓ৈཬ ଺଩ۇކޫم ௠௑ٔގًٔ णँིۛة อซߵم ڛߵاۯݺ ๮๐࿥࿉رو წ჊ଽଣ اస఼ాۛدة

౺ದ಼ٔح. ٔጨ጗ގ ጺጴۇܨ۽ںۥ وގۇޑ୶୐ة णँིۛة
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اਛਗߗۇޑޭ ෡ෆاހۇܩߗ ౐཭ౕل ގޓ ގጨ጗ܭࠃ წ჊ଽଣ اހۇச୿ار ௠௄ݪۄۄٔ اਛਗ۽޾ݺ، ৄণॳޭاހۇܭ اހۇཿކںݺ ܾۚا ৓ৈཬ ً ڑߵࣂਗ਼അཐٔء 46 ܽ௠ுٔاހۼ ቟ሺ اਛਗ޼ޑޓ ጺጴۇۄ۽ںۚ اހۼٔژݺ اਛਗۄߧޞ ۰ٓن ،ፈጴᆀᅬ णँིۛة. ގ୶୐ات وڞߵހںۥ واߌۇܨޭاج
ੳંن واߌۇཬۛٔء دۯܽ ๨๐ގۄܩ ဋྑور ߏٔގݺ ڞ޾࿯ںۥ ڞۼޭ࠙ࡂ ހۇܭޑں٢ اހྫྷັوري ቟ልٔߗઓ࡚ا اจ෯ਢਞاء ܽ཮ྩັا

ܾۄۛߌںًٔ.
1 from sklearn.metrics import classification_report, precision_recall_curve, auc
2 import matplotlib.pyplot as plt
3 from sklearn.ensemble import RandomForestClassifier
4 from sklearn.model_selection import train_test_split
5 from sklearn.datasets import make_classification
6 from imblearn.over_sampling import SMOTE
7
8 # Generate synthetic data for the demo
9 X_imb, y_imb = make_classification(n_samples=500, n_features=10, n_informative=5,

10 n_redundant=0, n_classes=2, weights=[0.9, 0.1], random_state=42)
11 X_train_imb, X_test_imb, y_train_imb, y_test_imb = train_test_split(
12 X_imb, y_imb, test_size=0.3, random_state=42, stratify=y_imb
13 )
14
15 # Apply SMOTE to training data for better training
16 smote = SMOTE(random_state=42)
17 X_train_resampled, y_train_resampled = smote.fit_resample(X_train_imb, y_train_imb)
18
19 model_rf = RandomForestClassifier(n_estimators=100, random_state=42)
20 model_rf.fit(X_train_resampled, y_train_resampled)
21
22 y_pred = model_rf.predict(X_test_imb)
23 y_pred_proba = model_rf.predict_proba(X_test_imb)[:, 1] # Probability for the positive class
24
25 print("--- Classification Report for Phishing Detector ---")
26 print(classification_report(y_test_imb, y_pred, target_names=['Legitimate', 'Phishing']))
27
28 # Calculate and plot Precision-Recall Curve for the Phishing class
29 precision, recall, _ = precision_recall_curve(y_test_imb, y_pred_proba)
30 pr_auc = auc(recall, precision)
31
32 plt.figure(figsize=(7, 6))
33 plt.plot(recall, precision, color='purple', lw=2, label=f'PR curve (Area = {pr_auc:.2f})')
34 plt.xlabel('Recall (True Positive Rate)')
35 plt.ylabel('Precision (Positive Predictive Value)')
36 plt.title('Precision-Recall Curve for Phishing Detection')
37 plt.legend(loc="lower left")
38 plt.grid(True)
39 plt.show() # In a real environment, this will display the plot.

اᆁᅬۯܽ ๨๐ۄܩਛਗ ແྑۛۄணடا اހۇ޾ߵر ގ٢ ܜۄڂ ቙ቌإ ܜۄۂً اހߚٔގݺ اࣇ࣢ࣳߵذج ڞۼںࢤࢿ ގۄߧޞ :46 Listing
اᆁᅬۯںޞ. (Precision-Recall curve) واਣਞߌۇཬۛٔء
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اހۇ࿯ہߪي اਣਞߌۇਣਞۛل స఼ాޭك ৙რ჊ںணடا اހۇჱ჊ގݺ ܽ཮ྩັا ཐڞߵࣂ ،ᅺᅲߏٔގ ގߪߌߗںܽ ັພງ ࿯࿃ںܽ :9 .3 წ჊ߏ
๮ใ࿥࿃ ڛߦٔم ގ٢ ܜۄڂ ቙ቌإ ܜۄۂً آގۄܽ رᇔᆷںܽ ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ژߵاژܽ دا཭ݺ ގۂྔັة ًٔ੟೾ۛ཮ اਛਗۛرب

.ܽ੐೻ٔጨ጗اހ اਛਗޭا཮ݺ ቟ሺ (SIEM) اਦਞގۄںܽ وا཮ਦਞۛاث اਛਗٰࡇࡗގٔت ਢਞدارة ٫ጺጴٔڑܽ ގۇჱ჊ގݺ

Basic Deployment Con-) اগএׅܽܽثڮ ย༐འ۱ا اךظزׅرات 7 .3
(siderations

ڞߦݺ णईۯܽ ގۛرب ࣇ࣢ࣳߵذج اހ࿲ߚ٫ںކںܽ اހ۽णࣾٔة ۰ٓن ܘۼںࡡࡸ، ୸୐ڞٗڡ ٔணட ހ࿥߁ ڑܽ اހۄߦޭ اࣇ࣢ࣳٔذج ਦਞن ڛߦޭاً
წ჊اހߚ ቟ሺ ގ޾ޑދ ܾߵ ᄫᄝჽ ଽଦߧܽ، إ੝ഈٔج ࿥࿃ڷܽ ቟ሺ ގۂྔັة ౺ದ಼ٔح ܾٔັພງ ڑࢱࢿ ኢት ގٔ اਦਞߌٔس ቟ሺ ڑܽ ڛߦޭ

.9 .3
(Integration Points) ا۱ظၢျۿ۫ ،٭ׅط 1 .7 .3

ހۇჱ჊ގݺ ژٔހ࿯ߗہܽ :(Email Gateway Integration) ᇐᆁو૩૎ۛ۱ـওএا ا૩ૈ۱ࡲ࢔ ؉ݦا؉ڮ ؏ၢျۿ۫ •
቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ژߵاژܽ ᇦᇢޓ ແྑٔأߌ ᇔᆟݪߵن اస఼ాߗޓ اހٰޑݺ إߤٔر ັྟ࿯࿆ ،቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ژߵاژܽ

اހߵاردة. ፀጴౕڞ޾ਣਞٔت اހჱ჊ގݺ اހߧںۥ وܘߦޭ وڞ޾۽ںܽ ઓઉ޴ ڑޞ ߤޭ ٩ޓ ᅺᅲߏٔގ آގۄܽ
઒࡚ۛގܽ ژٔހ࿯ߗہܽ :(Custom API Service) ඙਺ܯܯڮ ؏ݘزث٭ׅت ޑ޳ඞ਺ڮ واڍڱڮ ໞٌۿڮ •
(inference architecture) اਣਞߌۇਣਞۛل ࿯࿃ںܽ ڛ٫ކۥ ศૉ޾޾ܽ، ڞߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ
اਛਗߪߌߗںܽ اਦਞގٔن ਦਞدوات ௠௄ݪޓ ،ፈጴذ ژٰۛ ڑܽ. ۯߵ (REST API) ཭ۛގܽ ߤہۼܽ دا཭ݺ
ގጨ጗ܭࠃ წ჊ଽଣ اਛਗߗۇߵ٩ہܽ اਣਞڞ޾ਣਞٔت ހ࿲ߗܭںݺ اހߵاܜ݀ܽ ܾۚه ٩ޓ ࿯࿃ߚٔط اਣਞߌۇ౐ٰౕم اਛਗߗཬٔۛة

.ᅺᅲ఼ాۇޑసا اਛਗ޼ޑۄܽ اހणँۛጨጚات ٩ޓ ษༀۉًٔ
ၗਗݪߵن ژٔހ࿯ߗہܽ :(Email Client Plugin) ᇐᆁو૩૎ۛ۱ـওএا ا૩ૈ۱ࡲ࢔ ۱ס܂ث۫ ᇐᆫׅإܨ ۿۛݦن •
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቟ሺٔإ޷ ᇔᆟݪߵن ގۂྔັة اހۇ࿯ہߪي اࣇ࣢ࣳߵذج ڑٰޑݺ أن ௠௄ݪޓ ،቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ހٰޑںݺ ቟ሺٔإ޷
ษૉކںܽ. ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ᇔᆳںݺ واܜ݀ܽ دا཭ݺ ษૉކںًٔ པႃۛގ

(Performance and Scalability) ا۱ظݦܽד و٠ׅ؉۷ثڮ اগএداء 2 .7 .3
اހྜັڑ٢ اހ࿲ߗކࢤࢿ ގۇߧކڂ ۰ٓن ᇔᆍጺጴߵن، ژٔހ࿯ߗہܽ :(Latency) اঔএܽظ໴ׅ؉ڮ و٠צ أو اᅅჾ۱ݦن •
წ჊ଽଣ ا࿯ਛਗߚߵر اࣇ࣢ࣳߵذج ਗ਼೾۽ۚ أن อ໹ڂ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء ގߧކۼًٔ. وߣں۽ںًٔ ގۇߧކۂً ௠௄ۉݺ ጺጴޭߌٔڎݺ
۰ޭض ހۇܭۄڂ ቟ሃٔۉۄ࿲اߌ წ჊ଽଣ ގۄܨ۽޲ ৙ৈ٫ںଽ଩ ᇔᆟߵن ގ٢ اਛਗٰۼۛ ແྦྷٔڑ ภฏا اਣਞߌۇਣਞۛل ۯٔߤ٢
ގޓ ଺ଦۇ۽ںۛ ౺ದ಼ٔح، اހۼںۛ ܾۚا ਣਞߌ࿲ںٰٔب ژྮັاގܽ. اਦਞڛ࿥࿃ٔڂ ܗߡ ቟ሺ ގކܩߵߣܽ ڞ୸୐཭ٗات أي
model) ጺጴۄޑߵذج اހ޾ٔرގܽ اހۇᇔᆍࢤࢿ ศૉߧߧٔت ፈጴذ ቟ሺ ٔ௠ோ ٫ጺጴٔڑܽ، ގۇۼۛގܽ ෡ෆߗษ༆ ڞۼۄںٔت

.(quantization schemas

৓ৈཬ ᅺᅲاހߚٔގ اހہ࿯ںܽ ۰ٔษ༆ߠ أن อ໹ڂ اހۇߵߌ٢، ހۼٔژކںܽ ژٔހ࿯ߗہܽ :(Scalability) ا۱ظݦܽד ٠ׅ؉۷ثڮ •
቟ሺ اਛਗߗۇߵ٩ہܽ ܽ੐ഈو୸ଢ଼ހـݪਢਞا اਣਞڞ޾ਣਞٔت ގޓ ܾٔڎݺ ቟ሴڑߵ ત်ދ ܽગٰ࡚ٔਛਗ اਛਗߧކۼܽ اਛਗޭڛܽ اހۼۛرة
ᅺᅲۯٔژ ߤߵژߵހߵܜںٔ ࿯࿉ߗںޞ ا੝ഈਢਞٔܜںܽ ގޓ اਛਗۼۛار ܾۚا ਗ਼ഋ۽ںۚ ੝೾ߧކڂ ގٔ ཬٔدة .ۛ཮وا وۯٵ
اހߗཿٔژܽ ৓ৈཬ ܽ௠ுٔاހۼ ڑܽ اਛਗٰںٔر ا୸ଢ଼۰ਣਞا޷ںܽ اਦਞܜ݀ޫة ັພງ ڑޞ ߤޭ ٩ޓ ݘہ୸୐ة णईرིܽ ጺጴۇߵߌ٢

.ٔጨዱدارᏏو ڛߧٔۯ݀ٔ وڞߵߌں٢
ا઒࡚޾ߵގںܽ (phishing) ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ڞݪۇںჱ჊ت ਦਞن ڛߦޭاً :(Maintenance) ا۱ܯثׅ،ڮ •
࿯੝അߗںޞ ڛۼߵم ،ፈጴᆀᅬ .ًٔမۛษ༆ ௠௄ۉݺ ແྑٔߌਦਞا اਦਞداء ৓ৈཬ اઓ࡚۽ٔظ ۰ٓن ގߗۇޑޭ، ހۇߧߵر ศ༆޼٢
اਣਞߌ࿲ںٰٔب ୸ୗཬ ގۄۇߦޑܽ ഫ೾رणऎ إཬٔدة ਦਞڛߦޑܽ ގጨ጗ܭࠃ წ჊ଽଣ ܹཬٔܗ޼Ꮟو اހ࿯ߚߡ اࣇ࣢ࣳߵذج ੳંاۯہܽ

اणँۛગ࡚ة. اހۇܭ࿬ྼޭںܽ णँۛጨጚاހ ހہںٔڛٔت اਛਗߗۇޑޭ

(Conclusion) اߋ୑ୂׅਃڮ
੝೾ߧކڂ ގߵڡߵۯܽ د۰ٔع أڛߦޑܽ ᇔགྷ༯ں٢ ۰ٓن ߏणँۛة، (cyber threats) ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ਦਞن ڛߦޭاً
ჱႚߏۥ ހہۄٔء اਛਗߧࡇࡗب اހ޾ٔرم اጨ጗ਛਗܭࠃ اހٰޑݺ إߤٔر ੝അߵ޷ں܇ ᇔᆷۄٔ ،ፈጴذ ৓ৈཬ ً ਗ਼അٔء .ᅺᅲߏٔގ ގጨ጗ܭںٔت
ܽཧٔ޹ں ౐཭ౕل ގޓ ً ܽ཮ྩັا మੱߗਛਗا ܾۚا णईأڛٔ ހۼۛ .(phishing) ቟ቌٔܘۇںਣਞا ጺጴۇ޾ںۛ ੳંن ቟ቌآ ߏۚوذ
௠௎ߵذج ގޓ اߌۇ۽ۛڛٔ ،ፈጴذ ৓ৈཬ ౐ཬౕوة اހۇܭ࿬ྼޭںܽ. واހہںٔڛٔت ৙ৈކںཿاހۇ اހۇཿۛي وڞٰۼࢤࢿ ގ޾ٔدر णँۛษ༆و
(class imbalance) اހ۽ڷٔت ڞߵازن ཬۛم ቟ሺ اਛਗۇޑۉݺ ৄণॳޭاހۇܨ اހۇཿۛي ܽગٰ࡚ٔਛਗ (SMOTE)
اਛਗۄٔߌہܽ. اਛਗۼ࿥ྼٔ߁ ୸ୗཬ اހٰޑݺ إߤٔر ހۇۼںࢤࢿ اਛਗߧކۼܽ اހྫྷັورة ৓ৈཬ وڞச୿اراً ੳંاراً اހۇٗݘںۛ ގ٢ ،णँۛاހߚ
৙ৈߚ٫ں࿲اހ اఽ఼సߧߡ ܾۚا ގۉݺ ັྟ࿯ހ ژྮັاގܽ اਛਗߧࡇࡗژܽ اਦਞߌٔߌںܽ اހۇܩۇںܽ اހہ࿯ںܽ ا٩ۇۂرات ਗ਼ഋٔوހۄٔ اހጨ጗ٔڑܽ، ቟ሺ
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ጺጴۇߧߵ࠙ࡂ ۯٔژݺ ݘۼٔހڂ ژۼߵة اస఼ాۛد ৙რ჊ںணடا اਛਗྟັوع ܾۚا ڑٰޑݺ ،ፈጴᆀᅬ ܘںܽ. ࿥࿃ڷܽ ቟ሺ ౺ದ಼ٔح اਛਗٰۼۛ
ގጨ጗ܭࠃ. წ჊ଽଣ اਛਗۇۼۛގܽ اᇔᆷภฏࠃ ا۰ᆁᅬٔع াদॺ ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ހۇ࿯ߗںޞ ੟അۼܽ ڞݪںں۽ܹ ௠௄ݪۄۄٔ ݘہ୸୐ة णईرིܽ
ٔጨ጗وހـݪ ڑܽ، ۯߵ دཬٔ۰ٔت ઼શศ༆ اూ఼సٔل ܾۚا دا཭ݺ ژྮັاގܽ ٔጨጚٔرߌᇦᇥ ڑࢱࢿ ๮๓اހ اస఼ాۛدة اހۇཿކںކںܽ اހـݪ۽ٔءات

.ܽ੐അٔߗઓ࡚ا اހۇჱ჊ހںۥ ਣਞرڞ۽ٔع ۰ޭ޹ܽ أڑً޼ٔ อ༆ކڂ
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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com- اઓ࡚ٔߌߵب ހٰࡇࡗم اހߵاߌ٢ اూ఼సٔل AI (Artificial Intelligence) ᇐᆺׅܪݘصঔএا اၢဋჱოء
੝ഋߧކڂ ๮๓اހ اਛਗ݀ٔم أداء ٔጨ጗ݪ௠௄ أڛߦޑܽ أو آਣਞت إଽଦٔء ৓ৈཬ ఉ௰࠙ࡂ اᆀᅬي puter science

.ًٔမັພຄ ً ذჱႚء ཬٔدةً
وا཮ۛة ۯںޑܽ AUC-ROC (Area Under the ROC Curve) ROC ෙශۿصښ ක๷צ اໟׅ݈ঌঈڮ
classifi- اހۇ޾࿯ںۥ ٩ۇۂت ᇔᇆں٢ ୸ୗཬ model اࣇ࣢ࣳߵذج أداء ڞކܨ޴ 1 ቙ቌإ 0 ގޓ ڞ୸ଢ଼اوح

أ۰޼ݺ. ௠௎ߵذج ቙ቌإ 1 ቙ቌإ اਦਞۯޭب اހۼںޑܽ ୸୐ଽ଩ .cation thresholds

ኢና AI model ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ቙ቌإ ގ཭ُۛݺ Adversarial Example ᇐᆥܯݦਃاߋ اঌঈغׅل
઒࡚ߧٗ. اࣇ࣢ࣳߵذج ارڞჱ჊ب ቟ሺ ހں࿲ߗ࿬ڂ attacker ጨᖈٔܜދ ۯہݺ ގޓ ᇔᆳۛاً ᅶᅲڞٰۛڑ

unsu- ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ގޓ ཬٔدةً ڞۼۄںܽ، Anomaly Detection ا۱݋ًوذ ۉ݋ٖ
წ჊ଽଣ ศ༆ۇކۥ ๮๓اހ ا཮ਦਞۛاث أو اހہںٔڛٔت ڛۼٔط णँۛཿހۇ ଺ُ଩ۇཾۛم ،pervised learning
اހںߵم-޹۽ޭ อซޑٔت ގۉݺ اणँۛગ࡚ة اހणँۛጨጚات ٩ޓ ጺጴـݪߚۥ ܽᇦᇗٔ཮ ቟ቐو اਛਗٰۇٔد. ٩ޓ ୸୐ݘہ

.zero-day attacks

ގٰۼۛ، AI model ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ৓ৈཬ ઼શڑߧ ގ޾ߧކ܇ Black Box اগএܽݦد ا۱ܯصٌوق
اศ༆ٔذ ᇔᆳކںܽ ۰݀ދ ັྟ࿬ጺጴ ௠௄ݪޓ ਣਞ ،deep neural network ᇔᆳںۼܽ ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ ގۉݺ

.ᅺᅬߵጪປຄ ۰ںܹ اᆁᅬا཭ކںܽ اހۼޭار
௠௎ٔذج ގޓ ڛߵع CNN (Convolutional Neural Network) ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ჌Ⴚا۱݋ز
ܽጨግ࿬ߏ اހہںٔڛٔت ቟ሺ اస఼ాކںܽ ا௠௎ਦਞٔط إอ໹ٔد ቟ሺ ੝೾۽ߵق deep learning model اހٰޑںޞ اހۇٰࠇࠋ
اਛਗކ۽ٔت ษ༆ކںݺ ٔጨ጗ݪ௠௄ ،cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اހ޾ߵر. ގۉݺ اހߚہჱ჊ت،

ݘ޾ߵر. ᅺᅲޑۉਛਗا malware binaries ا઒࡚ہ࿥ۉܽ อૉ୸ୗጺጴںٔت اހۇۄ۽ںۚڑܽ
supervised learning ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ጨᖈٔم ގޓ ጨᖈޑܽ Classification ا۱ظܯའثٖ
network ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ڞ޾࿯ںۥ ގۉݺ ،ᅺᅲގۄ۽޾ ژ۽ڷܽ اހۇ࿯ہߪ ܾߵ ٔጨ጗ގ اணடۛف ڑݪߵن

"อซߵم". أو "ߌކںޑܽ" ቙ቌإ traffic

౺಩಼ޑں٢ ڞۼߵم unsupervised learning ౔ፀጴྔັاف ཭ٔ޷٢ ୸୐ཧ ڞٰࠇࠋ ڞۼۄںܽ Clustering ا۱סص٭ٌَة
اހอૉ୸ୗںٔت ގޓ णँིۛة ཬٔڎ౐ౕت णँۛཿހۇ ٔጨᖈاߌۇཾۛا ௠௄ݪޓ ๮๓واހ ގًٰٔ، ܽጨያٔߚ࿲ਛਗا اހہںٔڛٔت ڛۼٔط

.ᅺᅲاހ޾ ذات اਦਞގۄںܽ ا཮ਦਞۛاث أو malware ا઒࡚ہ࿥ۉܽ
اހߵۯٵ، ੳંور ގ٢ ጺጴہںٔڛٔت ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ቟ሺ ୸୐اހۇ٫ں Concept Drift اঌঈٮڱݦم اක๴ܞاف
ኢት إذا machine learning model ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ߵذج أداء णऎܾߵر ቟ሺ ࿲ྼߗ࿬ڂ ۯۛ ٔᇦᇥ

.ܹ੗೾رणऎ إཬٔدة ڑࢱࢿ
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৓ৈཬ ቟ሃٔإܘ޾ ษ༆ކںݺ པໍٔ੝ഈ ڞٰޑࢤࢿ ݘں۽ںܽ ހۇۼںࢤࢿ ڑۼܽ ߤޭ Cross-Validation اঌঈظ٭ׅݕד ا۱ظښ٭܏
model اࣇ࣢ࣳߵذج ਦਞداء ގߵڡߵۯںܽ ୸ୟأݘ ڞۼۛ࠙ࡂ ৓ৈཬ اઓ࡚޾ߵل ቟ሺ ۛཬٔ଺଩ .ᅺᅲގߗۇۼ ੐അٔڛٔت ܽཬߵᇔ஫஥

.performance

machine learning ቟ቌਧਞا اހۇٰࠇࠋ ގޓ ቟቉ޭ۰ ܘۼݺ DL (Deep Learning) ا۱ס܂ث܏ ا۱ظסݸݼ
artificial neural networks اހߧہۼٔت ގۇٰۛدة ا޹ߧۄ٩ٔںܽ ܽ੐ഈ٩޾ہߵ ߏہჱ჊ت ଺ଜۇཾۛم
ᇔᆟںٔت ގޓ اਛਗٰۼۛة ا௠௎ਦਞٔط ހۇٰࠇࠋ (deep neural networks ᇔᆳںۼܽ ܽ੐ഈ٩޾ہߵ (ߏہჱ჊ت

اހہںٔڛٔت. ގޓ ݘہ୸୐ة
ma- ቟ቌآ ڞٰࠇࠋ ௠௎ٔذج ގޓ اހۇ࿯ہߪات ٢ᇔགྷ༯ ڞۼۄںٔت Ensemble Methods ا۱ظڞ܂ثסثڮ ا۱ׅܽগএث׳
ގۄ۽ޭد. ௠௎ߵذج أي ގޓ وގۇٔڛܽ دۯܽ ୸ୟأݘ ࿯࿉ہߪ ੝ഈਢਞٔج ގۇٰۛدة chine learning models

቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ቟ሺ ๮๕ษༀ อૉٔل Explainable AI (XAI) ૩ુ݈ظٮካእ ا۱٭ׅ؉۫ ᇐᆺׅܪݘصঔএا اၢဋჱოء
.ᅺᅬߵጪປຄ ٔጨያ واހۉۼܽ ٔጨዱۯޭارا ۰݀ދ ັྟ࿬ጺጴ ௠௄ݪޓ أڛߦޑܽ إଽଦٔء ቙ቌإ ጨዤۛف AI

౐཭ౕل ގޓ وا཮ۛة درིܽ ڑߵ۰ޭ performance metric أداء ގۼںٔس F1-score F1 ۿ٭ثׅس
ހۇۼںࢤࢿ ིۛاً ގ۽ںۛاً ᅶᅲٰอ໹ ٔᇦᇥ ،recall واਣਞߌۇཬۛٔء precision اᆁᅬۯܽ ގޓ წႚ ෡ෆژ اਛਗߵازڛܽ

.imbalanced datasets اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ৓ৈཬ اࣇ࣢ࣳٔذج
ݘߚۥ ቟ሺ model اࣇ࣢ࣳߵذج ڑ۽ߚݺ ܘںٷ จ෫ج ܗߧٗ FN (False Negative) ၢဋذب ෟ඾۷ܽ
security ๮๐أގ จ෪ق ቙ቌإ ܾۚا ڑߪدي أن ௠௄ݪޓ ߌކࢤࢿ. أڛܹ ৓ৈཬ ڑٔه إ ގ޾ۄ۽ًٔ ܘۼںࡡࡸ، อซߵم

.breach

཮ۛث ٩ޓ ژਢਞٔژ౐ౕغ model اࣇ࣢ࣳߵذج ڑۼߵم ܘںٷ ܗߧٗ FP (False Positive) ၢဋذب ᇐᅾׅඞ๪إ
اހჱ჊ذژܽ ا੐അٔอ໹ਢਞٔت ގޓ ୸୐اހـݪہ اހٰۛد ڑߪدي أن ௠௄ݪޓ อซߵم. أڛܹ ৓ৈཬ ษวں܇ ୸୐ཧ წ჊ଽଣ ߌކࢤࢿ

.security analysts اਦਞގޓ ৙Ꭶ፞ా఼స alert fatigue اހۇ࿯ہጨግٔت إرܾٔق ቙ቌإ
ڑݺ وษ༆ߵ وଽଦᏏٔء ਣਞܗۇںٔر اూ఼సٔل ގ۰ޭٰܽ اߌۇཾۛام ᇔᆳކںܽ Feature Engineering ا۱݈܂ׅت گصٌܽڮ
اހۇٰࠇࠋ ௠௎ߵذج أداء ෡ෆހۇܩߗ raw data اਦਞوހںܽ اހہںٔڛٔت ގޓ اᇔᆷภฏںܽ features اހߗޑٔت

.machine learning model ቟ቌਧਞا
ގޓ ٔ݀౤౟ٰڞ ڑࢱࢿ ਣਞ ๮๓اހ model اࣇ࣢ࣳߵذج ૳૗ڞݪߵ إཬۛادات Hyperparameters ا۱ٮׅ׿٭ڮ اঌঈס௕ௐׅت
ܽ੐೻٩ߚߵا ཧٔژܽ ቟ሺ اอ௦ਦਞٔر ཬۛد ގۉݺ ،ഫ೾اހۇۛر ᇔᆳކںܽ णईء ۯہݺ ܾٔणँۛษ༆ ڑࢱࢿ وހـݪޓ اހہںٔڛٔت

.Random Forest
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቟ሐا୸ୗاހߗں اਦਞގޓ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ቟ሺ ߏٔڎ٢ ڑߵ ߌ࿥ۄٔر Imbalanced Data اঌঈظݦاز،ڮ ૩ુ໘ ا۱زثׅ،ׅت
ڞச୿اراً أۯݺ ا઒࡚ہ࿥ۉܽ) ا཮ਦਞۛاث (ގۉݺ وا཮ۛة ۰ڷܽ ਣਞٔ཮ت ڞݪߵن ܘںٷ cybersecurity

اހߗކںޑܽ). ا཮ਦਞۛاث (ގۉݺ أจ෪ى ۰ڷܽ ގޓ ୸୐ژݪۉ
deep learn- ᇔᆳںޞ ڞٰࠇࠋ ௠௎ߵذج LLM (Large Language Model) ૩ુا۱ـۛز اካእלڮ ୑ିݦذج
Transformer architec- اస఼ాߵਣਞت ࿯࿃ںܽ ৓ৈཬ ཬٔدةً ڑٰۇޑۛ ིۛاً، ୸୐ݘہ ing model

اހ࿬ྟັي. اހۄ޴ ଽଜہܹ ڛ޴ وڞߵހںۛ ހ۽݀ދ ގ޾ޑދ ،ture

اހߚہჱ჊ت ގޓ ގۇۼۛم ڛߵع LSTM (Long Short-Term Memory) اঌঈٌى ٠ܯ૩ુة ძუ؂ ݕݦ اჱოا୼ୡة
཭ٔص წ჊ଽଣ ۰ٰٔل Recurrent Neural Network (RNN) اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ
اߌۇཬۛٔء ଺଩ކߗ౐ౕت أو logs اހߗ౐ౕྃت ގۉݺ اހہںٔڛٔت، ގޓ ᅺᅲڑ ߤߵ ଺଩ކߗ౐ౕت ގޓ اހۇٰࠇࠋ ቟ሺ

.API call sequences اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ
أܜ݀ޫة ௠௄ۄ܇ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގޓ ቟቉ޭ۰ ܘۼݺ ML (Machine Learning) ᇐᆽঘএا ا۱ظסݸݼ
ܽอૉ୸ୗގ ڞݪߵن أن دون ۯޭارات، أو ࿯࿉ہߪات ހٰޑݺ اހہںٔڛٔت ގޓ اހۇٰࠇࠋ ৓ৈཬ اހۼۛرة اހᇔᆍہںߵࠦࡂ

ڑߵ. ߌ࿥ۄٔر წ჊ހ ཐ໐ັྩ წ჊ଽଣ
اჱႚᆀᅬء ਣਞٔอૉت ގޓ อૉٔل NLP (Natural Language Processing) ا۱ݘزثסثڮ اካእלׅت ۿסׅߋਈڮ
اހ࿬ྟັڑܽ، ܽ٫ጺጴا ܽગٰ࡚ٔوގ ୸୐وڞ۽ߗ ۰݀ދ ގޓ اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ෡ෆݪ௠௑ ৓ৈཬ ఉ௰࠙ࡂ AI ቟቉ٔ޹ߧۄਣਞا

.phishing emails ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ رߌٔڎݺ ษ༆ކںݺ ގۉݺ ਛਗ݀ٔم و଺ଜۇཾۛم
ഫ೾اހۇۛر ੐അٔڛٔت model اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ ٩ۄۛގٔ ษ༆ۛث ᅺლ჊ގߚ Overfitting اঌঈٮܞط ا۱ظڙܯثܥ
ڑߪدي ٔᇦᇥ ،ٔጨግ۰ اਛਗߵܜߵدة noise اހ޼ߵ޷ٔء ፈጴذ ቟ሺ ٔ௠ோ ގ۽ޭط، წ჊ଽଣ training data

.ܽ੐೻ޭਛਗا ୸୐ཧ اणँۛગ࡚ة اހہںٔڛٔت ৓ৈཬ ޷ٰںۥ أداء ቙ቌإ
෡ෆژ اਛਗۼٔڑ޼ܽ ཐڑߵࣂ ቟ሐٔ੐അ ဋྑر PR (Precision-Recall) Curve ا٠ჲოڮ-اঔএܽظໝٌׅء ෙශۿصښ
཭ٔص წ჊ଽଣ ގ۽ںۛ وܾߵ ศૉۇކ۽ܽ، ٩ۇۂت ٩ۄۛ recall واߌۇཬۛٔڎܹ اࣇ࣢ࣳߵذج precision دۯܽ

.imbalanced datasets اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ৓ৈཬ اࣇ࣢ࣳٔذج ހۇۼںࢤࢿ
ᇔᇆں٢ ෡ෆژ "ގޓ اހߗߪال: ৓ৈཬ อ໹ںڂ evaluation metric ڞۼںࢤࢿ ގۼںٔس Precision ا٠ჲოڮ
اހٰٔހںܽ اᆁᅬۯܽ ژٔހ۽ٰݺ؟" ܗہ࿥ۉًٔ ჱႚن ٔጨ጗ގ ኢብ ܗہ࿥ۉܽ، ٔጨዮأ model اࣇ࣢ࣳߵذج ڞߵۯ٢ ๮๓اހ ا཮ਦਞۛاث

.false alarms اހჱ჊ذژܽ اढऋਢਞارات ގޓ ᎂ፞ڞۼ
machine ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ގޓ ௠௎ߵذج RL (Reinforcement Learning) اঌঈסܜز ا۱ظסݸݼ
቟ሺ إจ෯اءات أداء ڑޞ ߤޭ ٩ޓ ৓ৈۉਛਗا اހۼޭارات اศ༆ٔذ agent و৺য়ݺ ੝೾ٰࠇࠋ ܘںٷ learning

٩ۼߵژٔت. أو ގ۰ჱ჊٘ت وڞކࡡࡸ ࿥࿃ڷܽ
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ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ڛߵع RNN (Recurrent Neural Network) اঌঈظଋ૰رة ا۱סܯزݦ౹ুڮ ჌Ⴚا۱݋ز
ގۉݺ ،sequential data ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ގ٢ ጺጴۇٰٔގݺ ގ޾ޑދ neural network

دا཭ކںܽ. ذاఋ௰ة ৓ৈཬ ษ໹ۇߵي ਦਞڛܹ ،log events اހߗ౐ౕྃت أ཮ۛاث ގޓ ᅺᅲߌކߗ
ensemble machine learn- ఴੱںᇔགྷ༯ ቟ቌآ ڞٰࠇࠋ ௠௎ߵذج Random Forest ا۱ס݋ݦا౬ুڮ ا۱לׅ؉ڮ
وศ໹ޭج decision trees اހۼޭار أอ௦ٔر ގޓ ݘہ୸୐اً ཬۛداً ๮๐࿬ྼ وߏٔڎ٢ ۯߵي ing model

اހ۽ޭدڑܽ. اอ௦ਦਞٔر ހ۽ڷٔت اਛਗۄߵال ௠௑ۉݺ ๮๓اހ اހ۽ڷܽ
True اઓ࡚ۼںۼںܽ ا੐അٔอ໹ਢਞٔت ގٰۛل أو Sensitivity ژઓ࡚ٔߗٔߌںܽ أڑً޼ٔ ڑُٰޭف Recall اঔএܽظໝٌׅء
෡ෆژ "ގޓ اހߗߪال: ৓ৈཬ อ໹ںڂ evaluation metric ڞۼںࢤࢿ ގۼںٔس .Positive Rate

წ჊ଽଣ model اࣇ࣢ࣳߵذج ٔጨግކཬ ڞٰޭف ๮๓اހ ا཮ਦਞۛاث ཬۛد ኢብ اހ۽ٰކںܽ، ا઒࡚ہ࿥ۉܽ ا཮ਦਞۛاث ᇔᇆں٢
اހणँۛጨጚات. ഞ೾ڞ۽ߵ ހٰۛم ဋྑٔ཮ ંੳأ ቟ቌٰٔاހ اਣਞߌۇཬۛٔء ษวں܇؟"

اணடۛف ڑݪߵن supervised learning ౔ፀጴྔັاف ཭ٔ޷٢ ڞٰࠇࠋ ጨᖈޑܽ Regression اක๴ঔএٌار
software vulnera- ࠠࡂอૉںܽ ڡ٫ޭة ܗߧߵرة درིܽ ގۉݺ ގߗۇޑޭة، ཬۛدڑܽ ژۼںޑܽ اހۇ࿯ہߪ ٔጨ጗ގ.bility

deep learn- اހٰޑںޞ ژٔހۇٰࠇࠋ ࠙ࡂ੗ഋߡ ގٔ ཧٔހۂً ጨዮ܋، Representation Learning ا࠸ࡖࡤغث۫ ؏סݸݼ
ގޓ णࣾٔ۰ة اࣇࣥࣳۉں౐ౕت أو features اހߗޑٔت ୸ୟأݘ ًٔ੐೻ٔڞކۼ اࣇ࣢ࣳߵذج ڑݪ࿲ߚۥ ܘںٷ ،ing

.raw data اਦਞوހںܽ اހہںٔڛٔت
ROC (Receiver Operating Characteristic) Curve اঌঈ݈ظ٭ز۫ મચלث۫ ໞׅܪثڮ ෙශۿصښ

ގٰۛل ဋྑر ڑޞ ߤޭ ٩ޓ classification model ڞ޾࿯ںۥ ௠௎ߵذج أداء ཐڑߵࣂ ቟ሐٔ੐അ ဋྑر
false اހჱ჊ذژܽ ا੐അٔอ໹ਢਞٔت ގٰۛل ގۼٔژݺ true positive rate اઓ࡚ۼںۼںܽ ا੐അٔอ໹ਢਞٔت

ศૉۇކ۽ܽ. ٩ۇۂت ٩ۄۛ positive rate

౔ፀጴྔັاف ཭ٔ޷٢ ڞٰࠇࠋ ௠௎ߵذج SVM (Support Vector Machine) اჲოاᅅᄤڮ اঌঈظڞڱׅت ძოآ
(hyperplane اހ۽ٔڎޞ (اਛਗߗۇߵى اਦਞގۉݺ ۛઓ࡚ا ۛอ໹ supervised learning model

ศૉۇކ۽ܽ. ۰ڷٔت ቙ቌإ اހہںٔڛٔت ڛۼٔط ހ۽޾ݺ
ًٔอ໹઀ੳ ଺ଜۇཾۛم ෡ෆᝉอซ ഫ೾رणऎ ጨዮ܋ Semi-supervised Learning ย༅௅኱እاف اߋਃׅܨד ݀زڪ ا۱ظסݸݼ
اਛਗ޾ۄ۽ܽ ୸୐ཧ اހہںٔڛٔت ގޓ ݘہ୸୐ة وᇔᆟںܽ labeled data اਛਗ޾ۄ۽ܽ اހہںٔڛٔت ގޓ ޹୸୐٫ة ᇔᆟںܽ unlabeled.ގޓ data

machine learning ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ߵذج Supervised Learning ย༅௅኱እاف اߋਃׅܨד ا۱ظסݸݼ
ڛۼߧܽ წႚ ٔጨግ۰ ڞݪߵن ੐അٔڛٔت ܽཬߵᇔ஫஥ ގޓ algorithm ا઒࡚ߵارزގںܽ ੝ഋٰࠇࠋ ܘںٷ ،ًٔཬߏںߵ ୸ୟݘਦਞا

اހ޾ܩں܇. ژจ෪ਢਞٔاج labeled ގ޾ۄ۽ܽ ੐അٔڛٔت
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ߌކںޑًٔ ًٔဩۛ཮ model اࣇ࣢ࣳߵذج ษ໹ۛد ܘںٷ ษวں܇ ࿯࿉ہߪ TN (True Negative) ډ٭ثߒߩ ෟ඾۷ܽ
ߌކࢤࢿ. أڛܹ ৓ৈཬ

ܗہ࿥ۉًٔ ًٔဩۛ཮ model اࣇ࣢ࣳߵذج ษ໹ۛد ܘںٷ ษวں܇ ࿯࿉ہߪ TP (True Positive) ډ٭ثߒߩ ᇐᅾׅඞ๪إ
ܗہ࿥ٷ. أڛܹ ৓ৈཬ

ഫ೾اހۇۛر ᇔᆳކںܽ ގޓ ત်ޫه ڑࢱࢿ اᆀᅬي اހہںٔڛٔت ܽཬߵᇔ஫஥ ގޓ اગ࡚ޫء Testing Set اঔএڈظزׅر ᅅଜଖݦໝڮ
.ܽ੐೻ޭਛਗا ୸୐ཧ اހہںٔڛٔت ৓ৈཬ ቟ሃٔጨ጗اހ model اࣇ࣢ࣳߵذج أداء ހۇۼںࢤࢿ اހጨ጗ٔڑܽ ቟ሺ ۰ۼߡ و଺ଜۇཾۛم

቟ቌਧਞا اހۇٰࠇࠋ ௠௎ߵذج ഫ೾ހۇۛر اਛਗߗۇཾۛم اހہںٔڛٔت ܽཬߵᇔ஫஥ ގޓ اગ࡚ޫء Training Set ಜ౯ا۱ظٌر ᅅଜଖݦໝڮ
ܾۚه ގޓ واހ౐ٰౕۯٔت ا௠௎ਦਞٔط model اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ .machine learning model

اހہںٔڛٔت.
machine learn- ቟ቌآ ڞٰࠇࠋ ௠௎ߵذج Unsupervised Learning ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱ظסݸݼ
unlabeled data ގ޾ۄ۽ܽ ୸୐ཧ ੐അٔڛٔت ގ٢ algorithm ا઒࡚ߵارزގںܽ ڞٰޑݺ ܘںٷ ing

௠ோ۽ޭدܾٔ. ศૉ۽ںܽ წႚܾٔں أو أ௠௎ٔط ৓ৈཬ ጺጴٰۉߵر
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4 ؉ׅب
ا۱݋زၢျت ا૩૎ໞاق اۉལ݋ׅف
Network Intrusion)

ا૧ુঌঈات گصٌܽڮ :(Detection
وا۱ظסݸݼ (Feature Engineering)
(Classical ML) ஥ஊܽثெၗျ۱ا ᇐᆽঘএا

ۿ٭ٌۿڮ
Network Intrusion Detection System -) اހߚہჱ჊ت ا୸ଢ଼཭اق اݘ࿲ߚٔف ڛߦٔم ڑُٰۛ
أن ᅢᄷڛߪ .ܽ੟೾ۛઓ࡚ا (cybersecurity) ቟ሐا୸ୗاހߗں اਦਞގޓ ཬٔ۰ᆁᅬٔت ژٔرز ᇔᆳݺ إߤٔر (NIDS
اހ޼ٔرة اଽଦਦਞߧܽ णँۛษ༆و (network traffic) ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ੳંاۯہܽ ቟ቐ اਦਞߌٔߌںܽ وߣں۽ۇܹ
اހߚہჱ჊ت ڞٰۼںۛ णँࠦࡀا ގ٢ اހྫྷັر. ގޓ ୸୐ݘہ ત်ދ ቟ሺ ࿲࿉ߗ࿬ڂ أن ۯہݺ (malicious activities)
اჱႚᆀᅬء ڑߵ۰ޭ اހߗ࿬ڂ، ணடۚا .ًౕ౐ގߗۇܩں ً أੳંا اހہںٔڛٔت ணடۚه اހںۛوي اހۇཿކںݺ ڑ޾ہ܇ اਛਗޭور، ᅛᄷจ෫ وત်ދ
machine learning -) ቟ቌਧਞا اހۇٰࠇࠋ ً وणँۛษ༆ا ،(artificial intelligence) ቟቉ٔ޹ߧۄਣਞا
finger-) ژ޾ޑٔت وو޷٢ وษ༆ކںݺ ܽગٰ࡚ٔގ ౐཭ౕل ގޓ ጺጴۇߧߵ࠙ࡂ. ً ౕ౐وۯٔژ ً ਣਞٰٔ۰ ً ศૉߧߧٔ ،(ML
(ML models) ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ގޓ ଺ଦۇ۽ںۛ ،ᅛᅉاހߚہ ੐അٔڛٔت ގޓ ᅺᅲܾٔڎ ހᇔᆍںٔت (printing

اणँۛગ࡚ة اހणँۛጨጚات णँۛษ༆و ً ٔ੐೻ٔڞކۼ اਛਗٰޭو۰ܽ (attack patterns) اணடܭߵم أ௠௎ٔط ਣਞݘ࿲ߚٔف
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signature based) اހۇߵۯں٢ ৓ৈཬ ܽ௠ுٔاހۼ اހۇۼކںۛڑܽ اਦਞڛߦޑܽ ٔጨዱڞ۽ߵ ۯۛ ๮๓اހ (novel threats)
ഞ೾ހۇ۽ߵ ۰ޭ޹ܽ ً أڑ޼ٔ อ໹ކڂ وހـݪۄܹ ጺጴۇߧߵ࠙ࡂ، ً ౕ౐ۯٔژ ً ٔཬٔ۰د ቟ቌਧਞا اਣਞݘ࿲ߚٔف ઼શศ໹ .(systems

.(highly obfuscated attacks) စ๽ߚߵ࿲اހ ߏणँۛة اணடܭޑٔت
(NIDS) اހߚہჱ჊ت ا୸ଢ଼཭اق اݘ࿲ߚٔف ڛߦٔم ހہۄٔء ژٔرز ᇔᆳݺ إߤٔر ཐڛߵࣂ اހ۽޾ݺ، ܾۚا ቟ሺ
.(classical algorithms) اހღ჊ౕߌںݪںܽ ا઒࡚ߵارزގںٔت ژٔߌۇཾۛام (ML) ቟ቌਧਞا ژٔހۇٰࠇࠋ ގ٩ۛߵم
௠௎ٔذج وઓઉ޴ (network intrusion) ᅛᅉاހߚہ ا୸ଢ଼཭اق ᅺლ჊ގߚ ڑۥ ޭٰ੝അ ੗ഈۛأ ،ፈጴᆀᅬ ࿲࿆ںྃܽ
ހہںٔڛٔت اਦਞߌٔߌںܽ اਛਗ޾ٔدر ਗ਼ഈٔۯ߄ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اހߚٔڎٰܽ. (attack paradigms) اணடܭߵم
sum-) اਛਗކܨ޾ܽ اހۇ۰ۛޞ و౐อ௣ౕت (raw packet captures) ا઒࡚ٔم اઓ࡚ޫم اހۇۼٔط ގۉݺ ،ᅛᅉاހߚہ
ٔጨ጗ގ ଺ଦۇ۽ںۛ ๮๓اހ (Python tools) ژ੟೾ٔߵن أدوات ഫഈིٔ ቙ቌإ ،(marized flow records

،(feature engineering) ا୶୐ਛਗات ணடۄۛߌܽ ܽ੐ഈٗގۇ دراߌܽ ߽ᇦᇗਦਞا ୶୐ݘ୸ଢ଼اހ ੝೾ߧކڂ .ٔጨጚગٰ࡚ٔਛਗ
(numerical features) ཬۛدڑܽ ގ୶୐ات ቙ቌإ ا઒࡚ٔم ᅛᅉاހߚہ ੐അٔڛٔت ڑݺ ހۇܩߵ ܽᇦᇗٔઓ࡚ا اਧਞހںܽ ቟ቐو
ހہۄٔء ً ᇔᆳކںٔ ً ٔཬގྟັو ڛۼ୸ଢ଼ح أ୸୐཭اً، ڞۼںںޑ݀ٔ. (ML models) ቟ቌਧਞا اހۇٰࠇࠋ ࣇ࣢ࣳٔذج ௠௄ݪޓ ๨๐ٰގ ذات
in-) اހۇߧ۽ݺ ਣਞݘ࿲ߚٔف (Random Forest classifier) ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ގُ޾ۄۥّ وڞۼںࢤࢿ
اހणँۛጨጚات णँۛཿހۇ اਦਞڛߦޑܽ ܾۚه ࿯࿉ߗںޞ ހـݪں۽ںܽ دۯںۼܽ ڑܽ رؤ ڑߵ۰ޭ ٔᇦᇥ ،(trusion detection

.(threat identification)

The Problem:) ჌Ⴚا۱݋ز ا૩૎ໞا٠ׅت اۉལ݋ׅف :ძ။ျ݋ঌঈا 1 .4
(Detecting Network Intrusions

anoma-) اހߚٔذة أو اހ޼ٔرة أو ٔጨያ اਛਗྮັح ୸୐ཧ اଽଦਦਞߧܽ णँۛษ༆ ܾߵ NIDS ހۄߦٔم ແྑٔߌਦਞا اணடۛف
৙ৈކںษ༆ ᇔᆟܩޭك NIDS ڛߦٔم ڑٰޑݺ ،ፈጴᆀᅬ اހᇔᆍہںߵࠦࡂ. ᅛᅉߏہ ৓ৈཬ ษ༆ۛث ๮๓اހ (lous activities

suspicious)ً ގߚہߵܾٔ ً ߏۚوذا ڑݪ࿲ߚۥ ٩ۄۛގٔ ً إढऋارا و࿯ྼߗޞ اހہںٔڛٔت ۰णऎޞ ژ೰ೢᖹٔޭار ࠙ࡂاۯڂ ੳંن،
ގޓ ً णईءا اހणँۛጨጚات، ގޓ ୶୐ގۇޑ ߤںۥ ਣਞݘ࿲ߚٔف ގ޾ޑޑܽ اਦਞڛߦޑܽ ܾۚه أن ᅢᄷڛߪ .(anomalies
اਛਗٰۼۛة ا࿯ਛਗߗۼܽ اணடܭޑٔت ๨๓وܘ اހ࿬ߗںߧܽ (reconnaissance probes) اਣਞߌۇߧ౐ౕع ษ༆ۼںۼٔت

.(complex coordinated attacks)

(Common Intrusion Types) ا۱݋ׅ׿סڮ ا૩૎ໞঔএاق أ،ݦاع 1 .1 .4
ணடۚا إܘۂߤ݀ٔ. ቙ቌإ ษ༃ۇٔج ๮๓اހ اଽଦਦਞߧܽ أڛߵاع ෡ෆژ ୶୐اࣇࣥࣳں ً ིۛا اਛਗ݀ދ ގޓ ۰ٰٔل، NIDS ڛߦٔم ހہۄٔء
णँٰۛاހ ڛٰޫو ٔਗ਼ഈٓ۰ ژ೰ೢᖹٔޭار، (cyber threats) ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ۛጪྟގ ੝೾ߧߵر ࿥࿃ۄޑٔ اހߗ࿬ڂ،

ގۇޑ୶୐ة. ۰ڷٔت ཬۛة ቙ቌإ اணடܭޑٔت ގޓ
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reconnaissance mech-) اߌۇߧ౐ౕع آހںܽ ܾۚه :(Port Scans) اঌঈص١ًׅ ਄৺ܥ ۷ᅅᄤثׅت •
(ports) اਛਗۄ۰ٔۚ ގޓ ߤںۥ ቙ቌإ ގጨ጗ܭࠃ წ჊ଽଣ ߤކۂت اਛਗ݀ٔܜދ ࠙ࡂߌݺ ܘںٷ ژٔرزة (anism
቟ቐ وގٔ ܽ཮۽ۇߵਛਗا اਛਗۄ۰ٔۚ اݘ࿲ߚٔف ܾߵ اணடۛف ،ፈጴᆀᅬ ࿲࿆ںྃܽ .(host) اਛਗ޼ںۥ ৓ৈཬ
(vulnerabilities) اހ޼ٰۥ ڛۼٔط णँۛษ༆و ،ٔጨግކཬ ڞٰޑݺ ๮๓اހ (services) ا઒࡚ۛގٔت
อ໹ކڂ وހـݪۄܹ ،ܽ੐ഋٔގٰࡇࡗގ ގ୶୐ة ܽ཮۽ۇߵਛਗا اਛਗۄ۰ٔۚ اݘ࿲ߚٔف ઼શศ໹ .৙ৈގߗۇۼہ ணடܭߵم ᅺᅲ఼ాۇޑసا

.(security mechanisms) اਦਞގٔن آހںٔت ژߵاߌߧܽ اހ۽ߵري ݘ࿲ౕߚٔف ፀጴ ۰ޭ޹ܽ ً أڑ޼ٔ
อซߵم ގޓ اணடۛف :(Denial of Service (DoS) Attacks) اߋਃٌۿڮ ਕྫ׳ ඞർ܂ׅت •
،ᅺᅬٔઓ࡚ا ܾۚه ቟ሺ .૳૗ۼ޾ߵدਛਗا ਛਗߗۇཾۛގںܹ ގۇٔح ୸୐ཧ ᅛᅉاހߚہ ގߵرد أو اગ࡚݀ٔز ܜٰݺ ܾߵ DoS

اހߧކۂت أو اਛਗޭور ᅛᄷจ෫ ގޓ ଺ଣںݺ اਛਗߗጨጚۛف اހۄߦٔم إ٤ંاق ڑޞ ߤޭ ٩ޓ ፈጴذ اᇔᇆٔ݀ਛਗߵن ษ໹ۼޞ
اߌ࿲ںٰٔب ৓ৈཬ ً ۯٔدرا ڑٰۛ ਣਞ ๨๓ܘ ގߵارده واߌ౐ጨጚౕك ،(malformed requests) اਛਗߚߵܾܽ

.෡ෆاހ٩ັྟں ෡ෆߗۇཾۛގਛਗا
ڡ٫ޭة ގޓ اਛਗ݀ٔܜދ اߌۇ۽ٔدة ፈጴذ ੝೾޼ޑޓ :(Exploit Attempts) اঔএܽظלெுل ක਺ׅوঔএت •
ଽ଩ޑݺ ،ፈጴᆀᅬ ٫ଽ଩ںݺ. ڛߦٔم أو ࠠࡂอૉࠃ ᇔᆳݺ إߤٔر ቟ሺ ގٰޭو۰ܽ (vulnerability) أގۄںܽ
ۛཬۯߵا ܘۼޓ อซޑٔت أو (buffer overflows) اਛਗߪۯٵ اఽ఼సޫن ߌٰܽ อ༆ٔوز اހߚٔڎٰܽ ᅺᅲގۉਦਞا
৓ৈཬ ژઓ࡚ٔ޾ߵل ౤ᎈጴ݀ٔܜދ ଺଩ޑ܇ أن ௠௄ݪޓ ๮๓واހ ،(SQL injection attacks) اހہںٔڛٔت
޷ٔرة ࠠࡂอૉںܽ ڞٰކںޑٔت ਗ਼ഋ۽ںۚ أو ،(unauthorized access) ژܹ ގྮັح ୸୐ཧ و޹ߵل
اހۄߦٔم ৓ৈཬ (escalate privileges) اਣਞގۇںٔزات ڞ޾ٰںۛ أو ،(malicious code)

اਛਗߗጨጚۛف.
ۯہݺ ጺጴ݀ܭߵم. اਦਞوހںܽ اਛਗٰࡇࡗގٔت ٢ᇔᇆ ᅺᅲ཮ંੳ ቟ቐ ܾۚه :(Reconnaissance) اঔএܽظݘெுع •
.ᅺᅲ఼ాۇޑసا اހ޼ٰۥ وڛۼٔط واਦਞڛߦޑܽ ܽ۰ۛጨጚߗਛਗا ᅛᅉاހߚہ ܘߵل ੐അٔڛٔت اਛਗ݀ٔܜދ ٢ᇔགྷ༢ อซߵم، ߏޓ
(passive techniques) ߌކہںܽ ڞۼۄںٔت ፈጴذ ੝೾޼ޑޓ أن ௠௄ݪޓ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ
واਛਗߗ܇ ،(mapping) ا઒࡚ޭاڎߡ ဋྑر ގۉݺ ،(active techniques) ଽଦߧܽ ڞۼۄںٔت أو

ਣਞݘ࿲ߚ۰ٔ݀ٔ. NIDS ڛߦٔم ގޓ ଺ଦۇ۽ںۛ ๮๓واހ ،(probing) ୸ୗواހߗ ،(scanning)

و౶ুׅ،ׅت اߋ਄ܜم ا۱ظ٭ׅط ۿ۷ٮׅت واগএدوات: ا۱زثׅ،ׅت ۿܯׅدر 2 .4
Data Sources & Tools: PCAPs &) ا۱ظ١ٌ܏

(Flow Data

،ፈጴᆀᅬ ౺ಸ಩ކںކ݀ٔ. ڛۼߵم ๮๓اހ اᆁᅬۯںۼܽ اހہںٔڛٔت ܾߵ (ML) ቟ቌਧਞا ژٔހۇٰࠇࠋ ގ٩ۛߵم NIDS ڛߦٔم أي أߌٔس
ٔጨ጗᛹ޫศ༆و اހۇۼٔߤ݀ٔ و௠௄ݪۄۄٔ ،(network traffic) ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ੳંاۯہܽ ގޓ اހہںٔڛٔت ܾۚه ቟ሓٗڞ

102



واᏀᎫརދ. اހۇ۽ٔ޹ںݺ ෡ෆژ ا઒࡚ٔ޹ܽ ٔጨዱٔގۼٔڑ޼ ٔጨ጗ގ წ჊وހ ࿯࿉ߗںۼٔت، ཬۛة ቟ሺ

Raw Network Traffic Cap-) اߋਃׅم ჌Ⴚا۱݋ز ৤৳ور ჌Ⴈ൹൜ ا۱ظ٭ׅط 1 .2 .4
(tures - PCAP files

ઓ࡚ޫم اހჱ჊ގݺ اᏀᎫརދ ৓ৈཬ ษ໹ۇߵي ቟ሃٔਗ਼എ ގކۥ ܾߵ (Packet Capture file) اઓ࡚ޫم اހۇۼٔط ގކۥ
ᇔᇆں٢ ܾۚا ੝೾޼ޑޓ ،ፈጴᆀᅬ ࿲࿆ںྃܽ .ᅛᅉاހߚہ ގޓ ٔጪྦྷ୸ଢ଼ٰڛ ๮๓اހ (network packets) ᅛᅉاހߚہ
ڞߵ۰ޭ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اހ۽ٰކںܽ. (data payload) اހہںٔڛٔت ᅺᅬߵᇔᇂو (headers) اภฏؤوس
اઓ࡚ޫم ހ۽ܩ޴ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ٔᇦᇥ ،ᅛᅉاހߚہ ހ࿯ߚٔط ً ਣਞٔواݘۇޑ دۯܽ ୸ୟݘਦਞا اހٰޭض اઓ࡚ޫم اހۇۼٔط ގކ۽ٔت
.(forensic analysis) اਛਗ۽޾ݺ ቟ሃٔۄગ࡚ا واހۇཿކںݺ (deep packet inspection) اހٰޑںޞ
اႼ჊ਛਗ۽ܽ ૳૗ޫاހۇܨ ܽગٰ࡚ٔਛਗ ۰ޭ޹ܽ ً أڑ޼ٔ อ༆ކڂ ٔጨ጗وހـݪ ،ًౕ౐ގჱႚ ً ษ༆ކںކںٔ ً إߤٔرا ا઒࡚ٔم اઓ࡚ޫم ੐അٔڛٔت ઼શศ༆

.ًٔ੐അٔܘߗ
Structured Flow Data - NetFlow,) ძ။ျڱثঌঈا ا۱ظ١ٌ܏ ౶ুׅ،ׅت 2 .2 .4

(IPFIX, Zeek logs

௠௎ߵذج ቟ሺ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ੝അًކܨں޴ ཧٔހۂ ڛۼߵم ا઒࡚ٔم، اਣਞހۇۼٔߤٔت ܽગٰ࡚ٔގ ษ༆ۛڑٔت ގޓ ጺጴۇܨ۽ںۥ
(network flow) ᅛᅉاހߚہ ۰णऎޞ ،ፈጴᆀᅬ .(structured flow paradigm) წ჊ںጨᖈ ۰णऎޞ
ގޓ ܽཬߵᇔ஫஥ ژߵاߌߧܽ اހۇ۰ۛޞ ษ༃ۛد ގٔ ཬٔدةً .ᅛᄷ୸ଢ଼ގߚ ܗ޾ٔڎ޴ ቟ሺ ୸ଢ଼ଽ଩ك ๮๓اހ اઓ࡚ޫم ގޓ ᅺᅲߌކߗ ܾߵ
ڞߵ۰ޭ ،ᅺᅬٔઓ࡚ا ܾۚه ቟ሺ اਛਗٰࡇࡗގٔت. ގޓ ގۇޑ୶୐ة ۯߧ٢ ᇔᇁ߁ ގޓ ੝ഋݪߵن ๮๓واހ ،(5-tuple) ٩ۄٔྩັ 5
،ᅺᅬۇۂدਛਗا واઓ࡚ޫم (bytes) اހہ੝೾ٔٔت ቟ቌٔᇔᇆإ ގۉݺ اస఼ాٔدڡܽ، ܘߵل ٰܽᇔ஫஥ إܘ޾੐೻ٔٔت اހۇ۰ۛޞ ੐അٔڛٔت
TCP) اਢਞرߌٔل ቟ሺ ଎଀ཿاހۇ ݘߵߵل ࠠࡂوڞ و౐ཬౕގٔت ،(connection duration) اਣਞڞ޾ٔل وގۛة

اઓ࡚ޫم. ᇔᇂߵਣਞت ૳૗ޫศ༆ دون اਛਗޭ޹ߵدة، (flags

ژٔرز ᅛᅉߏہ ݘߵߵل ࠠࡂوڞ ܾߵ NetFlow :(NetFlow/IPFIX) ١ثۛܲ ᇐᅾ آي / ١޸߈ ಏ౹ •
ڞߵܘںۛه ኢና أڛܹ ᅢᄷڛߪ واᆀᅬي ،(IP traffic) ഞഈ୸ଢ଼ڛਢਞا ݘߵߵل ࠠࡂوڞ ੳંور ᅛᄷจ෫ ގٰࡇࡗގٔت ٢ੂਸ਼ਭ
ݘߵߵل ࠠࡂوڞ ۰णऎޞ ގٰࡇࡗގٔت ڞ޾ۛ࠙ࡂ ဋྑٔژ (IETF) ഞഈ୸ଢ଼ڛਢਞا ܾۄۛߌܽ ጨᖈޑܽ ۯߵة ۯہݺ ގޓ
.(Internet Protocol Flow Information Export - IPFIX) ഞഈ୸ଢ଼ڛਢਞا
଺଩ۇߵ٩ڂ ๮๓اހ (switches) واస఼ాߵਣਞت (routers) اހۇߵܜںܹ ਦਞܜ݀ޫة ௠௄ݪޓ ،ፈጴᆀᅬ ࿲࿆ںྃܽ
๮๓اހ اస఼ాٔدڡٔت ᇔᇆں٢ ڞކܨ޴ (flow records) ۰णऎޞ ౐อ௣ౕت إଽଦٔء ݘߵߵਣਞت اހ୸ୗوڞ ܾۚه

.ᅛᅉاހߚہ ଽଦٔط ৓ৈཬ ੳંڛܽ ཬٔގܽ ڛߦޭة ڑߵ۰ޭ ٔᇦᇥ ،ܾٔ୸ୗཬ ޭ௠௑
٩ޓ ڑٰޑݺ .ᅛᅉاހߚہ ހۇཿކںݺ و۰ٰٔل اਛਗ޾ۛر ގ۽ۇߵح ᇔᆳݺ إߤٔر ܾߵ Zeek :(Zeek) ز؂ڷ •
struc-) ᅺლ჊ںጨᖈ อ௣ݺ ގކ۽ٔت ଽଦਢਞٔء ا઒࡚ٔم اઓ࡚ޫم ੐അٔڛٔت وڞކܨں޴ ୸୐وڞ۽ߗ ܽગٰ࡚ٔގ ڑޞ ߤޭ
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ގۇޑ୶୐ة ౐อ௣ౕت Zeek ࿯ُྼۇ܋ اހٰٔގܽ، اހۇ۰ۛޞ ౐อ௣ౕت ގޓ ً ਣਞणई .(tured log files
ma-) ቟ቌਧਞا اހۇٰࠇࠋ ࣇ࣢ࣳٔذج ๨๐ٰਛਗا ذات ا୶୐ਛਗات اߌۇܨޭاج ጪປ๽ݺ ٔᇦᇥ ษૉۛدة، ݘߵߵਣਞت ހ୸ୗوڞ

.[63] (chine learning models

Python Libraries for Net-) ჌Ⴚا۱݋ز ۱زثׅ،ׅت ؉৐౯ׅݦن ۿۛظزׅت 3 .2 .4
(work Data

ࠠࡂอૉںًٔ. ᅛᅉاހߚہ ੐അٔڛٔت ގ٢ ጺጴٰޑݺ ً ིۛا ጨᖈޑܽ (Python libraries) ژ੟೾ٔߵن ގݪۇۂت ގޓ णँٰۛاހ
ܾߵ tshark أن ਣਞإ أ޹ކںܽ، ژ੟೾ٔߵن ގݪۇہܽ ހ࿥ߗٵ ٔጨዮأ ގޓ ا٤ภฏދ ৓ৈཬ :(tshark) ׅ݀رك ᇐᆄ •
௠௄ݪۄۄٔ .ᅛᅉاހߚہ ݘߵߵਣਞت ހ୸ୗوڞ ᎂ፞ษૉ أࠠࡂز وܾߵ ،Wireshark པႃٔڛ୸ୗހ ંੳواਦਞا ߌߧޭ واܜ݀ܽ
ܘۼߵل واߌۇܨޭاج اਛਗކ۽ٔت ހۇཿކںݺ subprocess و཮ۛة ژٔߌۇཾۛام ژ੟೾ٔߵن ގޓ ގۄܹ اਣਞߌۇ۽ٔدة
data struc-) ੐അٔڛٔت ࿯࿃ںܽ ቟ሺ ᇔ༿༯ںކ݀ٔ ፈጴذ ژٰۛ ௠௄ݪۄۄٔ ๮๓واހ ڛ޾ںܽ، ࿯࿉ߗںۼٔت ቟ሺ ގٰںۄܽ

.(ture

packet) اઓ࡚ޫم ܽગٰ࡚ٔਛਗ ጺጴۇߧߵ࠙ࡂ ᅺᅲوۯٔژ ੳંڛܽ ژ੟೾ٔߵن ގݪۇہܽ ቟ቐ Scapy :(Scapy) ᇐᅾၢျܽ •
(sniffing) واߌۇ࿯ߚٔق (forging) ހ୶ଢ଼و࠙ࡂ Scapy ଺ଦۇཾۛم .[8] (manipulation
۰݀ࠃ اހߗ࿬ڂ، ணடۚا ݘߵߵਣਞت. اހ୸ୗوڞ ގޓ واߌ٢ ހߧںۥ ᅛᅉاހߚہ ฆ෫م (dissecting) ཐ໐ັພຊو

اਣਞܗۇۂر. ਧਞހںٔت ศૉ޾޾ܽ ᅛᅉߏہ ฆ෫م ܽཧٔ޹ں أو ً ࠠࡂอૉںٔ اਛਗކ۽ٔت ހۇཿކںݺ ᅺᅬٰٔ۰ أداة
წ჊ଽଣ اઓ࡚ޫم وษ༆ކںݺ ଽଦਢਞٔء ގ޾ޑޑܽ ጺጴۇߧߵ࠙ࡂ ᅺᅲۯٔژ ژ੟೾ٔߵن و཮ۛة :(dpkt) ᇐᆄ ۉثڪ ᇐᅾ دي •
ٔᇦᇥ ౤ᎈጴކ۽ٔت، ۰ۼߡ ጺጴۼޭاءة ጺጴۇཿކںݺ Scapy ގޓ أྑັع ً ᇔᆳߵގٔ ۰݀ࠃ ،ፈጴᆀᅬ و଺ଣںߡ. ྑັڑ٢

اހہںٔڛٔت. ގޓ ୸୐ݘہ ત်ދ ܽગٰ࡚ٔਛਗ ژٔހٝ ઼શۯ ގ޾ۛر اਦਞداء ڑݪߵن ٩ۄۛގٔ ً ਣਞٰٔ۰ ً ܗںٔرا อ໹ٰކ݀ٔ

Practical) ᇐᅾၢျܽ ؉ׅܽظ໯ٌام ൷൜م ا۱ظ٭ׅط ۿ۷ٖ ۷ක๷ث۫ :ॊहᅅᄤ ך৳ض 4 .2 .4
(Demo: Parsing a PCAP File with Scapy

47 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ ،(Python) ژ੟೾ٔߵن ቟ሺ ᅛᅉاހߚہ ੐അٔڛٔت ቙ቌإ اހߵ޹ߵل ݘں۽ںܽ ހۇߵ޷ں܇
ษ໹ۇߵي وގߪۯٵ ୸୐޹٫ ގކۥ ଽଦٓဠٔء ً ࠠࡂอૉںٔ ڛۼߵم ،ًਣਞأو .Scapy ގݪۇہܽ ژٔߌۇཾۛام ଺ଣںߡ ᇔᆳݺ ୸୐ߌ
წႚ ୸ୗཬ واހۇச୿ار اਛਗކۥ ܾۚا ހۇܩޑںݺ اၗਗݪۇہܽ دوال ଺ଦۇཾۛم ،ኢኖ اઓ࡚ޫم. ގޓ ގۇޑ୶୐ة أڛߵاع ڡ౐ౕڡܽ ৓ৈཬ
ژਢਞٔ޷۰ٔܽ ݘߵߵਣਞت. واހ୸ୗوڞ واਛਗۄ۰ٔۚ ૳૗اހٰۄٔو ގۉݺ اਦਞߌٔߌںܽ اਛਗٰࡇࡗގٔت ܽཬٔوߤہ واߌۇܨޭاج ฆ෫ގܽ،
اހۇཿކںݺ. ގޓ णँޫਛਗ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ཐ໐ັພຊ ቟ሺ اހہۛء ᅺᅬߵጪྑ ގۛى اਛਗۉٔل ܾۚا ཐڑߵࣂ ،ፈጴذ ቙ቌإ
ూ఼సޑߵཬٔت اᆀᅬاఋ௰ة ቟ሺ ݘہ୸୐ة ڑٔدة พฏ ۰ًޭ޹ܽ أڑ޼ٔ อ໹ކڂ وހـݪۄܹ ੳંن، ܽગٰ࡚ٔގ إߤٔر ژ੟೾ٔߵن ਗ਼ഋ۽ںۚ ઼શศ໹

اހـݪہ୸୐ة. اހہںٔڛٔت
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1 from scapy.all import IP, TCP, UDP, Raw, Ether, wrpcap, rdpcap, ICMP
2 import os
3
4 # Create a dummy PCAP file for demonstration
5 # Packet 1: HTTP SYN request
6 http_request = (
7 Ether()/IP(src="192.168.1.10", dst="192.168.1.1")
8 /TCP(sport=12345, dport=80, flags="S")
9 )

10 # Packet 2: DNS query
11 dns_query = (
12 Ether()/IP(src="192.168.1.11", dst="8.8.8.8")
13 /UDP(sport=54321, dport=53)
14 )
15 # Packet 3: ICMP Echo Request (Ping)
16 icmp_request = (
17 Ether()/IP(src="192.168.1.12", dst="192.168.1.1")
18 /ICMP()
19 )
20
21 dummy_pcap_path = 'sample_network_traffic.pcap'
22 wrpcap(dummy_pcap_path, [http_request, dns_query, icmp_request])
23 print(f"Dummy PCAP file created at: {dummy_pcap_path}")
24
25 # Load the PCAP file
26 try:
27 packets = rdpcap(dummy_pcap_path)
28 print(f"\nLoaded {len(packets)} packets from {dummy_pcap_path}")
29
30 # Iterate through packets and extract info
31 for i, pkt in enumerate(packets):
32 print(f"\n--- Packet {i+1} ---")
33 if pkt.haslayer(IP):
34 ip_layer = pkt[IP]
35 print(f" Source IP: {ip_layer.src}")
36 print(f" Dest IP: {ip_layer.dst}")
37 # Common protocol numbers: TCP=6, UDP=17, ICMP=1
38 print(f" Protocol: {ip_layer.proto}")
39
40 if pkt.haslayer(TCP):
41 tcp_layer = pkt[TCP]
42 print(f" Source Port: {tcp_layer.sport}")
43 print(f" Dest Port: {tcp_layer.dport}")
44 print(f" TCP Flags: {tcp_layer.flags}")
45 elif pkt.haslayer(UDP):
46 udp_layer = pkt[UDP]
47 print(f" Source Port: {udp_layer.sport}")
48 print(f" Dest Port: {udp_layer.dport}")
49 elif pkt.haslayer(ICMP):
50 print(" Layer: ICMP Packet Detected")
51 else:
52 print(" Non-IP packet (e.g., ARP)")
53
54 except FileNotFoundError:
55 print(f"Error: PCAP file not found at {dummy_pcap_path}")
56 except Exception as e:
57 print(f"An error occurred: {e}")
58 finally:
59 # Clean up dummy file
60 if os.path.exists(dummy_pcap_path):
61 os.remove(dummy_pcap_path)
62 print(f"\nCleaned up dummy PCAP file: {dummy_pcap_path}")

Parsing a) ቟ልჱ჊ߌ ގݪۇہܽ ژٔߌۇཾۛام ฆ෫م اހۇۼٔط ގކۥ ௠௎ߵذج ษ༆ކںݺ :47 Listing
.(sample PCAP file using the Scapy library

Feature Engineering) ჌Ⴚا۱݋ز ۱زثׅ،ׅت ا૧ુঌঈات گصٌܽڮ 3 .4
(for Network Data

machine) ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ގٰߦދ ቟ሺ اਛਗۂྔັ ౔ፀጴد཭ٔل ގۄٔߌہܽ ހ࿥ߗٵ ا઒࡚ٔم ᅛᅉاހߚہ ੐അٔڛٔت
(feature engineering) ا୶୐ਛਗات ܾۄۛߌܽ ގޓ اணடۛف ۰ٓن ،ፈጴᆀᅬ .(learning models
ژٔݘ࿲ߚٔف ᅺᅲاހ޾ ذات اހߗࡇࡗ৺য়ٔت ڑކۇۼߡ წ჊ںጨᖈ رᇔᆷࠃ ศૉߧߡ ቙ቌإ ا઒࡚ٔم اހہںٔڛٔت ܾۚه ڑݺ ษ༆ߵ ܾߵ
቟ሺ أᇔᇒںܽ ୸ୟݘਦਞا ا઒࡚ߧߵة ڞݪߵن ٔ௠ோر ܾۚه أن ᅢᄷڛߪ .(detecting intrusions) ا୸ଢ଼཭ਣਞاۯٔت
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اࣇ࣢ࣳߵذج. أداء ގۂྔັ წ჊ଽଣ ษ༆ۛد ا୶୐ਛਗات ܜߵدة إن ܘںٷ ،቟ቌਧਞا اހۇٰࠇࠋ ৓ৈཬ ኢኃٔۯ NIDS ڛߦٔم ਗ਼അٔء
و௠௎ٔذج ᅛᅉاހߚہ ݘߵߵਣਞت ހ୸ୗوڞ ژూ఼సٔٔل ݘہ୸୐ة وގ۰ޭٰܽ ܽ੐ഈٗގۇ دراߌܽ اހٰޑކںܽ ܾۚه ੝ഋߧކڂ ،ፈጴᆀᅬ ࿲࿆ںྃܽ

.(attack paradigms) اணடܭߵم

(Packet Level Features) اߋ਄ܜۿڮ ۿ݈ظݦى ॄहໝ ۿ૧ુات 1 .3 .4
اਛਗޑ୶୐ة. ٔጪྮܗ޾ٔڎ وڛ޾ۥ اހ۽ޭدڑܽ اઓ࡚ޫم ގޓ ا୶୐ਛਗات ܾۚه ଺ଦۇܨޭج

أن ௠௄ݪޓ ،ᅺᅬٔઓ࡚ا ܾۚه ቟ሺ .ഞ೾ٔژٔހہ ࡼࢂࢇޫގܽ ቟ቌٔᇔᇆਢਞا اހߧߵل :(Packet Size) اߋ਄ܜۿڮ ਕྫۼ •
اހۇܭޫڎܽ อซޑٔت ގۉݺ ގٰںۄܽ، อซޑٔت ৓ৈཬ ً ގߪྔັا ߏٔذ წ჊ଽଣ اހ޾୸୐٫ة أو اހـݪہ୸୐ة اઓ࡚ޫم ڞݪߵن

.(tunneling) اਦਞڛ۽ٔق أو (fragmentation attacks)
๮๐ގพฏا اހ۽ٔرق :(Inter Packet Arrival Time - IPAT) ෟශབا۱ز اߋ਄ܜم وܪݦل و٠צ •
واਛਗߵۯߵڞܽ اހྜັڑٰܽ اઓ࡚ޫم ୸୐ଽ଩ أن ௠௄ݪޓ ،ፈጴᆀᅬ ࿲࿆ںྃܽ اހۇ۰ۛޞ. ቟ሺ اਛਗۇۇٔހںܽ اઓ࡚ޫم و޹ߵل ෡ෆژ
.(DoS attack) ا઒࡚ۛގܽ ત်ڂ อซߵم أو (scanning) اਛਗߗ܇ ގۉݺ ቟ቌآ ଽଦٔط ቙ቌإ ژ೰ೢᖹٔޭار
اภฏأس ቟ሺ ଎଀ཿاހۇ ౐ཬౕގٔت ୸୐ଽ଩ :(TCP Flags) اওএرׅܽل ᇐᆫ ੿ੱ໰ا۱ظ ޑ޳و؏ݦۉݦل ெுໝۿׅت •
৓ৈཬ ً ڑٔ ۯߵ ً ގߪྔັا اਛਗٰۇٔدة ୸୐ཧ اހ౐ٰౕގٔت أ௠௎ٔط أو ᇔ஫஥ߵཬٔت ڞٰۛ ،ፈጴᆀᅬ اਣਞڞ޾ٔل. ᅺᅬٔ཮ ቙ቌإ

اਛਗۄ۰ٔۚ. ઓઉ޴ أو ቟ሐٔاހ۽ں޼ ا઒࡚ۛގܽ ત်ڂ อซߵم
اਛਗߗۇཾۛގܽ. واހۄۼݺ ᅛᅉاހߚہ ݘߵߵਣਞت ࠠࡂوڞ :(Protocol Types) ا૩ૈ۱و؏ݦۉݦঔএت أ،ݦاع •
቙ቌإ ۯںٔߌںܽ ގۄ۰ٔۚ ৓ৈཬ ގۇߵۯٰܽ ୸୐ཧ ݘߵߵਣਞت ࠠࡂوڞ اߌۇཾۛام ୸୐ଽଜ أن ௠௄ݪޓ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ

޷ٔر. ଽଦٔط
ۯۛ اހߗ࿬ڂ، ணடۚا اઓ࡚ޫގܽ. ގޓ اހہںٔڛٔت ฆ෯ء ત်ދ :(Payload Length) ძოݦ঳ণঞا ݕݦل •

ގߚہߵܾܽ. اਛਗٰۇٔد ୸୐ཧ اᏀᎫརދ ذات أو ܽཧاހ۽ٔر اਲਭੂߵਣਞت ڞݪߵن
ގٔ ً ཧٔހۂ اઓ࡚ޫގܽ. ޭᇔᆳ ގޓ ۛษ༆ اภฏأس ቟ሺ ۯںޑܽ :(Time to Live - TTL) ا۱ز٭ׅء و٠צ •
቙ቌإ اਛਗٰۇٔدة ୸୐ཧ اހۼںޑܽ ڞ౤౟܇ ۯۛ ᆀᅬا ގۇޑ୶୐ة، ا୸ଢ଼۰ا޷ںܽ ً ۯںޑٔ اఽ఼సۇކ۽ܽ اހ࿲ߚ٫ںݺ أڛߦޑܽ ଺଩ۇཾۛم

.(spoofing) اಸ಩౽ਣਞٔل
(Flow Level Features) ا۱ظ١ٌ܏ ۿ݈ظݦى ॄहໝ ۿ૧ુات 2 .3 .4

ܽཬߵᇔ஫஥ ୸ୗཬ ษૉߗߵژܽ (aggregated statistics) ٰܽᇔ஫஥ إܘ޾੐೻ٔٔت ቟ቐ ا୶୐ਛਗات ܾۚه أن ཐڛߵࣂ
ڞߵ۰ޭ ٔጨዮٓ۰ ،ፈጴᆀᅬ ษૉۛدة. زގۄںܽ ڛ۰ٔۚة ᇦᇢޓ ٔጨጚౕܘߦ౐ގ ڞࢱࢿ أو ً وا཮ۛا ً ۰णऎۼٔ წ჊ଽ଩ ๮๓اހ اઓ࡚ޫم ގޓ

.ᅛᅉاހߚہ ހߗࡇࡗك ގߗۇߵى ৓ৈཬأ ڑܽ رؤ
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቟ቌٔᇔᇆਢਞا اᏀᎫརދ :(Bytes and Packets per Flow) ࡿ࢔١܏ ၝျ۱ واߋ਄ܜم ا۱زৎ౯ׅׅت •
ۯۛ ،ፈጴᆀᅬ ࿲࿆ںྃܽ اހۇ۰ۛޞ. ᇦᇢޓ واހٰݪ߁ اހߵܜ݀ܽ ቙ቌإ اਛਗ޾ۛر ގޓ ᅺᅲޭߌਛਗا واઓ࡚ޫم ጺጴہ੝೾ٔٔت

.(data exfiltration) اހہںٔڛٔت اߌۇܨޭاج ቙ቌإ اހـݪہ୸୐ة اހہںٔڛٔت ڛۼݺ ᇔᆳކںٔت ୸୐ଽ଩
اހۇ۰ۛޞ ۰ںܹ ڑݪߵن اᆀᅬي اހߵۯٵ ቟ቌٔᇔᇆإ :(Connection Duration) اঔএ؏ܯׅل ۿٌة •
اਣਞڞ޾ਣਞٔت أن ෡ෆ཮ ቟ሺ اਛਗߗ܇، ৓ৈཬ ౐ཬౕގܽ ً ིۛا اހۼ޾୸୐ة اਣਞڞ޾ਣਞٔت ڞݪߵن أن ௠௄ݪޓ ଽଦߧًٔ.
command and con-) ଎଀ཿواހۇ اހۼںٔدة ހۼۄߵات ଺଩ۇཾۛم ۯۛ ގٰۇٔد ୸୐ཧ წ჊ଽଣ ᅺᅲڑ اހߧߵ

.(trol channels

اਛਗߗۇཾۛގܽ اਛਗۄ۰ٔۚ أرۯٔم :(Source/Destination Ports) اঌঈܯٌر/ا۱ݦڍڱڮ ۿص١ًׅ •
ގٰޭو۰ܽ ઒࡚ۛގٔت اހۼںٔߌںܽ ୸୐ཧ اਛਗۄ۰ٔۚ اߌۇཾۛام ڑݪߵن ގٔ ً ཧٔހۂ ،ᅺᅬٔઓ࡚ا ܾۚه ቟ሺ ፀጴౕڞ޾ٔل.

ގߚہߵًܾٔ. ً أੳંا
ܘߗٔب :(Number of Unique Ports Used) اঌঈ݈ظ໯ٌۿڮ ا۱ٮܞࡲ࢔ة اঌঈص١ًׅ ໝٌد •
ڛ۰ٔۚة ౐཭ౕل ۛ཮وا ގ޾ۛر ഞഈ୸ଢ଼إڛ ݘߵߵل ࠠࡂوڞ ٩ۄߵان ٔጨያ ੝೾޾ݺ ๮๓اހ اਛਗۇޑ୶୐ة اހߵܜ݀ܽ اਛਗۄ۰ٔۚ
.(port scan) اਛਗۄ۰ٔۚ ઓઉ޴ ৓ৈཬ ღႚౕߌںݪںܽ ౐ཬౕގܽ ܾߵ ୸୐اހـݪہ اހٰۛد ۰ٓن ،ፈጴᆀᅬ زގۄںܽ.
واހߵߌںߡ، اਛਗۇߵߌߡ، ܘߗٔب :(Statistical Summaries) اওএډܯ౬ׅুڮ ا۷ঌঈڙܯׅت •
.ۛ཮وا ۰णऎޞ ᇦᇢޓ اઓ࡚ޫގܽ ގߗۇߵى ୶୐ਛਗات اਦਞۯྮົ أو ቙ሐدਦਞا ۛઓ࡚وا اਛਗٰںٔري، واษ༃ਣਞޭاف
اਣਞڞ޾ٔل. وߤہںٰܽ اߌۇۼޭار ٩ޓ ڞݪߚۥ أن اਢਞܘ޾੐೻ٔٔت ணடۚه ௠௄ݪޓ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ

اઓ࡚ޫم ގٰۛل ގۉݺ ژٔހߵۯٵ، اਛਗۇٰކۼܽ اਛਗۼ࿥ྼٔ߁ :(Temporal Features) اඏ඀ۿصثڮ ا૧ુঌঈات •
ᅛᄷจ෫ ቟ሺ اਛਗ۽ٔܜڷܽ ڑٔدات พฏا ୸୐ଽ଩ أن ௠௄ݪޓ اހߗ࿬ڂ، ணடۚا ጺጴۇ۰ۛޞ. ܽ੐ഈٔاހۉ ቟ሺ اހہ੝೾ٔٔت أو

อซߵم. ཮ۛوث ቙ቌإ اਛਗޭور
:(Count of Unique IP Addresses) ا۱ٮܞࡲ࢔ة ಏ౹૩૎،ওএا ޑ޳و؏ݦۉݦل ੤ੈךصׅو ໝٌد •
ڛ۰ٔۚة ቟ሺ ގٰ݀ٔ ੝೾ߵا޹ݺ ๮๓اހ اਛਗۇޑ୶୐ة اހߵܜ݀ٔت ૳૗٩ۄٔو ཬۛد ܘߗٔب ڑࢱࢿ ،ۛ཮وا ਛਗ޼ںۥ
.ᅛᅉاހߚہ ௠ோߗ܇ ڑۼߵم وأڛܹ ا୸ଢ଼཭اۯܹ ኢና ۯۛ اਛਗ޼ںۥ أن ቙ቌإ ቝሧٔ۽ਛਗا اਣਞرڞ۽ٔع ୸୐ଽଜ ۯۛ زގۄںܽ.

Algorithmic) ا۱ظ١ٌ܏ ۿ݈ظݦى ॄहໝ ۿ૧ુات ؏ݦ۱ثٌ :ᇐᆥݦارزਃاߋ ا۱ظ۷໰ث۫ 3 .3 .4
(Breakdown: Generating Flow Level Features

،ፈጴᆀᅬ وގጨ጗ܭںܽ. ੳંڛܽ ᇔᆳކںܽ ا઒࡚ٔم اހہںٔڛٔت ގޓ (feature vector) ا୶୐ਛਗات ގۇܹྃ إଽଦٔء ڑٰۛ
.(flow level features) اހۇ۰ۛޞ ގߗۇߵى ৓ৈཬ ގ୶୐ات ހۇߵހںۛ ً ཬٔގٔ ً ٔྃጨዮ اހۇٔހںܽ ا઒࡚ߧߵات ษ༆ۛد
ގٔ ཬٔدة اస఼ాٔدڡܽ. ڛ۽߁ ቙ቌإ ࿯࿉ۇޑࠃ ๮๓اހ اઓ࡚ޫم णँۛษ༆ :(Define a Flow) ا۱ظ١ٌ܏ ක๷ٌࡲ࢔ (1)

.(5-tuple mechanism) ا਱ਭੂߗܽ اހٰۄٔྩັ آހںܽ ژٔߌۇཾۛام ፈጴढई ڛۼߵم

107



ᅛᄷจ෫ ގޓ اހۇ۰ۛޞ ގߗۇߵى ৓ৈཬ ا୶୐ਛਗات وᇔགྷ༯ں٢ ਣਞߌۇܨޭاج ގٰޑٔري أڛ࿥࿃ٔڂ ܗߡ :1 .4 წ჊ߏ
Architectural pipeline for extracting and aggregating) ا઒࡚ٔم ᅛᅉاހߚہ ੳંور

.(flow-level features from raw network traffic

ܽ੝അٔڡ زގۄںܽ ୸ଢ଼۰ات ቟ሺ اઓ࡚ޫم ᇔགྷ༯ں٢ :(Define a Time Window) زۿصثڮ ،١ًׅة ක๷ٌࡲ࢔ (2)
ፀጴౕڞ޾ٔل. ގߵܜ݀ܽ إߏٔرات ژߵاߌߧܽ اހۇ۰ۛޞ ཮ۛود णँۛษ༆ أو

ਗ਼ഋ޾ٵ ގۉݺ ގ޾ۛر، ގޓ اހہںٔڛٔت ۯޭاءة :(Process Raw Data) اߋਃׅم ا۱زثׅ،ׅت ۿסׅߋਈڮ (3)
౐อ௣ౕت. أو ގކۥ، أو ގۂྔັ، ᅛᅉߏہ

቟ሺ اઓ࡚ޫم წႚ ౺಩಼ޑں٢ ۯދ ིކߗܽ، أو زގۄںܽ ڛ۰ٔۚة წ჊ހ :(Group Packets) اߋ਄ܜم ᅅິຠثד (4)
.ٔጨዱٔཬߵᇔ஫஥ ৓ৈཬ ً ਗ਼അٔء ا઒࡚ٔ޹ܽ ٔጨዱٔ۰ۼणऎ

اܘߗڂ ۰णऎޞ، წ჊ހ :(Extract Basic Counts) اগএׅܽܽثڮ ا۱ظסٌادات اܽظڙܞاج (5)
ڛߵع წႚ وཬۛد ،ᅺᅬۄۼߵਛਗا اހہ੝೾ٔٔت ቟ቌٔᇔᇆᏏو ࡼࢂࢇޫم، ቟ቌٔᇔᇆਢਞا اᏀᎫརދ ގۉݺ اހ࿬ߗںߧܽ، اހۇٰۛادات

اਛਗޭ޹ߵدة. اހ౐ٰౕގٔت ގޓ
اઓ࡚ޫގܽ ߤߵل ގۉݺ اᇔᆷภฏںܽ ጺጴߗޑٔت :(Calculate Statistics) اওএډܯ౬ׅুׅت ډ݈ׅب (6)
ۛઓ࡚وا اਛਗٰںٔري واษ༃ਣਞޭاف اਛਗۇߵߌߡ ގۉݺ اਛਗކܨ޴ إܘ޾੐೻ٔٔت اܘߗڂ اހߵ޹ߵل، ووۯٵ

۰णऎޞ. წႚ دا཭ݺ اਦਞۯྮົ ۛઓ࡚وا ቙ሐدਦਞا
اਛਗߗ࿲ۄۛة اਛਗۼ࿥ྼٔ߁ ܘߗٔب :(Derive Temporal Features) اඏ඀ۿصثڮ ا૧ુঌঈات ا݀ظ٭ׅق (7)

.ܽ੐ഈٔاހۉ ቟ሺ واހہ੝೾ٔٔت ،ܽ੐ഈٔاހۉ ቟ሺ واઓ࡚ޫم اހۇ۰ۛޞ، ގۛة ގۉݺ اހߵۯٵ، ቙ቌإ
اހ۽णँޭة اހۼࢤࢿ ત်ދ اܘߗڂ :(Identify Diversity Metrics) ا۱ظصݦع ܲབ༭ׅۿ٭ ක๷ٌࡲ࢔ (8)
اਛਗۄ۰ٔۚ أو اਛਗۇޑ୶୐ة اހߵܜ݀ܽ ૳૗اހٰۄٔو اܘߗڂ ،ۛ཮وا ਛਗ޾ۛر اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ގٰںۄܽ. ހߗޑٔت

اพฏގۄںܽ. اހۄ۰ٔۚة ᇦᇢޓ ٔጨያ اڞ޾ݺ ๮๓اހ
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اస఼ాߗߵژܽ اਛਗۼ࿥ྼٔ߁ წႚ པႃاد :(Feature Vector Creation) ا૧ુঌঈات ۿظ໴ڪ إમગׅء (9)
ܾߵ اਛਗۇܹྃ ܾۚا ،ፈጴᆀᅬ ࿲࿆ںྃܽ ۰णऎޞ. წ჊ހ ۛ཮وا رᇔᆷࠃ ގۇܹྃ ቟ሺ أ౐ཬౕه ݘۚߵرة ਛਗا ا઒࡚ߧߵات ގޓ
.቟ቌਧਞا اހۇٰࠇࠋ ௠௎ߵذج ڞۼںࢤࢿ أو ഫ೾ހۇۛر وا཮ۛة ݘٰںۄܽ ٔጨᖈߌۇཾۛاਣਞ اગ࡚ܾٔޫة ،ܽ੐೻ٔጨ጗اހ اఽ఼సޭིٔت

ย༅௅኱እاف اߋਃׅܨד ૩ુ໘و ย༅௅኱እاف اߋਃׅܨד اঔএۉལ݋ׅف ا۱ظ٭صثׅت: 4 .4
Techniques: Supervised & Unsupervised)

(Detection

،ᅺᅬٔઓ࡚ا ܾۚه ቟ሺ .ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ހۇ޾࿯ںۥ ቟ቌਧਞا اހۇٰࠇࠋ ܗߵارزގںٔت ڛߧہޞ ا୶୐ਛਗات، ܾۄۛߌܽ ग़॔िޭد
ا઒࡚ٔ޷ٰܽ ୸୐ཧو ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ اఽ఼సߧߧٔت ގޓ ෡ෆڞ୶୐ގۇޑ ෡ෆ۰ڷۇ ቟ሺ ً ᇔᆳߵގٔ ا઒࡚ߵارزގںٔت ܾۚه ڞۼ٢

ศૉۇކ۽ܽ. اݘ࿲ߚٔف ਦਞܾۛاف ގۄٔߌہܽ ٔጨ጗ގ წႚو ౔ፀጴྔັاف،
(Supervised Classification) ย༅௅኱እاف اߋਃׅܨד ا۱ظܯའثٖ 1 .4 .4

ގ޾ۄ۽ܽ ᅺᅲأގۉ ৓ৈཬ ษ༆ۇߵي ੐അٔڛٔت ܽཬߵᇔ஫஥ ٔਗ਼೾ᆁᅬ ڑݪߵن ٩ۄۛގٔ ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ގޓ ଺ଦۇ۽ںۛ
اހ࿲ߗޑںٔت ቙ቌإ اਢਞد཭ٔل ގ୶୐ات ًގޓ ڞٰں࿥ۄٔ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ ،ፈጴᆀᅬ واހ޼ٔرة. اހٰٔدڑܽ اਛਗޭور ᅛᄷޭઓً࡚ ގߗہۼٔ

اਛਗٰޭو۰ܽ.
اހ٫ٔژܽ ގۉݺ اހღ჊ౕߌںݪںܽ ቟ቌਧਞا اހۇٰࠇࠋ ܗߵارزގںٔت ڞٰۛ :(Algorithms) اߋਃݦارزۿثׅت •
وآਣਞت ،(Gradient Boosting) اހۇۛرج وڞٰޫ࠙ࡀ ،(Random Forest) ܽ੐೻اހٰߚߵا
اਛਗ݀ޑܽ. ணடۚه ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ (Support Vector Machines - SVM) ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت
ศૉۇކ۽ܽ ۰ڷٔت ෡ෆژ ୶୐ۇޑںጺጴ ا୶୐ਛਗات ގۇܭ݀ٔت ގޓ اਛਗٰۼۛة ا௠௎ਦਞٔط ڞٰࠇࠋ ቟ሺ ੝ഋ۽ߵق ،ፈጴᆀᅬ ࿲࿆ںྃܽ

اਛਗޭور. ᅛᄷจ෫ ގޓ
ގޓ اਛਗٰޭو۰ܽ اਦਞڛߵاع ਣਞݘ࿲ߚٔف ژٔرزة اࣇ࣢ࣳٔذج ܾۚه :(Use Case) اঔএܽظ໯ٌام ძოׅໟ •
ݘۇٰޫ࠙ࡀ ڞٰޑݺ ۰݀ࠃ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ .ഫ೾اހۇۛر ੐അٔڛٔت ቟ሺ ܜںۛ წ჊ଽଣ ᅺᅲޑۉਛਗا اணடܭޑٔت
اਣਞܗۇ۰ౕ౐ٔت णँۛཿހۇ ੳંوڛܽ ୸ୟأݘ ڑۼܽ ߤޭ ڑߵ۰ޭ ٔᇦᇥ اހۇߵۯں٢، ৓ৈཬ ܽ௠ுٔاހۼ اހۇۼކںۛڑܽ ౘፀጴڛߦޑܽ ۰ٰٔل

اހߚٔڎٰܽ. اހणँۛጨጚات ቟ሺ
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Unsupervised Anomaly) ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱݋ًوذ اۉལ݋ׅف 2 .4 .4
(Detection

اணடۛف ڑݪߵن ٩ۄۛގٔ أو ގ޾ۄ۽ܽ، ੐അٔڛٔت ٔਗ਼೾ᆁᅬ ڑݪߵن ਣਞ ٩ۄۛގٔ ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ଺ଦۇཾۛم
ا઒࡚ߵارزގںٔت ܾۚه ੝ഋٰࠇࠋ اހߗ࿬ڂ، ணடۚا ۯہݺ. ގޓ ٔጨጚ᛹رؤ ڑࢱࢿ ኢት णँིۛة อซޑٔت اݘ࿲ߚٔف ܾߵ ߽ᇦᇗਦਞا
წ჊ଽଣ ಸದಀޭف ੐അٔڛٔت ڛۼٔط أي ৓ৈཬ ౐ཬౕގܽ ڞ޼٢ ኢኖ ఴੱاހߧہں ᅛᅉاހߚہ ߌࡇࡗك ཬކںܹ ੗೾ۛو ٔਛਗ ً ௠௎ߵذིٔ

.[4] ߏۚوذ ٔጨዮأ ৓ৈཬ اਦਞߌٔس ܾۚا ٩ޓ ୸୐ݘہ
ڞٰޑݺ :(sklearn.ensemble.IsolationForest - Isolation Forest) ا۱סܜل ໘ׅ؉ڮ •
أن ቟ቐ اਦਞߌٔߌںܽ اހ۽ச୿ة أن ᅢᄷڛߪ .ܽ੐೻٩ߚߵا ۯޭار أอ௦ٔر ਗ਼അٔء ڑޞ ߤޭ ٩ޓ ا઒࡚ߵارزގںܽ ܾۚه
ڛۼٔط ߌ࿲ۇߧކڂ ،ፈጴᆀᅬ اހہںٔڛٔت. ژۼںܽ ٩ޓ ٔணட઀٩ ጪປ๽ݺ ٔᇦᇥ وศૉۇކ۽ܽ، ᅺᅲۯކں اހߚٔذة اਣਞٔઓ࡚ت
წ჊ଽଣ وڞߪدي ᅺᅬٰٔ۰ ٔጨዮإ อ௦ޭة. ࿯࿃ںܽ ቟ሺ ٔணடޫٰހ أۯݺ ܽ੐೻٩ߚߵا ڞۼߗࢤࢿ ᇔᆳކںٔت اހߚٔذة اހہںٔڛٔت

اਦਞژٰٔد. ཬٔހںܽ اހہںٔڛٔت ৓ৈཬ ܜںۛ
:(sklearn.svm.OneClassSVM - One Class SVM - OCSVM) ا۱ݦاໟٌة ካእٮبڮ اჲოاᅅᄤڮ اঌঈظڞڱׅت ძოآ •
اހٰٔدڑܽ. اހ۽ڷܽ ڞݪߵن ގٔ وཬٔدة ۰ۼߡ، وا཮ۛة ۰ڷܽ ގޓ ੐അٔڛٔت ৓ৈཬ ا઒࡚ߵارزގںܽ ܾۚه ഫ೾ۛر੝അ ڛۼߵم
ا୶୐ਛਗة. ܽ཮ٔގߗ ቟ሺ اހٰٔدڑܽ اހہںٔڛٔت ڛۼٔط أཧކہںܽ ڞ٫ކۥ ۰ٔڎۼܽ ఋ௰ة أو ً ཮ۛا ੝ഋٰࠇࠋ ،ፈጴᆀᅬ ࿲࿆ںྃܽ

ߏٔذة. ᅺᅬٔ཮ ٔጨዮأ ৓ৈཬ اၗਗݪ࿲ߗڂ ۛઓ࡚ا ܾۚا ཭ٔرج ڞۼ٢ णँིۛة ڛۼߧܽ أي ڞُ޾ۄۥ
ਣਞݘ࿲ߚٔف ً ིۛا ጨᖈޑܽ ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ୸୐ཧ اހߧޭق ڞٰۛ :(Use Case) اঔএܽظ໯ٌام ძოׅໟ •
ܾۚه ਦਞن ً ڛߦޭا .(zero day attacks) اހ޾۽ޭ ڑߵم อซޑٔت أو اणँۛગ࡚ة اணடܭޑٔت
णँۛษ༆ ௠௄ݪۄܹ اᆀᅬي اހۄߦٔم ۰ٓن ގߗہۼًٔ، ގߵܜߵدة ଺଩ޑںٔت أو ڞߵۯںٰٔت ٔணட ހ࿥߁ اணடܭޑٔت
੝ഋ޼ޑޓ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ ਣਞݘ࿲ߚ۰ٔ݀ٔ. اހߵܘںۛة ڑۼܽ اހߧޭ ܾߵ اހٰٔم ఴੱاހߧہں ୸୐ཧ اހߗࡇࡗك
୸୐ཧ ੐അٔڛٔت اߌۇܨޭاج أ௠௎ٔط أو اހ޼ٔرة པႃا୸ୗጺጴ णँིۛة ଎଀ษ༆و ۯںٔدة ۯۄߵات اݘ࿲ߚٔف ᅺᅲގۉਦਞا

ގٰۇٔدة.

Open) ا۱݋زၢျت ঔএۉལ݋ׅف اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 5 .4
(Datasets for Network ID

.NIDS ࣇ࣢ࣳٔذج ୸୐ގٰٔڑ وو޷٢ ഫ೾ހۇۛر ގߧކڂ ቟ቐ ࡼࢂࢋޑ݀ߵر ܽ཮ٔۇਛਗا اગ࡚ߵدة ཬٔހںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت
اჱႚਦਞد௠௄ںܽ اษༀਦਞٔث ቟ሺ واߌ٢ ڛߧٔق ৓ৈཬ ۯںٔߌںܽ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ཬۛة ଺ُ଩ۇཾۛم ،ፈጴᆀᅬ ࿲࿆ںྃܽ

واހ޾ۄ٩ٔںܽ.
ഞഈჱႚ ٔਛਗٔހߧ .[73] اਦਞ޹ކںܽ اހہںٔڛٔت ܽཬߵᇔ஫஥ ގޓ وษૉߗۄܽ ܽཿގۄۼ ܽཾ଺ଦ NSL-KDD: •
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ގۉݺ ศૉۇކ۽ܽ อซߵم أڛߵاع ގ٢ ގ޾ۄ۽ܽ اڞ޾ਣਞٔت ৓ৈཬ ษ༆ۇߵي ܘںٷ ،NIDS ษༀਦਞٔث ً ގٰںٔرا
.୸ୗواހߗ ིۚر، ቙ቌإ وގߗۇཾۛم ،৙ৈษૉ ቙ቌإ ژُٰۛ و٩ޓ ا઒࡚ۛގܽ، ત်ڂ

ۯہݺ ގޓ ڞߧߵ࠙ࡂܾٔ ኢና واۯٰںܽ ୸ୟوأݘ ܽ੟೾ۛ཮ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ܾۚه CIC-IDS2017/2018: •
،ܽᇦᇚٔاހ٫ اހۼߵة ގۉݺ ގٰٔྩັة، อซޑٔت ৓ৈཬ ษ༆ۇߵي .[71] ቟ሐا୸ୗاހߗں ౘፀጴގޓ اހـݪۄۛي ٰۛ݀ਛਗا
اਛਗߵᆁᅬة وا୶୐ਛਗات ᅺᅲގჱ჊اހ ا઒࡚ٔم اਛਗކ۽ٔت ًގޓ ౕღႚ وڞߵ۰ޭ ،ܽ੐ഋوژߵภฏا واހߚہჱ჊ت ،ഫ೾اހߵ وอซޑٔت

اހۇ۰ۛޞ. ގߗۇߵى ৓ৈཬ واਛਗ޾ۄ۽ܽ ً ގߗہۼٔ
๮๓واހ ڑކޫ، و ߌٔوث ੐ഈߵ ིٔގٰܽ ቟ሺ إଽଦٔؤܾٔ ኢና ᅺᅲߏٔގ ੐അٔڛٔت ܽཬߵᇔ஫஥ UNSW-NB15: •
ڞߵ۰ޭ .[57] ܽ੟೾ۛઓ࡚ا اணடܭޑٔت ގޓ ཬٔڎ౐ౕت ٢଺଩و ఴੱاހߧہں ᅛᅉاހߚہ ଽଦٔط ًގޓ ٔอ໹઀ੳ ੝ഋ޼ޑޓ
ގۄٔߌہܽ อ໹ٰކ݀ٔ ٔᇦᇥ ގߗہۼًٔ، ގߗۇܨޭིܽ ގ୶୐ة 49 ގޓ ܽཬߵᇔ஫஥و ا઒࡚ٔم اઓ࡚ޫم ੐അٔڛٔت ގޓ ً ౕღႚ

.቟ቌਧਞا اހۇٰࠇࠋ อ༆ٔرب ގޓ ܽཬގۇۄߵ ܽཬޑߵూ఼స

ا૩૎ໞاق اۉལ݋ׅف ۱صݗׅم ஥ஊܽثெၗျ۱ا ᇐᆽঘএا ا۱ظסݸݼ :ॊहᅅᄤ ۿย༐وع 6 .4
Hands on Project: Classical ML for) ا۱݋زၢျت

(NIDS

ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ގُ޾ۄۥّ ژٔߌۇཾۛام ۰ٰٔل وހـݪۄܹ ଺ଣںߡ NIDS ڛߦٔم ཐڛߵࣂ اਛਗྟັوع، ܾۚا ቟ሺ
ً ގߗہۼٔ ގߗۇܨޭིܽ ୶୐ਛਗات ჱႚٔษૉة ੐അٔڛٔت ܽཬߵᇔ஫஥ ގޓ ଺ଦۇ۽ںۛ .(Random Forest classifier)
اހٰޑކںܽ اணடܭߵم. ᅛᄷจ෫و اਲਭੂںۛة اਛਗޭور ᅛᄷจ෫ ෡ෆژ ୶୐اࣇࣥࣳں ௠௄ݪۄܹ ௠௎ߵذج ഫ೾ހۇۛر اހۇ۰ۛޞ ގߗۇߵى ৓ৈཬ

.48 ܽ௠ுٔاހۼ ቟ሺ ژ੟೾ٔߵن ݘߵد ቟ሺ ܽษลގߵ اࣇ࣢ࣳߵذج، ڞۼںࢤࢿ ቙ቌإ اހہںٔڛٔت ᇔ༿༯ںݺ ގޓ ،ٔ݀ᄠᄝჽٗژ

(Data Loading) ا۱زثׅ،ׅت ᅅະຠث۫ 1 .6 .4
ڛۼߵم اހۇߵ޷ںܩࠃ، اހٰޭض ܾۚا أིݺ ގޓ .ٔਗ਼ഋٔٔڛ੐അ ހۇܩޑںݺ ܽ੐ഈٗގۇ دراߌܽ ቙ቌوਦਞا ا઒࡚ߧߵة ੝ഋߧކڂ
ڑߵ ߌ࿥ۄٔر ቟ሺ .ᅛᅉاހߚہ ހۇ۰ۛۼٔت ܘۼںۼںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ ቟ᇫٔษ໹ pandas ੐അٔڛٔت إߤٔر ଽଦٓဠٔء ً ࠠࡂอૉںٔ
པႃٔࠠࡂڛ أو Zeek ގۉݺ أداة ژߵاߌߧܽ إଽଦٔؤه ኢና CSV ގކۥ ގޓ اހہںٔڛٔت ܾۚه ᇔ༿༯ںݺ ߌںࢱࢿ ܘۼںࡡࡸ،
اހۇ۰ۛޞ، ގۛة ގۉݺ ގ୶୐ات ٔਗ਼ഋٔٔڛ੐അ ܽཬߵᇔ஫஥ ੝ഋ޼ޑޓ ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اਛਗކ۽ٔت. ၷٰ࡚ٔڑ ศૉ޾޴ ແྮڛ
อซߵގًٔ. أم ً ᇔᇂںۛا اހۇ۰ۛޞ ჱႚن إذا ގٔ ቙ቌإ ୸୐ଽ଩ و଺଩ޑںܽ ݘߵߵل، اހ୸ୗوڞ و౐ཬౕގٔت ،ᅺᅬۄۼߵਛਗا واހہ੝೾ٔٔت
௠௑ۉںݺ ހٰۛم ۰ޭ޹ܽ ً أڑ޼ٔ อ༆ކڂ ٔጨ጗وހـݪ ،ٔጨግإހ اހߵ޹ߵل ௠௄ݪޓ ڞٰކںޑںܽ ࿥࿃ڷܽ اހ୸ଢ଼ݘں࿬ںܽ اހہںٔڛٔت ઼શศ༆

اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ቟ሺ اਛਗٰۼۛة ڑٰٔت اހۇߵز

111



Feature Generation - Concep-) (ۿٮׅگث܂ݴ) ا૧ુঌঈات ؏ݦ۱ثٌ 2 .6 .4
(tual

ا઒࡚ߧߵة ܾۚه ଺ଜہޞ ܘۼںࡡࡸ، ڛߦٔم ቟ሺ ژٔހ۽ٰݺ. ܽગٰ࡚ٔގ ᇔ༿༬ކ݀ٔ ๮๓اހ اހہںٔڛٔت أن ఋ௰ۚ ੝ഈ أن ً ིۛا اਛਗ݀ދ ގޓ
౐཭ౕل ގޓ ٔ݀ગٰ࡚ٔوڛ اਛਗۂྔັة اਛਗޭور ᅛᄷจ෫ أو اਛਗކ۽ٔت ގޓ ا઒࡚ٔم اހہںٔڛٔت ڛކۇۼߡ .୸୐ݘہ ແྑܾۛۄ ܜ݀ۛ
۰णऎޞ. წ჊ހ ا୶୐ਛਗات وᇔགྷ༯ں٢ ઓ࡚ߗٔب ،቟ሴߵارز઒࡚ا اހۇཿކںݺ ဋྜۯ ቟ሺ اਛਗߵ޹ߵف ፈጴذ ގۉݺ أڛ࿥࿃ٔڂ، ܗߡ

.ᅺლ჊ߚਛਗا ގޓ ቟ቌਧਞا اހۇٰࠇࠋ ഫഈིٔ ৓ৈཬ ୶୐ݘ୸ଢ଼ژٔހ णँޭاހۇܭ ܾۚا ހۄٔ ଺ଜޑ܇ ،ፈጴᆀᅬ

(Data Splitting & Scaling) ׅኛ༂ׅو٠ث ا۱زثׅ،ׅت ؏٭݈ࠕ࠰ 3 .6 .4
ڞٔژ٢ ܾۛف وގۇܹྃ X ᅺᅲގߗۇۼ ގ୶୐ات ܽ཮ٔގߗ ቙ቌإ اూ఼సޑٰܽ ٔਗ਼ഋٔٔڛ੐അ ގ޾۽ߵ۰ܽ ڛ۽޾ݺ اހߗںٔق، ܾۚا ቟ሺ
ގۇޑ୶୐ة ഫ೾رणऎ ܽཬߵᇔ஫஥ ቙ቌإ اހہںٔڛٔت ܽཬߵᇔ஫஥ ဋྜڛۼ ۰ٰٔل، წ჊ଽଣ اࣇ࣢ࣳߵذج ڞٰޑࢤࢿ ۯۛرات ހۇۼںࢤࢿ .y
৓ৈཬ ܽ௠ுٔاހۼ اూ఼సޑߵཬٔت ڞݪߵن ࿥࿃ۄޑٔ ౘፀጴداء. اހ޾ٔرم ጺጴۇۼںࢤࢿ ގۼۇߧٰܽ ษ༆ۼޞ ܽཬߵᇔ஫஥و ا౤౟ٰਛਗٔت ෡ෆހۇܩߗ
ۯںٔس ࿯࿆ߗޞ ٔਗ਼ഈٓ۰ ا୶୐ਛਗات، ڑܽ ଺଩ߵ ޹ٔرم წ჊ଽଣ ੝ഋߧކڂ ਣਞو ا࿥࿉ภฏہܽ ڑ౐ౕت ጺጴۇܩߵ ٔጨጚٰژߧہں ܽ੝അٔڡ اอ௦ਦਞٔر
޷ۛ اਛਗۼٔرن ጺጴۇཿކںݺ ۛ཮ގߵ ແྑٔأߌ أڛ࿥࿃ٔڂ ܗߡ ଽଦਢਞٔء StandardScaler ގޓ ژਣਞٔߌۇ۽ٔدة ا୶୐ਛਗات
ࡼࢂࢇ۽ٔظ ގۇޑ୶୐ة ގ୶୐ة წႚ ڑ٢ ڞߵز اਧਞހںܽ ܾۚه ۛ཮ڞߵ ،ፈጴᆀᅬ ࿲࿆ںྃܽ اਛਗߗ۰ٔܽ. ৓ৈཬ ܽ௠ுٔاހۼ ا઒࡚ߵارزގںٔت
ܗߵارزގںٔت པႃد ٩ۄۛ ۯ޾ߵى أᇔᇒںܽ ذو ގߧކڂ وܾߵ ގߵ཮ۛاً، ً ٔਗ਼೾ٔ੗ഋو ً ޹۽ޭا ଺ଜٔوي ގۇߵߌߡ ৓ৈཬ

اހٰޑںۼܽ. اހٰ޾࿬ںܽ წႚٔںணடا أو ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت آਣਞت ގۉݺ ౐଺ଣౕߌܽ اਛਗ޾ڂ
(Model Training) ا࠸ࡓࡤݦذج ಜ౯ࡿ࢔ر 4 .6 .4

ᅺᅲ཮ંੳ ࿯࿉ߗںޞ ቙ቌإ ࿯࿆ۇۼݺ ੳંن، ጺጴہںٔڛٔت ގߗہۼܽ ܽગٰ࡚ٔގ أڛ࿥࿃ٔڂ ܗߡ إଽଦٔء وژٰۛ ،ፈጴذ ৓ৈཬ ౐ཬౕوة
RandomForestClassfiier ਗ਼ഋ۽ںۚ ގޓ ଺ଦۇ۽ںۛ اހ٫ٔڑܽ، ணடۚه ً ษ༆ۼںۼٔ اਛਗۼ୸ଢ଼ح. اހٰޑݺ ਢਞߤٔر ഫ೾اހۇۛر
ᅛᄷจ෫ ڑٰٔت ڞߵز ڞٰۼںۛ ۛཬٔ଺ଜ ጺጴۇߧߵ࠙ࡂ. وۯٔژݺ ۰ٰٔل ٢ᇔ஫஥ ௠௎ߵذج ހہۄٔء scikit-learn ގݪۇہܽ ގޓ اਛਗۼۛم
ษ༃ۛد ،቟ቌٔوژٔހۇ اཧਦਞކہںܽ. ۰ڷܽ ୶୐ཿހۇ ۰ޭ޹ܽ ً أڑ޼ٔ อ໹ކڂ وހـݪۄܹ واۯٰںܽ، ௠௎ٔذج ਗ਼അٔء ቟ሺ اਛਗۄܩ۰ޭܽ اਛਗޭور
اܗۇਣਞౕ౐ت واߌ࿲ںٰٔب ً ٔඞඃٔގںਗ਼೾د اਦਞۯކںܽ ހ۽ڷܽ ا઒࡚ٔߤڷܽ اހۇ޾࿯ں۽ٔت ਛਗٰٔۯہܽ class_weight='balanced'
ً ڑٔ ܘྮັ fit() آހںܽ ਗ਼ഋ۽ںۚ ౐཭ౕل ގޓ ܽཬޑߵూ఼సا ۯޭار ཮ۛود ෡ෆߗಸ಩౺ ڛۼߵم اހጨ጗ٔڑܽ، ቟ሺ اਦਞߌٔߌںܽ. اހ۽ڷٔت

.ٔਗ਼അ ا઒࡚ٔص ۛ཮ߵਛਗا ഫ೾اހۇۛر ဋྜۯ ৓ৈཬ
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(Evaluation) ا۱ظ٭ثࠕ࠰ 5 .6 .4
classfiication_report ଺ଦۇཾۛم .ܽ੐೻ޭਛਗا ୸୐ཧ اਣਞܗۇۂر ੐അٔڛٔت ৓ৈཬ اࣇ࣢ࣳߵذج أداء ڞۼںࢤࢿ ཬކںۄٔ อ໹ڂ ،ഫ೾اހۇۛر ژٰۛ
ጨዮࢱࢿ ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ۰ڷܽ. წ჊ހ F1 ودرིܽ واਣਞߌۇཬۛٔء اᆁᅬۯܽ ގۉݺ ا࿥ྐྵภฏߗںܽ اਛਗۼ࿥ྼٔ߁ ހٰޭض

.෡ෆۼٔڑ޼ۇ௠ோ ཭ٔص წ჊ଽଣ
ษ໹ۛث :(False Negatives - Low Recall) ۿصڙٮܣ) (اܽظໝٌׅء اߋਃׅݕبڮ ا۷݈۱زثׅت •
ਦਞڛܹ اਦਞܗߧٔء، أڛߵاع أܗߧޭ ܾߵ ܾۚا ᇔᇂںۛ. ژٗڛܹ ً ܘۼںۼںٔ ً อซߵގٔ اࣇ࣢ࣳߵذج ڑ޾ۥ ٩ۄۛގٔ ܾۚا

اணடܭߵم. ހ۽ڷܽ ً ིۛا ཬٔلٍ اߌۇཬۛٔء ቙ቌإ ጨዮۛف اݘ࿲ߚٔف. دون ޭ௠௄ णँۛጨጚاހ أن ๮๐ٰڑ
ษ໹ۛث :(False Positives - Low Precision) ۿصڙٮܭڮ) (د٠ڮ اߋਃׅݕبڮ ا౶ׅඞ๪ওএুׅت •
ܗߧߵرة، أۯݺ ٔጨዮݘߵ ގޓ ا٤ภฏދ ৓ৈཬ อซߵم. ٔጨዮٗژ اਲਭੂںۛة اਛਗޭور ᅛᄷจ෫ اࣇ࣢ࣳߵذج ڑ޾ۥ ٩ۄۛގٔ ܾۚا
اހۇ࿯ہጨግٔت إرܾٔق ቙ቌإ ڑߪدي ٔᇦᇥ ჱႚذژܽ، إढऋارات ᆁᅬڞߵ ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت ݘ୸ୟة أن ਣਞإ
ގٰۛل ษༀߗٔب ڛۼߵم اހۇཿۚ࠙ࡂات. อ༆ܾٔݺ ቟ሺ اਦਞގޓ ษૉކࡇࡗ ੗೾ۛأ ۯۛ ܘںٷ (alert fatigue)
๮๓اހ اਲਭੂںۛة اހٰںۄٔت ଺ଦہܽ ڑۼ࿥߁ واᆀᅬي ،(False Positive Rate) ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت

ݘـ݀ܭޑٔت. ษวں܇ ୸୐ཧ წ჊ଽଣ ڞ޾࿯ں۽݀ٔ ኢና
اހჱ჊ذژܽ اढऋਢਞارات ڞۼކںݺ ގ٢ اணடܭߵم اݘ࿲ߚٔف ހۇٰߦࢤࢿ ً ୶୐ᇦᇥا ً ڞߵازڛٔ اਛਗޭن NIDS ௠௎ߵذج ษ໹ۼޞ
ad-) ቟ሃاހٰۛا ጨጚጺጴޭب ܽᇦᇗٔઓ࡚ا ܽ۰ٔઓ࡚ا ᅺᅬٔ཮ ৓ৈཬ ᅢᄷڛߪ اހߗںٔق، ܾۚا ቟ሺ إدارڞܹ. ௠௄ݪޓ ގߗۇߵى ቙ቌإ
ܽ੐೻ٔܘ޾ਢਞا ڑٰٔت اހۇߵز ހۇۼކںۛ ޷ٔرة ᇔᇂߵਣਞت اᇔᇆٔ݀ਛਗߵن ڑ޾ߵغ ގٔ ً ݘۉ୸୐ا .(versarial evasion
޷ۛ اਛਗޭوڛܽ ڑ޼ޑޓ ਣਞ اހۼںٔߌںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ৓ৈཬ اਣਞߌۇཬۛٔء ڞٰߦࢤࢿ ۰ٓن ،቟ቌٔوژٔހۇ اਲਭੂںۛة. ጺጴ۽ڷܽ

ودۯںۼًٔ. ً ގߗۇޑޭا ً ڞۼںںޑٔ اਛਗߧކڂ ܾۚا ੝೾ߧކڂ اހߗ࿬ڂ، ணடۚا .ܽ੐೻واހٰۛا اހۇݪں۽ںܽ اਛਗ޼ٔدة ᅺᅲގۉਦਞا

(Feature Importance Analysis) ا૧ુঌঈات أᅅᅃثڮ ۷ක๷ث۫ 6 .6 .4
٩ޓ ୸ୗᝉศ༆ڛٔ أن ଺଩ۇߧں٢ ٔጨዮأ ቟ቐ ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ގۉݺ اอ௦ਦਞٔر ৓ৈཬ ܽ௠ுٔاހۼ اࣇ࣢ࣳٔذج णࣾ۰ߵا إ཮ۛى أ୸୐཭اً،
ࣇ࣢ࣳߵذܜۄٔ feature_importances_ اހߗޑܽ ቙ቌإ ڛ޾ݺ .ٔጨዱۯޭارا اศ༆ٔذ ቟ሺ ً ڞٗڡ୸୐ا ୸ୟأݘ ഞഈჱႚ ๮๓اހ ا୶୐ਛਗات
৓ৈཬ اਛਗߪྔັات أۯߵى ڞٰۛ ๮๓اހ ᅛᅉاހߚہ ܗ޾ٔڎ޴ ڑܽ رؤ ௠௄ݪۄۄٔ اހۼࢤࢿ، ܾۚه ဋྑر ౐཭ౕل ގޓ اਛਗۛرب.
ގ۰ޭٰܽ ܽษว ގޓ ಸ಩ಀۼޞ أن ௠௄ݪޓ ܘںٷ ٫ጺጴٔڑܽ، ۯںޑܽ اਛਗٰࡇࡗގٔت ܾۚه ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اணடܭߵم.

.෡ෆڑ ັྟ࿬اހ اਦਞގޓ ৙Ꭶ፞ా఼స ጺጴۇۄ۽ںۚ ᅺᅲۯٔژ رؤى وڞߵ۰ޭ ٔਗ਼അ ا઒࡚ٔ޹ܽ اూ఼సٔل
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(Conclusion) ୑ୂׅໞڮ
اހۇٰࠇࠋ ڞۼۄںٔت ژٔߌۇཾۛام اހߚہჱ჊ت ا୸ଢ଼཭اق اݘ࿲ߚٔف ڛߦٔم ހہۄٔء ᅺᅲߏٔގ ގۼۛގܽ اހ۽޾ݺ ܾۚا ۯۛم
ጺጴۇཿކںݺ، ܽ཮ٔۇਛਗا اހہںٔڛٔت وأڛߵاع اހणँۛጨጚات ۛጪྟގ ژ۽݀ދ ੗ഋۛأ اހٰޑކںܽ أن ڞ౤౟ٰۄٔ اހღ჊ౕߌںݪںܽ. ቟ቌਧਞا
دراߌܽ اހٰޑކںܽ ܾۚه ቟ሺ أᇔᇒںܽ ୸ୟݘਦਞا ا઒࡚ߧߵة ੝ഋߧކڂ اਛਗކܨ޾ܽ. اހۇ۰ۛޞ و౐อ௣ౕت ا઒࡚ٔم اਛਗކ۽ٔت ގۉݺ
اހہںٔڛٔت ڑݺ ހۇܩߵ اూ఼సٔل ୸ୗ཭ة ڛߧہޞ ܘںٷ ،(feature engineering) ا୶୐ਛਗات ணடۄۛߌܽ ܽ੐ഈٗގۇ

.ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ߌࡇࡗك ڞކۇۼߡ ๨๐ٰގ ذات رᇔᆷںܽ ௠௑ۉں౐ౕت ቙ቌإ ا઒࡚ٔم
୸୐ཧ واހۇٰࠇࠋ اਛਗٰޭو۰ܽ اணடܭޑٔت ਣਞݘ࿲ߚٔف ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ጺጴۇٰࠇࠋ اਛਗۇޑ୶୐ة اਦਞدوار اߌۇݪߚ۽ۄٔ
୸୐ۇܩ޼ጺጴ ً ᇔᆳކںٔ ᇔᆳݺ ୸୐ߌ ৙ৈاހٰޑ اਛਗྟັوع أߣ݀ޭ اणँۛગ࡚ة. اހߚٔذة اਣਞٔઓ࡚ت णँۛཿހۇ ౔ፀጴྔັاف ا઒࡚ٔ޷٢
ا੐അٔอ໹ਢਞٔت ގٰۛل ގۉݺ ژਦਞٔގٔن، ᅺᅲاހ޾ ذات اਛਗۼ࿥ྼٔ߁ ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ اਦਞداء وڞۼںࢤࢿ ഫ೾واހۇۛر
اਦਞގٔن. ቟ሺ୸ଢ଼ా఼స ۯںޑܽ رؤى ڑߵ۰ޭ أن ا୶୐ਛਗات أᇔᇒںܽ ހۇཿކںݺ ௠௄ݪޓ ݘںۥ ৓ৈཬ ᅢᄷڛߪ أ୸୐཭اً، ا઒࡚ٔߤڷܽ.
اਦਞގޓ ቟ሺ ੳંن أول د۰ٔع ܗߡ წ჊ଽ଩ ذݘںܽ أڛߦޑܽ وਗ਼അٔء ހ۽݀ދ ޫ݀อૉ اਧਞن ഞഈأ اਦਞߌٔس، ܾۚا ގ٢

.ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں
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1 import pandas as pd
2 import numpy as np
3 import matplotlib.pyplot as plt
4 from sklearn.model_selection import train_test_split
5 from sklearn.preprocessing import StandardScaler
6 from sklearn.ensemble import RandomForestClassifier
7 from sklearn.metrics import classification_report, confusion_matrix
8
9 # --- 1. Data Loading and Preparation ---

10 # Create a dummy dataset resembling network flow data for demonstration.
11 # In a real scenario, you would load this from a CSV file.
12 np.random.seed(42) # for reproducibility
13 data_size = 200
14 data_flows = {
15 'duration': np.random.rand(data_size) * 10,
16 'src_bytes': np.random.randint(20, 1500, data_size),
17 'dst_bytes': np.random.randint(50, 3000, data_size),
18 'protocol_tcp': np.random.randint(0, 2, data_size),
19 'flag_syn': np.random.randint(0, 2, data_size),
20 'flag_ack': np.random.randint(0, 2, data_size),
21 'num_connections_1min': np.random.randint(1, 50, data_size),
22 'label': np.random.choice([0, 1], data_size, p=[0.7, 0.3]) # 0=benign, 1=attack
23 }
24 df_flows = pd.DataFrame(data_flows)
25 df_flows['protocol_udp'] = 1 - df_flows['protocol_tcp']
26
27 # Make attack data more distinct to ensure the model can learn patterns
28 attack_indices = df_flows[df_flows['label'] == 1].index
29 df_flows.loc[attack_indices, 'duration'] = np.random.rand(len(attack_indices)) * 0.1
30 df_flows.loc[attack_indices, 'num_connections_1min'] = np.random.randint(100, 500, len(attack_indices))
31
32 X = df_flows.drop('label', axis=1)
33 y = df_flows['label']
34 print("--- Data Preparation ---")
35 print("Network Flow Features (X) Head:\n", X.head())
36 print("\nLabels (y) Value Counts:\n", y.value_counts())
37
38 # --- 2. Data Splitting & Scaling ---
39 X_train, X_test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=42, stratify=y)
40 scaler = StandardScaler()
41 X_train_scaled = scaler.fit_transform(X_train)
42 X_test_scaled = scaler.transform(X_test)
43 print("\n--- Data Splitting and Scaling ---")
44 print(f"Training set shape: {X_train_scaled.shape}, Test set shape: {X_test_scaled.shape}")
45
46 # --- 3. Model Training ---
47 model_nids = RandomForestClassifier(n_estimators=100, random_state=42, class_weight='balanced')
48 model_nids.fit(X_train_scaled, y_train)
49 print("\n--- Model Training ---")
50 print("RandomForestClassifier for NIDS training complete.")
51
52 # --- 4. Evaluation ---
53 y_pred_nids = model_nids.predict(X_test_scaled)
54 print("\n--- NIDS Model Evaluation on Test Set ---")
55 print(classification_report(y_test, y_pred_nids, target_names=['Benign', 'Attack']))
56
57 # Calculate and print False Positive Rate
58 tn, fp, fn, tp = confusion_matrix(y_test, y_pred_nids).ravel()
59 fpr = fp / (fp + tn) if (fp + tn) > 0 else 0
60 print(f"False Positive Rate (FPR): {fpr:.2f}")
61 print("\nNote: Low False Negative Rate (high Recall for 'Attack') is crucial.")
62 print("However, a high False Positive Rate leads to 'alert fatigue'.")
63
64 # --- 5. Feature Importance Analysis ---
65 importances = model_nids.feature_importances_
66 feature_names = X.columns
67 feature_importance_df = pd.DataFrame({'feature': feature_names, 'importance': importances})
68 feature_importance_df = feature_importance_df.sort_values(by='importance', ascending=False)
69 print("\n--- Top Feature Importances ---")
70 print(feature_importance_df.head(10))
71
72 # Visualize feature importances
73 plt.figure(figsize=(10, 6))
74 plt.barh(feature_importance_df['feature'], feature_importance_df['importance'], color='skyblue')
75 plt.xlabel('Importance')
76 plt.ylabel('Feature')
77 plt.title('Feature Importances for Network Intrusion Detection')
78 plt.gca().invert_yaxis()
79 plt.tight_layout()
80 # In a script, you would use plt.show() here. In a book, we might save the figure.
81 # plt.show()

ا୸ଢ଼཭اق اݘ࿲ߚٔف ހۄߦٔم ܽ੐೻٩ߚߵا ཧٔژܽ ௠௎ߵذج وڞۼںࢤࢿ ഫ೾ހۇۛر ჱႚގݺ أڛ࿥࿃ٔڂ ܗߡ :48 Listing
A complete pipeline for training and evaluating a Random) اހߚہჱ჊ت

.(Forest NIDS model
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ۛཬاހۼߵا ގޓ ܽཬߵᇔ஫஥ API (Application Programming Interface) ا۱ظݘزث٭ׅت ޑ޳ඞ਺ڮ واڍڱڮ
ܾۚا ቟ሺ اހہٰ޲. ٔጪྫྷٰژ ގ٢ اހہںٔڛٔت و੗ഋٔدل ژٔހۇߵا޹ݺ ศૉۇކ۽ܽ ࠠࡂอૉںܽ ހۇߧہںۼٔت ଺଩ޑ܇ ๮๓اހ

࿯࿉ہߪ. إจ෯اء ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ގޓ ڑߧކڂ ژٗن ๮๐أގ ހۄߦٔم ଺଩ޑ܇ اހߗںٔق،
AUPRC (Area Under the Precision-Recall Curve) واঔএܽظໝٌׅء ا٠ჲოڮ ෙශۿصښ ක๷צ اໟׅ݈ঌঈڮ

اਛਗۇߵازڛܽ. ୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ቟ሺ ཭ٔص წ჊ଽଣ ގ۽ںۛ وܾߵ ڞ޾࿯ںۥ، ࣇ࣢ࣳߵذج أداء ގۼںٔس
ᇔᇆں٢ ୸ୗཬ recall واਣਞߌۇཬۛٔء precision اᆁᅬۯܽ ෡ෆژ اਛਗߵازڛܽ ৓ৈཬ اࣇ࣢ࣳߵذج ۯۛرة ڑކܨ޴

اހۼޭار. ٩ۇۂت
٩ޓ ًٔမۛدཬ اހۄ޾ںܽ اހہںٔڛٔت ࣇࣥࣳۉںݺ ଺ଣںߧܽ ڑۼܽ ߤޭ Bag-of-Words (BoW) ௕ဳׅت ျ۱ا ډ٭ثزڮ

اހ౤Ⴢ჊ٔت. وࠦࡂ࿥࿉ڂ ڑܽ اހۄܩߵ ۛཬاހۼߵا อ༆ܾٔݺ ގ٢ ،ܽ౤Ⴢႚ წႚ ڞச୿ار ܘߗٔب ڑޞ ߤޭ
BERT (Bidirectional Encoder Representations from Transformers) اய஭னݦঔএت ۿ܄ اඞ๷ঔএׅه ౬ׅো౿ুڮ ૩ુ݋ٮལ۱ا ୑ୂغثெுت

ઓઉ޴ ౐཭ౕل ގޓ ܽ౤Ⴢ჊اހ ߌںٔق ڑ۽݀ދ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ৓ৈཬ ڑٰۇޑۛ ۯߵي ހ٫ߵي ௠௎ߵذج
وژٰܾۛٔ. ۯہކ݀ٔ ቟ሓٗڞ ๮๓اހ اހ౤Ⴢ჊ٔت

،෡ෆގۇޑٔ࠙ࡀڞ ෡ෆ۰ڷۇ ቙ቌإ ا౐཭ۛਛਗౕت ڑ޾ۄۥ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج Binary Classifier ᇐᅴׅا۱غص اঌঈܯصٖ
.'቟቉ັྔ' أو '቟ቌٔاܘۇں 'ڞ޾ںۛ ގۉݺ

۰ڷܽ ษ༆ۇߵي ܘںٷ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ቟ሺ ߏٔڎٰܽ ᅺლ჊ގߚ Class Imbalance ا۱ٮبׅت ؏ݦازن ໝٌم
(ގۉݺ أจ෪ى ۰ڷܽ ގޓ ୸୐ژݪۉ ୸ୟأݘ ᅺᅲأގۉ ৓ৈཬ اހ٩ັྟںܽ) ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ (ގۉݺ ގٔ

اࣇ࣢ࣳߵذج. ୶୐ᝉษ༆ ቙ቌإ ڑߪدي ۯۛ ٔᇦᇥ ،(቟ቌٔܘۇںਣਞا اހۇ޾ںۛ رߌٔڎݺ
৓ৈཬأ ٩ۼߵژܽ ෡ෆٰں੝അ ڞۼߵم اࣇ࣢ࣳߵذج، ഫ೾رणऎ أਗ਼എٔء ଺ُ଩ۇཾۛم ڞۼۄںܽ Class Weights ا۱ٮبׅت أوزان
णँޫਛਗا ڑ౐ౕء إ ৓ৈཬ اࣇ࣢ࣳߵذج ୸ୗᝉอ໹ ٔᇦᇥ ཭ٔߤࠁ، წ჊ଽଣ اਦਞۯކںܽ) (۰ڷܽ ًٔཬߏںߵ اਦਞۯݺ اހ۽ڷܽ ހۇ޾࿯ںۥ

.ٔணட اਣਞܾۇޑٔم ގޓ
௠௎ٔذج ގޓ ڛߵع CNN (Convolutional Neural Network) ا۱ঔএظٮ١ׅثڮ ا۱סܯཝثڮ ჌Ⴚا۱݋ز
واހ࿲ߗކߗ౐ౕت ا௠௎ਦਞٔط ৓ৈཬ ጺጴٰۉߵر ڞݪںں۽ܹ و௠௄ݪޓ اހ޾ߵر، ৓ৈཬ ጺጴۇٰޭف ཧٔހۂً ଺ُଜۇཾۛم اހٰޑںޞ، اހۇٰࠇࠋ

اހۇ޾࿯ںۥ. ٤ਦਞંاض اހۄ޴ ቟ሺ ౤Ⴢ჊ጺጴٔت ا࿥ྐྵภฏߗںܽ
ਛਗ޾ٔدۯܽ ڑۼܽ ߤޭ DKIM (DomainKeys Identified Mail) ا۱صݘׅق ୑଼ٮׅ౼ুٸ ՝ّف ۿסُܞَ ޑ޳ࡲ࢔
ษૉۇߵى أن ގޓ ጺጴۇܩۼޞ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ቙ቌإ رᇔᆷںًٔ ڞߵۯںًٰٔ ڞ޼ںۥ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ

ژܹ. ގྮັح ڛߧٔق ގޓ ٔணடٔإرߌ ኢና وأڛܹ ڞ٫ں୸୐ه ڑࢱࢿ ኢት ᅺᅬٔߌภฏا
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DMARC (Domain-based Message Authentication, Reporting, and Conformance) ا۱صݘׅق ॄहໝ ا۱٭୑ଲׅڮ واঌঈݘׅ؉٭ڮ ا۱ظ٭ׅرފ޳ وໝፀٌاد اඑ඀ׅܽ׿۫ ۿܯׅد٠ڮ
اހۇٰٔގݺ ހـݪں۽ںܽ ߌںٔߌܽ ڑߵ۰ޭ و DKIM، و SPF ৓ৈཬ ڑٰۇޑۛ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ਦਞގޓ ݘߵߵل ࠠࡂوڞ

اਛਗ޾ٔدۯܽ. ઓઉߵ޹ٔت ቟ሺ ڞ۽ߚݺ ๮๓اހ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ގ٢
෡ෆژ ٢ᇔགྷ༯ machine learning ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ ڞۼۄںܽ Ensemble Method ا۱ظڞ܂ثסثڮ ؂٭ڮ ا۱ݘܞ
௠ோ۽ޭده. ษ༆ۼںۼܹ ۛ཮وا ௠௎ߵذج ਦਞي ௠௄ݪޓ ٔᇦᇥ أ۰޼ݺ ودۯܽ أداء ހۇܩۼںޞ ގۇٰۛدة ௠௎ٔذج ࿯࿉ہߪات
واਣਞߌۇཬۛٔء precision اᆁᅬۯܽ ෡ෆژ اހۇߵازن ௠௄ۉݺ وܘںۛ أداء ގۼںٔس F1-score F1 ۿ٭ثׅس
৓ৈཬ اࣇ࣢ࣳٔذج ހۇۼںࢤࢿ ཭ٔص წ჊ଽଣ ގ۽ںۛ وܾߵ ணடޑٔ. ڞߵا۰ࡡࡸ ᇔᆟۇߵߌߡ وษ໹ُߗڂ ،recall

اਛਗۇߵازڛܽ. ୸୐ཧ اހہںٔڛٔت
቟ሺ .णँۛጨዱ اݘ࿲ߚٔف ቟ሺ اࣇ࣢ࣳߵذج ڑ۽ߚݺ ٩ۄۛގٔ ษ໹ۛث ܗߧٗ False Negative اߋਃׅݕݲ ෟ඾۷݈۱ا
.቟቉ັྔ أڛܹ ৓ৈཬ ษวں܇ ୸୐ཧ წ჊ଽଣ ቟ቌٔܘۇںਣਞا ጺጴۇ޾ںۛ ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ڞ޾࿯ںۥ ڑࢱࢿ اހߗںٔق، ܾۚا
ษวں܇. ୸୐ཧ წ჊ଽଣ णँۛጨዱاً اࣇ࣢ࣳߵذج ษ໹ۛد ٩ۄۛގٔ ษ໹ۛث ܗߧٗ False Positive اߋਃׅݕݲ ᇐᅾׅඞ๪ওএا
،቟ቌٔاܘۇں ڞ޾ںۛ أڛܹ ৓ৈཬ ཭ٔߤࠁ წ჊ଽଣ ቟቉ັྔ ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ٩ޓ اਢਞژ౐ౕغ ڑࢱࢿ اހߗںٔق، ܾۚا ቟ሺ

اਛਗ݀ޑܽ. اਣਞڞ޾ਣਞٔت ܘߦޭ ቙ቌإ ڑߪدي ۯۛ ٔᇦᇥ
(ا୶୐ਛਗات) اਢਞد཭ٔل ގۇ୸୐٫ات وଽଦᏏٔء ڑݺ وษ༆ߵ اܗۇںٔر ᇔᆳކںܽ Feature Engineering ا૧ુঌঈات گصٌܽڮ

.ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج أداء ෡ෆހۇܩߗ اਦਞوހںܽ اހہںٔڛٔت ގޓ
੐അٔڛٔت ৓ৈཬ ࿯࿉ہߪ จ෯ਢਞاء ގۛرب ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج اߌۇཾۛام ᇔᆳކںܽ Inference اঔএܽظঔএٌل

.ٔጨጚ᛹رؤ ଺ଜہޞ ኢት णँིۛة
اހ౤Ⴢ჊ٔت ဠٓرིٔع ڞۼߵم اހۄ޾ߵص ܽગٰ࡚ٔਛਗ ڞۼۄںܽ Lemmatization اঌঈסڞ܂ݴ اগএܪ۫ ᇊᆽإ اওএر໣ׅع
৓ৈཬ) ܽ౤Ⴢ჊اހ ߌںٔق ੳંاཬٔة ގ٢ (lemma)، اހۼٔގߵس ቟ሺ ٔ݀Ⴜ჊ߏ أو اਦਞߌٔߌںܽ ٔጨጚ޹ں٫ ቙ቌإ

"good"). ڞ޾ہ܇ "better" اਛਗۉٔل، ߌ࿬ںݺ
ގޓ ގۇܨ޾޴ ڛߵع LSTM (Long Short-Term Memory) اঌঈٌى ٠ܯ૩ુة ძუ؂ ݕݦ اჱოا୼ୡة
ڞٰࠇࠋ ৓ৈཬ ۯٔدر Recurrent Neural Network (RNN) اਛਗۇச୿رة اހٰ޾࿬ںܽ اހߚہჱ჊ت
۰݀ދ ቟ሺ ً ਣਞٰٔ۰ ᅶᅲٰอ໹ ٔᇦᇥ اހۄ޾ߵص، ގۉݺ اހ࿲ߗކߗކںܽ اހہںٔڛٔت ቟ሺ اਦਞގۛ ᅺᅲڑ ߤߵ ا٩ਣਞۇޑٔدڑٔت

اހߗںٔق.
اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގ٢ ጺጴۇٰٔގݺ اߌ୸ଢ଼اಜಀ಼ںܽ Oversampling ا۷٠গএثڮ ا۱ٮبڮ ךثصׅت ؂ׅدة ز

ڞச୿ارܾٔ. ڑޞ ߤޭ ٩ޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اਦਞۯކںܽ، ۰ڷܽ ቟ሺ ᅺᅲގۉਦਞا ཬۛد ڑٔدة ز ڑޞ ߤޭ ٩ޓ
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رߌٔڎݺ ဠٓرߌٔل اూ఼సޭގߵن ۰ںܹ ڑۼߵم cyberattack ቟ሐا୸ୗߌں อซߵم Phishing ᇐᆽׅډظثঔএا ا۱ظܯثٌ
ގٰࡇࡗގٔت ٩ޓ ጺጴـݪߚۥ اހ޼ཿٔڑٔ ઒࡚ۛاع ቟቉ັྔ ᇔᆟ޾ۛر ގۇܨ۽ںܽ اܘۇںٔހںܽ ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ

اਛਗٔހںܽ. اހۇ۽ٔ޹ںݺ أو اਛਗޭور ౤Ⴢႚٔت ގۉݺ ܘߗٔߌܽ
أي PII (Personally Identifiable Information) ؂ڮ ካእڱݦ اய஭னٌدة ا۱݋ڙܯثڮ اঌঈס޸߈ۿׅت
቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ٩ۄߵان أو ဋྑਣਞا ގۉݺ ،෡ෆٰގ ศ௦޴ ڑܽ ܾߵ णँۛཿހۇ ٔጨᖈاߌۇཾۛا ௠௄ݪޓ ੐അٔڛٔت

ا઒࡚޾ߵ޹ںܽ. ހ޼ޑٔن ٔጨጚ᛹ٔᇔᇂ อ໹ڂ ๮๓واހ ،቟቉ٔܜۇޑਣਞا اހ޼ޑٔن رۯދ أو
اᆁᅬۯܽ ژٔހ۽ٰݺ. ܽཿںษว ഞഈჱႚ ๮๓اހ ܽ੐അٔอ໹ਢਞا اހۇ࿯ہߪات ଺ଦہܽ ڑۼ࿥߁ أداء ގۼںٔس Precision ا٠ჲოڮ

.false positives ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت ގޓ ᎂ፞ڞۼ اހٰٔހںܽ
اހ۽ٰކںܽ ܽ੐അٔอ໹ਢਞا اਣਞٔઓ࡚ت ଺ଦہܽ ڑۼ࿥߁ اઓ࡚ߗٔߌںܽ، أڑً޼ٔ ଺ଜޑ߽ أداء، ގۼںٔس Recall اঔএܽظໝٌׅء
false neg- ا઒࡚ٔߤڷܽ اހߗކہںٔت ގޓ ᎂ፞ڑۼ ቟ቌٰٔاހ اਣਞߌۇཬۛٔء ษวں܇. წ჊ଽଣ ܾٔणँۛษ༆ ኢና ๮๓اހ

.atives

اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع RNN (Recurrent Neural Network) اঌঈظଋ૰رة ا۱סܯཝثڮ ჌Ⴚا۱݋ز
௠௄ݪޓ ܘںٷ اހۄ޾ߵص، ގۉݺ اހہںٔڛٔت، ଺଩ކߗ౐ౕت ܽગٰ࡚ٔਛਗ ގ޾ޑދ neural network

أจ෪ى. ቙ቌإ ܗߧߵة ގޓ ଺଩ۇޑޭ أن ౤ᎈጴٰࡇࡗގٔت
SIEM (Security Information and Event Management) اগএۿׅن وأໟٌاث ۿס޸߈ۿׅت إدارة

أษ༃ٔء ᇔᇆں٢ ގޓ ژਦਞٔގٔن اਛਗۇٰކۼܽ اހہںٔڛٔت ᎂ፞ษ໹و ٢ᇔགྷ༢ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ଺ُଜۇཾۛم ڛߦٔم
اઓ࡚ߵادث. وᏏدارة اހणँۛጨጚات ਣਞݘ࿲ߚٔف اਛਗߪߌߗܽ

SMOTE (Synthetic Minority Over-sampling Technique) اঔএܪݘصׅךثڮ ا۷٠গএثڮ ךثصׅت ؂ׅدة ز ؏٭صثڮ
ހ۽ڷܽ णँིۛة ا޹ߧۄ٩ٔںܽ ᅺᅲأގۉ ଽଦٓဠٔء ڞۼߵم اਛਗۇߵازڛܽ ୸୐ཧ اހہںٔڛٔت ގ٢ ጺጴۇٰٔގݺ ގۇۼۛގܽ ڑۼܽ ߤޭ

اਛਗߵܜߵدة. ᅺᅲގۉਦਞا ڞச୿ار อૉޭد ގޓ ً ਣਞणई اਦਞۯކںܽ
቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ਛਗ޾ٔدۯܽ ڑۼܽ ߤޭ SPF (Sender Policy Framework) اঌঈܞܽ۫ ܽثׅܽڮ إݕׅر
ۛཬٔ଺ଜ ٔᇦᇥ ٩ۄܹ، ੐ഈٔژܽ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ဠٓرߌٔل ٔணட اਛਗྮັح णँ୸ୗاހ ܗߵادم णँۛಸ಩౺ ጺጴۄߧٔق ଺଩ޑ܇

اਛਗޭߌݺ. ٩ۄߵان ࠦࡀو࠙ࡂ ގۄ٢ ৓ৈཬ
ᅺᅬإزا ڑޞ ߤޭ ٩ޓ ིۚرܾٔ ቙ቌإ اހ౤Ⴢ჊ٔت ဠٓرིٔع ڞۼߵم اހۄ޾ߵص ܽગٰ࡚ٔਛਗ ڞۼۄںܽ Stemming ا۱ظ໴ًފ޳
وأྑັع أ଺ଣߡ ቟ቐو "run"). ڞ޾ہ܇ "running" اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اހࡇࡗاܘޞ أو اހߗߵاژޞ

.lemmatization اਛਗٰܭޑࠃ اਦਞ޹ݺ ቙ቌإ اਢਞرིٔع ގޓ
౔ፀጴྔັاف ཭ٔ޷ٰܽ ᅺᅬآ ڞٰࠇࠋ ܗߵارزގںܽ SVM (Support Vector Machine) اჲოاᅅᄤڮ اঌঈظڞڱׅت ძოآ
إอ໹ٔد ڑޞ ߤޭ ٩ޓ اހہںٔڛٔت ڞ޾ۄۥ supervised machine learning algorithm

اఽ఼సۇކ۽ܽ. اހ۽ڷٔت ෡ෆژ أ۰޼ݺ წ჊ଽଣ ڑ۽޾ݺ اᆀᅬي اހ۽ٔڎޞ) اਛਗߗۇߵى (أو اਦਞގۉݺ ۛઓ࡚ا
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TF-IDF (Term Frequency-Inverse Document Frequency) ا۱ݦ౿ু٭ڮ ޗ޳دد اঌঈܯݘ۷ٸ-ۿסۛݦس ޗ޳دد
৓ৈཬ اހ޼ߵء ଺଩ކߡ اހߵڡٔڎޞ. ގޓ ܽཬߵᇔ஫஥ ቟ሺ ހߵ੐എۼܽ ގٔ ܽ౤Ⴢႚ أᇔᇒںܽ ގۛى ڞٰݪ߁ ཬۛدڑܽ ܽ੐೻ٔإܘ޾

ཬٔم. წ჊ଽଣ ڛٔدرة ٔጨ጗وހـݪ ۛ཮وا ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ቟ሺ ச୿੝ഋر ๮๓اހ اހ౤Ⴢ჊ٔت
اހۄ޾ߵص ގޓ ᅺᅲߌކߗ ڞۼߗࢤࢿ ڑࢱࢿ ܘںٷ اހۄ޾ߵص ܽગٰ࡚ٔގ ቟ሺ اਦਞوހںܽ ا઒࡚ߧߵة Tokenization ૧ુۿ૩૎۱ا
اހ౤Ⴢ჊ٔت أو اހ୸ଢ଼ۯࢤࢿ ౐ཬౕގٔت أو اހ౤Ⴢ჊ٔت (ގۉݺ (tokens) اภฏގߵز ଺଩ޑ߽ أ޹٫ޭ و཮ۛات ቙ቌإ

اހ۽٩ޭںܽ).
୸୐ཧ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގ٢ ጺጴۇٰٔގݺ اߌ୸ଢ଼اಜಀ಼ںܽ Undersampling ؂ڮ ૩ૐۉগএا ا۱ٮبڮ ךثصׅت ؏٭۷ث۫

ڞߵازڛًٔ. ୸ୟأݘ ڑ٢ ڞߵز ଽଦਢਞٔء ڑܽ ୸ୟݘਦਞا ۰ڷܽ ቟ሺ ᅺᅲގۉਦਞا ཬۛد ڞۼކںݺ ڑޞ ߤޭ ٩ޓ اਛਗۇߵازڛܽ
Natural Lan- اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ ቟ሺ ڞۼۄںܽ Word Embeddings ௕ဳׅت ျ۱ا ൒ഷܭ܂؏
ذات اހ౤Ⴢ჊ٔت ݘۉں۽ܽ. ཬۛدڑܽ ᇔᆟۇܭ݀ٔت اހ౤Ⴢ჊ٔت ௠௑ۉںݺ ڑࢱࢿ ܘںٷ guage Processing
ژ۽݀ދ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳٔذج ଺ଜޑ܇ ٔᇦᇥ ،ܽጨያٔߚ࿲ގ ގۇܭ݀ܽ ௠௑ۉں౐ౕت ٔணட ܽጨያٔߚ࿲ਛਗا ቟ሐٰٔਛਗا

اਣਞᆁᅬހںܽ. اހ౐ٰౕۯٔت
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5 ؉ׅب
ا۱ظסݸݼ ا۱݋زၢျت: ا૩૎ໞاق ۉ݋ٖ
واඏ඀ۿصثڮ اগএو۱ثڮ ካእزثׅ،ׅت ا۱ס܂ث܏

ۿ٭ٌۿڮ
(Traditional Network Intru- اހۇۼކںۛڑܽ اހߚہჱ჊ت ا୸ଢ଼཭اق ݘߚۥ أڛߦޑܽ ڞߵاིܹ ގٔ ཧٔހۂً
੝ഋݪߚۥ ๮๓اހ اਛਗٰۼۛة اணடܭޑٔت णँۛษ༆ ቟ሺ ޹ٰߵژܽ sion Detection Systems - NIDS)
ا࿯ਛਗߗޞ، botnet اภฏوژߵت ߏہჱ჊ت ଽଦٔط ގۉݺ ا઒࡚۽ںܽ، اހणँۛጨጚات ܾۚه ڞ޾ޑࢤࢿ ኢና اހߵۯٵ. ௠ோޭور
اހणँۛጨጚات أو ،low-and-slow data exfiltration واਛਗۄܨ۽޲ اހہߧࠃء اހہںٔڛٔت ഫ೾ັປຊ أو
ހۇܭۄڂ ،(Advanced Persistent Threats - APTs) اਛਗޭا཮ݺ ގۇٰۛدة اਛਗۇۼۛގܽ اਛਗߗۇޑޭة
ڞߦ݀ޭ ਣਞ ا઒࡚ہ࿥ۉܽ ٔጨጚٰ۰ߧہں .signature-based detection اހۇߵۯں٢ ৓ৈཬ ኢኃٔاހۼ اހ࿬ߗںߡ اހـݪߚۥ
و௠௄ۉݺ ގۇٰۛدة. أ཮ۛاث وߌںٔق ଺଩ކߗݺ ቟ሺ ٔጨ጗٩ اހـݪߚۥ ڑࢱࢿ ژݺ ،ۛ཮وا ۰णऎޞ أو ᅛᅉߏہ ฆ෫ގܽ ቟ሺ
اᇔᇆٔ݀ਛਗߵن ୸୐ڑ٫ ܘںٷ ݘہ୸୐اً، ًٔမۛษ༆ ا௠௎ਦਞٔط ܾۚه ਣਞݘ࿲ߚٔف ًٔမوणँ اހߗޑٔت أو ۛཬاހۼߵا إଽଦٔء

ژ೰ೢᖹٔޭار. ڞݪۇںጨዱჱ჊ދ
ܾۚه ৓ৈཬ اހۇ٫ކڂ deep learning اހٰޑںޞ اހۇٰࠇࠋ ࣇ࣢ࣳٔذج ௠௄ݪޓ ݘںۥ اހ۽޾ݺ ܾۚا ଺ଜۇݪߚۥ
ᅺᅲڑ اހߧߵ اހ࿲ߗކߗ౐ౕت أو raw network data اਦਞوހںܽ ᅛᅉاހߚہ ੐അٔڛٔت ษ༆ކںݺ ౐཭ౕل ގޓ اހۼںߵد.
๮๓اހ واพฏގۄںܽ واணடޭގںܽ اਛਗٰۼۛة ا௠௎ਦਞٔط ًٔ੐೻ٔڞކۼ ੝ഋٰࠇࠋ أن اހٰޑںޞ اހۇٰࠇࠋ ހۇۼۄںٔت ௠௄ݪޓ ،ᅛᅉاހߚہ ཮ਦਞۛاث
اހۇۼކںۛڑܽ. اހߧޭق ٔጨዱڞ۽ߵ ۯۛ ๮๓اހ اހणँۛጨጚات اݘ࿲ߚٔف اހۼۛرة ܾۚه ணடދ ࿲࿉ں܇ ގ࿯ߗޞ. อซߵم ቙ቌإ ୸୐ଽ଩
ހہںٔڛٔت اఽ఼సۇކ۽ܽ اހٰޑںޞ اހۇٰࠇࠋ ڑٔت ގٰޑٔر ڞߧہںޞ ۰݀ދ ቟ሺ اހ۽޾ݺ ணடۚا ا࿥ྐྵภฏߗںܽ اހۇٰࠇࠋ أܾۛاف ൾ൰േۉݺ
৙ৈᇔᆳ ߏہჱ჊ت ا୸ଢ଼཭اق ݘߚۥ ڛߦٔم وਗ਼അٔء اࣇ࣢ࣳٔذج، ணடۚه اพฏގۄںܽ اހߗ౐ౕߌݺ ੐അٔڛٔت وཬᏏۛاد ،ᅛᅉاހߚہ

.ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ଺଩ކߗ౐ౕت ހۇ޾࿯ںۥ PyTorch ژٔߌۇཾۛام
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ا۱ס܂ث܏ ا۱ظסݸݼ ؂ׅت ۿס܂ׅر ا۱ظ٭صثׅت: 1 .5
ژٔހ࿯ߗہܽ اਛਗٰۼۛة. اހہںٔڛٔت ހۇཿކںݺ ڑܽ ۯߵ أدوات ܽཬߵᇔ஫஥ Deep learning اހٰޑںޞ اހۇٰࠇࠋ ڑۼۛم
اހہںٔڛٔت ގޓ ا௠௎ਦਞٔط ڞٰࠇࠋ ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ اస఼ాۛدة ڑٔت اਛਗٰޑٔر ژٰ޲ ڞٰۛ اހߚہჱ჊ت، ا୸ଢ଼཭اق ހـݪߚۥ

ގݪۉ۽ܽ. ڑܽ णँو ᇦᇗٔت ܾۄۛߌܽ ቙ቌإ ིܽٔઓ࡚ا دون واพฏގۄںܽ اހ࿲ߗކߗކںܽ

اগএو۱ثڮ ካእزثׅ،ׅت ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت 1 .1 .5
ގޓ ڛߵع ቟ቐ (Convolutional Neural Network - CNN) ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ჌Ⴚا۱݋ز
اހۇٰޭف ቟ሺ ގጪྟߵرة ܜٰކ݀ٔ ٔᇦᇥ اހہںٔڛٔت، ቟ሺ اస఼ాކںܽ ا௠௎ਦਞٔط إอ໹ٔد ቟ሺ ੝ഋ۽ߵق ๮๓اހ اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج
௠௄ݪޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ৓ৈཬ ڛ۽ߗܹ اਛਗہۛأ ܾۚا ڞߧہںޞ ௠௄ݪۄۄٔ .[?] اހ޾ߵر ৓ৈཬ
أ཮ٔدڑܽ ޹ߵرة ٤ંار ৓ৈཬ اހہ੝೾ٔٔت، ގޓ اހہٰۛ أ཮ٔدي ݘ࿲ߗކߗݺ اਦਞوހںܽ اઓ࡚ޫގܽ ੐അٔڛٔت ގ٢ اހۇٰٔގݺ
ގۉݺ ،ًٔ੐೻ٔڞކۼ اਛਗ۽ںۛة ا௠௎ਦਞٔط ހۇٰࠇࠋ ܾۚا ഞ೾ٔاހہ ଺଩ކߗݺ ୸ୗཬ ཐૃં ੳ ௠௑ޭ࠙ࡂ CNN ᅛᅉހߚہ ௠௄ݪޓ اހہٰۛ.

ܗہ࿥ۉܽ. ᇔᇂߵਣਞت ڞߵۯںٰٔت أو ގٰںۄܽ ࠦࡂو଺ଜٔت წႚܾٔں
წႚ ௠௑ۉںݺ ڑࢱࢿ ܘںٷ ،ᅛᅉاހߚہ ۰णऎۼٔت ގޓ ଺଩ކߗݺ ৓ৈཬ CNN ᅛᅉߏہ ڞߧہںޞ ௠௄ݪޓ وژਛਗٔۉݺ،
زގۄںًٔ ܽ੗ഋંੳ (۰णऎۼٔت اਦਞژٰٔد ܽ੐೻ٔਗ਼എ ގ޾۽ߵ۰ܽ إଽଦٔء ቙ቌإ ܾۚا ڑߪدي اᇔᆷภฏںܽ. اހߗޑٔت ގޓ ௠ோۇܹྃ ۰णऎޞ
اހۇ۰ۛۼٔت ෡ෆژ اస఼ాކںܽ اਣਞر੗ഋٔߤٔت णँۛษ༆ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ ᅛᅉߚہጺጴ و௠௄ݪޓ اހߗޑٔت)، ގۼٔژݺ
৓ৈཬ ٔጨዱۯۛر ቟ሺ CNN ᅛᅉߏہ ਣਞߌۇཾۛام اਦਞߌٔߌںܽ اހ۽णࣾٔة ൾ൰േۉݺ อซߵم. ቙ቌإ ୸୐ଽ଩ ۯۛ ๮๓اހ اਛਗۇۇٔހںܽ
ژٔߌۇཾۛام ߏٔڎ٢ წ჊ଽଣ ፈጴذ ਗ਼ഋ۽ںۚ ڑࢱࢿ ،PyTorch ቟ሺ .ًٔ੐೻ٔڞކۼ اணடޭގںܽ ܽ੐ഈჱ჊ਛਗا ا௠௎ਦਞٔط ܾۚه ڞٰࠇࠋ

اހ࿲ߗކߗކںܽ. ጺጴہںٔڛٔت `torch.nn.Conv1d` اހߵ཮ۛة
اඏ඀ۿصثڮ ካእزثׅ،ׅت GRUs و LSTMs و RNNs 2 .1 .5

(Recur- اঌঈظଋ૰رة ا۱סܯزݦ౹ুڮ ا۱݋زၢျت ڞݪߵن ،ًٔᇦᇗٔ཮ ا཮ਦਞۛاث وڞߵۯںٵ ࠦࡂ࿥࿉ڂ ڑݪߵن ٩ۄۛގٔ
ܽગٰ࡚ٔਛਗ RNNs ߏہჱ჊ت ڞ޾ޑࢤࢿ ኢና ߤہںٰںًٔ. ܗںٔراً rent Neural Networks - RNNs)

اพฏގۄںܽ ا઒࡚ߧߵات ގޓ اਛਗٰࡇࡗގٔت ڞކۇۼߡ ذاఋ௰ة أو دا཭ކںܽ ᅺᅬٔ཮ ৓ৈཬ اઓ࡚۽ٔظ ڑޞ ߤޭ ٩ޓ اހ࿲ߗކߗ౐ౕت
اހ࿲ߗކߗ౐ౕت ୸ୗཬ اਛਗٰࡇࡗގٔت ఋ௰ढऎ ቟ሺ ޹ٰߵژܽ اހۼںٔߌںܽ RNNs ߏہჱ჊ت ڞߵاིܹ ،ፈጴذ وގ٢ اހߗٔژۼܽ.

.vanishing gradient ແྔౕ౐ۇਛਗا اހۇۛرج ဋྑٔژ ڞُٰޭف ᅺლ჊ގߚ ࿬଺ଣڂ ᅺᅲڑ اހߧߵ
۫໣গএا ٠ܯ૩ુة اঌঈٌى ძუ؂ ݕݦ اჱოا୼ୡة ގۉݺ ڞۼۛގًٔ ୸ୟأݘ ގۇ୸୐٫ات ڞߧߵ࠙ࡂ ኢና ،ᅺლ჊ߚਛਗا ܾۚه ઓ࡚ݺ
(Gated اঌঈظଋ૰رة ا۱زݦا؉ׅت ووໟٌات [33] (Long Short-Term Memory - LSTM)
gating ژߵاژٔت آހںٔت GRUsو LSTMs ଺଩ۇཾۛم .Recurrent Units - GRUs)

୸ଢ଼۰ات ގۛى ৓ৈཬ ቟ሃٔۼ੝ഈا წ჊ଽଣ ٔጨዮٔں଺ଦ أو اਛਗٰࡇࡗގٔت ఋ௰ۚ ੝അ ጺጴۄޑߵذج ଺଩ޑ܇ ཭ٔ޹ܽ mechanisms
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଎଀ཿواހۇ اހۼںٔدة اڞ޾ਣਞٔت ގۉݺ ،ᅺᅬٔઓ࡚ا ذات اணடܭޑٔت ٩ޓ ጺጴـݪߚۥ ގۉٔހںܽ อ໹ٰކ݀ٔ ܾۚا .ᅺᅲڑ ߤߵ
ັྟ࿲ਗ਼೾ ܘںٷ واਛਗۄܨ۽޲ اހہߧࠃء اހہںٔڛٔت ഫ೾ັປຊ أو اਦਞڛ۽ٔق، ݘߵߵਣਞت ࠠࡂوڞ أو ،C2 اਛਗߗۇޑޭة
ڞߧہںۼٔت PyTorch ގݪۇہܽ ڞߵ۰ޭ ᇔᇂںۛة. ੗ഋۛو ๮๓اހ ا཮ਦਞۛاث ގޓ णँٰۛاހ ୸ୗཬ ا઒࡚ہ࿥ٷ اހ࿯ߚٔط

.`torch.nn.GRU`و `torch.nn.LSTM` ގ٢ ۄܽ ษૉُߗّ׬

اঌঈٌى ძუ؂ ݕݦ ካእظزסثׅت اய஭னݦঔএت ୑ିׅذج 3 .1 .5
ٔጨጚ۰ٰٔހں اހߧہںٰںܽ، ܽ٫ጺጴا ܽગٰ࡚ٔਛਗ اਦਞ޹ݺ ቟ሺ ᇦᇤُޑٵ ๮๓اހ ،Transformer اస఼ాߵل ڑܽ ގٰޑٔر أ࿬࿌ۇٵ
ܾߵ ແྑٔߌਦਞا اჱ჊੝അرܾٔ .[?] اހ࿲ߗކߗކںܽ اހہںٔڛٔت ቟ሺ ིۛاً اਛਗۛى ᅺᅲڑ ߤߵ اހۇہٰںٔت اހۇۼٔط ቟ሺ ܽ੐೻ٔۉۄ࿲ߌਣਞا
اఽ఼సۇކ۽ܽ ا཮ਦਞۛاث أᇔᇒںܽ ੝അۼۛ࠙ࡂ ጺጴۄޑߵذج ଺଩ޑ܇ ๮๓اހ ،(attention mechanism) اལ༷ঔএزׅه آ۱ثڮ

اހہٰ޲. ٔጪྫྷٰژ ٩ޓ ژٰܾۛٔ ٩ޓ اހۄߦޭ ژ٫޲ ࿯࿉ہߪ، إจ෯اء ٩ۄۛ ଺଩ކߗݺ ቟ሺ
ގޓ ᅺᅲڑ ߤߵ ᅺᅲߌކߗ ษ༆ކںݺ ௠௄ݪۄܹ Transformer اస఼ాߵل أن ܾۚا ๮๐ٰڑ اހߚہჱ჊ت، ਦਞގޓ ژٔހ࿯ߗہܽ
୸ଢ଼۰ات ٔጨ጗࿥࿃ ڞ۽޾ݺ ๮๓اހ وا࿯ਛਗߗۼܽ اᆁᅬۯںۼܽ اଽଦਦਞߧܽ णँۛษ༆و اހۄߦٔم ౐อ௣ౕت أو NetFlow ౐อ௣ౕت
ษ༆ۛث ੐അٔڛٔت ഫ೾ັປຊ ᅺᅬ॔ॖٔوि ቟ቌأو اߌۇߧ౐ౕع ઓઉ޴ رژߡ ௠௄ݪۄܹ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ᅺᅲڑ ߤߵ زގۄںܽ
C2 com- اਛਗٰۼۛة ଎଀ཿواހۇ اހۼںٔدة اڞ޾ਣਞٔت ހ۽݀ދ ڑܽ ۯߵ اస఼ాߵਣਞت อ໹ٰݺ ܾۚا أڑٔم. أو ߌཬٔٔت ژٰۛ
ศૉ޾޾ܽ ษૉߵਣਞت ௠௎ٔذج ਗ਼അٔء ௠௄ݪޓ اހۄߵاۯݺ. ގۇٰۛدة ܽཬߵزਛਗا اணடܭޑٔت णँۛษ༆ أو munications

`torch.nn.TransformerEncoderLayer`. ގۉݺ و཮ۛات ژٔߌۇཾۛام PyTorch ቟ሺ

زۿصثڮ ۫ܽெு݈ۉ ჌Ⴚا۱݋ز ౶ুׅ،ׅت إໝٌاد 4 .1 .5
੝ഋ޼ޑޓ ގۄߦދ. رᇔᆷࠃ ࿯࿉ߗںޞ ቙ቌإ ڑކ݀ٔ ษ༆ߵ อ໹ڂ ᇔᆳںޞ، ڞٰࠇࠋ ௠௎ߵذج ቟ሺ ᅛᅉاހߚہ ੐അٔڛٔت إد཭ٔل ۯہݺ

.[47] ر࿥ྐྵߗںܽ ܗߧߵات ཬۛة اހٰޑކںܽ ܾۚه
௠௄ݪޓ .๨๐ٰގ ذات ଺଩ކߗ౐ౕت ቟ሺ ᅛᅉاހߚہ أ཮ۛاث ᇔགྷ༯ں٢ อ໹ڂ زۿصثڮ: ،١ًׅة أو ۷໣݈ڮ ක๷ٌࡲ࢔ (1)
቟ሺ اހۇ۰ۛۼٔت ᇔᇆں٢ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ഞഅٔڡ ๮๐زގ ۰ٔ޹ݺ णँۛษ༆ ڑޞ ߤޭ ٩ޓ ፈጴढई اހۼںٔم
دܗߵل ଺଩ܭںݺ ގޓ ଽଦٔط წႚ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ގߗۇཾۛم ིކߗܽ أو ڡߵانٍ)، 5 ٔጨዱۛގ ڛ۰ٔۚة
.(ۛ཮وا TCP ਣਞڞ޾ٔل اઓ࡚ޫم ᇔᇆں٢ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اڞ޾ٔل ིކߗܽ أو ،(ۛ཮وا ގߗۇཾۛم
ژٔހ࿯ߗہܽ اᇔᆷภฏںܽ. اހہںٔڛٔت ގޓ ഫഋંੳ ଺଩ކߗݺ ଽଦٓဠٔء ۯދ ڛ۰ٔۚة، წႚ دا཭ݺ :݈۫۷݈ལ۱ا إમગׅء (2)
أو اਲਭੂߵਣਞت وڞٰہڷܽ (255 -0) ษวں܇ ཬۛد ቙ቌإ ഞ೾ٔژ წႚ ڑݺ ษ༆ߵ ፈጴذ ੝೾޼ޑޓ اਦਞوހںܽ، ࡼࢂࢇޫم
ގۇܭ݀ٔت ဂ๽ᅢᅉڞ ܾۚا ๮๐ٰڑ اހߗ౐ౕྃت، أو ᅛᅉاހߚہ ހۇ۰ۛۼٔت ژٔހ࿯ߗہܽ .ഞഅٔڡ ߤߵل ቙ቌإ اۯۇߧ٩ٔ݀ٔ
ގ٢ ۰णऎۼٔت 10 ގޓ ଺଩ކߗݺ ڑ޾ہ܇ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ގ޾۽ߵ۰ܽ ቟ሺ ٔጨያ ا઒࡚ٔ޹ܽ اހߗޑٔت

10x20). ގ޾۽ߵ۰ܽ ٔጨ጗ގ წ჊ހ ܽᇦᇗ 20
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اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ศૉۇކ۽ܽ ގۼ࿥ྼٔ߁ ৓ৈཬ اᇔᆷภฏںܽ اހߗޑٔت ษ༆ۇߵي ގٔ ཧٔހۂً ا۱ظݘزثד/ا۱ظښڞࠕ࠰: (3)
቙ቌإ 0 ގۉݺ ގߚ୸ଢ଼ك، ڛߧٔق ቙ቌإ ษ༆ܭںޑ݀ٔ ཬކں݆ อ໹ڂ اހہ੝೾ٔٔت). ཬۛد ގۼٔژݺ اઓ࡚ޫم ཬۛد
اހߗޑٔت ௠௄ۄ٢ ܾۚا `scikit-learn`. ގޓ `MinMaxScaler` ގۉݺ أدوات ژٔߌۇཾۛام ،1

اހۇٰࠇࠋ. ᇔᆳކںܽ ৓ৈཬ اހߗںߧޭة ގޓ اހـݪہ୸୐ة اހۼࢤࢿ ذات
د۰ٰܽ ቟ሺ اހ࿲ߗކߗ౐ౕت ਸ਼ਭੂں٢ ڑݪߵن أن ཬٔدةً اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ੝ഋߧކڂ ا۱ظסزبڮ/ا٠ঔএظݘׅع: (4)
اހ࿲ߗކߗ౐ౕت اۯۇߧٔع ڑࢱࢿ ࿥࿃ۄޑٔ ژਦਞٔ޹۽ٔر، اਦਞۯྮັ اހ࿲ߗކߗ౐ౕت ڞٰہڷܽ ڑࢱࢿ اހߧߵل. ڛ۽߁ ഫ೾رणऎ

ߤߵل. أۯྮົ ቙ቌإ اਦਞߤߵل
د۰ٰٔت ቟ሺ اਛਗٰۛة اހ࿲ߗކߗ౐ౕت ᇔགྷ༯ں٢ ڑࢱࢿ أ୸୐཭اً، اঌঈݦޗ޳ات: ۫؂ وක๷ݦ د١סׅت ᇊᆽإ ا۱ظ٭݈ࠕ࠰ (5)
௠௄ݪޓ اਦਞژٰٔد ގۇٰۛدة ގ޾۽ߵ۰ܽ ܾߵ (tensor) اހـۿݦޗ޳ .PyTorch ގߵࠦࡂات ቙ቌإ ڑކ݀ٔ وษ༆ߵ
`torch.utils.data.DataLoader` ۰ڷܽ ଺ُ଩ۇཾۛم اภฏߌߵގٔت. ܽગٰ࡚ٔގ و཮ۛات ৓ৈཬ ژݪ۽ٔءة ٔጨጚગٰ࡚ٔގ

اހٰޑކںܽ. ܾۚه ਢਞدارة

ا۱ס܂ث٭ڮ ا૩૎ໞঔএاق ۉ݋ٖ গএ،ݗ܂ڮ اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 2 .5
ݘߚۥ ਦਞڛߦޑܽ اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج وڞۼںࢤࢿ ഫ೾ހۇۛر ڑܽ ྦྷັور اગ࡚ߵدة ཬٔހںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ڞٰۛ
اਛਗޭور ᅛᄷจ෫ ގޓ წ჊ހ ގ޾ۄ۽ܽ ᅺᅲأގۉ ৓ৈཬ ܾۚه اހہںٔڛٔت ᇔ஫஥ߵཬٔت ษ༆ۇߵي أن อ໹ڂ اހߚہჱ჊ت. ا୸ଢ଼཭اق
زގۄںًٔ. وศૉۇߵގܽ ᅺᅲގ۽޾ ౐อ௣ౕت أو ࡼࢂࢇޫم ᅺᅲގჱႚ اހۇۼٔߤٔت ৓ৈཬ ษ༆ۇߵي أن ڑ۽޼ݺ و وا઒࡚ہ࿥ۉܽ، اހٰٔدڑܽ

CTU-13 ׅت،ׅু౶ ᅅଜଖݦໝڮ 1 .2 .5
اภฏوژߵت ߏہჱ჊ت ੳંور ᅛᄷจ෫ ษ༆ކںݺ ቟ሺ ጺጴہܩٷ ގٰޭو۰ًٔ ގ޾ۛراً CTU-13 ౶ুׅ،ׅت ᅅଜଖݦໝڮ ڞٰۛ
ັྟ٩ ڡ౐ౕڡܽ ގޓ و੝ഋݪߵن اހ࿲ߚں݆، ڑܽ ᇔགྷ༩݀ߵر CTU ིٔގٰܽ ቟ሺ اހۇۼٔߤ݀ٔ ኢና .[28] botnet

ᅺᅲގჱႚ اހۇۼٔߤٔت اހہںٔڛٔت ܽཬߵᇔ஫஥ ੝ഋ޼ޑޓ اภฏوژߵت. ଽଣہჱ჊ت ܘۼںۼںܽ ਢਞ޹ٔژٔت ศૉۇކ۽ًٔ ڑߵ ߌ࿥ۄٔر
ᅛᄷจ෫ أي ษ༆ۛد ୸ୗᝉศༀة إଽଦٔؤܾٔ ኢና وڞ޾࿯ں۽ٔت ،NetFlows ᅛᅉߏہ و۰णऎۼٔت ،(PCAPs) ࡼࢂࢇޫم
اணடܭߵم ڑߵܾٔت وߌ࿥ۄٔر اހ٫ۄںܽ اพฏގۄںܽ ٔጨዱٔގٰࡇࡗގ ގٰںۄܽ. روژߵت ᅛᅉߏہ ގޓ أو ཭ކ۽ںܽ، أو ᇔᇂںۛة، ੳંور
଎଀ཿواހۇ اހۼںٔدة اڞ޾ਣਞٔت ਣਞݘ࿲ߚٔف اਛਗ޾ޑޑܽ اࣇ࣢ࣳٔذج واܗۇۂر ހۇߧߵ࠙ࡂ ᇦᇥۇٔزاً ܗںٔراً อ༆ٰކ݀ٔ اހߵاۯٰںܽ

.C2 اਛਗٰۼۛة
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أ൹൛ى ౶ুׅ،ׅت ᅅଜଖݦໝׅت 2 .2 .5
৓ৈཬ ܽ௠ுٔاހۼ ا୸ଢ଼཭ਣਞاق ݘߚۥ ਦਞڛߦޑܽ اਛਗۄٔߌہܽ اจ෪ਦਞى اހٰٔގܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ णँٰۛاހ ܾۄٔك
۰णऎޞ ౐อ௣ౕت CIC-IDS ᅺᅲߌކߗ ގۉݺ ا཮ਦਞۛث اހہںٔڛٔت ᇔ஫஥ߵཬٔت ڞߵ۰ޭ ގٔ ཧٔހۂً اހٰޑںޞ. اހۇٰࠇࠋ
ގߗٔژۼٔت ڞ޾ۛر ،ፈጴذ ቙ቌإ ژਢਞٔ޷۰ٔܽ اހ࿲ߗކߗݺ. ࣇ࣢ིࣳۚܽ ٔጨᖈاߌۇཾۛا ௠௄ݪޓ زގۄںܽ ߤߵاژ٢ ގ٢ ᅺᅲގ۽޾
੐അٔڛٔت ᇔ஫஥ߵཬٔت ًٔဣٔأܘں (capture-the-flag - CTF) اހٰࠇࠋ اހۇۼٔط وأ཮ۛاث اހߚہჱ჊ت أގޓ
པႃࠠࡂا ܾۚه اހہںٔڛٔت ᇔ஫஥ߵཬٔت ੝ഋߧކڂ ގٔ ཧٔހۂً .ܽ੟೾ۛઓ࡚ا اணடܭߵم ހۇۼۄںٔت أوހںܽ ฆ෫م اހۇۼٔߤٔت ގ٢
اઓ࡚ٔހںܽ. णँۛጨጚጺጴات ۯںޑܽ ᅺᅲأގۉ ڞߵ۰ޭ ٔጨ጗ހـݪ اހٰޑںޞ، ጺጴۇٰࠇࠋ ཬਢਞۛادܾٔ واހۇ޾࿯ںۥ ጺጴۇཿކںݺ ศૉ޾޾ܽ ڛ޾ںܽ

ا۱݋زၢျت ا૩૎ໞاق ۉ݋ٖ গএ،ݗ܂ڮ ا۱ס܂ث܏ ا۱ظסݸݼ :ॊहᅅᄤ ۿย༐وع 3 .5
ژٔߌۇཾۛام LSTM ৓ৈཬ ኢኃٔۯ ଺ଣںߡ ߏہჱ჊ت ا୸ଢ଼཭اق ݘߚۥ ڛߦٔم ਗ਼അٔء ݘں۽ںܽ اਛਗྟັوع ܾۚا ཐڑߵࣂ
ߏٔذة. أو ᇔᇂںۛة إގٔ ٔጨዮأ ৓ৈཬ ᅛᅉاހߚہ ۰णऎۼٔت ଺଩ކߗ౐ౕت ڞ޾࿯ںۥ ܾߵ اணடۛف .PyTorch

.ܹ੗೾رणऎو اࣇ࣢ࣳߵذج ހہۄٔء `PyTorch`و اހہںٔڛٔت ཬਢਞۛاد `pandas` ߌ࿯ߗۇཾۛم

ا۱زثׅ،ׅت إໝٌاد 1 .3 .5
إଽଦٔء ፈጴذ ੝೾޼ޑޓ .ഞഅٔڡ ߤߵل ذات ଺଩ކߗ౐ౕت ቟ሺ ᅛᅉاހߚہ ੐അٔڛٔت ܽગٰ࡚ٔوގ ᇔ༿༯ںݺ ቟ቐ ቙ቌوਦਞا ا઒࡚ߧߵة
اހ࿲ߗކߗ౐ౕت وڞٰہڷܽ اᇔᆷภฏںܽ، اހߗޑٔت واߌۇܨޭاج زގۄںܽ، ڛߵا۰ۚ ቟ሺ وᇔགྷ༯ںٰ݀ٔ ا޹ߧۄ٩ٔںܽ، ۰णऎޞ ੐അٔڛٔت
ހۇ۰ۛۼٔت `DataFrame` ଽଦٓဠٔء ڛۼߵم اހٰޑކںܽ. ܾۚه 49 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ቟ᇫٔษ໹ .ۛ཮ގߵ ߤߵل ቙ቌإ
٢ᇔགྷ༬ ኢኖ ཬٔدي، ୸୐ཧ წ჊ଽଣ ཬٔހںܽ ژ੝೾ٔٔت أཬۛاد ذات اހߚٔذة اހۇ۰ۛۼٔت ژٰ޲ و཭णऋݺ ،ᅛᅉاހߚہ
ᇔᇆں٢ أن ހ޼ޑٔن ڞٰہ࿢ۇܹ ڑࢱࢿ ،ًౕ౐ކߗ଺଩ ڛ۰ٔۚة წႚ ڞ޾ہ܇ ڡߵانٍ. 10 ٔጨዱۛގ ڛߵا۰ۚ ቟ሺ اހۇ۰ۛۼٔت ܾۚه

اࣇ࣢ࣳߵذج. ഫ೾ހۇۛر اހߧߵل ڛ۽߁ ٔணட اހ࿲ߗކߗ౐ౕت

PyTorch ୑ିݦذج ٖ؂ ؏סܞ 2 .3 .5
.PyTorch ቟ሺ `nn.Module` ۰ڷܽ ژٔߌۇཾۛام ٔਗ਼അ ا઒࡚ٔص LSTM ௠௎ߵذج ษ༃ۛد ،ፈጴذ ژٰۛ
ܽગٰ࡚ٔਛਗ LSTM ߤہۼܽ ৓ৈཬ ٔਗ਼അ ا઒࡚ٔ޹ܽ `LSTMNet` ۰ڷܽ ษ༆ۇߵي ،50 ܽ௠ுٔاހۼ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ
اހۇ޾࿯ںۥ. ศૉޭིٔت ੝ഈਢਞٔج (`nn.Linear`) ژٔހჱ჊ގݺ ᅺᅲގۇ޾ ܽ੐೻ٔጨዮ وߤہۼܽ اਢਞد཭ٔل ଺଩ކߗ౐ౕت
،ٰܽ۰ᆁᅬا) ߌںݪߵن اਢਞد཭ٔل ގߵࠦࡂ ࿯࿉ߗںޞ أن LSTM ቟ሺ `batch_first=True` اހߵߌںߧܽ ษ༆ۛد
଺଩ކߗݺ اਦਞގٔގںܽ اࣇࣥࣳޭ࠙ࡂة ۚ཭ٗڞ اਛਗٰۛة. ٔਗ਼ഋٔٔڛ੐അ ގ٢ ੝೾ߧٔژޞ ގٔ وܾߵ اހߗޑٔت)، اހ࿲ߗކߗݺ، ߤߵل
ጺጴۇ޾࿯ںۥ. ܽ੐೻ٔጨ጗اހ اพฏގۄںܽ ا઒࡚ߧߵة ގޓ اจ෪ਢਞاج و଺଩ۇཾۛم ،LSTM ౐཭ౕل ގޓ ܹગٰ࡚ٔوڞ إد཭ٔل،
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PyTorch ؉ׅܽظ໯ٌام ಜ౯ا۱ظٌر 3 .3 .5
51 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ .ഫ೾اހۇۛر ᇔᆳކںܽ ਗ਼ഋ۽ںۚ اਧਞن ௠௄ݪۄۄٔ اࣇ࣢ࣳߵذج، ڑۥ وڞٰޭ اހہںٔڛٔت إཬۛاد ގ٢
቙ቌإ ٔਗ਼അ ا઒࡚ٔ޹ܽ NumPy ގ޾۽ߵ۰ٔت ڑݺ ౺ಸ಩ߵ ڛۼߵم ،ًਣਞأو .PyTorch ቟ሺ ۯںٔߌںܽ ഫ೾رणऎ ཮ކۼܽ
੐അٔڛٔت ౐ᇔ஧஥ౕت ଽଦਢਞٔء `DataLoader` و `TensorDataset` و଺ଦۇཾۛم PyTorch ގߵࠦࡂات
`nn.CrossEntropyLoss`، ،ٔਗ਼അ ا઒࡚ٔ޹ܽ ا઒࡚ߗٔرة ᅺᅬدا ษ༃ۛد واਣਞܗۇۂر. ഫ೾ۇۛرጺጴ ጺጴۇச୿ار ᅺᅲۯٔژ
཮ކۼܽ ச୿੝ഋر اࣇ࣢ࣳߵذج. أوزان ഠ೾ۛཿހۇ `Adam` وษૉߗޓ اހ۽ڷٔت، ގۇٰۛد ጺጴۇ޾࿯ںۥ ގۄٔߌہܽ ቟ቐو

.ᅛᅉاހߚہ ഫ೾ހۇۛر و཭ކ۽ںܽ أގٔގںܽ ൾ൰ുޭ࠙ࡂات وڞۼߵم اઓ࡚ۼڂ، ގޓ ษૉۛد ހٰۛد ഫ೾اހۇۛر

૩ુ݈وا۱ظٮ ا۱ظ٭ثࠕ࠰ 4 .3 .5
،52 ܽ௠ுٔاހۼ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ .ܽ੐೻ޭਛਗا ୸୐ཧ اਣਞܗۇۂر ੐അٔڛٔت ৓ৈཬ اਛਗۛرب اࣇ࣢ࣳߵذج ੝അۼںࢤࢿ ڛۼߵم أ୸୐཭اً،
ژٔߌۇཾۛام اހۇۛرج ܘߗٔژٔت وڛٰߧݺ `model.eval()` ژٔߌۇཾۛام اހۇۼںࢤࢿ و޷٢ ৓ৈཬ اࣇ࣢ࣳߵذج ڛ޼ہߡ
ٔጨዮوڛۼٔر ژٔހۇ࿯ہߪات، وڛۼߵم اਣਞܗۇۂر، ੐അٔڛٔت ୸ୗཬ ச୿੝ഈر اހـݪ۽ٔءة. ހۇܩۼںޞ `torch.no_grad()`
،precision واᆁᅬۯܽ ،accuracy اᆁᅬۯܽ ގۉݺ ۯںٔߌںܽ ގۼ࿥ྼٔ߁ ଺ଦۇཾۛم اઓ࡚ۼںۼںܽ. ژٔހۇ޾࿯ں۽ٔت
`classfiication_report` ژߵاߌߧܽ إଽଦٔؤܾٔ ኢና ๮๓اހ ،F1-score ودرིܽ ،recall واਣਞߌۇཬۛٔء
௠௄ݪޓ ،LSTM ௠௎ߵذج ৓ৈཬ اހۇߵ޷ںܩࠃ اހٰޭض ܾۚا ఉ௰࠙ࡂ ࿥࿃ۄޑٔ اਦਞداء. ހۇۼںࢤࢿ `scikit-learn`، ގޓ
أن ௠௄ݪޓ ،Transformer اస఼ాߵਣਞت ࣇ࣢ࣳٔذج ژٔހ࿯ߗہܽ ގٰۼۛاً. اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ୸୐ڞ۽ߗ ڑݪߵن أن
቟ሺ ا཮ਦਞۛاث ٩ޓ اހـݪߚۥ ቟ሺ attention weights ا࿲࿆ਣਞۂه أوزان ڞ޾ߵر ގۉݺ ڞۼۄںٔت ۛཬٔ଺଩

ހۼޭاره. أᇔᇒںܽ ୸ୟأݘ اࣇ࣢ࣳߵذج وིܾۛٔ ๮๓اހ اހ࿲ߗކߗݺ

اߋெுਃܪڮ
و CNNs ގۉݺ ௠௎ٔذج اਛਗۇۼۛم. اހߚہჱ჊ت ا୸ଢ଼཭اق ހـݪߚۥ اހٰޑںޞ اހۇٰࠇࠋ ۯߵة اހ۽޾ݺ ܾۚا أߣ݀ޭ
ٔᇦᇥ واพฏގۄںܽ، اਦਞوހںܽ ᅛᅉاހߚہ ੐അٔڛٔت ހۇཿކںݺ णँޭ۰ წ჊ଽଣ ގۄٔߌہܽ Transformers و LSTMs

৓ৈཬ .ًٔ੐೻ٔڞކۼ ܽ੟೾ۛઓ࡚ا ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ቙ቌإ ୸୐ଽ଩ ๮๓اހ واހ࿲ߗކߗކںܽ اਛਗٰۼۛة ا௠௎ਦਞٔط ੝അٰࠇࠋ ٔணட ଺ଜޑ܇
اހـݪߚۥ اࣇ࣢ࣳٔذج ணடۚه ௠௄ݪޓ ،ًٔမوणँ اਛਗ݀ۄۛߌܽ اހߗޑٔت ৓ৈཬ ڞٰۇޑۛ ๮๓اހ اހۇۼކںۛڑܽ اਦਞڛߦޑܽ ཬݪ߁
أߣ݀ޭ .ᅛᅉاހߚہ أ཮ۛاث ଺଩ކߗ౐ౕت دا཭ݺ اఽ఼స۽ںܽ اਛਗۛى ᅺᅲڑ ߤߵ واހۇہٰںٔت اᆁᅬۯںۼܽ اਣਞر੗ഋٔߤٔت ٩ޓ
وڞۼںࢤࢿ ഫ೾رणऎو ਗ਼അٔء ቙ቌإ اพฏގۄںܽ اހߗ౐ౕߌݺ ੐അٔڛٔت إཬۛاد ގޓ اހჱ჊ގݺ، اހٰޑݺ ୸୐ߌ ৙ৈاހٰޑ اਛਗྟັوع
቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ୸ଢ଼ా఼స ௠௄ݪޓ اހۇۼۄںٔت، ܾۚه إڞۼٔن ౐཭ౕل ގޓ .PyTorch ቟ሺ LSTM ௠௎ߵذج
ߌٔژۼًٔ. اݘ࿲ߚ۰ٔ݀ٔ ڑࢱࢿ ኢት ๮๓اހ اਛਗٰۼۛة اணடܭޑٔت णँۛษ༆ ৓ৈཬ ۯٔدرة وڞݪں۽ًٔ ً ذჱႚء ୸ୟأݘ د۰ٔع أڛߦޑܽ ਗ਼അٔء

126



1 import pandas as pd
2 import numpy as np
3 from collections import Counter
4 from sklearn.model_selection import train_test_split
5
6 # Dummy data: Simulate network flows with timestamps and simple features
7 np.random.seed(42)
8 num_flows = 200
9 timestamps = pd.to_datetime('2025-08-16 10:00:00') + pd.to_timedelta(np.arange(num_flows), unit='s')

10 df_flows_raw = pd.DataFrame({
11 'timestamp': timestamps,
12 'flow_id': np.arange(num_flows),
13 'src_ip': ['192.168.1.' + str(np.random.randint(1, 20)) for _ in range(num_flows)],
14 'dst_ip': ['10.0.0.' + str(np.random.randint(1, 20)) for _ in range(num_flows)],
15 'bytes_in': np.random.randint(50, 5000, num_flows),
16 'bytes_out': np.random.randint(50, 5000, num_flows),
17 'packets_in': np.random.randint(1, 50, num_flows),
18 'packets_out': np.random.randint(1, 50, num_flows),
19 'protocol': np.random.choice(['TCP', 'UDP', 'ICMP'], num_flows, p=[0.6, 0.3, 0.1])
20 })
21
22 # Introduce a few "anomalous" flows (e.g., very high bytes in/out)
23 df_flows_raw.loc[50:55, ['bytes_in', 'bytes_out']] = np.array([] * 6)
24 df_flows_raw.loc[120:125, ['bytes_in', 'bytes_out']] = np.array([] * 6)
25
26 # Prepare features for sequence modeling
27 df_flows_raw = pd.get_dummies(df_flows_raw, columns=['protocol'], prefix='protocol')
28 feature_cols = ['bytes_in', 'bytes_out', 'packets_in', 'packets_out', 'protocol_TCP', 'protocol_UDP', 'protocol_ICMP']
29 df_flows_raw['label'] = 0 # Assume all benign for now
30 df_flows_raw.loc[50:55, 'label'] = 1 # Mark our 'anomalies'
31 df_flows_raw.loc[120:125, 'label'] = 1
32
33 df_flows_raw = df_flows_raw.sort_values(by='timestamp')
34
35 # Group flows into time windows
36 window_size_seconds = 10
37 df_flows_raw['window_start'] = df_flows_raw['timestamp'].dt.floor(f'{window_size_seconds}S')
38
39 grouped_sequences = []
40 grouped_labels = []
41
42 for window_start, group in df_flows_raw.groupby('window_start'):
43 sequence_features = group[feature_cols].values
44 grouped_sequences.append(sequence_features)
45 # A window is anomalous if any flow within it is anomalous
46 grouped_labels.append(1 if group['label'].sum() > 0 else 0)
47
48 max_seq_len = max(len(s) for s in grouped_sequences)
49 print(f"Max sequence length in windows: {max_seq_len}")
50
51 # Pad sequences to max_seq_len
52 padded_sequences = []
53 for seq in grouped_sequences:
54 if len(seq) < max_seq_len:
55 padding_needed = max_seq_len - len(seq)
56 padded_seq = np.vstack([seq, np.zeros((padding_needed, seq.shape))])
57 else:
58 padded_seq = seq[:max_seq_len]
59 padded_sequences.append(padded_seq)
60
61 X_sequences = np.array(padded_sequences)
62 y_sequences = np.array(grouped_labels)
63
64 print(f"\nShape of X_sequences (batch, seq_len, num_features): {X_sequences.shape}")
65 print(f"Shape of y_sequences: {y_sequences.shape}")
66 print(f"Sequence Label distribution: {Counter(y_sequences)}")
67
68 # Split sequences for training/testing
69 X_train_seq, X_test_seq, y_train_seq, y_test_seq = train_test_split(
70 X_sequences, y_sequences, test_size=0.3, random_state=42, stratify=y_sequences
71 )

Pandas. ژٔߌۇཾۛام ᅛᅉاހߚہ ۰णऎۼٔت ގޓ زގۄںܽ ߌ౐ౕߌݺ ଺଩ކߗ౐ౕت إଽଦٔء :49 Listing127



1 import torch
2 import torch.nn as nn
3 from torch.utils.data import TensorDataset, DataLoader
4
5 # Define model parameters based on our dummy data
6 input_dim = X_train_seq.shape # Number of features per time step
7 hidden_dim = 128
8 output_dim = 2 # Binary classification: Benign (0) / Anomaly (1)
9 num_layers = 2

10 batch_size = 32
11
12 class LSTMNet(nn.Module):
13 def __init__(self, input_dim, hidden_dim, output_dim, num_layers):
14 super(LSTMNet, self).__init__()
15 self.hidden_dim = hidden_dim
16 self.num_layers = num_layers
17 # LSTM layer: batch_first=True means input has batch dim first
18 self.lstm = nn.LSTM(input_dim, hidden_dim, num_layers, batch_first=True)
19 # Fully connected layer after LSTM
20 self.fc = nn.Linear(hidden_dim, output_dim)
21
22 def forward(self, x):
23 # Initialize hidden and cell states
24 h_0 = torch.zeros(self.num_layers, x.size(0), self.hidden_dim).to(x.device)
25 c_0 = torch.zeros(self.num_layers, x.size(0), self.hidden_dim).to(x.device)
26
27 # Pass input and initial states through LSTM
28 out, _ = self.lstm(x, (h_0, c_0))
29
30 # Take the output from the last time step for classification
31 out = self.fc(out[:, -1, :])
32 return out
33
34 # Instantiate the model
35 model_dl_nids = LSTMNet(input_dim, hidden_dim, output_dim, num_layers)
36 print(model_dl_nids)

اހ࿲ߗކߗݺ. ހۇ޾࿯ںۥ ଺ଣںߡ LSTM PyTorch ௠௎ߵذج ਗ਼അٔء :50 Listing
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1 # Convert numpy arrays to PyTorch tensors
2 X_train_tensor = torch.tensor(X_train_seq, dtype=torch.float32)
3 y_train_tensor = torch.tensor(y_train_seq, dtype=torch.long)
4 X_test_tensor = torch.tensor(X_test_seq, dtype=torch.float32)
5 y_test_tensor = torch.tensor(y_test_seq, dtype=torch.long)
6
7 # Create TensorDatasets and DataLoaders
8 train_dataset = TensorDataset(X_train_tensor, y_train_tensor)
9 train_loader = DataLoader(train_dataset, batch_size=batch_size, shuffle=True)

10 test_dataset = TensorDataset(X_test_tensor, y_test_tensor)
11 test_loader = DataLoader(test_dataset, batch_size=batch_size, shuffle=False)
12
13 # Define loss function and optimizer
14 criterion = nn.CrossEntropyLoss()
15 optimizer = torch.optim.Adam(model_dl_nids.parameters(), lr=0.001)
16
17 # Move model to GPU if available
18 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
19 model_dl_nids.to(device)
20 print(f"\nUsing device: {device}")
21
22 num_epochs = 10
23 print("\n--- Starting PyTorch LSTM Training ---")
24 for epoch in range(num_epochs):
25 model_dl_nids.train() # Set model to training mode
26 running_loss = 0.0
27 for batch_idx, (inputs, labels) in enumerate(train_loader):
28 inputs, labels = inputs.to(device), labels.to(device)
29
30 optimizer.zero_grad() # Clear gradients
31 outputs = model_dl_nids(inputs) # Forward pass
32 loss = criterion(outputs, labels) # Calculate loss
33 loss.backward() # Backward pass
34 optimizer.step() # Update weights
35 running_loss += loss.item() * inputs.size(0)
36
37 epoch_loss = running_loss / len(train_dataset)
38 print(f"Epoch [{epoch+1}/{num_epochs}], Loss: {epoch_loss:.4f}")
39
40 print("\nPyTorch LSTM Training complete.")

LSTM. PyTorch ࣇ࣢ࣳߵذج ۯںٔߌںܽ ഫ೾رणऎ ཮ކۼܽ :51 Listing

129



1 from sklearn.metrics import classification_report
2
3 model_dl_nids.eval() # Set model to evaluation mode
4 correct = 0
5 total = 0
6 all_preds = []
7 all_labels = []
8
9 with torch.no_grad(): # Disable gradient calculation during inference

10 for inputs, labels in test_loader:
11 inputs, labels = inputs.to(device), labels.to(device)
12 outputs = model_dl_nids(inputs)
13 _, predicted = torch.max(outputs.data, 1) # Get the class with max probability
14
15 total += labels.size(0)
16 correct += (predicted == labels).sum().item()
17
18 all_preds.extend(predicted.cpu().numpy())
19 all_labels.extend(labels.cpu().numpy())
20
21 accuracy = correct / total
22 print(f"\n--- Deep Learning NIDS Model Evaluation on Test Set ---")
23 print(f"Test Accuracy: {accuracy:.4f}")
24 print("\nClassification Report:\n", classification_report(all_labels, all_preds, target_names=['Benign', 'Anomaly']))

اਣਞܗۇۂر. ܽཬߵᇔ஫஥ ৓ৈཬ اਛਗۛرب LSTM PyTorch ௠௎ߵذج ڞۼںࢤࢿ :52 Listing
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ܽ੐ഈا୸ୗاހߗں اணடܭޑٔت ގޓ ڛߵع :Advanced Persistent Threat اਛਗߗۇޑޭ اਛਗۇۼۛم णँۛጨጚاހ APT
ᅛᅉߏہ دا཭ݺ ގݪ࿲ߚۥ ୸୐ཧ وܜߵداً ᎂ፞ߗ࿲ਛਗا ຿ྟ࿯ྼ ܘںٷ ᅺᅬߧߵਛਗوا اਛਗۇߧߵرة cyberattack

.ᅺᅲڑ ߤߵ ୸ଢ଼۰ة ގۛى ৓ৈཬ اઓ࡚ߗٔߌܽ اހہںٔڛٔت ހྜັۯܽ
ࣇ࣢ࣳߵذج ແྑٔߌਦਞا اၗਗݪߵن :Attention Mechanism ا࿲࿆ਣਞۂه آހںܽ Mechanism Attention
቟ሺ اఽ఼సۇކ۽ܽ اހہںٔڛٔت ڛۼٔط أᇔᇒںܽ ੝അۼۛ࠙ࡂ ᅶᅬ ଺ଜޑ܇ اᆀᅬي Transformer model اస఼ాߵਣਞت
٩ޓ اހۄߦޭ ژ٫޲ ا཮ਦਞۛاث ෡ෆژ اހ౐ٰౕۯٔت اހۇۼٔط ގޓ ௠௄ݪۄܹ ٔᇦᇥ ،ఴఙٔގںਗ਼೾د წ჊ଽଣ ଺଩ކߗݺ

.ٔጨ጗࿥࿃ اਛਗߗ۰ٔܽ
๮๓اހ اਣਞڞ޾ٔل وߤޭق اހۇܩۇںܽ اހہ࿯ںܽ ቙ቌإ ୸୐ଽଜ :Command and Control ଎଀ཿواހۇ اހۼںٔدة C2
،botnets اภฏوژߵت ߏہჱ჊ت ގۉݺ ،ٔጨግ۰ ଎଀ཿواހۇ ا୸ଢ଼ఽ఼సۯܽ اਦਞڛߦޑܽ ਢਞدارة اᇔᇆٔ݀ਛਗߵن ٔጨᖈۛཾۇ଺ଜ

اހہںٔڛٔت. وހྜັۯܽ
௠௎ٔذج ގޓ ڛߵع :Convolutional Neural Network اਣਞހۇ۽۰ٔںܽ اހٰ޾࿬ںܽ ᅛᅉاހߚہ CNN
อૉٔل ቟ሺ اހہںٔڛٔت. ቟ሺ اస఼ాކںܽ ا௠௎ਦਞٔط णँۛษ༆ ቟ሺ ੝೾۽ߵق deep learning اހٰޑںޞ اހۇٰࠇࠋ
raw packet اਦਞوހںܽ اઓ࡚ޫم ژ੝೾ٔٔت ৓ৈཬ ڞߧہںۼܹ ௠௄ݪޓ ،cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ
ا઒࡚ہ࿥ۉܽ. اހۇߵۯںٰٔت ਣਞݘ࿲ߚٔف network flows ᅛᅉاހߚہ ۰णऎۼٔت ଺଩ކߗ౐ౕت أو bytes

ގޓ ގ޾ۄ۽ܽ ߏہݪںܽ ੳંور ᅛᄷจ෫ ৓ৈཬ ษ༆ۇߵي CTU ིٔގٰܽ ގޓ ཬٔގܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ CTU-13 
وڞۼںࢤࢿ ഫ೾ހۇۛر واߌ٢ ڛߧٔق ৓ৈཬ و଺଩ۇཾۛم ،botnet اภฏوژߵت ހߚہჱ჊ت ܘۼںۼںܽ إ޹ٔژٔت

.Network Intrusion Detection Systems ఴఙاހߚہ ᎂ፞ߗ࿲اހ ݘߚۥ أڛߦޑܽ
اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع :Gated Recurrent Unit اਛਗۇச୿رة اހہߵاژٔت و཮ۛة GRU
୸୐اހۼ޾ اਛਗۛى ढईاఋ௰ة ً ގۼٔرڛܽ ގ࿬ߗߧܽ ࿬࿃ۄںܽ Recurrent Neural Network اਛਗۇச୿رة
ގޓ ژ۽ٰٔހںܽ ጺጴۇٰࠇࠋ gating mechanisms اހہߵاژٔت آހںٔت ଺଩ۇཾۛم .LSTM ڑݺ واހߧߵ

.ᅺᅲڑ اހߧߵ اހہںٔڛٔت ଺଩ކߗ౐ౕت
ގޓ ގۇۼۛم ڛߵع :Long Short-Term Memory ڑݺ واހߧߵ ୸୐اހۼ޾ اਛਗۛى ذاఋ௰ة LSTM
ۯںߵد ৓ৈཬ ጺጴۇ٫ކڂ ގ޾ޑދ Recurrent Neural Network اਛਗۇச୿رة اހٰ޾࿬ںܽ اހߚہჱ჊ت
ఋ௰ۚ ހۇ ཭ٔ޹ܽ ژߵاژٔت ژٔߌۇཾۛام standard RNNs اހۼںٔߌںܽ اਛਗۇச୿رة اހٰ޾࿬ںܽ اހߚہჱ჊ت
ذات اணடܭޑٔت ਣਞݘ࿲ߚٔف ގۉٔހںًٔ ᅶᅲٰอ໹ ٔᇦᇥ ،ᅺᅲڑ ߤߵ ୸ଢ଼۰ات ގۛى ৓ৈཬ اਛਗٰࡇࡗގٔت ଺ଦںٔن أو

.stateful attacks ᅺᅬٔઓ࡚ا
ݘߵߵل ࠠࡂوڞ ੳંور ᅛᄷจ෫ ੐അٔڛٔت ڑކܨ޴ و ٢ᇔགྷ༢ network protocol ᅛᅉߏہ ݘߵߵل ࠠࡂوڞ NetFlow
ڑߵ۰ޭ .switch ษૉߵل أو router ڞߵܜںܹ ܜ݀ٔز ୸ୗཬ ۰णऎۼ݀ٔ أਗ਼എٔء IP traffic ഞഈ୸ଢ଼ڛਢਞا
اހჱ჊ގݺ اస఼ాۇߵى ގޓ ً ਣਞणई اਣਞڞ޾ਣਞٔت ܘߵل اਛਗߗۇߵى ཬٔހںܽ metadata و޹۽ںܽ ੐അٔڛٔت

ࡼࢂࢇޫم.
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ڛߦٔم :Network Intrusion Detection System ఴఙاހߚہ ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم NIDS
اჱႚٔጨጚᜃت أو اਛਗߚہߵܾܽ اଽଦਦਞߧܽ ਣਞݘ࿲ߚٔف ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ وษ༆ކںݺ ਛਗޭاۯہܽ ގ޾ޑދ

.ܽษ໹ັྮاހ اணடܭޑٔت أو اހߗںٔߌٔت
ጺጴہںٔڛٔت اਛਗߗہۼܽ ܽગٰ࡚ٔ౤ᎈጴ ڞۼۄںܽ :Padding/Truncation ୸ଢ଼ߚߵ/اހہઓ࡚ا Padding/Truncation
اਦਞۯྮັ اހ࿲ߗކߗ౐ౕت ܘߚߵ ڑࢱࢿ اހ࿲ߗކߗ౐ౕت. ߤߵل ڞߵܘںۛ ٔጨግ۰ ڑࢱࢿ data preprocessing

੝ഋߧކہܹ اᆀᅬي ഞഅٔاހۉ اਢਞد཭ٔل ત်ދ ހۇۄٔߌڂ اਦਞߤߵل اހ࿲ߗކߗ౐ౕت ୸ଢ଼ژ ڑࢱࢿ و ژਦਞٔ޹۽ٔر)، ً (ཬٔدة
.deep learning models اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ގޓ णँٰۛاހ

اਛਗކۇۼߧܽ ࡼࢂࢇޫم اਦਞوހںܽ اހہںٔڛٔت ศ໹ޫن ގކۥ ࿯࿉ߗںޞ :Packet Capture اઓ࡚ޫم اހۇۼٔط PCAP
ᅛᄷޭઓ࡚ اਛਗߗۇߵى وގۄܨ۽޼ܽ ᅺᅲގ۽޾ ڑܽ رؤ ڑߵ۰ޭ .network interface ᅛᅉߏہ واܜ݀ܽ ގޓ

.ᅛᅉاހߚہ ੳંور
଺ଜۇཾۛم machine learning ᅺᅬਧਞا ހۇٰࠇࠋ open-source اਛਗ޾ۛر ގ۽ۇߵح ᇔᆳݺ إߤٔر PyTorch

.deep learning models اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ັພງو ഫ೾رणऎو ހہۄٔء
اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ۰ڷܽ :Recurrent Neural Network اਛਗۇச୿رة اހٰ޾࿬ںܽ ᅛᅉاހߚہ RNN
ᅺᅬٔ཮ ৓ৈཬ اઓ࡚۽ٔظ ڑޞ ߤޭ ٩ޓ ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ܽગٰ࡚ٔਛਗ ގ޾ޑޑܽ neural networks

اހ࿲ߗކߗݺ. ቟ሺ اހߗٔژۼܽ ا౐཭ۛਛਗౕت ގޓ اਛਗٰࡇࡗގٔت ڞކۇۼߡ ذاఋ௰ة أو دا཭ކںܽ
اހۇٰࠇࠋ ၗਗݪۇۂت ແྑٔأߌ ੐അٔڛٔت წ჊݀ںᡉ ڞٰޑݺ اਦਞژٰٔد ގۇٰۛدة ގ޾۽ߵ۰ܽ :Tensor اਛਗߵࠦࡂ Tensor
اހہںٔڛٔت ࣇࣥࣳۉںݺ اߌۇཾۛاގܹ ڑࢱࢿ .PyTorch ڞߵرش ژٔي ގۉݺ deep learning اހٰޑںޞ
اภฏߌߵގٔت ܽગٰ࡚ٔގ و཮ۛات ގۉݺ أܜ݀ޫة ৓ৈཬ ᅺᅬٰٔ۰ ܘߗٔژٔت إจ෯اء ࿲ྼں܇ ٔᇦᇥ اࣇ࣢ࣳߵذج، وގ౤౟ٰٔت

.GPUs

቟ሺ ଽଦٗت ڑܽ، ۯߵ deep learning ᇔᆳںޞ ڞٰࠇࠋ ࿯࿃ںܽ :Transformer اస఼ాߵل Transformer
ا࿲࿆ਣਞۂه آހںܽ ଺଩ۇཾۛم ،natural language processing اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ อૉٔل
ٔᇦᇥ ،ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ቟ሺ اਛਗۛى ژٰںۛة اހۇہٰںٔت ਣਞހۇۼٔط attention mechanism

اพฏގޓ. ୸ୗཬ اਛਗۄ࿲ྟັة ا࿯ਛਗߗۼܽ اணடܭޑٔت णँۛษ༆ ቟ሺ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ
ഫ೾رणऎ ቟ሺ ߏٔڎٰܽ ᅺლ჊ގߚ :Vanishing Gradient اހۇۛرج ແྔౕ౐ڞ Gradient Vanishing
اਛਗߗۇཾۛގܽ اਢਞߏٔرة ڞ޾ہ܇ ܘںٷ deep neural networks اހٰޑںۼܽ اހٰ޾࿬ںܽ اހߚہჱ჊ت
اހہںٔڛٔت ଺଩ކߗ౐ౕت ቟ሺ اހۇہٰںٔت ڞٰࠇࠋ ގޓ اࣇ࣢ࣳߵذج ௠௄ۄ٢ ٔᇦᇥ ིۛاً، ޹୸୐٫ة اࣇ࣢ࣳߵذج أوزان ഠ೾ۛཿހۇ

.ᅺᅲڑ اހߧߵ
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6 ؉ׅب
اߋਃزབغڮ: اඞ਺૩ૈ۱ثׅت ۱ظ۷໰ث۫ ا۱ס܂ث܏ ا۱ظסݸݼ

ودো౯ׅۿثۛثڮ ৎ౶ׅؒڮ رؤى
ۿ٭ٌۿڮ

୸୐ཧو णँིۛة ܗہ࿥ۉܽ ހอૉ୸ୗںٔت اਛਗۇߵا޹ݺ اހߦ݀ߵر ގߗۇޑޭاً: ًٔမۛษ༆ ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں اਦਞގޓ ڑߵاིܹ
اणँۛગ࡚ة اހणँۛጨጚات ܾۚه ގߵاܜ݀ܽ ቟ሺ اހۇߵۯںٰٔت ৓ৈཬ ܽ௠ுٔاހۼ اހۇۼކںۛڑܽ اހـݪߚۥ أڛߦޑܽ ڞ۽ߚݺ ގٰޭو۰ܽ.
اހٰޑںޞ اހۇٰࠇࠋ ڑۼۛم ݘںۥ اހ۽޾ݺ ܾۚا ଺ଜۇݪߚۥ اਛਗٰޭو۰ܽ. ا௠௎ਦਞٔط ৓ৈཬ اހۇٰޭف ৓ৈཬ ڞٰۇޑۛ ٔጨዮਦਞ
ا઒࡚ہ࿥ۉܽ: اހอૉ୸ୗںٔت ހۇཿކںݺ ෡ෆأߌٔߌں ෡ෆྃጨዮ ߌ࿯ۇۄٔول .ᅺლ჊ߚਛਗا ணடۚه ًٔမۯߵ ً ౕ౐཮ `deep learning`
ఴఙٔގںਗ਼೾ᆁᅬا واހۇཿކںݺ ਗ਼ഋ۽ںۚه، دون اਛਗކۥ ࿯࿃ںܽ ڑ۽ܩ޴ اᆀᅬي ،`static analysis` ഞഅٔاހۉ اހۇཿކںݺ

ጺጴޭۯٔژܽ. ཭ٔ޷ٰܽ ࿥࿃ڷܽ ቟ሺ اਛਗކۥ ߌࡇࡗك ࠙ࡂاۯڂ اᆀᅬي ،`dynamic analysis`
:቟ቐ اހ۽޾ݺ ணடۚا ا࿥ྐྵภฏߗںܽ اހۇٰࠇࠋ أܾۛاف

اਛਗٰޭو۰ܽ. ୸୐ཧو اणँۛગ࡚ة ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ڞ޾࿯ںۥ ቟ሺ اਛਗۇޑۉݺ ແྑٔߌਦਞا اހۇཿۛي ۰݀ދ •
ގጨ጗ޑٔ. წ჊ހ واހ޼ٰۥ اހۼߵة ڛۼٔط ፈጴذ ቟ሺ ٔ௠ோ ،ఴఙٔގںਗ਼೾ᆁᅬوا ഞഅٔاހۉ اހۇཿކںݺ ڞۼۄںٔت ෡ෆژ ୶୐اࣇࣥࣳں •
ࣇ࣢ࣳٔذج ܽ੐ഈٔ੐അ ورߌߵم و଺଩ކߗ౐ౕت، ݘ޾ߵر، ا઒࡚ہ࿥ۉܽ อૉ୸ୗጺጴںٔت ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ௠௑ۉںݺ ݘں۽ںܽ ڞٰࠇࠋ •

اހٰޑںޞ. اހۇٰࠇࠋ
Con-` اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގۉݺ اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ڞߧہںޞ ݘں۽ںܽ اߌۇݪߚٔف •
Re-` اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ واހߚہჱ჊ت ،`volutional Neural Networks (CNNs)
Graph` ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ واހߚہჱ჊ت ،`current Neural Networks (RNNs).ܽۉ࿥ہ઒࡚ا اހอૉ୸ୗںٔت ڞ޾࿯ںۥ ৓ৈཬ `Neural Networks (GNNs)
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.`PyTorch` ژٔߌۇཾۛام ৙ৈᇔᆳ წ჊ଽଣ اހ޾ߵر ৓ৈཬ ኢኃٔۯ ܗہ࿥ۉܽ ࠠࡂอૉںٔت ގُ޾ۄۥِّ ਗ਼അٔء •
اހอૉ୸ୗںٔت ౺ಸ಩ކںݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ۯںٔم ހـݪں۽ںܽ ཏીرا ۰݀ދ ᆁᅬڑ݆ ߌںݪߵن اހ۽޾ݺ، ܾۚا ጨ጗ᜀٔڑܽ

.቟ᇫذ د۰ٔع ڛߦٔم أي ቟ሺ ًٔᇦᇗٔ཮ ًٔဣގݪߵ წ჊ଽଜ ٔᇦᇥ ،ًٔ੐೻ٔڞކۼ ܾٔणँۛษ༆و ا઒࡚ہ࿥ۉܽ

اঌঈסܞو١ڮ ૩ુ໘و اߋਈٌࡲ࢔ة اߋਃزབغڮ اඞ਺૩ૈ۱ثׅت ؏ܯའثٖ :ძ။ျ݋ঌঈا 1 .6
AI-driven mal-` ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ৓ৈཬ اਛਗٰۇޑۛ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ހۇཿކںݺ ແྑٔߌਦਞا اணடۛف
ގޓ اਛਗٰޭو۰ܽ ୸୐ཧو اणँۛગ࡚ة ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ਛਗۇ୸୐٫ات ቟ሃٔاހۇކۼ اހۇ޾࿯ںۥ ܾߵ `ware analysis
णँۛษ༆ اਦਞގٔن ਦਞڛߦޑܽ اހۼۛرة ܾۚه ࿲࿉ں܇ اހ࿲ߚ٫ںݺ. وۯٵ ٔ݀ᡉوߌࡇࡗ اᆁᅬا཭ކںܽ ٔጨጚں࿯࿃ ઓઉ޴ ౐཭ౕل
zero-` اހںߵم-޹۽ޭ อซޑٔت ގ٢ ߏٔڎ٢ ڑߵ ߌ࿥ۄٔر وܾߵ ษૉۛد، ڞߵۯں٢ ڞߵ۰ޭ ཬۛم ᅺᅬٔ཮ ቟ሺ ๨๓ܘ اހणँۛጨጚات
๮๓اހ `polymorphic malware` اਦਞߏჱ჊ل ގۇٰۛدة ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت أو `day attacks
ran-` اހ۽ۛڑܽ པႃࠠࡂا ގۉݺ ا઒࡚ہ࿥ۉܽ، اހอૉ୸ୗںܽ ᅺᅲٔڎཬ णँۛษ༆ ܾߵ ቟ሃٔጨ጗اހ اணடۛف ژ೰ೢᖹٔޭار. ٔጨዱޭߏ۽ ୸୐ڞ٫
णँۛษ༆ أو ،`rootkit` ا઒࡚۽ںܽ اગ࡚ۚور པႃࠠࡂا أو ،`spyware` اހۇܭߗ߁ པႃࠠࡂا أو ،`somware

data` اހہںٔڛٔت ഫ೾ັປຊ أو `keylogging` اਛਗ۽੐ഋٔ܇ ޷٫ߧٔت ଺଩ܭںݺ ގۉݺ اస఼ాۛدة، ٔጨዱۯۛرا
.ఴఙٔގںਗ਼೾ᆁᅬوا ഞഅٔاހۉ اހۇཿކںݺ :෡ෆގކۇჱ჊ގۇ ෡ෆڑۼۇ ߤޭ ৓ৈཬ اހۇ޾࿯ںۥ ܾۚا ڑٰۇޑۛ .`exfiltration

ڑۼߵم ٫ଽ଩ںކ݀ٔ. دون ጺጴۇۄ۽ںۚ ᅺᅲاހۼٔژ اހߚ۽ޭة ษ༆ކںݺ ੝೾޼ޑޓ `Static analysis` ಏ౶ׅا۱غ ا۱ظ۷໰ث۫
اਛਗ޼ޑۄܽ، اހۄ޾ںܽ واހߗ౐ౕߌݺ اਛਗߗۇߵردة، واၗਗݪۇۂت ࠦࡂو଺ଜٔڞܹ، ގۉݺ اਛਗކۥ، ࿯࿃ںܽ ژ۽ܩ޴ اస఼ాۼޞ
ਣਞ ܗہ࿥ۉܽ ڞݪߵن أن ษ໹ُۇޑݺ ๮๓اހ اހߚ۽ޭة ਦਞن آގۄܽ ڑۼܽ اހߧޭ ܾۚه اހۇܭޑں٢. ހ٫ܽ ڞٰކںޑٔت و଺଩ކߗݺ
ގۉݺ ،`obfuscation` စ๽ߚߵ࿲اހ ڞۼۄںٔت اߌۇཾۛام ෡ෆᇔᇆٔ݀౤ᎈጴ ௠௄ݪޓ ،ፈጴذ وގ٢ أणईاً. ਗ਼ഋ۽ںܾۚٔ ڑࢱࢿ
اހۇཿކںݺ อ໹ٰݺ ۯۛ ٔᇦᇥ ا઒࡚ہ࿥ۉܽ، ᅺᅬੂߵਲਭا ਢਞܗ۽ٔء ،`encryption` ୸୐ߚ۽࿲اހ أو `packing` اހۇ٫ކںۥ

.[13] ۰ٰٔހںܽ أۯݺ ഞഅٔاހۉ
ގߚہߵه ގކۥ ߌࡇࡗك ੳંاۯہܽ ੝೾޼ޑޓ اਛਗۼٔژݺ، ቟ሺ ،`Dynamic analysis` ஥ஊׅۿثো౯ჲოا ا۱ظ۷໰ث۫
ᄭᄟأݞوৎ৊ا ا৖৑ۊٺٴ؇ر ۰٪྘ྲྀ ଺଩ޑ߽ ᅺᅬوގٰޫو ጺጴޭۯٔژܽ ཭ٔ޷ٰܽ ࿥࿃ڷܽ ቟ሺ اހٰޑކںܽ ܾۚه ڞࢱࢿ ਗ਼ഋ۽ںۚه. أਗ਼എٔء
اހۄߦٔم ৓ৈཬ ୸୐اހۇٗڡ ގޓ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںܽ ௠௄ۄ٢ ا୸ଢ଼۰ا޷ںًٔ ܜ݀ٔزاً ڞݪߵن ގٔ ཬٔدة ๮๓واހ ،`sandbox`
ڞ٫ں୸୐ات ގۉݺ إܗ۽ٔؤܾٔ، ڑ޾ٰڂ ๮๓اހ اހ࿲ߚ٫ںݺ وۯٵ اจ෯ਢਞاءات ఴఙٔގںਗ਼೾ᆁᅬا اހۇཿކںݺ ڑކۇۼߡ اਛਗ޼ںۥ.
واߌۇཬۛٔءات णँིۛة، ᇔᆳކںٔت وଽଦᏏٔء ،଎଀ཿواހۇ اހۼںٔدة ศༀߵادم اހߚہݪںܽ واਣਞڞ޾ਣਞٔت اਛਗކ۽ٔت، ڛߦٔم
ڑۼܽ اހߧޭ ܾۚه ڞݪߵن أن ௠௄ݪޓ ۯߵڞܹ، ގޓ ا٤ภฏދ ৓ৈཬو اస఼ాۛدة. اހ࿲ߚ٫ںݺ ڛߦٔم ڞߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ
.[?] `sandbox` ᅺᅬގٰޫو ࿥࿃ڷܽ دا཭ݺ ڞٰޑݺ ٔጨዮأ ڞݪ࿲ߚۥ ๮๓اހ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ٔጨጔ಼ۄ಩ಀ وۯۛ أژߧٗ
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ಏ౶ׅا۱غ ا۱ظ۷໰ث۫ ؏٭صثׅت 2 .6
اހۇٰࠇࠋ ௠௎ٔذج أ࿬࿌ۇٵ اހۇ޾࿯ںۥ. ۯޭار ศ༆ਣਞٔذ اਛਗކۥ ቟ሺ اހჱ჊ގۄܽ ا୶୐ਛਗات ഞഅٔاހۉ اހۇཿކںݺ ଺ଜۇཾۛم

.ၷٰ࡚ٔਛਗا أو ا઒࡚ٔم ቟ሃٔاހۉۄ اస఼ాۇߵى ގޓ ގۂྔັة اਛਗٰۼۛة ا௠௎ਦਞٔط ڞٰࠇࠋ ቟ሺ ܽ੐೻ٔۉۄ࿲ߌਣਞا ٔጨጚ۰ٰٔހں اހٰޑںޞ

ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت ؉ׅܽظ໯ٌام ا۱ܯݦر ॄहໝ ሓᇴׅا۱٭ ا۱ظܯའثٖ 1 .2 .6
ݘ޾ߵر. ا઒࡚ہ࿥ۉܽ อૉ୸ୗጺጴںٔت ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ڞ޾ߵر ܾߵ ഞഅٔاހۉ اހۇཿކںݺ ቟ሺ اჱ჊੝അراً اਦਞߌٔހںڂ ୸ୟأݘ ۛ཮أ
ހۄߦٔم `Portable Executable (PE)` ގކۥ ގۉݺ ཭ٔގًٔ، ًٔမۚ۽ںਗ਼ഋ ގކ۽ًٔ ڑۼܽ اހߧޭ ܾۚه ษ༆ߵل
޹ߵرة ቙ቌإ ހںۄݪ߁، ހۄߦٔم `Executable and Linkable Format (ELF)` أو وਗ਼೾ۛوز
اਛਗކۥ دا཭ݺ اހہںٔڛٔت وأۯߗٔم اހٰޑކںٔت ورގߵز اހہ੝೾ٔٔت ࠦࡂ࿥࿉ڂ أن ቟ቐ اހ۽ச୿ة اภฏގٔدي. ੝അۛرج
أ௠௎ٔط ቟ሺ ᅺᅲاހٰٔڎ ڛ۽߁ ގޓ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ୸ଢ଼ଽ଩ك ގٔ ཧٔހۂً णँޭ۰ة. ژྮັڑܽ ཐႃౕ౐ގ ઼શศ໹ ቟ሃٔاހۉۄ

.[58] ًٔမັྮژ ܽጨያٔߚ࿲ގ ޹ߵر ٩ۄܹ ࿯ྼۇ܋ ٔᇦᇥ ،ܽጨያٔߚ࿲ގ ܾںႼ჊ںܽ
`Convolutional Neural Network (CNN)` ا۱ظٮ١ׅثڮ ךܯزݦ౹ুڮ ჌Ⴚ݀ز اߌۇཾۛام ௠௄ݪۄۄٔ
اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ۰ڷܽ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ڞٰۛ .ًٔ੐೻ٔڞކۼ ڑܽ اހہྮັ ا୶୐ਛਗات ܾۚه ހۇٰࠇࠋ
ܽጨግ࿬اހߚ اހہںٔڛٔت ቟ሺ اస఼ాކںܽ وا௠௎ਦਞٔط ܽ੐ഈჱ჊ਛਗا اணடޭގںܽ اހ࿲ߗކߗ౐ౕت णँۛษ༆ ቟ሺ اހ۽ٰٔހںܽ ཬٔހںܽ اހٰޑںۼܽ

اހ޾ߵر. ڞ޾࿯ںۥ ਛਗ݀ٔم ௠௑ٔގًٔ ގۄٔߌہܽ อ໹ٰކ݀ٔ ٔᇦᇥ ژٔހߚہჱ჊ت،
ܗߧߵات: ژ޼٢ ቙ቌإ اภฏގٔدي ੝അۛرج ޹ߵرة ቙ቌإ ቟ሃٔਗ਼എ ގކۥ ڑݺ ษ༆ߵ ᇔᆳކںܽ ڞۼߗࢤࢿ ௠௄ݪޓ

اހہ੝೾ٔٔت ގޓ اހہٰۛ أ཮ٔدي ݘۇںٔر ژٔހჱ჊ގݺ اހۇۄ۽ںۚي اਛਗކۥ ษૉۇߵى ڑۼُޭأ اߋਃׅم: ا۱زৎ౯ׅׅت ٠ܞاءة (1)
.255 و 0 ෡ෆژ ܽཿںษว ཬۛدڑܽ ۯںޑܽ ܾߵ ഞ೾ٔژ წႚ ا઒࡚ٔم.

଺଩ކߗݺ ඞඃଽ଩ݺ إཬٔدة ڑࢱࢿ اগএ؉סׅد: ౬ׅো౿ুڮ ۿܯٮݦ١ڮ ᇊᆽإ ا۱زסٌ أໟׅدي ا۱ظثׅر ۫ഏ೴મચ إໝׅدة (2)
ੳંژٰܽ اਛਗ޾۽ߵ۰ܽ ܾۚه ڞݪߵن ގٔ ཧٔހۂً اਦਞژٰٔد. ܽ੐೻ٔਗ਼എ ގ޾۽ߵ۰ܽ ቙ቌإ اހہٰۛ أ཮ٔدي اހہ੝೾ٔٔت
أ޹٫ޭ اހہ੝೾ٔٔت ੐ഋٔر ჱႚن إذا .ഞഅٔڡ ژٰޭض أو ژݪߗݺ) 256x256 اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ)
،୸ୗأݘ ჱႚن إذا (ܘߚߵ). ژਦਞٔ޹۽ٔر اਛਗۇہۼںܽ ܽ཮ٔߗਛਗا ގݺء ڑࢱࢿ اਛਗߗጨጚۛف، اހ޾ߵرة ત်ދ ގޓ

اހۇںٔر. اۯۇߧٔع ௠௄ݪޓ
ڞߧہںٰ݀ٔ ڑࢱࢿ ގٔ ཬٔدةً اހہݪߗݺ. ߏۛة ݘۼࢤࢿ (255 -0) اހہ੝೾ٔٔت ۯࢤࢿ ڞٰޑݺ ا۱زৎ౯ׅׅت: ٠ࠕ࠰ ؏ݘزثד (3)
ᇦᇥٔرߌܽ ቟ቐو ،0 .255 ৓ৈཬ اހۼߗޑܽ ڑޞ ߤޭ ٩ޓ 0 .1 ቙ቌإ 0 .0 ގޓ ܽ௠ுٰٔاހ اހۄۼߧܽ ڛߧٔق ቙ቌإ

اހٰ޾࿬ںܽ. ጺጴߚہჱ჊ت ا౐཭ۛਛਗౕت ཬਢਞۛاد ۯںٔߌںܽ
اހۼۄٔة. أ཮ٔدڑܽ اภฏގٔدي ੝അۛرج ޹ߵرة اਧਞن ቟ቐ اਦਞژٰٔد ܽ੐೻ٔਗ਼എ اਛਗ޾۽ߵ۰ܽ ا۱ܯݦرة: إમગׅء (4)
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اހۇ۽۰ٔںܽ ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ ቙ቌإ اހ޾ߵرة ܾۚه ڞ٫ۚڑܽ ڑࢱࢿ ا۱ঔএظٮ١ׅثڮ: ا۱סܯزݦ౹ুڮ ჌Ⴚا۱݋ز ᇊᆽإ اওএدໞׅل (5)
ܗہ࿥ٷ أو ᇔᇂںۛ أڛܹ ৓ৈཬ اਛਗކۥ ހۇ޾࿯ںۥ اਛਗޑ୶୐ة ا୶୐ਛਗات اߌۇ౐ཾౕص ੝ഋٰࠇࠋ ๮๓واހ ،`CNN`

.[?]

݈۫۷݈ལ۱ا ॄहໝ ሓᇴׅا۱٭ ا۱ظ۷໰ث۫ 2 .2 .6
۰ٔษ໹ߠ اਛਗٰࡇࡗގٔت. ގޓ ݘ࿲ߗކߗ౐ౕت ٔጨዱٔڑ ษૉۇߵ ގ٢ اހۇٰٔގݺ ௠௄ݪۄۄٔ ،ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ڞ޾ߵر ގޓ ً ਣਞणई
ڞߧہںޞ ௠௄ݪۄۄٔ .ٔጨጚوߣں۽ ހ۽݀ދ ཧٔހۂً ဋྑٔ཮ ંੳأ وܾߵ واހہںٔڛٔت، ጺጴߚ۽ޭة ܽ੗ഋޭਛਗا اހߧہںٰܽ ৓ৈཬ اހጨ጗܋ ܾۚا

اހۇںٔرات. ܾۚه ހۇཿކںݺ اހ࿲ߗކߗݺ ৓ৈཬ ܽ௠ுٔۯ ܽཬގۇۄߵ ᇔᆳںޞ ڞٰࠇࠋ ௠௎ٔذج
:৙ৈڑ ގٔ ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ގޓ اਛਗߗۇܨޭིܽ اހ࿲ߗކߗ౐ౕت ގޓ اހߚٔڎٰܽ اਦਞڛߵاع ଽ଩ޑݺ

`JMP`، `MOV`، ގۉݺ ᅺᅬਧਞا ڞٰކںޑٔت ގޓ ଺଩ކߗ౐ౕت ቟ቐ :`Opcodes` ا۱ס܂۷ثׅت رۿݦز •
݆۰ ގۉݺ ܗہ࿥ۉܽ، أଽଦߧܽ ቙ቌإ اހٰޑކںٔت رގߵز ގޓ ގٰںۄܽ أ௠௎ٔط ୸୐ଽ଩ أن ௠௄ݪޓ `CALL`. أو

اހۄߦٔم. وߣٔڎۥ ا୸ଢ଼ཬاض أو ܗ۽ںܽ ฆ෫ގܽ
اਣਞߌۇཬۛٔءات ގޓ ଺଩ކߗ౐ౕت ቟ቐ :`API Calls` ا۱ظݘزث٭ׅت ޑ޳ඞ਺ڮ واڍڱڮ اܽظໝٌׅءات •
Application Programming Interface` اހ࿲ߚ٫ںݺ ڛߦٔم ڞߧہںۼٔت ܽอૉࠠࡂ ހߵاܜ݀ܽ
وਗ਼೾ۛوز. ቟ሺ `WriteProcessMemory` أو `CreateRemoteThread` ގۉݺ ،`(API)
اހ࿲ߚ٫ںݺ. ڛߦٔم ގ٢ وڞ۽౐ཬౕٔڞܹ པႃٔڛ୸ୗጺጴ اਛਗߗۇߵى ཬٔހںܽ اހۄߵاڑٔ ٩ޓ اਣਞߌۇཬۛٔءات ܾۚه ڞݪߚۥ
ގۇۇٔހںܽ ژ੝೾ٔٔت N ގޓ ᅺᅲ཭ގۇۛا ଺଩ކߗ౐ౕت ቟ቐ :`Byte N-grams` ಏ౯ׅا۱ز إن-൹ൠاۿׅت •
ڑۼܽ اހߧޭ ܾۚه ڞކۇۼߡ ا઒࡚ٔم. ቟ሃٔاހۉۄ اਛਗކۥ ގޓ จ෯-3ام) أو จ෯-2ام اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ)

اހߚ۽ޭة. ڞ۽ݪں݆ ቙ቌإ ིܽٔઓ࡚ا دون اਛਗߗۇߵى ގۄܨ۽޼ܽ اހہ੝೾ٔٔت أ௠௎ٔط
أ཮ٔدڑܽ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގۉݺ ௠௎ٔذج اߌۇཾۛام ௠௄ݪۄۄٔ اހ࿲ߗކߗ౐ౕت، ணடۚه ژٔހ࿯ߗہܽ
Long` اހۼ޾୸୐ة اਛਗۛى ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة ߏہჱ჊ت أو اస఼ాކںܽ، ا௠௎ਦਞٔط ৓ৈཬ ጺጴٰۉߵر `1D CNNs` اހہٰۛ
اస఼ాߵਣਞت ௠௎ٔذج أو اਛਗۛى، ᅺᅲڑ ߤߵ اހۇہٰںٔت ހ۽݀ދ `Short-Term Memory (LSTM)

.ܹᄠᄝჽٗژ اހ࿲ߗކߗݺ ୸ୗཬ اਛਗٰۼۛة اހߗںٔۯںܽ اހ౐ٰౕۯٔت ਣਞހۇۼٔط `Transformer models`

ا۱סܯزݦ౹ুڮ ا۱݋زၢျت ך܄ ۿݦ൷ൠة (ۿ٭ٌۿڮ ا۱زثׅ౹ুڮ اඑ඀ܽݦم ॄहໝ ሓᇴׅا۱٭ ا۱ظ۷໰ث۫ 3 .2 .6
ا۱زثׅ౹ুڮ)

و௠௑ۉݺ اހߚ۽ޭة ٩ۄٔྩັ اހٰۼۛ ௠௑ۉݺ ܘںٷ ،቟ሐٔ੐അ ဋྑఋ௰ པႃٔڛ୸ୗጺጴ اᆁᅬا཭ކںܽ اހہ࿯ںܽ ௠௑ۉںݺ ܾߵ اހۉٔހٷ اހጨ጗܋
.ٔጨ጗࿥࿃ اހ౐ٰౕۯٔت ᇔᇒٔ:اઓ࡚ߵاف اހߚٔڎٰܽ ܽ੐ഈٔاހہں اࣇࣥࣳۉں౐ౕت ގޓ اਗ਼എٔن
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ڞݪߵن ،቟ሐٔاހہں ဋྑภฏا ܾۚا ቟ሺ :`Function Call Graphs` ا۱زثׅ౹ুڮ اჲოوال اܽظໝٌׅء رܽݦم •
ب ᅺᅬاᆁᅬا ቙ቌإ أ ᅺᅬاᆁᅬا ގޓ اਛਗߵܜ݀ܽ ܽ۰ٔઓ࡚وا ،቟ሃٔاހۉۄ اਛਗކۥ دا཭ݺ اހ۽ޭدڑܽ اᆁᅬوال ቟ቐ اހٰۼۛ
པႃٔڛ୸ୗጺጴ اਛਗߗۇߵى ቟ቌٔཬ ଎଀ཿاހۇ ۰णऎޞ ٩ޓ ቟ሐٔاހہں ဋྑภฏا ܾۚا ڑݪߚۥ ب. ቟቉ۛۇ଺଩ أ أن ๮๐ٰڞ

اᆁᅬوال. ෡ෆژ واހۇہٰںٔت
۰णऎޞ ဋྑر ௠௄ۉݺ :`Control Flow Graphs (CFGs)` ا۱زثׅ౹ুڮ ੿ੱ໰ا۱ظ ࡿ࢔١܏ رܽݦم •
(଺଩ކߗ౐ౕت أߌٔߌںܽ ߏ۽ޭة ਇয়ݺ ቟ቐ اހٰۼۛ وا཮ۛة. ᅺᅬدا دا཭ݺ اހۇۄ۽ںۚ ۰णऎޞ ቟ሐٔاހہں ଎଀ཿاހۇ
ގߗٔرات اઓ࡚ߵاف وڞߦُ݀ޭ وا཮ۛة)، จ෪وج وڛۼߧܽ وا཮ۛة دܗߵل ਗ਼അۼߧܽ اހۇٰކںޑٔت ގޓ

اހණඃݺ. ܾۚه ෡ෆژ اਛਗޑݪۄܽ اހۇۄ۽ںۚ
Graph Neural Net-` ا۱زثׅ౹ুڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت ଺ଦۇཾۛم ،ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ހۇཿކںݺ
ጺጴٰޑݺ ގ޾ޑޑܽ اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع ቟ቐ ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ .`works (GNNs)

،ٔጨዮا୸୐ི ގޓ اਛਗٰࡇࡗގٔت ᇔགྷ༯ں٢ ڑޞ ߤޭ ٩ޓ ٩ۼۛة წ჊ހ ގ୶୐ات ੝ഋٰࠇࠋ .ًٔ੐ഈٔ੐അ ᅺლ჊݀ںਛਗا اހہںٔڛٔت ৓ৈཬ ގۂྔັة
اހอૉ୸ୗںٔت ษ༆ކںݺ ቟ሺ .[80] ቟ሐٔاހہں ဋྑޭጺጴ واހ౐ٰౕڎۼںܽ اணடںႼ჊ںܽ ا઒࡚޾ٔڎ޴ ژ۽݀ދ ጺጴۄޑߵذج ଺ଜޑ܇ ٔᇦᇥ
଺଩ކߗ౐ౕت ގۉݺ اਛਗߚہߵܾܽ، اணடںႼ჊ںܽ ا௠௎ਦਞٔط اݘ࿲ߚٔف ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ ጺጴߚہჱ჊ت ௠௄ݪޓ ا઒࡚ہ࿥ۉܽ،

ܗہ࿥ۉܽ. ܽ੐ഈ ቙ቌإ ୸୐ଽ଩ ๮๓اހ واਛਗߚߵߏܽ اਛਗٰۼۛة ଎଀ཿاހۇ ۰णऎۼٔت أو اހٰٔدڑܽ ୸୐ཧ اᆁᅬوال اߌۇཬۛٔء

஥ஊׅۿثো౯ჲოا ا۱ظ۷໰ث۫ ؏٭صثׅت 3 .6
णँٰۛاހ ਦਞن ྦྷັوري ંੳأ ܾۚا ਗ਼ഋ۽ںۚه. ڑޞ ߤޭ ٩ޓ པႃٔڛ୸ୗጺጴ اઓ࡚ۼںࡡࡸ اހߗࡇࡗك ఴఙٔގںਗ਼೾ᆁᅬا اހۇཿކںݺ ڑކۇۼߡ
وۯٵ ቟ሺ ਣਞإ ٔጨ጗٩ اހـݪߚۥ ௠௄ݪޓ ਣਞ ܽཧંاوੳ ڞۼۄںٔت ଺଩ۇཾۛم ܽ੟೾ۛઓ࡚ا ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ཬٔڎ౐ౕت ގޓ

اހ࿲ߚ٫ںݺ.
ا۱݈޸߈ۉثڮ ا૧ુঌঈات اܽظڙܞاج 1 .3 .6

Cuckoo` (ގۉݺ `sandbox` ᅺᅬގٰޫو ࿥࿃ڷܽ ቟ሺ ގߚہߵه ގކۥ ਗ਼ഋ۽ںۚ ڑࢱࢿ ،ఴఙٔގںਗ਼೾ᆁᅬا اހۇཿކںݺ จ෯ਢਞاء
ގ٢ པႃٔڛ୸ୗاހ ڞ۽౐ཬౕٔت ᇔᇆں٢ و଺଩ܭںݺ ௠ோޭاۯہܽ ᅺᅬٰޫوਛਗا اހہ࿥ڷܽ ڞۼߵم .(`Any.Run` ،`Sandbox

.ᅛᅉواހߚہ اހ࿲ߚ٫ںݺ ڛߦٔم
:৙ৈڑ ގٔ اހٰޑކںܽ ܾۚه ౐཭ౕل ٰٔ݀ᇔᇆ ڑࢱࢿ ๮๓اހ ا࿥ྐྵภฏߗںܽ ا୶୐ਛਗات ଽ଩ޑݺ

۰݀ދ ڑݪߚۥ أن ௠௄ݪޓ اހ୸ୗڛཔႃٔ؟ ੗೾ۛأܾٔ ๮๓اހ اणँۛગ࡚ة اހٰޑކںٔت ቟ቐ ގٔ ا۱ס܂۷ثׅت: إમગׅء/إኙ቟ׅء •
ڞۼۄںٔت أو `process injection` اހٰޑކںٔت ܘۼޓ ٩ޓ ૳૞ਣਞم-اਦਞا اހٰޑކںٔت ౐ཬౕۯٔت

أจ෪ى. ܗہ࿥ۉܽ
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اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ٔ݀۰ۚ཮ أو ٔጨጚᜀٔਇয় أو ٔጨዱۯޭاء ڑࢱࢿ ގކ۽ٔت أي ا۷ঌঈٮׅت: ،ݗׅم ؏לث૩ુات •
ଽଦٓဠٔء `dropper` ڑݺ ୶୚اހۇ པႃٔࠠࡂڛ وߌںۼߵم اਛਗߗۇཾۛم، ގކ۽ٔت ୸୐ߚ۽࿲࿃ اހ۽ۛڑܽ པႃࠠࡂا ߌۇۼߵم

णँིۛة. ܗہ࿥ۉܽ ਗ਼ഋ۽ںۚڑܽ ގކ۽ٔت
،`Windows Registry` وਗ਼೾ۛوز อ௣ݺ ৓ৈཬ ڞߧޭأ ๮๓اހ اހۇ٫ں୸୐ات :۫໴݈۱ا ؏סெு؂ٌت •
ᇦᇢٔن (أي، `persistence` ٔጨጚ᛹ޭار೰ೢᖹا ހ޼ޑٔن ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ٔጨᖈۛཾۇ଺଩ ގٔ ཧٔހۂً ๮๓واހ

اހۄߦٔم). ٫ଽ଩ںݺ إཬٔدة ژٰۛ أจ෪ى ੳંة ٫ଽ଩ںކ݀ٔ
ઓ࡚ݺ `DNS` ߤކۂت ፈጴذ ቟ሺ ٔ௠ோ ،ഞഈ୸ଢ଼ڛਢਞٔژ ፀጴౕڞ޾ٔل ᅺᅬٔوษૉ أي ا۱݋زۛثڮ: اঔএ؏ܯঔএׅت •
଎଀ཿواހۇ اހۼںٔدة ศༀًٔدم ਣਞٔاڞ޾ ڞݪߵن أن ௠௄ݪޓ ๮๓اހ `HTTP` ੳંور ᅛᄷจ෫و اހۄߧٔۯٔت أᇦᇗٔء

.`command-and-control (C2) server`
ܽอૉࠠࡂ واܜ݀ܽ ਣਞߌۇཬۛٔءات ܽ੗ഋޭਛਗا ܽ௠ுٔاހۼ ڞߵ۰ޭ ا۱ظݘزث٭ׅت: ޑ޳ඞ਺ڮ واڍڱڮ اܽظໝٌׅء ெு݈۷ફચت •

.པႃٔڛ୸ୗاހ ހߗࡇࡗك ڞ۽޾ںކںًٔ ࿲࿉ۂًٰ اހۇۄ۽ںۚ أਗ਼എٔء إจ෯اؤܾٔ ኢና ๮๓اހ اހۇߧہںۼٔت
mutual ex-` ހـ (اܗۇ޾ٔر `Mutex` اਛਗޫاގۄܽ ૳૔ჱႚ :`Mutex` اঌঈܜاۿصڮ ੤੅ၢဋ إમગׅء •
ཧٔހۂً اހߵۯٵ. ڛ۽߁ ቟ሺ ގۇٰۛدة ގۉں౐ౕت ٫ଽ଩ںݺ ਛਗۄ٢ པႃا୸ୗاހ ଺଩ۇཾۛގܹ ૳૔ჱႚ ܾߵ (`clusion

ًٔမۯߵ ގߪྔັاً ڞݪߵن أن ௠௄ݪޓ ๮๓واހ ษૉۛدة، ژᇦᇗٗٔء ઀ੳاގۄܽ ਗ਼೻ჱႚٔت ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ຿ྟ࿯࿉ ގٔ
ގٰںۄܽ. ܗہ࿥ۉܽ ࠠࡂอૉںٔت ᅺᅲٔڎཬ ৓ৈཬ

݈۫۷݈ལ۱ۿصثڮ/اඏ඀ا ۫ܽெு݈۱ا ໣ً୑ିڮ 2 .3 .6
`time-series` زގۄںܽ ᅺᅲݘߗކߗ ᅺᅬގٰޫو ࿥࿃ڷܽ ଺଩ྃކ݀ٔ ๮๓اހ اހߗࡇࡗݘںܽ ا཮ਦਞۛاث ގ٢ اހۇٰٔގݺ ௠௄ݪޓ
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ܽᇦᇗٔ཮ أᇔᇒںܽ ᅶᅬ ا཮ਦਞۛاث ژܹ ษ༆ۛث اᆀᅬي اހ࿥࿉୸ଢ଼ڂ .`sequence` ଺଩ކߗݺ أو
`CreateRemoteThread`، `LoadLibrary`، ގۉݺ اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ اߌۇཬۛٔءات ଺଩ކߗݺ
଺଩ޑ߽ ܗہ࿥ۉܽ ހۇۼۄںܽ ఴఙౕߌںღႚ ௠௎ߡ ܾߵ `ResumeThread` و `WriteProcessMemory`،

.`process injection` اހٰޑކںٔت ܘۼޓ
Gated` اਛਗߗߵرة اހۇச୿ار وو཮ۛات ،`LSTMs` ގۉݺ اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج اߌۇཾۛام ௠௄ݪۄۄٔ
اހ࿲ߗކߗ౐ౕت. ܾۚه ހۇཿކںݺ `Transformers` اస఼ాߵਣਞت أو ،`Recurrent Units (GRUs)
أو اހߚٔذة اހߗࡇࡗݘںܽ ا௠௎ਦਞٔط اݘ࿲ߚٔف ٔጨ጗ݪ௠௄و ܽ੗ഋޭਛਗا اހہںٔڛٔت ގޓ ጺጴۇٰࠇࠋ اࣇ࣢ࣳٔذج ܾۚه ڞ޾ޑࢤࢿ ኢና

ا཮ਦਞۛاث. ෡ෆژ اพฏގۄںܽ اހ౐ٰౕۯٔت ৓ৈཬ ً ਗ਼അٔء اਛਗٰޭو۰ܽ ا઒࡚ہ࿥ۉܽ اހٰޑݺ ۰णऎۼٔت ڞ޾࿯ںۥ
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ا۱زثׅ౹ুڮ اඑ඀ܽݦم ॄहໝ ሓᇴׅا۱٭ ஥ஊׅۿثো౯ჲოا ا۱ظ۷໰ث۫ 3 .3 .6
.ఴఙٔގںਗ਼೾ᆁᅬا اހߗࡇࡗك ࣇࣥࣳۉںݺ ܽ੐ഈٔاހہں اภฏߌߵم اߌۇཾۛام أڑً޼ٔ ௠௄ݪۄۄٔ ،ഞഅٔاހۉ اހۇཿކںݺ ގ٢ اઓ࡚ٔل ܾߵ ᄫᄝჽ ௠௑ٔގًٔ
৺য়ٔڛٔت اހٰۼۛ ௠௑ۉݺ ܘںٷ اހۇۄ۽ںۚ ࿲࿉ہ٢ ގޓ `behavioral graph` "቟ᇫߌࡇࡗ ቟ሐٔ੐അ ဋྑر" ਗ਼അٔء ௠௄ݪޓ
቟ሐٔاހہں ဋྑภฏا ܾۚا ቟ሺ اઓ࡚ߵاف ௠௑ۉݺ اހߗྃݺ. وގ۽੐ഋٔ܇ ᅛᅉاހߚہ ဂຄٔوގۼ واਛਗކ۽ٔت اހٰޑކںٔت ގۉݺ
ፈጴذ ژٰۛ ڑۼߵم واᆀᅬي ގކۥ، ቟ሺ ڞݪۇڂ ᇔᆳކںܽ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اހඞඃٔڛٔت ܾۚه ෡ෆژ اހۇ۽౐ཬౕٔت

.(ఴఙߏہ اڞ޾ٔل จ෯ٓဠاء
ᅺᅲཬٔގۇ۽ ގݪߵڛٔت ੝ഋ޼ޑޓ ๮๓اހ اਛਗٰۼۛة ا઒࡚ہ࿥ۉܽ ا௠௎ਦਞٔط اݘ࿲ߚٔف ቟ሺ ቟ሐٔاހہں اࣇࣥࣳۉںݺ ܾۚا ۛཬٔ଺ଜ
቟ሺ اਛਗߵارد ቙ቌإ واހߵ޹ߵل اހۇۄ۽ںۚ ۰णऎޞ ษ༆ކںݺ ڑݪߚۥ أن ௠௄ݪޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ގۇٰۛدة.
ܘںٷ ،`privilege escalation` اਣਞގۇںٔزات ڞ޾ٰںۛ ގۉݺ ގۇۼۛގܽ णँۛጨዱات ٩ޓ ቟ሐٔاހہں ဋྑภฏا

اހۄߦٔم. ৓ৈཬ ৓ৈཬأ ގߗۇߵى ذات و޹ߵل ܘۼߵق اਛਗ݀ٔܜދ ڑݪ࿲ߗڂ

اߋਃزབغڮ اඞ਺૩ૈ۱ثׅت ۱ظ۷໰ث۫ اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 4 .6
ᇔ஫஥ߵཬٔت ৓ৈཬ واਛਗޑٔرߌߵن اހۂܘۉߵن ڑٰۇޑۛ ا઒࡚ہ࿥ۉܽ، اހอૉ୸ୗںٔت ٩ޓ اހـݪߚۥ ௠௎ٔذج وڞۼںࢤࢿ ഫ೾ހۇۛر

أࠠࡂزܾٔ: وގޓ ࡼࢂࢋޑ݀ߵر. ܽ཮ٔوގۇ ݘہ୸୐ة ੐അٔڛٔت
:EMBER (Elastic Malware Benchmark for Empowering Research) •
ގކۥ ގކںߵن 2 ގޓ ୸ୟأݘ ގޓ ގ୶୐ات ৓ৈཬ ษ༆ۇߵي واߌ٢ ڛߧٔق ৓ৈཬ ގߗۇཾۛގܽ ੐അٔڛٔت ܽཬߵᇔ஫஥
ގ୶୐ة 2,351 ގޓ ގߵ཮ۛة ܽཬߵᇔ஫஥ ڞߵ۰ޭ .`Windows Portable Executable (PE)`
ا઒࡚ٔم ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ܽગٰ࡚ٔގ ቙ቌإ ིܽٔઓ࡚ا دون اఽ఼సۇކ۽ܽ ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ގۼٔرڛܽ ጪປ๽ݺ ٔᇦᇥ ،ܽ੝അٔڡ

.[5]
޹ߵر ቙ቌإ ڑކ݀ٔ وษ༆ߵ ގߗہۼًٔ ٔጨጚગٰ࡚ٔގ ௠௑ٵ ๮๓اހ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ގޓ ݘہ୸୐ة ܽཬߵᇔ஫஥ :MalNet •
اހ޾ߵر ৓ৈཬ ܽ௠ுٔاހۼ اހۇ޾࿯ںۥ ௠௎ٔذج واܗۇۂر ഫ೾ހۇۛر ܗ޾ںً޾ٔ ގ޾ޑޑܽ اภฏގٔدي، ੝അۛرج

.[?] `CNNs` اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގۉݺ
଺଩ޑںٔت ގ٢ ،`PE` ގކۥ ގކںߵن 20 ৓ৈཬ ษ༆ۇߵي ศลޑܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ :SOREL-20M •
ഞഅٔاހۉ اހۇཿކںݺ ގ୶୐ات ގޓ ٤ۄںܽ ܽཬߵᇔ஫஥ أڑً޼ٔ ੝ഋ޼ޑޓ اਛਗߗޑٔة. ୸୐ཧو وا઒࡚ہ࿥ۉܽ اਲਭੂںۛة ጺጴٰںۄٔت

.[31] واߌ٢ ڛߧٔق ৓ৈཬ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ٩ޓ اހـݪߚۥ ษༀਦਞٔث ศૉ޾޾ܽ ቟ቐو
ࠠࡂอૉںٔت ٩ںۄٔت ቙ቌإ ษ໹ۇٔܜߵن ૳૗ᆀᅬا ෡ෆۂܘۉጺጴ ا۱סׅۿڮ: اߋਃزབغڮ اඞ਺૩ૈ۱ثׅت ךثصׅت ۿ݈ظݦدໝׅت •،[3] MalwareBazaar و ،[1] VirusShare ގۉݺ ގߗۇߵدཬٔت ۰ٓن ཭ٔم، ܗہ࿥ۉܽ
ގ٢ اހٰޑݺ ੝೾ߧކڂ ൾ൲ുޓ. ڞۼۛر ਣਞ [18] Hybrid Analysis ގޓ ఴੱۇޑూ఼సا ဋྜواހۼ
ގ୶୐ات اߌۇܨޭاج إจ෯اء أو ఴఙٔގںਗ਼೾د ษ༆ކںݺ ౐อ௣ౕت ଽଦਢਞٔء آގۄܽ ᅺᅬގٰޫو ࿥࿃ڷܽ اހٰںۄٔت ܾۚه

ศૉ޾޴.
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اߋਃزབغڮ اඞ਺૩ૈ۱ثׅت ۱ظܯའثٖ ا۱ס܂ث܏ ا۱ظסݸݼ :ॊहᅅᄤ ۿย༐وع 5 .6
إގٔ اਛਗކ۽ٔت ހۇ޾࿯ںۥ `PyTorch` ژٔߌۇཾۛام ᇔᆳںޞ ڞٰࠇࠋ ௠௎ߵذج ࿲࿃ۄ۽ںۚ ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
อૉ୸ୗጺጴںٔت ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ڑݺ ษ༆ߵ ڑࢱࢿ ܘںٷ ഞഅٔاހۉ اހۇཿކںݺ ጨዮ܋ ৓ৈཬ ఉ௰୸୚ߌ ܗہ࿥ۉܽ. أو ઓႈޑںۛة

.`CNN` اހۇ۽۰ٔںܽ ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ ژٔߌۇཾۛام وڞ޾࿯ں۽݀ٔ ޹ߵر ቙ቌإ ا઒࡚ہ࿥ۉܽ

ካእزثׅ،ׅت اঌঈ݈ز٭ڮ اঌঈסׅߋਈڮ :1 اߋਃݘݦة 1 .5 .6
اހۇߵ޷ںܩࠃ، اހٰޭض ணடۚا اภฏގٔدي. ੝അۛرج ޹ߵر ቙ቌإ ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ڑݺ ษ༆ߵ ቟ቐ ቙ቌوਦਞا ٔਗ਼ഋܗߧߵ
ߌ࿲ߗۇཾۛم ،ఴੱواۯ ڑߵ ߌ࿥ۄٔر ቟ሺ وا઒࡚ہ࿥ۉܽ. اਲਭੂںۛة اހٰںۄٔت ࣇࣥࣳۉںݺ وᇔᇒںܽ ܽ੐೻ٔਗ਼എ ގކ۽ٔت ଽଦٓဠٔء ߌۄۼߵم
ގ޾۽ߵ۰ܽ ቙ቌإ ژܹ ا઒࡚ٔص اހہ੝೾ٔٔت ੐ഋٔر ඞඃଽ଩ݺ وڛٰںۛ ،቟ሃٔਗ਼എ ގކۥ წႚ ߌۄۼޭأ ۰ٰކںܽ. ਗ਼ഋ۽ںۚڑܽ ގކ۽ٔت
੐അٔڛٔت إߤٔر ቟ሺ ࡼࢂࢆہ࿥ۉܽ) 1 ࡼࢂࢇޑںۛة، 0) واހ࿲ߗޑںٔت اਛਗކ۽ٔت ގߗٔرات وศ༃ޫن اਦਞژٰٔد، ܽ੐೻ٔਗ਼എ

اਛਗߗہۼܽ. ܽગٰ࡚ٔਛਗا ጨያۚه 53 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ڑۼߵم .`DataFrame` `pandas`

ا۱زثׅ،ׅت ۫ᅅଘଖو PyTorch ౶ুׅ،ׅت ᅅଜଖݦໝڮ :2 اߋਃݘݦة 2 .5 .6
ศૉ޾޾ܽ `Dataset` ۰ڷܽ ଽଦٓဠٔء ڛۼߵم ጺጴۄޑߵذج. ٔਗ਼ഋٔٔڛ੐അ ހۇܩޑںݺ ᅺᅬٰٔ۰ ڑۼܽ ߤޭ ቙ቌإ ษ༃ۇٔج ،ፈጴذ ژٰۛ
ގ޾۽ߵ۰ٔت اހ۽ڷܽ ܾۚه ߌۇۛ࠙ࡂ اހہںٔڛٔت. ᇔ༿༯ںݺ ގ٢ ጺጴۇٰٔގݺ ۯںٔߌںܽ ڑۼܽ ߤޭ ቟ቐو ،`PyTorch` ގޓ
Dat-` ގۉں౐ౕت ቟ሺ ٔਗ਼അ ا઒࡚ٔ޹ܽ اހہںٔڛٔت ܽཬߵᇔ஫஥ ڛ٫ކۥ ኢኖ .ᅺᅲۼٔژਛਗا ٔጨዱٔޑں଺଩و ٔਗ਼അ ا઒࡚ٔ޹ܽ اހ޾ߵر
ܽ௠ுٔاހۼ ཐڞߵࣂ .ഫ೾اހۇۛر أਗ਼എٔء ܽ੐೻٩ߚߵا د۰ٰٔت ቟ሺ ௠௎ߵذܜۄٔ ቙ቌإ اހہںٔڛٔت ߌۇ٫ۚي ๮๓واހ ،`aLoader

اހٰޑކںܽ. ܾۚه 54
ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ჌Ⴚا۱݋ز ୑ିݦذج ٖ؂ ؏סܞ :3 اߋਃݘݦة 3 .5 .6

ژٔߌۇཾۛام ଺ଣںߡ ௠௎ߵذج ଽଦٓဠٔء ڛۼߵم .`CNN` اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ ࿯࿃ںܽ ษ༃ۛد اਧਞن
ا୶୐ਛਗات، ਣਞߌۇܨޭاج `Conv2d` اހۇ۽۰ٔںܽ ߤہۼܽ ৓ৈཬ ษ໹ۇߵي .`PyTorch` ގޓ `nn.Module`
وߤہۼܽ ،ܽ੐ഈჱ჊ਛਗا اਦਞژٰٔد ހۇۼކںݺ `MaxPool2d` ۯ޾ߵى ᇔགྷ༯ں٢ وߤہۼܽ ،`ReLU` ࿯࿉ߚںߡ ᅺᅬودا
ܽ௠ுٔاހۼ ቟ሺ ގߵܜߵد اࣇ࣢ࣳߵذج ጨያۚا ا઒࡚ٔص اހـݪߵد اހۇ޾࿯ںۥ. པໝٔڛ ੝ഈਢਞٔج ܽ੐೻ٔጨዮ `Linear` ܗߧںܽ

.55
وا۱ظ٭ثࠕ࠰ ಜ౯ا۱ظٌر :4 اߋਃݘݦة 4 .5 .6

CrossEn-`) ܗߗٔرة ᅺᅬدا ษ༃ۛد .`CNN` اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ ௠௎ߵذج ഫ೾ۛر੝അ ڛۼߵم أ୸୐཭اً،
ގޓ ษૉۛد ހٰۛد ഫ೾اހۇۛر ੐അٔڛٔت ୸ୗཬ ژਛਗٔޭور ڛۼߵم ኢኖ .(`Adam`) وษૉُߗِّޓ (`tropyLoss
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أداء ੝അۼںࢤࢿ ڛۼߵم ،ഫ೾اހۇۛر ژٰۛ ا઒࡚ߗٔرة. ހۇۼކںݺ ܗߧߵة წႚ ቟ሺ اࣇ࣢ࣳߵذج أوزان ෡ෆۛڡษૉ اހٰ޾ߵر،
pre-` اᆁᅬۯܽ ގۉݺ اހۼںٔߌںܽ اހۇ޾࿯ںۥ ގۼ࿥ྼٔ߁ ژٔߌۇཾۛام ܽ੐೻ޭਛਗا ୸୐ཧ اਣਞܗۇۂر ੐അٔڛٔت ৓ৈཬ اࣇ࣢ࣳߵذج
཮ކۼܽ ৓ৈཬ 56 ܽ௠ுٔاހۼ ษ༆ۇߵي .`F1-score` إف- 1 ودرིܽ ،`recall` واਣਞߌۇཬۛٔء ،`cision

.ᅺᅲގჱ჊اހ واހۇۼںࢤࢿ ഫ೾اހۇۛر
ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ހۇཿކںݺ ᇔᆳںޞ ڞٰࠇࠋ ௠௎ߵذج ހہۄٔء ᅺᅲގჱ჊اހ اހٰޑކںܽ ৙ৈاހٰޑ اਛਗྟັوع ܾۚا ཐڑߵࣂ
ᇔ஫஥ߵཬٔت ৓ৈཬ ਗ਼೾ߧہޞ اހٰޑݺ ୸୐ߌ ڛ۽߁ ۰ٓن وᇔᇒںܽ، ੐അٔڛٔت اߌۇཾۛގۄٔ ٔਗ਼ഈأ ގޓ ا٤ภฏދ ৓ৈཬ .ഞഅٔاހۉ

.቟ሐا୸ୗاހߗں ۰ᆁᎎጴٔع ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء اߌۇཾۛام ᅺᅬߵጪྑو ۯߵة ཐڑߵࣂ ٔᇦᇥ اހߵاۯٰںܽ، اހہںٔڛٔت

اߋ୑ୂׅਃڮ
وڞ޾࿯ںۥ ษ༆ކںݺ ቟ሺ `deep learning` اހٰޑںޞ ጺጴۇٰࠇࠋ ڑކںܽ اހۇܩߵ اਢਞގჱ჊ڛٔت اހ۽޾ݺ ܾۚا أߣ݀ޭ
`static analysis` ഞഅٔاހۉ اހۇཿކںݺ ෡ෆژ اਦਞߌٔߌںܽ اਣਞܗۇ۰ౕ౐ٔت اߌۇݪߚ۽ۄٔ ހۼۛ ا઒࡚ہ࿥ۉܽ. اހอૉ୸ୗںٔت
ܘߵل णँޭ۰ة رؤى ڑۼۛم ގጨ጗ޑٔ ً ౕღႚ أن إدراك ގ٢ ،`dynamic analysis` ఴఙٔގںਗ਼೾ᆁᅬا واހۇཿކںݺ
رߌߵم أو ଺଩ކߗ౐ౕت أو ݘ޾ߵر ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ௠௑ۉںݺ ౐཭ౕل ގޓ ܗہ࿥ۉًٔ. པႃٔڛ୸ୗاހ ݘߵن اܘۇޑٔހںܽ
،`CNNs` اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގۉݺ ڑܽ اހۼߵ اހٰޑںޞ اހۇٰࠇࠋ াদॺ اߌۇཾۛام ௠௄ݪۄۄٔ ،ܽ੐ഈٔ੐അ
`GNNs` ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ واހߚہჱ჊ت ،`LSTMs` اހۼ޾୸୐ة اਛਗۛى ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة وߏہჱ჊ت

ۯہݺ. ގޓ ٔጨጚ᛹رؤ ଺ଜہޞ ኢት ๮๓اހ ፲፞ڞ ๨๓ܘ ،ًٔ੐೻ٔڞކۼ اހणँۛጨጚات णँۛཿހۇ
ًٔ੐೻ٔڞކۼ ا୶୐ਛਗات اߌۇܨޭاج ࿲ྼں܇ `AI` ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أن ቟ቐ اਛਗߗۇ۽ٔدة ا࿥ྐྵภฏߗںܽ اހۄۼٔط
اހ࿲ߚ٫ںݺ وۯٵ واހߗࡇࡗ৺য়ٔت اணடںႼ჊ںܽ ا઒࡚޾ٔڎ޴ ގޓ წႚ ིܽۚ௠௎ و௠௄ݪۄܹ اਛਗٰۼۛة ܽ੐೻ٔاހۉۄ اހہںٔڛٔت ގޓ
اހۇٰࠇࠋ أߤޭ ژٔߌۇཾۛام ᇦᇥݪޓ ંੳأ ۯٔدر ܗہ࿥ۉܽ ࠠࡂอૉںٔت ގُ޾ۄۥِّ ਗ਼അٔء أن ৙ৈاހٰޑ اਛਗྟັوع أߣ݀ޭ .པႃٔڛ୸ୗጺጴ
ܾۚه اᆀᅬݘںܽ ا۰ᆁᅬٔع أڛߦޑܽ ߌۇ޾ہ܇ اހۇٰۼںۛ، ቟ሺ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ڞߧߵر ا೰ೢᖹޭار ގ٢ .ܽ੟೾ۛઓ࡚ا اހٰޑںޞ

اᇔᆷภฏںܽ. اހہ࿥ڷٔت ਲਭੂٔڑܽ णँا୶ଢ଼ގ წ჊ଽଣ ڑܽ ྦྷັور
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1 from PIL import Image
2 import numpy as np
3 import os
4 import pandas as pd
5 import random
6 from collections import Counter
7
8 # Function to convert binary data to a grayscale image (simplified for demo)
9 def bin_to_img_array(filepath, width=64):

10 try:
11 with open(filepath, 'rb') as f:
12 binary_data = f.read()
13 # Convert byte string to numpy array of uint8
14 img_array = np.frombuffer(binary_data, dtype=np.uint8)
15
16 # Pad/truncate to fit a width x width square image
17 target_size = width * width
18 if len(img_array) < target_size:
19 padding_needed = target_size - len(img_array)
20 img_array = np.pad(img_array, (0, padding_needed), 'constant', constant_values=0)
21 elif len(img_array) > target_size:
22 img_array = img_array[:target_size]
23
24 # Reshape to 2D image
25 img_array = img_array.reshape((width, width))
26 return img_array # Return numpy array, not PIL Image directly
27
28 except Exception as e:
29 print(f"Error processing {filepath}: {e}")
30 return None
31
32 # Create dummy binary files for demonstration
33 # In a real project, you would use actual benign/malware samples.
34 os.makedirs('dummy_binaries', exist_ok=True)
35 benign_content = b"This is a legitimate program file content." * 10
36 malware_content = b"EVIL" * 100 + b"MALWARE_SIGNATURE_1234" + b"EVIL" * 50
37 benign_files = []
38 malware_files = []
39
40 for i in range(5): # 5 benign files
41 path = f'dummy_binaries/benign_{i}.bin'
42 with open(path, 'wb') as f:
43 f.write(benign_content[:random.randint(50, len(benign_content))]) # Vary size
44 benign_files.append((path, 0)) # label 0 for benign
45 for i in range(5): # 5 malware files
46 path = f'dummy_binaries/malware_{i}.bin'
47 with open(path, 'wb') as f:
48 f.write(malware_content[:random.randint(100, len(malware_content))]) # Vary size
49 malware_files.append((path, 1)) # label 1 for malware
50
51 all_files_info = benign_files + malware_files
52 random.shuffle(all_files_info) # Shuffle for train/test split
53
54 # Create a DataFrame with file paths and labels
55 df_malware_data = pd.DataFrame(all_files_info, columns=['filepath', 'label'])
56 print("DataFrame of dummy files:\n", df_malware_data)
57
58 # Convert binaries to image arrays
59 image_data = []
60 labels = []
61 for index, row in df_malware_data.iterrows():
62 img_arr = bin_to_img_array(row['filepath'], width=64)
63 if img_arr is not None:
64 image_data.append(img_arr)
65 labels.append(row['label'])
66
67 X_images = np.array(image_data)
68 y_labels = np.array(labels)
69
70 print(f"\nShape of image data (N, width, height): {X_images.shape}")
71 print(f"Labels shape: {y_labels.shape}")
72 print(f"Label distribution: {Counter(y_labels)}")

ጺጴۇཿކںݺ. اภฏގٔدي ੝അۛرج ޹ߵر ގ޾۽ߵ۰ٔت ቙ቌإ ܽ੐೻ٔاހۉۄ اਛਗކ۽ٔت ڑݺ ษ༆ߵ :53 Listing143



1 import torch
2 from torch.utils.data import Dataset, DataLoader
3 from sklearn.model_selection import train_test_split
4
5 # Convert numpy arrays to PyTorch tensors
6 X_tensor = torch.tensor(X_images, dtype=torch.float32).unsqueeze(1) / 255.0 # Add channel dim, normalize
7 y_tensor = torch.tensor(y_labels, dtype=torch.long)
8
9 # Split data into training and testing sets

10 X_train_img, X_test_img, y_train_img, y_test_img = train_test_split(
11 X_tensor, y_tensor, test_size=0.3, random_state=42, stratify=y_tensor
12 )
13
14 # Define a custom PyTorch Dataset
15 class MalwareImageDataset(Dataset):
16 def __init__(self, images, labels):
17 self.images = images
18 self.labels = labels
19
20 def __len__(self):
21 return len(self.images)
22
23 def __getitem__(self, idx):
24 return self.images[idx], self.labels[idx]
25
26 # Create dataset instances
27 train_dataset_img = MalwareImageDataset(X_train_img, y_train_img)
28 test_dataset_img = MalwareImageDataset(X_test_img, y_test_img)
29
30 # Create DataLoader instances
31 batch_size = 4 # Small batch size for demo
32 train_loader_img = DataLoader(train_dataset_img, batch_size=batch_size, shuffle=True)
33 test_loader_img = DataLoader(test_dataset_img, batch_size=batch_size, shuffle=False)
34
35 print(f"\nTraining images shape: {X_train_img.shape}")
36 print(f"Test images shape: {X_test_img.shape}")
37 print(f"Number of training batches: {len(train_loader_img)}")
38 print(f"Number of test batches: {len(test_loader_img)}")

੐അٔڛٔت و౐ᇔ஧஥ౕت `PyTorch Dataset` ੐അٔڛٔت ܽཬߵᇔ஫஥ ਗ਼അٔء :54 Listing.ܽۉ࿥ہ઒࡚ا اހอૉ୸ୗںٔت ހ޾ߵر ศૉ޾޾ܽ `DataLoaders`
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1 import torch.nn as nn
2 import torch.nn.functional as F
3
4 class MalwareCNN(nn.Module):
5 def __init__(self, img_width=64, num_classes=2):
6 super(MalwareCNN, self).__init__()
7 # Input channel is 1 for grayscale image
8 # (batch_size, 1, img_width, img_width)
9 self.conv1 = nn.Conv2d(in_channels=1, out_channels=16, kernel_size=3, padding=1) # Output: (batch_size, 16, img_width, img_width)

10 self.pool = nn.MaxPool2d(kernel_size=2, stride=2) # Output: (batch_size, 16, img_width/2, img_width/2)
11
12 # Calculate input features for the first fully connected layer
13 # After first conv and pool, image size becomes img_width/2 x img_width/2
14 # So, 16 * (img_width/2) * (img_width/2)
15 # For img_width=64, it's 16 * 32 * 32 = 16384
16 self.fc1_input_features = 16 * (img_width // 2) * (img_width // 2)
17 self.fc1 = nn.Linear(self.fc1_input_features, num_classes)
18
19 def forward(self, x):
20 # x shape: (batch_size, 1, img_width, img_width)
21 x = self.pool(F.relu(self.conv1(x)))
22 # Flatten the output for the fully connected layer
23 x = x.view(-1, self.fc1_input_features) # -1 infers batch size
24 x = self.fc1(x)
25 return x
26
27 # Instantiate the model with our image width
28 model_malware_cnn = MalwareCNN(img_width=X_train_img.shape, num_classes=len(torch.unique(y_train_img)))
29 print("\nMalware CNN Model Architecture:\n", model_malware_cnn)

ا઒࡚ہ࿥ۉܽ. اހอૉ୸ୗںٔت ޹ߵر ހۇ޾࿯ںۥ ଺ଣںߧܽ اހۇ۽۰ٔںܽ ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ ڑۥ ڞٰޭ :55 Listing
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1 import torch.optim as optim
2 from sklearn.metrics import classification_report
3 import shutil # For cleanup
4
5 # Move model to GPU if available
6 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
7 model_malware_cnn.to(device)
8 print(f"\nUsing device for training: {device}")
9

10 # Define loss function and optimizer
11 criterion_malware = nn.CrossEntropyLoss()
12 optimizer_malware = optim.Adam(model_malware_cnn.parameters(), lr=0.001)
13
14 num_epochs_malware = 20 # More epochs needed for real data, but for demo
15 print("\n--- Starting PyTorch CNN Malware Classification Training ---")
16 for epoch in range(num_epochs_malware):
17 model_malware_cnn.train()
18 running_loss = 0.0
19 for batch_idx, (inputs, labels) in enumerate(train_loader_img):
20 inputs, labels = inputs.to(device), labels.to(device)
21 optimizer_malware.zero_grad()
22 outputs = model_malware_cnn(inputs)
23 loss = criterion_malware(outputs, labels)
24 loss.backward()
25 optimizer_malware.step()
26 running_loss += loss.item()
27
28 print(f"Epoch [{epoch+1}/{num_epochs_malware}], Loss: {running_loss / len(train_loader_img):.4f}")
29
30 print("\nPyTorch CNN Malware Classification Training complete.")
31
32 # Evaluation
33 model_malware_cnn.eval()
34 all_preds_malware = []
35 all_labels_malware = []
36
37 with torch.no_grad():
38 for inputs, labels in test_loader_img:
39 inputs, labels = inputs.to(device), labels.to(device)
40 outputs = model_malware_cnn(inputs)
41 _, predicted = torch.max(outputs.data, 1)
42 all_preds_malware.extend(predicted.cpu().numpy())
43 all_labels_malware.extend(labels.cpu().numpy())
44
45 print("\n--- Malware CNN Model Evaluation on Test Set ---")
46 print(classification_report(all_labels_malware, all_preds_malware, target_names=['Benign', 'Malware']))
47
48 # Clean up dummy binaries
49 if os.path.exists('dummy_binaries'):
50 shutil.rmtree('dummy_binaries')
51 print("\nCleaned up dummy_binaries folder.")

ᅛᅉاހߚہ ژٔߌۇཾۛام ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ڞ޾࿯ںۥ ࣇ࣢ࣳߵذج واހۇۼںࢤࢿ ഫ೾اހۇۛر ཮ކۼܽ :56 Listing
اਣਞހۇ۽۰ٔںܽ. ܽ੐ഈاހٰ޾ہߵ
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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إଽଦٔء ৓ৈཬ ఉ௰࠙ࡂ اᆀᅬي اઓ࡚ٔߌߵب ཬࡇࡗم อૉٔل :Artificial Intelligence ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء AI
اਛਗߚღ჊ౕت. و཮ݺ اހۇٰࠇࠋ ގۉݺ ،ًٔမັພຄ ً ذჱႚء ཬٔدةً ੝ഋߧކڂ ๮๓اހ اਛਗ݀ٔم أداء ٔጨ጗ݪ௠௄ آਣਞت

ގޓ ܽཬߵᇔ஫஥ :Application Programming Interface اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ API
اހอૉ୸ୗںٔت ษ༆ކںݺ ڑۼߵم ގٔ ཧٔހۂً اހہٰ޲. ٔጪྫྷٰژ ގ٢ ژٔހۇߵا޹ݺ པႃا୸ୗጺጴ ଺଩ޑ܇ ๮๓اހ ۛཬاހۼߵا
ގ٢ པႃٔڛ୸ୗاހ ڞ۽ཬٔݺ ހ۽݀ދ API calls اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ اߌۇཬۛٔءات ژ۽ܩ޴ ا઒࡚ہ࿥ۉܽ

اހ࿲ߚ٫ںݺ. ڛߦٔم
اਛਗ݀ٔܜދ ۰ںܹ ଎଀ಸ಩౳ ཭ٔدم :Command-and-Control Server ଎଀ཿواހۇ اހۼںٔدة ཭ٔدم C2
اހہںٔڛٔت واߌۇۼۂل ا઒࡚ہ࿥ۉܽ ژٔހอૉ୸ୗںٔت اਛਗ޾ٔژܽ اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ቙ቌإ ંੳواਦਞا ਢਞرߌٔل و଺ଜۇཾۛم

.ٔጨ጗ގ
ᇔᇆں٢ ًٔမັྮژ ௠௄ۉݺ ቟ሐٔ੐അ ဋྑر :Control Flow Graph ଎଀ཿاހۇ ހۇ۰ۛޞ ቟ሐٔاހہں ဋྑภฏا CFG

وا཮ۛة. ᅺᅬدا دا཭ݺ པႃٔڛ୸ୗاހ ਗ਼ഋ۽ںۚ ٔ݀ᡛކـ଺ଜ أن ௠௄ݪޓ ๮๓اހ ᅺᅲ఼ాۇޑసا اਛਗߗٔرات
௠௎ٔذج ގޓ ڛߵع :Convolutional Neural Network اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ CNN
ގۉݺ ژٔހߚہჱ჊ت، ܽጨግ࿬ߏ اހہںٔڛٔت ษ༆ކںݺ ቟ሺ ٫ጺጴٔڑܽ ۰ٰٔل deep learning اހٰޑںޞ اހۇٰࠇࠋ

.ܽ੐ഈჱ჊ਛਗا ا௠௎ਦਞٔط ڞٰࠇࠋ ڑޞ ߤޭ ٩ޓ اހ޾ߵر،
٩ޓ པႃٔࠠࡂڛ ษ༆ކںݺ ᇔᆳކںܽ :Dynamic Analysis ఴఙٔގںਗ਼೾ᆁᅬا اހۇཿކںݺ Analysis Dynamic
ᅗᄷߌࡇࡗ ਛਗޭاۯہܽ (sandbox رގݺ (޹ۄۛوق ጺጴޭۯٔژܽ و཭ٔ޷ٰܽ آގۄܽ ࿥࿃ڷܽ ቟ሺ ਗ਼ഋ۽ںۚه ڑޞ ߤޭ

.৙ৈٰاހ۽
޹ں٫ܽ :Executable and Linkable Format ጺጴޭژߡ ᅺᅲواހۼٔژ اހۇۄ۽ںۚڑܽ اހ޾ں٫ܽ ELF
اހ࿲ߚ٫ںݺ وأڛߦޑܽ ހںۄݪ߁ أڛߦޑܽ ৓ৈཬ ᅛᄷ୸ଢ଼ߚਛਗا واၗਗݪۇۂت اހۇۄ۽ںۚڑܽ ౤ᎈጴކ۽ٔت ߏٔڎٰܽ ގކ۽ٔت

੐അߵڛݪ߁. ܽጨግ࿬اހߚ اจ෪ਦਞى
Elastic Malware Benchmark اހہܩٷ ෡ෆࣇࣥࣳݪ ا઒࡚ہ࿥ۉܽ อૉ୸ୗጺጴںٔت ੳંن ގٰںٔر EMBER
ษ༆ۇߵي واߌ٢ ڛߧٔق ৓ৈཬ ގߗۇཾۛގܽ ཬٔގܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ :for Empowering Research
اހอૉ୸ୗںٔت ݘߚۥ ௠௎ٔذج واܗۇۂر ഫ೾ހۇۛر و଺଩ۇཾۛم وਗ਼೾ۛوز، ގކ۽ٔت ෡ෆౕڑ౐ގ ގޓ ގ୶୐ات ৓ৈཬ

.malware detection ا઒࡚ہ࿥ۉܽ
ۛ཮وا ჱႚގݺ ੳંور ܾߵ ،machine learning ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ :Epoch ৄণॳاހۇۛر اހٰྮັ Epoch

.ٔ݀ᄠᄝჽٗژ ഫ೾اހۇۛر ੐അٔڛٔت ܽཬߵᇔ஫஥ ୸ୗཬ
ᆁᎎጴۯܽ ڞߵا۰ࡡࡸ ᇔᆟۇߵߌߡ ษ໹ُߗڂ اࣇ࣢ࣳߵذج، دۯܽ ހۇۼںࢤࢿ ގۼںٔس :F1-score F1 ގۼںٔس F1-score

.recall واਣਞߌۇཬۛٔء precision
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neu- ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ :Graph Neural Network ܽ੐ഈٔاހہں ጺጴޭߌߵم ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ GNN
቟ሐٔ੐അ ဋྑఋ௰ ᅺლ჊݀ںਛਗا اހہںٔڛٔت ৓ৈཬ ގۂྔັة ጺጴٰޑݺ ގ޾ޑޑܽ ގۇܨ޾޾ܽ ral network

اހٰۼۛ. ෡ෆژ اހ౐ٰౕۯٔت ގޓ و੝ഋٰࠇࠋ ،graph

ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ڛߵع :Gated Recurrent Unit اਛਗߗߵرة اހۇச୿ار و཮ۛة GRU
اހہںٔڛٔت ܽગٰ࡚ٔਛਗ ଺ଜۇཾۛم ،LSTM ހـ ގߚٔژܹ ،recurrent neural network اਛਗۇச୿رة

.ᅺᅲߗކߗ࿲ਛਗا
ގޓ ཭ٔص ڛߵع :Long Short-Term Memory اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ اހߧߵ اᆀᅬاఋ௰ة LSTM
৓ৈཬ ۯٔدر Recurrent Neural Network (RNN) اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت
଺଩ކߗ౐ౕت ހۇཿކںݺ ގۄٔߌۂً ᅶᅲٰอ໹ ٔᇦᇥ ،ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ቟ሺ اਛਗۛى ᅺᅲڑ ߤߵ ا٩ਣਞۇޑٔدڑٔت ڞٰࠇࠋ

.opcodes اހ࿲ߚ٫ںݺ رގߵز أو API calls اހۇߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ اߌۇཬۛٔءات
اހྫྷັر ઓ࡚ਢਞٔق ᇔᆳۛاً ގ޾ޑދ པႃٔࠠࡂڛ ਦਞي ཬٔم ގ޾ߧކ܇ :Malware ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت Malware

ᇔᆟہںߵࠦࡂ. ᅛᅉߏہ أو ᇔᆳںݺ أو ཭ٔدم أو ᇔᆟہںߵࠦࡂ อༀ݀ٔز
ގޓ ୸ୟأݘ ٫ଽ଩ںݺ ਛਗۄ٢ ଺ଜۇཾۛم ࠠࡂอૉࠃ ૳૔ჱႚ :Mutual Exclusion اਛਗۇۂدل اਣਞߌ࿲ۂٰد Mutex
णँۛཿހۇ ษૉۛدة mutex أᇦᇗٔء اߌۇཾۛام ௠௄ݪޓ اހߵۯٵ. ڛ۽߁ ቟ሺ པႃٔڛ୸ୗاހ ގޓ وا཮ۛة ܽཾ଺ଦ

ا઒࡚ہ࿥ۉܽ. اހอૉ୸ୗںٔت ཬٔڎ౐ౕت
اހ۽݀ދ ޹ٰڂ اހอૉ୸ୗࠃ اހـݪߵد ܜٰݺ ڞۼۄںܽ :Obfuscation စ๽ߚߵ࿲اހ أو اހۇٰޑںܽ Ofbuscation

ا઒࡚ہ࿥ٷ. ٤ં޷ܹ إܗ۽ٔء أིݺ ގޓ اਦਞގٔن أدوات أو ັྟ࿬اހ ৓ৈཬ ᇔᆳۛاً
machine language ᅺᅬਧਞا ހ٫ܽ ቟ሺ ڞٰކںޑܽ :Operation Code اހ࿲ߚ٫ںݺ ઀ੳر Opcode
central processing unit ڑܽ ఉ௰ޭਛਗا ܽગٰ࡚ٔਛਗا و཮ۛة ਗ਼ഋ۽ܾۚٔ أن อ໹ڂ ๮๓اހ اހٰޑކںܽ ษ༆ۛد

ᇔᆍጺጴہںߵࠦࡂ. (CPU)

ގٔ ཧٔހۂً ਗ਼ഋ۽ںۚي. ގކۥ ୸୐۽ଽ଩ أو ހ޼٫ߡ ڑۼܽ ߤޭ :Packing اઓ࡚ޫم أو اހۇ٫ކںۥ Packing
اހߗٔݘޓ اހۇཿކںݺ أدوات ٩ޓ ا઒࡚ہ࿥ۉܽ ٔጨዱޭߏ۽ ਢਞܗ۽ٔء اހۇ٫ކںۥ ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ଺଩ۇཾۛم

.static analysis

౤ᎈጴކ۽ٔت اހۼںٔߌںܽ اਛਗކ۽ٔت ޹ں٫ܽ :Portable Executable ᅺᅬ఼ాޑߵసا اހۇۄ۽ںۚڑܽ اހ޾ں٫ܽ PE
وਗ਼೾ۛوز. ٫ଽ଩ںݺ أڛߦޑܽ ৓ৈཬ واၗਗݪۇۂت اހۇۄ۽ںۚڑܽ

ހ޼ޑٔن ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ٔጨᖈۛཾۇ଺଩ ڞۼۄںܽ :Persistence اހۉۂت أو ڑܽ ا೰ೢᖹਣਞޭار Persistence
اހᇔᆍہںߵࠦࡂ. ڛߦٔم ٫ଽ଩ںݺ إཬٔدة ژٰۛ أจ෪ى ੳંة ًٔ੐೻ٔڞކۼ ٫ଽ଩ںކ݀ٔ

149



Polymorphic Mal- اਦਞߏჱ჊ل ގۇٰۛدة ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت Malware Polymorphic
ܽઓઉჱ჊ގ པႃࠠࡂا ۯہݺ ގޓ اހـݪߚۥ ހۇܭۄڂ ٔ݀Ⴜ჊وܾں ٔጨዱޭߏ۽ ୸୐ڞ٫ں ٔጨ጗ݪ௠௄ ܗہ࿥ۉܽ ࠠࡂอૉںܽ :ware

.signature-based antivirus software اހۇߵۯں٢ ৓ৈཬ ܽ௠ுٔاހۼ اހ۽୸୐وߌٔت
ഞഈჱႚ ๮๓اހ ܽ੐അٔอ໹ਢਞا اހۇणँۛཿات ଺ଦہܽ ڑۼ࿥߁ أداء ގۼںٔس :Precision اᆁᅬۯܽ Precision

ژٔހ۽ٰݺ. ܽཿںษว
اހอૉ୸ୗںܽ ٔጨግ۰ ڞۼߵم ܗہ࿥ۉܽ ڞۼۄںܽ :Process Injection اހٰޑކںٔت ܘۼޓ Injection Process

.ٔጨጚߧଽଦأ ਢਞܗ۽ٔء ٩ັྔںܽ ހٰޑކںܽ اᆀᅬاఋ௰ة ܽ཮ٔގߗ ቟ሺ ٔጨዱޭߏ۽ ࿲࿃ߚ٫ںݺ ا઒࡚ہ࿥ۉܽ
machine learn- ᅺᅬਧਞا ހۇٰࠇࠋ اਛਗ޾ۛر ގ۽ۇߵح ᇔᆳݺ إߤٔر :PyTorch ڞߵرش ژٔي PyTorch
.deep learning اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ഫ೾رणऎو ހۇߧߵ࠙ࡂ واߌ٢ ڛߧٔق ৓ৈཬ ଺ଜۇཾۛم ،ing

୸୐ߚ۽࿲࿃ ڑۼߵم ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ގޓ ڛߵع :Ransomware اހ۽ۛڑܽ ࠠࡂอૉںٔت Ransomware
.୸୐ߚ۽࿲اހ ݆۰ ގ۽ۇٔح ގۼٔژݺ ۰ۛڑܽ ٢۰णई ڑߧٔހڂ و اހ޼ܩںܽ ގކ۽ٔت

წ჊ଽଣ ܾٔणँۛษ༆ ኢና ๮๓اހ اހ۽ٰކںܽ ا੐അٔอ໹ਢਞٔت ଺ଦہܽ ڑۼ࿥߁ أداء ގۼںٔس :Recall اਣਞߌۇཬۛٔء Recall
ษวں܇.

اހߚہჱ჊ت ގޓ ڛߵع :Recurrent Neural Network اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ RNN
ڞ٫ۚڑܽ ڑࢱࢿ ܘںٷ ،ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ގ٢ ጺጴۇٰٔގݺ ގ޾ޑދ neural network ܽ੐ഈاހٰ޾ہߵ

اઓ࡚ٔހںܽ. ࡼࢂࢆߧߵة ౐཭ۛᇔᆟౕت اހߗٔژۼܽ ا઒࡚ߧߵة ގޓ اఽ఼సޭིٔت
ا୸ଢ଼۰ا޷ںܽ ᅺᅬآ ڞݪߵن ގٔ (ཧٔހۂً ጺጴޭۯٔژܽ و཭ٔ޷ٰܽ ᅺᅬގٰޫو ࿥࿃ڷܽ :Sandbox اภฏގݺ ޹ۄۛوق Sandbox
୸୐اހۇٗڡ دون ژٗގٔن ا઒࡚ہ࿥ۉܽ أو اਛਗߚہߵܾܽ اਛਗކ۽ٔت وษ༆ކںݺ ހۇۄ۽ںۚ ଺଩ۇཾۛم (virtual machine

اਛਗ޼ںۥ. اހۄߦٔم ৓ৈཬ
اਛਗߗۇཾۛم ᇔᆟہںߵࠦࡂ ଽଦٔط ྑັاً ࠦࡂاۯڂ ܗہ࿥ۉܽ ࠠࡂอૉںܽ :Spyware اހۇܭߗ߁ ࠠࡂอૉںٔت Spyware

ގߵا۰ۼۇܹ. دون ศ௦޾ںܽ ގٰࡇࡗގٔت ٢ᇔགྷ༯و
ᅶლ჊وܾں اਛਗކۥ ߏ۽ޭة ษ༆ކںݺ ᇔᆳކںܽ :Static Analysis اހߗٔݘޓ اހۇཿކںݺ Analysis Static

۰ٰކںًٔ. པႃٔڛ୸ୗاހ ٫ଽ଩ںݺ دون ا઒࡚ہ࿥ٷ اస఼ాۇߵى णँۛཿހۇ
੝ഋ۽ߵق deep learning اހٰޑںޞ ጺጴۇٰࠇࠋ ܽ੟೾ۛ཮ ࿯࿃ںܽ :Transformer اస఼ాߵل Transformer
ܽอૉࠠࡂ واܜ݀ܽ اߌۇཬۛٔءات ଺଩ކߗ౐ౕت ގۉݺ ،ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ቟ሺ واހ౐ٰౕۯٔت اހߗںٔق ۰݀ދ ቟ሺ

.API call sequences اހۇߧہںۼٔت
cyberat- ቟ሐو୸ଢ଼إހـݪ อซߵم :Zero-Day Attack اހ޾۽ޭ ڑߵم อซߵم Attack Zero-Day
ڞߵ۰ޭ ۯہݺ ގٔ، པႃٔࠠࡂڛ ቟ሺ ޷ٰۥ ڛۼߧܽ اݘ࿲ߚٔف ۰ںܹ ڑࢱࢿ اᆀᅬي اހںߵم ڛ۽߁ ቟ሺ ษ໹ۛث tack

ࡼࢂࢋޑ݀ߵر. إ޹౐ౕح أو ڞ޾ܩں܇
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7 ؉ׅب
݀زၢျت গএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء

ಏ౹૩ૐ؂ፀو CAN ۫٠ׅ، اঌঈܞॲॐׅت:
ا۱݈ثׅرات

ۿ٭ٌۿڮ
اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ގޓ اހٰྟັات ৓ৈཬ ษ༆ۇߵي ౐။ఔౕت، ৓ৈཬ ގٰۼۛة ߏہჱ჊ت ܽ੟೾ۛઓ࡚ا য়ޭਁٔت ਛਗا ୸ୗڞٰۇ
଺ଜۇݪߚۥ اਛਗۇۼۛގܽ. اހߗ౐ౕގܽ ގ୶୐ات ቙ቌإ اస఼ాޭك أداء ގޓ णईءاً ແྔء წႚ णऎ࠙ࡂ ๮๓اހ ا୸ଢ଼ਛਗاژߧܽ
اჱႚᆀᅬء ڑߵ۰ޭ ݘںۥ ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ য়ޭਁٔت، ਛਗا دا཭ݺ اހߚہჱ჊ت ਦਞގޓ اઓ࡚ںߵي اూ఼సٔل اހ۽޾ݺ ܾۚا
য়ޭਁٔت، ਛਗا ቟ሺ ૳૗णࣾٔاހߗ اހߚہჱ჊ت ގٰںٔري ߌۄۛرس ڑܽ. وۯߵ णँིۛة د۰ٔع ߤہۼܽ (AI) ቟቉ٔ޹ߧۄਣਞا
اހߗںٔرات ഞഈ୸ୟڑᏏو Controller Area Network (CAN) Bus ଎଀ཿاހۇ ގۄߧۼܽ ڛٔۯݺ ٔᇔᇒو
ܾߵ ແྑٔߌਦਞا اހۇٰކںޑࠃ اணடۛف اހ۽णँޭة. ޷ٰ۽݀ޑٔ ڛۼٔط وߌۄ۽݀ދ ،Automotive Ethernet

واހߗࡇࡗك ܽ੐ഈا୸ୗاހߗں اணடܭޑٔت ਣਞݘ࿲ߚٔف machine learning ᅺᅬਧਞا ڞٰࠇࠋ ڞۼۄںٔت وڞߧہںޞ ۰݀ދ
feature extrac- ا୶୐ਛਗات اߌۇܨޭاج ߤޭق ߌۄ٫ߧࠃ اਛਗۇܨ޾޾ܽ. اހߚہჱ჊ت ܾۚه دا཭ݺ اހߚٔذ
supervised ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ௠௎ٔذج وڞߧہںޞ ژٰۛ، ٩ޓ য়ޭਁٔت ਛਗا ۯںٔس ੐അٔڛٔت ގޓ tion
ڛߦٔم ހہۄٔء ৙ৈᇔᆳ ௠ோྟັوع وศ༃ۇࢱࢿ ،unsupervised learning ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧو learning
anomaly-based intrusion detection اހߚۚوذ ৓ৈཬ ኢኃٔاހۼ ᎂ፞ߗ࿲اހ ٩ޓ ጺጴـݪߚۥ ჱႚގݺ

.CAN Bus ڛٔۯݺ ੳંور ᅛᄷޭઓ࡚ system
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اঌঈܞॲॐׅت ۫ໞدا ا۱݋زၢျت ൒ഷ׈ۿ؏ :ძ။ျ݋ঌঈا 1 .7
واހߗࡇࡗ৺য়ٔت ܽ੐ഈا୸ୗاހߗں اணடܭޑٔت وގۄ٢ اݘ࿲ߚٔف ܾߵ য়ޭਁٔت ਛਗا دا཭ݺ اހߚہჱ჊ت ਦਞގޓ ແྜ࿥ྐྵภฏا اணடۛف
წ჊ଽଣ য়ޭਁٔت ਛਗا ا٩ۇޑٔد ގ٢ ࡼࢂࢆߧޭ. ووߣٔڎ۽݀ٔ ݘޭہܽ ਛਗا ߌ౐ౕގܽ ڞٰޭض أن ௠௄ݪޓ ๮๓اހ اހٰٔدڑܽ ୸୐ཧ
Advanced Driver-Assistance Systems اਛਗۇۼۛގܽ اހߗٔڎޞ ގߗཬٔۛة أڛߦޑܽ ৓ৈཬ णँا୶ଢ଼ގ
.୸୐ݘہ წ჊ଽଣ ཐၟٔڛ ቟ሐا୸ୗߌں อซߵم ਦਞي اస఼ాۇޑݺ ୸୐اހۇٗڡ ࠙ࡀداد ،ܽ੐ഋاᆀᅬا اހۼںٔدة وގ୶୐ات (ADAS)

إઓ࡚ٔق أو ا઒࡚ٔ޹ܽ، اހہںٔڛٔت ྑັۯܽ أو ݘޭہܽ، ਛਗا ৓ৈཬ اހߗںߧޭة ۰ۼۛان ቟ሺ ࿲ྼߗ࿬ڂ أن ౤ᎈጴ݀ٔܜދ ௠௄ݪޓ
ྦྷັوري. ંੳأ اᆁᅬا཭ކںܽ اਣਞڞ޾ਣਞٔت أڛߦޑܽ ᇔᇂٔڑܽ ۰ٓن ،ፈጴᆀᅬ .[54] ژჱႚภฏٔب ܜߗۛي ྦྷັر

Network) Area (Controller CAN ۫٠ׅ، 1 .1 .7
ހߵ཮ۛات ଺ଜޑ܇ য়ޭਁٔت. ౤ᎈጴ وގߵڡߵق ۯߵي اڞ޾ਣਞٔت ގٰںٔر (CAN) Bus ੿ੱ໰ا۱ظ ۿصݘ٭ڮ ۫٠ׅ، ୸ୗڑٰۇ
Electronic Control ا۱ওএـ૩૎ۛو౹ুڮ ੿ੱ໰ا۱ظ وໟٌات ဋྑٔژ اਛਗٰޭو۰ܽ واਦਞܜ݀ޫة، اᆁᅬۯںۼܽ ଎଀ཿاހۇ
.[?] ఉ௰ંੳي ގ޼ںۥ ཮ٔߌߵب ቙ቌإ ིܽٔઓ࡚ا دون اހہٰ޲ ٔጪྫྷٰژ ގ٢ ژٔހۇߵا޹ݺ ،Units (ECUs)
ཐ໗ჱ჊ਛਗوا اస఼ాޭك ގۉݺ ጺጴߗ౐ౕގܽ ڑܽ اઓ࡚ںߵ اၗਗݪߵڛٔت ቟ሺ ECUs و཮ۛات ଎଀ಸ಩ಀ اࣇ࣢ࣳߵذܜںܽ، اހߗںٔرة ቟ሺ
ᇦᇤُދ وۯۛ ࿬଺ଦںًٔ ގۄܨ۽޼ܽ ཬັປຄٔت CAN Bus ڛٔۯݺ ڑٰޑݺ اਛਗٰޫز. اހۇߵܜںܹ وڛߦٔم ܽ੐೻ߵاணடا णࣾٔواހߵߌ
ጺጴ݀ܭޑٔت ٩ં޷ܽ ᅶᅲٰอ໹ ގ޾ٔدۯܽ وܜߵد وཬۛم اހہٷ ৓ৈཬ ܽ௠ுٔاހۼ ߤہںٰۇܹ ౘፀጴގٔن. وހ࿥߁ ౤ᎈጴߵڡߵۯںܽ

.ᅛᅉاހߚہ ቟ሺ ᅺᅬߵጪປຄ ا઒࡚ہ࿥ۉܽ اภฏߌٔڎݺ ܘۼޓ ௠௄ݪޓ ܘںٷ

Ethernet) (Automotive ا۱݈ثׅرات ಏ౹૩ૐ؂ إ 2 .1 .7
ގ޾ޑޑܽ ܽཬັྜاހ وཬٔހںܽ أ཮ۛث ߏہჱ჊ت ڞۼۄںܽ ቟ቐ Automotive Ethernet ا۱݈ثׅرات ಏ౹૩ૐ؂ إ
1 ቙ቌإ (ڑ޾ݺ ୸୐ژݪۉ ৓ৈཬأ ًٔမࠦࡂدد ڛߧٔۯًٔ ڞߵ۰ޭ .ܽ੟೾ۛઓ࡚ا য়ޭਁٔت ౤ᎈጴ اၗਗݪۉ۽ܽ اހہںٔڛٔت ގۇߧކۂت ހۇކہںܽ
ގۉݺ ጺጴۇߧہںۼٔت ގۉٔހںܽ อ໹ٰކ݀ٔ ܾۚا .CAN Bus ਗ਼അٔۯݺ ގۼٔرڛܽ ژٰܾۛٔ) وގٔ ܽ੐ഈٔاހۉ ቟ሺ ഞഅٔྃܜں
و۰णऎۼٔت واހ۰୸ଢ଼ںܹ، اਛਗٰࡇࡗގٔت وأڛߦޑܽ ،ADAS ਦਞڛߦޑܽ اހჱ჊ގ୸୐ات ގޓ اᆁᅬۯܽ ቟ቌٔཬ اހ۽ںۛڑߵ ഠഅ
੝ഋ޼ޑޓ ٔጨዮأ ގޓ ا٤ภฏދ ৓ৈཬ .[?] ܽ੐ഋاᆀᅬا اހۼںٔدة ୶୐ਛਗات اፀጴౕزގܽ اހ޼ܨޑܽ اਣਞߌ࿲ߚٰٔر أܜ݀ޫة ੐അٔڛٔت
IP ߏہჱ჊ت ଽଜہܹ ڞٰۼںۛاً ୸ୟوأݘ ୸ୗأݘ อซߵم ߌߧ܇ أڑً޼ٔ ڞۼۛم ٔጨዮأ ਣਞإ ཮ۛاڡܽ، ୸ୟأݘ ߏہჱ჊ت ގۂدئ

اހۇۼކںۛڑܽ.
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اঌঈܞۉزڮ ۫ໞدا ؉סٌ ך܄ ا۱٭ثׅس ౶ুׅ،ׅت ا۱زثׅ،ׅت: ۿܯׅدر 2 .7
ڞߵ۰ޭ .ٔ݀፪፞ཿߌں ๮๓اހ اހہںٔڛٔت ً ਣਞأو ڛ۽݀ދ أن อ໹ڂ ،቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ގ٩ۛߵم د۰ٔع ڛߦٔم ހہۄٔء
واݘ࿲ߚٔف ఴੱاހߧہں اހߗࡇࡗك ࣇ࣢ིࣳۚܽ اፀጴౕزގܽ اਦਞوހںܽ اਛਗٰࡇࡗގٔت ݘޭہܽ ਛਗا دا཭ݺ ژٰۛ ٩ޓ اހۼںٔس ੐അٔڛٔت

اษ༃ਣਞޭا۰ٔت.
෡ෆژ ٔணடٔد੗ഋ ڑࢱࢿ ഞഅٔڡ ࿯࿉ߗںޞ ذات ۯ޾୸୐ة ੐അٔڛٔت ฆ෫م ቟ቐ اগএو۱ثڮ: CAN ۫٠ׅ، رׅܽ׿۫ •
ހۇཿކںݺ ແྑٔߌਦਞا اހہںٔڛٔت ގ޾ۛر اภฏߌٔڎݺ ணடۚه اਛਗߗۇޑޭ اހۇ۰ۛޞ ୸ୗڑٰۇ .ECUs و཮ۛات
઀ੳور ،(ᅺᅬٔߌภฏا ހۄߵع (ގٰޭف CAN ID ގٰޭف ৓ৈཬ ᅺᅬٔرߌ წႚ ษ༆ۇߵي .CAN أގٔن

.ഞ೾ٔژ 8 ቙ቌإ 0 ގޓ ੐അٔڛٔت ᅺᅬߵᇔᇂو ،Data Length Code (DLC) اހہںٔڛٔت ߤߵل
اހۼںٔߌںܽ ᅛᅉاހߚہ ฆ෫م اހۇۼٔߤٔت اਣਞހۇۼٔߤٔت ܾۚه ଽ଩ہܹ ا۱݈ثׅرات: ಏ౹૩ૐ؂ إ ൷൜م ا۱ظ٭ׅط •
اހۄߧٔق ذات اਣਞڞ޾ਣਞٔت ڞކۇۼߡ ݘޭہܽ. ਛਗا دا཭ݺ اਛਗޭور ᅛᄷޭษༀ ཭ٔ޹ܽ ٔጨ጗وހـݪ (PCAPs)
اހߵߌںߧܽ (اހอૉ୸ୗںٔت SOME/IP ގۉݺ ݘߵߵਣਞت ࠠࡂوڞ ৓ৈཬ ษ༆ۇߵي وۯۛ ৓ৈཬਦਞا اހ୸ଢ଼ددي

.(IP ୸ୗཬ (اހ࿲ߚܨں޴ DoIP أو (IP ୸ୗཬ ا઒࡚ۛގܽ ษ༃ߵ اਛਗߵܜ݀ܽ ጺጴۇߧߵ࠙ࡂ ᅺᅲاހۼٔژ
Elec- ا۱ওএـ૩૎ۛو౹ুڮ ੿ੱ໰ا۱ظ وໟٌة (ECUs): ا۱ওএـ૩૎ۛو౹ুڮ ੿ੱ໰ا۱ظ وໟٌات ۿ܄ ெுඞ୔ت •
أو ۛ཮وا ڛߦٔم ቟ሺ ଎଀ಸ಩౳ པႃۛގ ୸୐޹٫ ཮ٔߌߵب ቟ቐ tronic Control Unit (ECU)

أن ௠௄ݪޓ ፀጴౕڛ౐٫ౕق. اਛਗٔڛٰܽ اހ۽ޭاގݺ ڛߦٔم أو اస఼ాޭك ቟ሺ ଎଀ཿاހۇ و཮ۛة ގۉݺ ݘޭہܽ، ਛਗا ቟ሺ ୸ୟأݘ
واހ౐ٰౕގٔت واਦਞܗߧٔء اހ࿲ߚ٫ںކںܽ ٔጨጚٔހ཮ ܘߵل ۯںޑܽ رؤى اހߵ཮ۛات ܾۚه ގޓ اހߗ౐ౕྃت ڞۼۛم

୸ଢ଼཭ౕፀጴاق. ᅺᅲ఼ాۇޑసا

اঌঈܞॲॐׅت গএۿ܄ ا۱ס܂ث܏ وا۱ظסݸݼ ძოঘএا ؏סݸݼ ا۱ظ٭صثׅت: 3 .7
ܽอ༆ٔاހۄ اހہںٔڛٔت ގޓ اணடٔڎݺ ଎଀اހـ ހۇཿކںݺ ڑܽ ۯߵ ߤޭۯًٔ (DL) اހٰޑںޞ واހۇٰࠇࠋ (ML) ᅺᅬਧਞا ڞٰࠇࠋ ڑۼۛم

.[?] اހणँۛጨጚات ਣਞݘ࿲ߚٔف য়ޭਁٔت ਛਗا ߏہჱ჊ت ٩ޓ
Learning) (Supervised ย༅௅኱እاف اߋਃׅܨד ا۱ظסݸݼ 1 .3 .7

อซߵم أ௠௎ٔط ৓ৈཬ ጺጴۇٰޭف supervised learning ౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ௠௎ٔذج ഫ೾رणऎ ௠௄ݪޓ
౐ཬౕގٔت وو޷٢ ،ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ގޓ ੐അٔڛٔت ܽཬߵᇔ஫஥ ੝അً޾࿯ںۥ ਣਞأو ᎂ፞ా఼సا ڑۼߵم وގٰޭو۰ܽ. ษૉۛدة
ژٰۛ ا౽ಸ಩ٔل"). "อซߵم أو DoS" "۰ں޼ٔن (ގۉݺ ގٰޭوف อซߵم ਗ਼അߵع ੗ഋંੳߧܽ أو "ߌކںޑܽ" إގٔ اฆ෯ਦਞاء ৓ৈཬ
،PyTorch ژٔߌۇཾۛام ގہ࿯ںܽ ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ أو Random Forest ގۉݺ ގ޾ۄۥ، ੝೾ٰࠇࠋ ،ፈጴذ
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ጨᖈٔܜދ ۯںٔم ގۉݺ اਛਗٰޭو۰ܽ، اހणँۛጨጚات اݘ࿲ߚٔف ቟ሺ ٫ጺጴٔڑܽ ۰ٰٔل اހጨ጗܋ ܾۚا اހ۽ڷٔت. ܾۚه ෡ෆژ ୶୐اࣇࣥࣳں
ݘޭہܽ. ਛਗا وߣٔڎۥ ހۇٰߧںݺ ܽཬގྟັو رߌٔڎݺ إرߌٔل إཬٔدة أو ཭ٔߤڷܽ ܽཬັྑ إߏٔرات ษༀۼޓ

Anomaly (Unsupervised ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱݋ًوذ ך܄ ا۱ـۛ݋ٖ 2 .3 .7
Detection)

ྦྷັوري unsupervised anomaly detection ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހߚۚوذ ٩ޓ اހـݪߚۥ
ษૉۛد ڞߵۯں٢ ٔணட ހ࿥߁ ๮๓اހ zero-day attacks اހںߵم-޹۽ޭ อซޑٔت أو اणँۛગ࡚ة اணடܭޑٔت णँۛཿހۇ
One-Class SVM أو [46] Isolation Forest ގۉݺ ܗߵارزގںٔت ഫ೾رणऎ ڑࢱࢿ ގߗہۼًٔ.
.ఴੱاހߧہں اހߗࡇࡗك ܾۚا ܗ޾ٔڎ޴ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ ݘޭہܽ. ౤ᎈጴ ఴੱاހߧہں اހ࿲ߚ٫ںݺ ௠௑ۉݺ ੐അٔڛٔت ৓ৈཬ ًٔမັྮܘ
ແྑٔߌਦਞا ا઒࡚ߡ ܾۚا ٩ޓ ୸୐ݘہ წ჊ଽଣ ಸದಀޭف ੳંور ᅛᄷจ෫ أي ٩ޓ اਢਞژ౐ౕغ ڑࢱࢿ اހ࿲ߚ٫ںݺ، أਗ਼എٔء
଺଩ކߗݺ ގۉݺ اणँۛગ࡚ة، اணடܭߵم ڛߵاۯݺ ਣਞݘ࿲ߚٔف اᇔᇒਦਞںܽ ژٔހٝ ંੳأ ܾۚا ߏۚوذ. ٔጨዮأ ৓ৈཬ اၗਗݪ࿲ߗڂ

اހـݪہ܇. ڛߦٔم ቙ቌإ ᅺᅲޭߌਛਗا ંੳواਦਞا ގޓ ཬٔدي ୸୐ཧ

Models) Sequence (Deep ا۱ס܂ث܏ ݈۫۷݈ལ۱ا ୑ିׅذج 3 .3 .7
اހ۽ޭدڑܽ. اภฏߌٔڎݺ ษૉۇߵى أᇔᇒںܽ ਗ਼അ۽߁ ݘޭہܽ ਛਗا ᅛᅉߏہ ቟ሺ اภฏߌٔڎݺ وڞߵۯںٵ ࠦࡂ࿥࿉ڂ ڑݪߵن ގٔ ཧٔހۂً
Long Short- اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة ߏہჱ჊ت ގۉݺ اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ڞ޾ޑࢤࢿ ኢና
Gated Recurrent Units اਛਗۇச୿رة اހہߵاژٔت وو཮ۛات ،Term Memory (LSTM)
ژٔߌۇཾۛام اހہںٔڛٔت. ଺଩ކߗݺ ቟ሺ اพฏގۄںܽ ا௠௎ਦਞٔط ހۇཿކںݺ Transformers اస఼ాߵਣਞت أو ،(GRUs)

أو CAN رߌٔڎݺ ގޓ ଺଩ކߗ౐ౕت ৓ৈཬ اࣇ࣢ࣳٔذج ܾۚه ഫ೾رणऎ ௠௄ݪޓ ،PyTorch ގۉݺ ᇔᆳݺ إߤٔر
๮๓اހ اਛਗޭا཮ݺ ގۇٰۛدة اਛਗٰۼۛة اணடܭޑٔت णँۛษ༆ ቟ሺ اࣇ࣢ࣳٔذج ܾۚه ੝ഋ۽ߵق اހߗںٔرات. ഞഈ୸ୟڑ إ ۰णऎۼٔت
ގ࿯ߗޞ ંੳأوا ܘۼޓ อซߵم ߏޓ ኢኖ ᅛᅉاހߚہ ژٔߌۇݪߚٔف ً ਣਞأو ጨᖈٔܜދ ۯںٔم ގۉݺ اހߵۯٵ، ௠ோޭور ੝ഋݪߚۥ

.ECUs و཮ۛات ཬۛة ୸ୗཬ
(TinyML) ا۱ݦزن ڈٮثٮڮ ا࠸ࡓࡤׅذج اךظزׅرات 4 .3 .7

ڞݪߵن ގٔ ཧٔހۂً ܘۼںۼںܽ. ݘંہܽ ੳ ቟ሺ ܾۚه ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ັພງ ቟ሺ ແྜ࿥ྐྵภฏا اހۇཿۛي ൾ൰ഺۉݺ
TinyML อૉٔل ఉ௰࠙ࡂ ษૉۛودة. وذاఋ௰ة ܽગٰ࡚ٔގ ۯۛرة ذات اਛਗߵارد ษૉۛودة أܜ݀ޫة ECUs و཮ۛات
اਦਞܜ݀ޫة. ܾۚه ৓ৈཬ ގۂྔັة ٫ଽ଩ںކ݀ٔ ௠௄ݪޓ اހߵزن وܗ۽ں۽ܽ اހـݪ۽ٔءة ཬٔހںܽ ᅺᅬآ ڞٰࠇࠋ ௠௎ٔذج ڞߧߵ࠙ࡂ ৓ৈཬ
اހߵۯٵ ቟ሺ اހणँۛጨጚات ٩ޓ اހـݪߚۥ ECU و཮ۛة ৓ৈཬ اހߚۚوذ ٩ޓ ጺጴـݪߚۥ ୸୐޹٫ ௠௎ߵذج ັພງ ࿲ྼں܇
اਛਗ޾ۛر ٩ۄۛ اހہںٔڛٔت ܽગٰ࡚ٔގ ڑޞ ߤޭ ٩ޓ اހߵ޹ߵل زގޓ ގޓ اހጨ጗܋ ܾۚا ᎂ፞ڑۼ ڛ۽ߗܹ. اગ࡚݀ٔز ৓ৈཬو ৙ৈٰاހ۽
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ڑܽ. ఉ௰ંੳ ܽગٰ࡚ٔގ و཮ۛة ቙ቌإ ژٰۛ ٩ޓ اހۼںٔس ੐അٔڛٔت ގޓ ݘہ୸୐ة ᇔᆟںٔت ڛۼݺ ቙ቌإ ིܽٔઓ࡚ا ގޓ ᎂ፞ڑۼ و
CAN رׅܽ׿۫ ۿ܄ ا૧ુঌঈات اܽظڙܞاج 5 .3 .7

ގޓ ๨๐ٰގ ذات ܽཬߵᇔ஫஥ ቙ቌإ اਦਞوހںܽ CAN رߌٔڎݺ ڑݺ ษ༆ߵ อ໹ڂ ،ᅺᅬآ ڞٰࠇࠋ ௠௎ߵذج أي ڞߧہںޞ ۯہݺ
቟ቐ ،feature engineering ا୶୐ਛਗات ܾۄۛߌܽ ဋྑٔژ اਛਗٰޭو۰ܽ اހٰޑކںܽ، ܾۚه اᇔᆷภฏںܽ. ا୶୐ਛਗات

.ܽᇦᇗٔ཮ ܗߧߵة
(ގٰޭف CAN ID ގٰޭف اਦਞߌٔߌںܽ: ٔጨዱٔގݪߵڛ اߌۇܨޭج ،ᅺᅬٔرߌ წ჊ހ CAN: ძოׅܽر ۷ක๷ث۫ (1)
቙ቌإ 0 (ގޓ Data Length Code (DLC) اހہںٔڛٔت ߤߵل ઀ੳور ،(ᅺᅬٔߌภฏا ހۄߵع رᇔᆷࠃ

دۯںޞ. ๮๐زގ وߤٔژ٢ اހہںٔڛٔت، ᅺᅬߵᇔᇂ وژ੝೾ٔٔت ،(8
زގۄںܽ ڛߵا۰ۚ ౐཭ౕل णँޭ۰ CAN ID ގٰޭف წ჊ހ اਢਞرߌٔل ࠦࡂدد اܘߗڂ ا૩૎۱دد: ۷ක๷ث۫ (2)
ત်ڂ อซߵم ଽଜޓ اᆀᅬي اਛਗ݀ٔܜދ ษ໹ٔول ۯۛ .(ܽ੐ഈٔڡ ৙ৈގں 100 اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ۯ޾୸୐ة
ارڞ۽ٔع ቟ሺ ࿲ྼߗ࿬ڂ ٔᇦᇥ ژภฏٔߌٔڎݺ، اހۄٔۯݺ إ٤ંاق Denial-of-Service (DoS) ا઒࡚ۛގܽ

.෡ෆٰގ CAN ID ގٰޭف ࠦࡂدد ቟ሺ ఴੱߤہں ୸୐ཧو ཮ٔد
اހہںٔڛٔت. ᅺᅬੂߵਲਭ Shannon entropy ߏٔڛߵن ٔ੐അو୸ଢ଼إڛ اܘߗڂ ا۱زثׅ،ׅت: ძოݦᅅᄳ ׅু౶و૩૎،إ (3)
ᇔᇂߵਣਞت ގٰߦދ ษ༆ۇߵي ژٔހہںٔڛٔت. اހۇ࿯ہߪ ৓ৈཬ اހۼۛرة ཬۛم أو ܽ੐೻٩ߚߵا ٔ੐അو୸ଢ଼ڛਢਞا ڞۼ࿥߁
ቝሧٔ۽ਛਗا اਣਞرڞ۽ٔع ୸୐ଽଜ ۯۛ ގۄܨ۽޼ܽ. ٔ੐അو୸ଢ଼إڛ ٔணடو ގۄߦޑܽ ގߗ࿲ߚٰޭات ੐അٔڛٔت ৓ৈཬ CAN

อซߵم. ގޓ ܽ੐೻٩ߚߵا ੐അٔڛٔت ܘۼޓ أو ގߚ۽ޭة ੐അٔڛٔت ቙ቌإ ٔ੐അو୸ଢ଼ڛਢਞا ቟ሺ
وܾߵ ،inter-arrival time (IAT) اހߵ޹ߵل ෡ෆژ اހߵۯٵ اܘߗڂ اඏ඀ۿصثڮ: ا૧ુঌঈات (4)
ގٔ ཧٔހۂً .CAN ID ގٰޭف ڛ۽߁ ቟ሺ ୸ଢ଼ଽ଩ك ๮๓اހ اਛਗۇۇٔހںܽ اภฏߌٔڎݺ ෡ෆژ ๮๐ގพฏا اހ۽ٔ޹ݺ
أن ௠௄ݪޓ ގ࿲ߗۼܽ. IATs أوۯٔت ذات ڑܽ دور رߌٔڎݺ ቙ቌإ اހٰٔدڑܽ ݘޭہܽ ਛਗا ᇔᆳކںٔت ڞߪدي

.စ๽ߚߵ࿲اހ أو اภฏߌٔڎݺ ܘۼޓ อซޑٔت ቙ቌإ اހـݪہ୸୐ة اษ༃ਣਞޭا۰ٔت ୸୐ଽ଩
቟ሺ ਣਞߌۇཾۛاގܹ ڑܽ. ۰ڷߵ ގ୶୐ة ܾߵ CAN ID ގٰޭف CAN: ঌঈסܞف One-Hot ૧ુޗ޳ۿ (5)
One-hot encoding ୶୐ࠦࡂގ ڑۼߵم رᇔᆷࠃ. ࿯࿉ߗںޞ ቙ቌإ ᅶᅲڑ ษ༆ߵ อ໹ڂ ،ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ގٰߦދ
'1' وܜߵد ގ٢ ،णँޭ۰ CAN ID ގٰޭف ގ٢ ގߵ޷٢ წႚ ੝೾ߵا۰ޞ ܘںٷ ቟ሃٔਗ਼എ ގۇܹྃ ଽଦٓဠٔء

اਛਗٰޭف. ܾۚا وܜߵد ቙ቌإ ౔ፀጴߏٔرة
ގۉݺ ܽ੐೻ٔܘ޾ਢਞا اਛਗۼ࿥ྼٔ߁ اܘߗڂ ،CAN ID ގٰޭف წ჊ހ :ძო܂ݦ߸߳߭ إډܯ౬ׅুڮ ۿ۷ڙܯׅت (6)
ڛ۰ٔۚة ౐཭ౕل ੐അٔڛٔڞܹ ᅺᅬߵᇔᇂ ހۼࢤࢿ اਦਞۯྮົ ۛઓ࡚وا ቙ሐدਦਞا ۛઓ࡚وا اਛਗٰںٔري واษ༃ਣਞޭاف اਛਗۇߵߌߡ
ۯࢤࢿ أو اਣਞߌ࿲ߚٰٔر أܜ݀ޫة ۯޭاءات ቟ሺ اހٰٔدڑܽ ୸୐ཧ اހۇ٫ں୸୐ات اހۇۼٔط ቟ሺ ܾۚا ۛཬٔ଺ଜ زގۄںܽ.

ا౽ಸ಩ٔل. อซߵم ቙ቌإ ୸୐ଽ଩ ۯۛ ๮๓اހ ଎଀ཿاހۇ
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CAN ۱ص٠ׅ۫ ዳዏ݈ལ۱ا ۉ݋ٖ ،ݗׅم :ॊहᅅᄤ ۿย༐وع 4 .7
Intrusion Detection System (IDS) ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم ࿬࿃ۄٔء ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
`scikit- و اހہںٔڛٔت ܽગٰ࡚ٔਛਗ `pandas` ژٔߌۇཾۛام CAN Bus ڛٔۯݺ ੳંور ᅛᄷޭઓ࡚ اހߚۚوذ ৓ৈཬ ኢኃٔاހۼ
णँۛཿހۇ ܽ۰ޭٰਛਗا ፲፞ڞ ଺ଜۇཾۛم ኢኖ اހٰٔدڑܽ CAN ੳંور ᅛᄷจ෫ أ௠௎ٔط اހۄߦٔم ߌ࿥ۇٰࠇࠋ .ᅺᅬਧਞا ހۇٰࠇࠋ learn`

.ఴੱاހߧہں اހߗࡇࡗك ܾۚا ٩ޓ ಸದಀޭف ๮๓اހ اภฏߌٔڎݺ

ا۱زثׅ،ׅت إໝٌاد 1 .4 .7
اਦਞوހںܽ اހߗྃݺ رߌٔڎݺ ڑݺ ษ༆ߵ ܾߵ ۰ܾۛۄٔ اਦਞوހںܽ. CAN ڛٔۯݺ ੐അٔڛٔت ܽગٰ࡚ٔوގ ౺ಸ಩ޑںݺ ڛۼߵم ،ًਣਞأو
ܽ௠ுٔاހۼ ቟ሺ Python ݘߵد ཐڑߵࣂ اހߚۚوذ. ٩ޓ اހـݪߚۥ ࣇ࣢ࣳߵذج ގۄٔߌہܽ ގۄߦޑܽ ގ୶୐ات ܽཬߵᇔ஫஥ ቙ቌإ
وܗہ࿥ۉܽ، ߌކںޑܽ ੳંور ᅛᄷจ෫ ৓ৈཬ ษ༆ۇߵي وᇔᇒںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ إଽଦٔء ڑޞ ߤޭ ٩ޓ اހٰޑކںܽ ܾۚه 57
୶୐ގ୸ଢ଼ژ أڑً޼ٔ ڑۼߵم ᄫᄝჽ اހہںٔڛٔت. ᅺᅬߵᇔᇂ وۯࢤࢿ اހߵ޹ߵل ෡ෆژ اހߵۯٵ ގۉݺ ا࿥ྐྵภฏߗںܽ ا୶୐ਛਗات ଺ଜۇܨޭج ኢኖ

.CAN ID ਛਗٰޭف one-hot encoding

ا۱݋ًوذ) ך܄ (ا۱ـۛ݋ٖ وࡿ࢔رৈ౯ڪ ا࠸ࡓࡤݦذج اڈظثׅر 2 .4 .7
ا઒࡚ٔ޷ٰܽ ୸୐ཧ اހߚۚوذ ݘߚۥ ܗߵارزގںܽ ߌ࿯ߗۇཾۛم ،ٔਗ਼അ ا઒࡚ٔص ᎂ፞ߗ࿲اހ ݘߚۥ ހۄߦٔم ژٔހ࿯ߗہܽ
.ٔጨያ ގߗہۼܽ ގ۰ޭٰܽ دون اणँۛગ࡚ة اணடܭޑٔت اݘ࿲ߚٔف ጺጴۄߦٔم اਣਞܗۇںٔر ܾۚا ࿲ྼں܇ ౔ፀጴྔັاف.
اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛཿހۇ ௠௑ٔގًٔ ގۄٔߌڂ ௠௎ߵذج وܾߵ `scikit-learn`، ގޓ `IsolationForest` ศ༃ۇٔر
اܳأ؇دل۰ CAN ਵਦور ᄎცරඞ আॻ༟ ڣگޔ اࣇ࣢ࣳߵذج णऋرب ٔਗ਼ഈأ ቟ቐ ܾۄٔ ܽᇦᇗٔઓ࡚ا ا઒࡚ߧߵة اހہںٔڛٔت. ቟ሺ
ڛۼٔط أي णँۛษ༆ ގޓ ਣਞܘۼًٔ ൾ൰ഺݪޓ ๨๓ܘ ،"ఴੱاހߧہں "اހߗࡇࡗك ڑۥ ڞٰޭ اࣇ࣢ࣳߵذج ڑٰࠇࠋ ܾۚا (اܳފܹ٭۰݄).
ً ਣਞأو ڑۼߵم أڛ࿥࿃ٔڂ ܗߡ ਗ਼അٔء ݘں۽ںܽ 58 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ ڑۥ. اހۇٰޭ ܾۚا ގ٢ ੝ഋߵا۰ޞ ਣਞ ੐അٔڛٔت

`IsolationForest`. ௠௎ߵذج ഫ೾رणऎ ኢኖ اހہںٔڛٔت ڛߧٔق ੝അߵߌں٢

وا۱ظའزثڪ ا۱סظزڮ ක๷ٌࡲ࢔ 3 .4 .7
اᆁᅬرིܽ ୸୐ଽ଩ واردة. CAN ᅺᅬٔرߌ წ჊ހ ߏۚوذ درིܽ ෡ෆڞٰں ጺጴۄޑߵذج ௠௄ݪޓ ،ഫ೾اހۇۛر ژٰۛ
઼શڛߧ ๨๓ގ ހۄۼޭر اᆁᅬرིܽ ணடۚه ٩ۇہܽ णँۛษ༆ ཬކںۄٔ อ໹ڂ ߏٔذة. ٔጨዮހـݪߵ ୸ୗأݘ اܘۇޑٔހںܽ ቙ቌإ اਛਗۄܨ۽޼ܽ
৓ৈཬ اހۄۼٔط ڞ޾ۄۥ ܘںٷ ،ًٔ੐೻ٔڞކۼ ፈጴढई `IsolationForest` ቟ሺ `predict` ڑۼܽ ߤޭ ڞۼߵم .ًٔጨግہ࿯࿉
ིۛاً اઓ࡚ߗٔߌܽ ۰ٔހٰۇہܽ دۯںۼًٔ. ًٔဣڞߵاز اހٰۇہܽ ܾۚه ޷ہߡ ڑٰۛ .(1 -) ߏٔذة أو (1) ߤہںٰںܽ ٔጨዮأ
णँޫਛਗا أڑً޼ٔ ᆁᅬڞߵ ۯۛ ٔጨ጗وހـݪ (high recall ཬٔلٍ (اߌۇཬۛٔء اઓ࡚ۼںۼںܽ اணடܭޑٔت ގޓ णँޫਛਗا ߌۇކۇۼߡ
ۯۛ ٔᇦᇥ ،(high false positive rate ཬٔلٍ ჱႚذژܽ إ੐അٔอ໹ٔت (ގٰۛل اހჱ჊ذژܽ اढऋਢਞارات ގޓ
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1 import pandas as pd
2 import numpy as np
3 from collections import Counter
4 import os
5
6 # Create dummy CAN log data (simulate benign and some attack traffic)
7 num_benign = 1000
8 num_attack = 50
9 can_ids_benign = np.random.choice([0x100, 0x101, 0x200, 0x201, 0x300], num_benign)

10 timestamps_benign = pd.to_datetime('2025-08-16 00:00:00') + pd.to_timedelta(np.cumsum(np.random.rand(num_benign) * 0.01), unit='s')
11 # Simulate normal data payloads (e.g., sensor readings)
12 data_benign = [format(np.random.randint(0, 256), '02x') * 8 for _ in range(num_benign)]
13
14 # Simulate an attack: high frequency for a specific ID, or unusual data payload
15 can_ids_attack = np.full(num_attack, 0x100) # Flood with ID 0x100
16 timestamps_attack = pd.to_datetime('2025-08-16 00:00:10') + pd.to_timedelta(np.cumsum(np.random.rand(num_attack) * 0.001), unit='s') # Faster rate
17 data_attack = [format(np.random.randint(0, 256), '02x') * 8 for _ in range(num_attack)] # Could be random or specific malicious payloads
18
19 # Combine benign and attack data
20 df_can = pd.DataFrame({
21 'timestamp': np.concatenate([timestamps_benign, timestamps_attack]),
22 'can_id': np.concatenate([can_ids_benign, can_ids_attack]),
23 'data': np.concatenate([data_benign, data_attack]),
24 'label': np.concatenate([np.zeros(num_benign), np.ones(num_attack)]) # 0: benign, 1: attack
25 })
26 df_can = df_can.sort_values(by='timestamp').reset_index(drop=True) # Sort by time
27
28 # Feature Engineering
29 df_can['can_id_hex'] = df_can['can_id'].apply(lambda x: hex(x))
30
31 # Calculate inter-arrival time for each CAN ID
32 df_can['prev_timestamp'] = df_can.groupby('can_id')['timestamp'].shift(1)
33 df_can['inter_arrival_time'] = (df_can['timestamp'] - df_can['prev_timestamp']).dt.total_seconds().fillna(0)
34
35 # Convert hex data payload to numerical features (e.g., integer representation of first 2 bytes)
36 df_can['data_value_int'] = df_can['data'].apply(lambda x: int(x[:2], 16) if isinstance(x, str) and len(x) >= 2 else 0)
37
38 # One-hot encode CAN ID (for a limited number of common IDs)
39 # For many IDs, frequency features might be better or an embedding
40 df_can = pd.get_dummies(df_can, columns=['can_id_hex'], prefix='id')
41
42 # Select features for the model
43 feature_cols = ['inter_arrival_time', 'data_value_int'] + [col for col in df_can.columns if col.startswith('id_')]
44 X_can = df_can[feature_cols]
45 y_can = df_can['label']
46
47 print("CAN Data Features Head:\n", X_can.head())
48 print("\nCAN Data Labels Distribution:\n", Counter(y_can))
49
50 # Handle potential NaN from `shift(1)` for inter_arrival_time
51 X_can['inter_arrival_time'] = X_can['inter_arrival_time'].fillna(X_can['inter_arrival_time'].mean())
52
53 # Split data - important: train only on benign data for unsupervised anomaly detection
54 X_train_benign = X_can[y_can == 0]
55 X_test = X_can # The test set can contain both benign and anomalous data
56 y_test = y_can
57
58 print(f"\nShape of training data (benign only): {X_train_benign.shape}")
59 print(f"Shape of test data (mixed): {X_test.shape}")

པໝٔاހۄ ੝೾޼ޑޓ ا୶୐ਛਗات. وܾۄۛߌܽ Pandas ژٔߌۇཾۛام CAN ڛٔۯݺ ౐อ௣ౕت ܽગٰ࡚ٔގ :57 Listing
وأߏჱ჊ل ،(1 ގޓ اހۼކںݺ ގ٢ 0 (ގٰߦޑ݀ٔ اހ࿲ߗޑںٔت ڑ٢ وڞߵز ا୶୐ਛਗات، ੐അٔڛٔت إߤٔر رأس اਛਗۇߵۯ٢

واਣਞܗۇۂر. ഫ೾اހۇۛر ੐അٔڛٔت ᇔ஫஥ߵཬٔت
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1 from sklearn.ensemble import IsolationForest
2 from sklearn.preprocessing import StandardScaler
3 from sklearn.pipeline import Pipeline
4
5 # It's good practice to scale features for IsolationForest too, though less critical than for SVMs
6 # Create a pipeline to first scale, then apply IsolationForest
7 model_iso_can = Pipeline([
8 ('scaler', StandardScaler()),
9 ('isolationforest', IsolationForest(random_state=42, contamination=0.05)) # contamination is an estimate of the proportion of outliers

10 ])
11
12 # Train the IsolationForest model only on benign data
13 model_iso_can.fit(X_train_benign)
14 print("\nIsolationForest model for CAN Bus training complete on benign data.")
15
16 # Predict anomaly scores and labels on the entire test set (which may contain anomalies)
17 # decision_function gives a score, predict gives -1 for anomaly, 1 for normal
18 df_test_can = X_test.copy()
19 df_test_can['anomaly_score'] = model_iso_can.decision_function(X_test)
20 df_test_can['is_anomaly_pred'] = model_iso_can.predict(X_test) # -1 for anomaly, 1 for normal
21 df_test_can['true_label'] = y_test
22
23 print("\nTest data with anomaly scores and predictions:\n", df_test_can.head())
24 print("\nAnomaly prediction counts (-1 = anomaly, 1 = normal):\n", df_test_can['is_anomaly_pred'].value_counts())

اਛਗۇߵۯ٢ པໝٔاހۄ ੝೾޼ޑޓ اހߚۚوذ. ٩ޓ ጺጴـݪߚۥ IsolationForest ௠௎ߵذج ഫ೾رणऎ :58 Listing
واހۇ࿯ہߪات، اހߚۚوذ ᆁᅬرིٔت णँིۛة أᇔᆳۛة ގ٢ اਣਞܗۇۂر ੐അٔڛٔت إߤٔر ورأس ،ഫ೾ۇۛرጺጴ ڞٗݘںۛاً

اހߚٔذة. ގۼٔژݺ اހٰٔدڑܽ اਛਗۇߵۯٰܽ اਣਞٔઓ࡚ت وཬۛد

ᎂ፞ڞۼ ܘߗٔߌںܽ اਦਞۯݺ اހٰۇہܽ ۰ٓن ،ፈጴذ ގޓ اހٰݪ߁ ৓ৈཬ ጺጴߗ౐ౕގܽ. จ෫ج ڛߦٔم ቟ሺ ً ౕ౐ގٰߧ ڑݪߵن
أداء ੝അۼںࢤࢿ 59 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ڑۼߵم اᆁᅬۯںۼܽ. اணடܭޑٔت ڞ۽ߵت ۯۛ ٔጨ጗وހـݪ اހჱ჊ذژܽ اढऋਢਞارات ގޓ
ᎂ፞ా఼సا ۛཬٔ଺ଜ ٔᇦᇥ اހߚۚوذ، درིٔت ڑ٢ ڞߵز ڑٰޭض و اހۼںٔߌںܽ اހۇ޾࿯ںۥ ގۼ࿥ྼٔ߁ ژٔߌۇཾۛام اࣇ࣢ࣳߵذج

اࣇ࣢ࣳߵذج. ۯޭارات ۰݀ދ ৓ৈཬ

୑ୂׅໞڮ
أߣ݀ޭ .ܽ੟೾ۛઓ࡚ا ጺጴߗںٔرات ቟ሐا୸ୗاހߗں اਦਞގޓ ގޓ ًٔမܘںߵ ًٔ੗ഈིٔ য়ޭਁٔت ਛਗا دا཭ݺ اހߚہჱ჊ت ෡ෆڞٗގ ڑٰۛ
ٔਗ਼೾رأ ހۼۛ اਛਗ݀ޑܽ. ணடۚه ގۇߧߵرة أدوات ᅺᅬਧਞا وڞٰࠇࠋ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڑߵ۰ޭ ݘںۥ اހ۽޾ݺ ܾۚا
௠௄ݪۄۄٔ اހߗںٔرات، ഞഈ୸ୟڑᏏو CAN Bus ڛٔۯݺ ގޓ ژٰۛ ٩ޓ اހۼںٔس ੐അٔڛٔت ษ༆ކںݺ ౐཭ౕل ގޓ أڛܹ
৙ৈاހٰޑ اਛਗྟັوع ཐأوࣂ اਛਗٰޭو۰ܽ. ୸୐ཧو اਛਗٰޭو۰ܽ اހणँۛጨጚات اݘ࿲ߚٔف ৓ৈཬ ۯٔدرة ذݘںܽ أڛߦޑܽ ਗ਼അٔء
اਦਞوހںܽ اހہںٔڛٔت ܽગٰ࡚ٔގ ގޓ णईءاً اހߚۚوذ، ৓ৈཬ ኢኃٔۯ ᎂ፞଺଩ ݘߚۥ ڛߦٔم ଽଦਢਞٔء اހჱ჊ގݺ اހٰޑݺ ୸୐ߌ
اހۇٰࠇࠋ ߤޭق أن ቟ቐ اਛਗߗۇ۽ٔدة اਦਞߌٔߌںܽ اހۄۼߧܽ وڞۼںںޑܹ. اࣇ࣢ࣳߵذج ഫ೾رणऎ ቙ቌإ ا୶୐ਛਗات وܾۄۛߌܽ
ٔጨ጗ݪ௠௄ ٔጨዮਦਞ اూ఼సٔل ܾۚا ቟ሺ ཭ٔص წ჊ଽଣ ڑܽ ۯߵ ،Isolation Forest ގۉݺ ౔ፀጴྔັاف، ا઒࡚ٔ޷٢ ୸୐ཧ
ጺጴߗࡇࡗك ௠௎ߵذج ڞٰࠇࠋ ڑޞ ߤޭ ٩ޓ zero-day attacks اހںߵم-޹۽ޭ وอซޑٔت اणँۛગ࡚ة اணடܭޑٔت णँۛษ༆
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1 from sklearn.metrics import classification_report, confusion_matrix
2 import matplotlib.pyplot as plt
3
4 # Convert IsolationForest's -1/1 prediction to 1/0 for standard metric calculation
5 # -1 (anomaly) -> 1, 1 (normal) -> 0
6 y_pred_binary = np.where(df_test_can['is_anomaly_pred'] == -1, 1, 0)
7 # True labels (1 for anomaly, 0 for normal) are already y_test
8
9 print("\n--- Anomaly Detection Performance on Test Set ---")

10 print(classification_report(y_test, y_pred_binary, target_names=['Normal', 'Anomaly']))
11
12 cm = confusion_matrix(y_test, y_pred_binary)
13 print("\nConfusion Matrix:\n", cm)
14 print(f"True Negatives (TN): {cm} (Normal correctly classified as Normal)")
15 print(f"False Positives (FP): {cm} (Normal incorrectly classified as Anomaly)")
16 print(f"False Negatives (FN): {cm} (Anomaly incorrectly classified as Normal)")
17 print(f"True Positives (TP): {cm} (Anomaly correctly classified as Anomaly)")
18
19 # Visualize anomaly scores
20 plt.figure(figsize=(10, 6))
21 plt.hist(df_test_can[df_test_can['true_label'] == 0]['anomaly_score'], bins=50, alpha=0.7, label='Normal Scores', color='green')
22 plt.hist(df_test_can[df_test_can['true_label'] == 1]['anomaly_score'], bins=50, alpha=0.7, label='Anomaly Scores', color='red')
23 plt.axvline(x=model_iso_can.named_steps['isolationforest'].threshold_, color='blue', linestyle='--', label=f'Model Threshold ({model_iso_can.named_steps["isolationforest"].threshold_:.2f})')
24 plt.xlabel('Anomaly Score (lower is more anomalous)'); plt.ylabel('Frequency')
25 plt.title('Distribution of Anomaly Scores for CAN Bus Traffic')
26 plt.legend(); plt.grid(True);
27 # In a real application, you would save the figure, e.g., plt.savefig('anomaly_scores.png')
28 plt.show() # Displays the plot

པໝٔاހۄ ቟ሐٔاހہں ဋྑภฏا ཐڑߵࣂ .པໍٔاހۄۇ وڞ޾ߵر اހߚۚوذ ٩ޓ اހـݪߚۥ ௠௎ߵذج أداء ڞۼںࢤࢿ :59 Listing
቙ቌإ ୸୐ଽଜ ܗߡ ގ٢ - ጺጴߚۚوذ จ෪ਧਞوا اހٰٔدڑܽ اਛਗޭور ᅛᄷޭઓ࡚ ٔᇔᇒۛ཮أ - اހߚۚوذ ᆁᅬرིٔت ෡ෆٰڑ ڞߵز

اࣇ࣢ࣳߵذج. ۯޭار ٩ۇہܽ

اჱႚᆀᅬء ৓ৈཬ ڞٰۇޑۛ ๮๓اހ ܾۚه ا۰ᆁᅬٔع آހںٔت ߌۇݪߵن ،ٔጨጚౕހں౐واߌۇۼ য়ޭਁٔت ਛਗا اڞ޾ٔل ازدڑٔد ގ٢ .ఴੱاހߧہں
.ٔጨ጗وأގ ٔጨጚౕގ౐ߌ ހ޼ޑٔن ٔጨ጗٩ ๨๐٤ ਣਞ ቟቉ٔ޹ߧۄਣਞا
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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واਛਗߗ࿲ߚٰޭات automation ا௠௑ਦਞۇܽ ଺଩ۇཾۛم ݘޭہܽ ਛਗا ቟ሺ أڛߦޑܽ ADAS اঌঈظ٭ٌۿڮ ا۱݈ׅ׿܏ ۿໝٌׅ݈ة أ،ݗ܂ڮ
أو اހߧߵارئ ਣਞٔ཮ت ቟ሺ ቟ሃٔاހۇކۼ اހـݪہ܇ ގۉݺ اހߗ౐ౕގܽ، ෡ෆߗษ༆و اހߗٔڎޞ ਛਗߗཬٔۛة sensors

اਛਗߗٔر. ৓ৈཬ اઓ࡚۽ٔظ ቟ሺ اਛਗߗཬٔۛة
أڛߦޑܽ إଽଦٔء ৓ৈཬ ఉ௰࠙ࡂ computer science اઓ࡚ٔߌߵب ཬࡇࡗم ቟ሺ อૉٔل AI ᇐᆺׅܪݘصঔএا اၢဋჱოء
اހۼޭارات. واศ༆ٔذ اހہںٔڛٔت ގޓ اހۇٰࠇࠋ ގۉݺ اހ࿬ྟັي، ژჱႚᆀᅬٔء ًٔጨግ࿬ߏ ً ذჱႚء ੝ഋߧކڂ ጨᖈٔم أداء ٔጨ጗ݪ௠௄
ގ޾ޑޑܽ য়ޭਁٔت ౤ᎈጴ ܽཬັྜاހ ཬٔހںܽ ߏہჱ჊ت ڞۼۄںܽ Automotive Ethernet ا۱݈ثׅرات ಏ౹૩ૐ؂ إ
in- واހ۰୸ଢ଼ںܹ اਛਗٰࡇࡗގٔت وأڛߦޑܽ اᆁᅬۯܽ، ཬٔހںܽ اހჱ჊ގ୸୐ات ގۉݺ اހہںٔڛٔت ݘۉں۽ܽ ጺጴۇߧہںۼٔت
ጺጴۼںٔدة اፀጴౕزގܽ اހ޼ܨޑܽ sensor data اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت و۰णऎۼٔت ،fotainment.autonomous driving ܽ੐ഋاᆀᅬا
ۯںٔߌںܽ communication network اڞ޾ਣਞٔت ᅛᅉߏہ CAN Bus ੿ੱ໰ا۱ظ ۿصݘ٭ڮ ჌Ⴚ݀ز ۫٠ׅ،
اހہٰ޲ ٔጪྫྷٰژ ގ٢ اਛਗٰࡇࡗގٔت ࿲࿃ۂدل ܽ੐ഈو୸ଢ଼ހـݪਢਞا ౤ᎈጴݪߵڛٔت و଺଩ޑ܇ য়ޭਁٔت، ਛਗا ቟ሺ ଺ُ଩ۇཾۛم

ఉ௰ંੳي. ཮ٔߌߵب ቙ቌإ ིܽٔઓ࡚ا دون
ގۉݺ ،ٔணடٔإرߌ ڑࢱࢿ ๮๓اހ اހہںٔڛٔت ڛߵع ษ໹ۛد CAN ᅺᅬٔرߌ ᇦᇢޓ رᇔᆷࠃ ގُٰޭفِّ CAN ID ۿסُܞفِّ

اస఼ాޭك. ᅺᅬٔ཮ ഠ೾ۛษ༆ أو ܽཬັྜاހ ۯޭاءة
ߏہჱ჊ت ଺ଜۇཾۛم اᆀᅬي machine learning ቟ቌਧਞا ጺጴۇٰࠇࠋ اހ۽٩ޭںܽ اઓ࡚ۼߵل ۛ཮أ DL ا۱ס܂ث܏ ا۱ظסݸݼ
ᇔᆟںٔت ގޓ اᆁᅬۯںۼܽ ا௠௎ਦਞٔط ހۇٰࠇࠋ اހߧہۼٔت وގۇٰۛدة ގٰۼۛة neural networks ܽ੐ഈ٩޾ہߵ

.ᅛᅉاހߚہ رߌٔڎݺ ଺଩ކߗݺ ހۇཿކںݺ ཭ٔص წ჊ଽଣ ގ۽ںۛ وܾߵ اހہںٔڛٔت، ގޓ ݘہ୸୐ة
data pay- اހہںٔڛٔت ᅺᅬߵᇔᇂ ત်ދ ቙ቌإ ୸୐ଽଜ CAN ᅺᅬٔرߌ ቟ሺ ܘۼݺ DLC ا۱زثׅ،ׅت ݕݦل ৱ৤ر

.(8 ቙ቌإ 0 (ގޓ ഞ೾ٔژٔހہ ษૉۛداً ،load

ݘޭہܽ ਛਗا ଽ଩ܨں޴ اڞ޾ਣਞٔت ௠௄ݪّޓ protocol ݘߵߵل ࠠࡂوڞ DoIP ಏ౹૩૎،ওএا ޑ޳و؏ݦۉݦل ૩ૈໝ اལ۱݋ڙثܥ
ഞഈ୸ୟڑ إ ގۉݺ IP-based network ഞഈ୸ଢ଼ڛਢਞا ݘߵߵل ࠠࡂوڞ ৓ৈཬ ܽ௠ுٔۯ ᅛᅉߏہ ୸ୗཬ ڞࢱࢿ أن ގޓ

.Automotive Ethernet اހߗںٔرات
ᅛᅉߏہ ܜٰݺ ቙ቌإ ጨዤۛف cyberattack ܽ੐ഈا୸ୗاހߗں اணடܭޑٔت ގޓ ڛߵع DoS اߋਃٌۿڮ ਕྫ׳ ඞർݦم
malicious ܗہ࿥ۉܽ ੳંور ᅛᄷޭษༀ إ٤ંاۯܹ ڑޞ ߤޭ ٩ޓ ෡ෆ۰ۛጨጚߗਛਗا ਛਗߗۇཾۛގںܹ ގۇٔح ୸୐ཧ ڛߦٔم أو

.traffic

ݘޭہܽ ਛਗا دا཭ݺ ୸୐޹٫ embedded computer པႃۛގ ཮ٔߌߵب ECU ا۱ওএـ૩૎ۛو౹ুڮ ੿ੱ໰ا۱ظ وໟٌة
.ܽ੐೻ߵاணடا णࣾٔاހߵߌ أو ཐ໗ჱ჊ਛਗا أو اస఼ాޭك ގۉݺ ،෡ෆٰގ ڛߦٔم ቟ሺ ଎଀ಸ಩౳
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ᅺᅬߵᇔᇂ ᇦᇢޓ اހۇ࿯ہߪ ৓ৈཬ اހۼۛرة ཬۛم أو ܽ੐೻ٰߚߵاጺጴ ގۼںٔس ܾߵ اހߗںٔق، ܾۚا ቟ሺ Entropy ᇐᅾو૩૎،ওএا
቙ቌإ ୸୐ଽଜ أن ௠௄ݪޓ ቟ልو୸ଢ଼ڛਢਞا ቟ሺ ቝሧٔ۽ਛਗا ୸୐اހۇ٫ .ᅛᅉߏہ ᅺᅬٔߌภฏ data payload اހہںٔڛٔت

ษૉۇޑݺ. อซߵم
ذات رᇔᆷںܽ ގ౐཭ౕۛت وଽଦᏏٔء ڑݺ وษ༆ߵ اܗۇںٔر ᇔᆳކںܽ Feature Engineering ا૧ુঌঈات گصٌܽڮ
௠௎ߵذج ژߵاߌߧܽ ٔጨᖈاߌۇཾۛا ހںࢱࢿ raw data ا઒࡚ٔم اހہںٔڛٔت ގޓ (features (ގ୶୐ات ᅺᅲ޹

.machine learning model ቟ቌآ ڞٰࠇࠋ
neural network archi- ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ࿯࿃ںܽ ގޓ ڛߵع GRU اঌঈظଋ૰رة ا۱زݦا؉ׅت وໟٌة
ގޓ ݘ۽ٔءة ୸ୟأݘ ݘہۛڑݺ ଺ُଜۇཾۛم ގٔ وཧٔހۂً اހہںٔڛٔت، ଺଩ކߗݺ ހۇཿކںݺ ގ޾ޑދ tecture

.LSTM اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة ހߚہჱ჊ت ܽ੐അٔߗઓ࡚ا اހۄٔܘںܽ
ڛ۽߁ ቟ሺ ჱႚ୸ଢ଼ଽ଩ن ෡ෆގۇۇٔހںۇ ෡ෆرߌٔހۇ ෡ෆژ اਛਗۼٔس ๮๐ގพฏا ୸୐཭ٗاހۇ IAT ا۱ݦܪݦل ൒ഷ؉ ا۱ٮׅܪ۫ اඏ඀ۿ܄
اพฏގޓ ܾۚا ቟ሺ اހـݪہ୸୐ة اހۇ٫ں୸୐ات .(CAN ID ގُٰޭفِّ ڛ۽߁ اਛਗۉٔل, ߌ࿬ںݺ ৓ৈཬ) اਛਗُٰޭفِّ
jam- စ๽ߚߵ࿲اހ أو message injection اภฏߌٔڎݺ ܘۼޓ อซޑٔت ቙ቌإ ୸୐ଽ଩ أن ௠௄.mingݪޓ

ษༀۉًٔ network traffic ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ਛਗޭاۯہܽ ގ޾ޑދ ๮๐أގ ڛߦٔم IDS ዳዏ݈ལ۱ا ۉ݋ٖ ،ݗׅم
࿯࿉ہጨግٔت وਢਞ޹ۛار ጺጴߗںٔߌٔت، اჱႚٔጨጚᜃت أو malicious activities ܗہ࿥ۉܽ أଽଦߧܽ ٩ޓ

اଽଦਦਞߧܽ. ܾۚه ގۉݺ اݘ࿲ߚٔف ٩ۄۛ
୸ୗཬ data packets اހہںٔڛٔت ฆ෫م ހۇߵܜںܹ ۛཬاހۼߵا ގޓ اਦਞߌٔߌںܽ ܽཬޑߵూ఼సا IP ಏ౹૩૎،ওএا ޑ޳و؏ݦۉݦل
اހߗںٔرات ഞഈ୸ୟڑᏏو اހۇۼކںۛڑܽ اਛਗٰࡇࡗގٔت ڞݪۄߵހߵܜںٔ أڛߦޑܽ ގޓ წႚ ቟ሺ و଺ُଜۇཾۛم اހߚہჱ჊ت،

.ഠ೾ۛઓ࡚ا Automotive Ethernet

unsupervised ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ቟ቌآ ڞٰࠇࠋ ܗߵارزގںܽ Isolation Forest ا۱סܜل ໘ׅ؉ڮ
anomalies اހߚٔذة اਣਞٔઓ࡚ت णँۛษ༆ ቟ሺ ཭ٔص წ჊ଽଣ ᅺᅬٰٔ۰ machine learning

اހۄۼٔط ހٰޫل ًٔ੐೻٩ߚߵا اހہںٔڛٔت ڞۼߗࢤࢿ ڑޞ ߤޭ ٩ޓ اހہںٔڛٔت ቟ሺ (outliers اਛਗۇߧ۰ޭܽ (اހۼࢤࢿ
اހߚٔذة.

recurrent اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ގۇۼۛم ڛߵع LSTM اঌঈٌى ٠ܯ૩ુة ძუ؂ ݕݦ اჱოا୼ୡة
اހہںٔڛٔت، ގޓ ᅺᅲڑ ߤߵ ଺଩ކߗ౐ౕت ቟ሺ ا௠௎ਦਞٔط ڞٰࠇࠋ ৓ৈཬ ۯٔدر neural network (RNN)

اހߵۯٵ. ௠ோޭور ੝ഋݪߚۥ ๮๓اހ اਛਗޭا཮ݺ وގۇٰۛدة اਛਗٰۼۛة اணடܭޑٔت णँۛཿހۇ ގۉٔހںًٔ ᅶᅲٰอ໹ ٔᇦᇥ
algorithms ا઒࡚ߵارزގںٔت ഫ೾رणऎ ڑࢱࢿ ܘںٷ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގޓ ۰ޭع ML ᇐᆽঘএا ا۱ظסݸݼ
ਛਗ݀ޑܽ ཐ໐ັྩ წ჊ଽଣ ܽอૉ୸ୗގ ڞݪߵن أن دون ࿯࿉ہߪات ᇔᆳݺ أو ا௠௎ਦਞٔط อ໹ਢਞٔد اހہںٔڛٔت ৓ৈཬ

ގٰںۄܽ.
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cat- ڑܽ اހ۽ڷߵ اހہںٔڛٔت ڑݺ ހۇܩߵ ଺ُ଩ۇཾۛم ڞۼۄںܽ One-hot encoding ا۱݈ׅڈ܄ اໟগএׅدي ૧ુۿ૩૎۱ا
binary vector ቟ሃٔਗ਼എ ގۇܹྃ ޹ں٫ܽ ቙ቌإ ،CAN IDs ގ۰ِّޭُٰٔت ގۉݺ ،egorical data

.machine learning models ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ቟ሺ ፀጴౕߌۇཾۛام ގۄٔߌڂ رᇔᆷࠃ
ގޓ اހۇۼٔߤ݀ٔ ኢና ๮๓اހ data packets اހہںٔڛٔت ฆ෫م ৓ৈཬ ษ໹ۇߵي ގކۥ PCAP اߋ਄ܜم ا۱ظ٭ׅط
واހۇܩۼںۼٔت network analysis اހߚہჱ჊ت ހۇཿކںݺ ߏٔڎ٢ წ჊ଽଣ ଺ُଜۇཾۛم .ܽ੐അٔߌߵ཮ ᅛᅉߏہ

اਦਞގۄںܽ.
ഞഈ୸ୟڑ إ ގ٢ ଺ُଜۇཾۛم communication protocol اڞ޾ਣਞٔت ݘߵߵل ࠠࡂوڞ SOME/IP ޑ޳و؏ݦۉݦل
دا཭ݺ اఽ఼సۇކ۽ܽ واހۇߧہںۼٔت ࡼࢂࢆۛގٔت و଺ଜޑ܇ Automotive Ethernet اހߗںٔرات

اހہٰ޲. ٔጪྫྷٰژ ގ٢ ژٔހۇߵا޹ݺ ݘޭہܽ ਛਗا
machine learn- ቟ቌਧਞا اހۇٰࠇࠋ ގޓ ڛߵع Supervised Learning ย༅௅኱እاف اߋਃׅܨד ا۱ظסݸݼ
੐അٔڛٔت ގޓ წႚ ৓ৈཬ ษ༆ۇߵي dataset ੐അٔڛٔت ܽཬߵᇔ஫஥ ৓ৈཬ ௠௎ߵذج ഫ೾رणऎ ڑࢱࢿ ܘںٷ ing
،ٔணட ᅺᅲۼٔژਛਗا ܽཿاހ޾ܩں output labels اఽ఼సޭིٔت وގߗޑںٔت input data اਢਞد཭ٔل

.ٔጨጚ᛹رؤ ଺ଜہޞ ኢት णँིۛة ހہںٔڛٔت ژఽ఼సٔޭིٔت اހۇ࿯ہߪ ڞٰࠇࠋ ጨያۛف
৓ৈཬ ఉ௰࠙ࡂ machine learning ቟ቌਧਞا اހۇٰࠇࠋ ਣਞٔอૉت ގޓ อૉٔل TinyML اঌঈܯלܞّ ᇐᆽঘএا ا۱ظסݸݼ
٫ଽ଩ںކ݀ٔ ௠௄ݪޓ اހߵزن وܗ۽ں۽ܽ اހـݪ۽ٔءة ཬٔހںܽ AI models ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ٔذج ັພງو ڞߧߵ࠙ࡂ
଎଀ཿاހۇ و཮ۛة ގۉݺ ،resource-constrained hardware اਛਗߵارد ษૉۛودة أܜ݀ޫة ৓ৈཬ

ݘޭہܽ. ਛਗا ቟ሺ ECU ܽ੐ഈو୸ଢ଼ހـݪਢਞا
ጨዮ܋ Unsupervised Anomaly Detection ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱݋ׅذة اߋঔএׅ਄ت ۉ݋ٖ
اހߗࡇࡗك ௠௑ۉݺ ੐അٔڛٔت ৓ৈཬ ۰ۼߡ اࣇ࣢ࣳߵذج ഫ೾رणऎ ڑࢱࢿ ܘںٷ machine learning ቟ቌآ ڞٰࠇࠋ
ᅺᅬٔઓႈ ٔጨ጗٩ ಸದಀޭف ੐അٔڛٔت أي ษ໹ۛد ኢኖ اހߧہںٰںܽ ᅺᅬٔઓ࡚ا ܾۚه ܗ޾ٔڎ޴ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ .ఴੱاހߧہں

ษૉۇޑݺ. णँۛጨዱ أو anomaly ߏٔذة
secu- أގۄںܽ ڡ٫ޭة ଺ଜۇ٫ݺ cyberattack ቟ሐا୸ୗߌں อซߵم Zero-day attack ܪٮܞ ا۱ثݦم ඞർݦم
signature ڞߵۯں٢ أو د۰ٔع وܜߵد ཬۛم ๮๐ٰڑ ٔᇦᇥ ߌٔژۼًٔ، ގٰޭو۰ܽ ୸୐ཧ rity vulnerability

اݘ࿲ߚ۰ܹٔ. وۯٵ ጺጴ݀ܭߵم ษૉۛد
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8 ؉ׅب
اལ݈ঌঈ݋סܞات গএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء
౬ׅ؂ুڮ ૧ુا۱ٮ اগএ،ݗ܂ڮ ᇐᆫ ا۱زثׅ،ׅت وெுܽۿڮ

ا۱݈ث૩ૈا౹ুڮ
ۿ٭ٌۿڮ

اހۇݪۄߵހߵܜںٔ ܜߵܾޭ Cyber-Physical Systems (CPS) ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ڞُٰۛ
৓ৈཬ اਦਞڛߦޑܽ ܾۚه ڞٰۇޑۛ اހ޾ۄ٩ٔںܽ. ଎଀ཿاހۇ أڛߦޑܽ ቙ቌإ اހۼںٔدة ܽ੐ഋذا اހߗںٔرات ގޓ ،ܽ੟೾ۛઓ࡚ا
ڑܽ ྦྷັور اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت ߌ౐ౕގܽ ۰ٓن ᆀᅬا، ގٰܹ. واހۇ۽ཬٔݺ اਛਗٔدي ኢትٰٔاހ ހ۽݀ދ اਛਗߗ࿲ߚٰޭات
اހٰߵاۯڂ ڞݪߵن ۰ۼۛ اހہںٔڛٔت، ጨያۚه اހۇ٩ౕ౐ڂ ގޓ ጨᖈٔܜދ ௠௑ݪޓ إذا واਛਗߵڡߵق. اਧਞގޓ ހ࿲ߚ٫ںކ݀ٔ
ܾۚا ଺ଜۇݪߚۥ ގٔدي. ྦྷັر أو اހۄߦٔم، ۰ߚݺ أو ،ܽཿںษว ୸୐ཧ ۯޭارات ቙ቌإ ڑߪدي ٔᇦᇥ ،ܽ੐എرჱႚ
ਲਭੂٔڑܽ Artificial Intelligence (AI) ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء اߌۇཾۛام ௠௄ݪۄۄٔ ݘںۥ اހ۽޾ݺ
ذات واހۇۼۄںٔت اހہںٔڛٔت ގ޾ٔدر وਗ਼ഈٔۯ߄ اހߚٔڎٰܽ، اணடܭޑٔت ߌۄۛرس ڑܽ. اઓ࡚ںߵ اਛਗߗ࿲ߚٰޭات ܾۚه
اހۇཿۛڑٔت ۰݀ދ ቟ሺ ا࿥ྐྵภฏߗںܽ اހۇٰࠇࠋ أܾۛاف ൾ൰േۉݺ اਛਗߗ࿲ߚٰޭات. ߌ౐ౕގܽ ਛਗޭاۯہܽ ᇔᆳކںܽ أداة ๮๐࿬࿆و ،ᅺᅲاހ޾
اݘ࿲ߚٔف ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ௠௄ݪޓ ݘںۥ وڞٰࠇࠋ ،ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ቟ሺ اހ۽णँޭة اਦਞގۄںܽ
ڛߦٔم إߏٔرات ا౽ಸ಩ٔل ٩ޓ ጺጴـݪߚۥ ᇔᆳކںܽ ᅺლ჊ގߚ ৓ৈཬ اਛਗ۽ܾٔࢤࢿ ܾۚه وڞߧہںޞ اਛਗߗ࿲ߚٰޭات، ߏۚوذ

.GPS spoofing اހਛਗٰٔࠃ اਛਗߵاۯ٢ णँۛษ༆
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ا۱݈ث૩ૈا౹ুڮ ౬ׅ؂ুڮ ૧ુا۱ٮ اগএ،ݗ܂ڮ ᇐᆫ اལ݈ঌঈ݋סܞات ؂ׅᅅᄳڮ :ძ။ျ݋ঌঈا 1 .8
ގۉݺ ᅺᅲߗۇۼਛਗا اਦਞڛߦޑܽ ቟ሺ اਛਗߗ࿲ߚٰޭات ޷ۛ اணடܭޑٔت وގߵاܜ݀ܽ ݘߚۥ ܾߵ ແྜ࿥ྐྵภฏا اணடۛف
Cyber- ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ቙ቌإ ژਢਞٔ޷۰ٔܽ اހۼںٔدة، ܽ੐ഋذا واހߗںٔرات ߤںٔر णईون اހߧٔࠖࡂات
اਛਗߵڡߵۯܽ اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت ڞٰۛ اހہ࿥ڷٔت، ܾۚه ቟ሺ اจ෪ਦਞى. Physical Systems (CPS)
པໍٔ੝ഈ ቙ቌإ ࡼࢂࢆߧޭ اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت ڑٰޭض اᆀᅬي ཐၟٔاހۄ اணடܭߵم ڑߪدي أن ௠௄ݪޓ ጺጴߗ౐ౕގܽ. ܽᇦᇗٔ཮

ܗߧ୸୐ة.

ا۱݈ث૩ૈا౹ুڮ ౬ׅ؂ুڮ ૧ુا۱ٮ اগএ،ݗ܂ڮ 1 .1 .8
ا઒࡚ߵارزގںٔت ෡ෆژ ٢ᇔགྷ༢ ڛߦٔم ܾߵ (Cyber-Physical System (CPS)) ᇐᆁا૩ૈا۱݈ث ᇐᅴׅ؂ ૧ુا۱ٮ ا۱صݗׅم
቟ቐو .ٔጨግ۰ ଎଀ಸ಩ಀو اਛਗٔدڑܽ اހٰޑކںٔت اਦਞڛߦޑܽ ܾۚه ࠦࡂاۯڂ .[45] اਛਗٔدڑܽ واၗਗݪߵڛٔت ܽ੐അٔߌߵઓ࡚ا
اހٰޑކںٔت ৓ৈཬ اਛਗٔدڑܽ اจ෯ਢਞاءات ڞߪࠩࡂ ܘںٷ feedback loops اภฏاܜٰܽ اހۇ٫ۚڑܽ ཮ކۼٔت ଺଩ۇཾۛم
ౘፀጴڛߦޑܽ اހߚٔڎٰܽ ᅺᅲގۉਦਞا ଽ଩ޑݺ اਛਗٔدڑܽ. اจ෯ਢਞاءات ৓ৈཬ णईورܾٔ ܽ੐അٔߗઓ࡚ا اހٰޑކںٔت وڞߪࠩࡂ ،ܽ੐അٔߗઓ࡚ا
،(ICS) اހ޾ۄ٩ٔںܽ ଎଀ཿاހۇ وأڛߦޑܽ ،ܽ੐ഋوژߵภฏا واਦਞڛߦޑܽ اᆀᅬݘںܽ، اހߚہჱ჊ت ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽
ًٔ۰ܾۛ อ໹ٰކ݀ٔ واਛਗٔدي اᇔᆷภฏࠃ ෡ෆਛਗٰٔاހ ෡ෆژ اހߵ੐എޞ اހ୸ଢ଼اژߡ إن .ᅺᅲߗۇۼਛਗا য়ޭਁٔت ਛਗوا اހߧہںܽ، واਦਞܜ݀ޫة

.෡ෆᇔᇆٔ݀౤ᎈጴ णँޭ۰اً
ا۱݋ׅ׿סڮ اଔଐڞ܂ׅت 2 .1 .8

٫ଽ଩ںކ݀ٔ. ހۇٰߧںݺ ߤޭق ژٰۛة ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ގߗ࿲ߚٰޭات اߌጨጚۛاف ෡ෆᇔᇆٔ݀౤ᎈጴ ௠௄ݪޓ
اހہںٔڛٔت. وܘۼޓ اਛਗߗ࿲ߚٰޭات إߏٔرات ا౽ಸ಩ٔل ٔᇔᇒ ًٔཬߏںߵ اހߧޭق ୸ୟأݘ ގޓ ا࿯࿌ۇٔن

อซߵم ܾߵ (Sensor spoofing) اལ݈ঌঈ݋סܞات إׅ݀رات ا఩చ௮ׅل اལ݈ঌঈ݋סܞات إׅ݀رات ا఩చ௮ׅل
ፈጴढई اހۼںٔم ௠௄ݪޓ اހۄߦٔم. ހۇ޼ކںݺ ގߗ࿲ߚٰޭ ቙ቌإ ᅺᅬ ّۛ׬ ގُٰ أو ཭ٔߤڷܽ ੐അٔڛٔت ٫੝അۚڑܽ ဋྮ઒࡚ا ۰ںܹ ڑۼߵم
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ رᇔᆷںًٔ. اހہںٔڛٔت ۰णऎޞ ୸୐ڞ٫ں ڑޞ ߤޭ ٩ޓ أو ًٔမގٔد ઀ੳڑ۽ܽ إߏٔرات ڞߵހںۛ ڑޞ ߤޭ ٩ޓ
ศૉۇކۥ ގߵۯ٢ ቟ሺ ٔጨዮأ ڞٰۇۼۛ اހۼںٔدة ܽ੐ഋذا ߌںٔرة ગٰ࡚ݺ ઀ੳڑ۽ܽ GPS إߏٔرات إرߌٔل ਛਗ݀ٔܜދ ௠௄ݪޓ
٩ۼۂت إܗ۽ٔء أو "وᇔᇒںܽ" ٩ۼۂت ଽଦਢਞٔء إގٔ LIDAR ࿬࿃ںٔڛٔت اހۇ٩ౕ౐ڂ ܾߵ จ෪آ ގۉٔل .[?]

ݘޭہܽ. ਛਗا ቟ሺ اਢਞدراك ڛߦٔم ٩ޓ ܘۼںۼںܽ
۰णऎޞ ቟ሺ ޷ٔرة ੐അٔڛٔت إد཭ٔل (Data injection) ا۱زثׅ،ׅت ډ٭܄ ੝೾޼ޑޓ ا۱زثׅ،ׅت ډ٭܄
ا୸ଢ଼཭اۯ݀ٔ ኢና ๮๓اހ اၗਗݪߵڛٔت أو ܽཬྟັوਛਗا اހߵاܜ݀ٔت اணடܭߵم ܾۚا ଺ଜۇ٫ݺ ގٔ ཧٔހۂً اހۄߦٔم. ੐അٔڛٔت
ۯޭاءات ܘۼޓ ގۉݺ ଺ଣںߧًٔ ܾۚا ڑݪߵن ۯۛ اހۄߦٔم. ۰ߚݺ أو ษวں܇ ୸୐ཧ ߌࡇࡗك ቟ሺ ࿲ጺጴߗ࿬ڂ ގߗہۼًٔ
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ގۉݺ ގٰۼۛاً أو اઓ࡚ޭارة، درིܽ ارڞ۽ٔع ቟ሺ ࿲ጺጴߗ࿬ڂ ޹ۄ٩ٔںܽ ଎଀ษ༆ و཮ۛة ቟ሺ ཭ٔߤڷܽ จ෫ارة درིܽ
ܜ݀ٔز. ৓ৈཬ ጺጴߗںߧޭة command injection ંੳواਦਞا ܘۼޓ

اལ݈ঌঈ݋סܞات ౶ুׅ،ׅت ا۱زثׅ،ׅت: ۿܯׅدر 2 .8
اހہںٔڛٔت ڞٰޑݺ .ٔጨጚڷ࿥࿃ ਢਞدراك اਛਗߗ࿲ߚٰޭات ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ଺଩ۇཾۛم

اணடܭޑٔت. ٩ޓ ጺጴـݪߚۥ ჴႚߌٔس ،ၷٰ࡚ٔਛਗا أو ا઒࡚ٔم ٔ݀Ⴜ჊ߏ ቟ሺ ߌߵاء اਛਗߗ࿲ߚٰޭات، ܾۚه ގޓ

وۿסׅߋਈڮ) (ໞׅم اம஭னظ۷ٮڮ اལ݈ঌঈ݋סܞات ౶ুׅ،ׅت 1 .2 .8
اހۄߦٔم. ހ࿲ߚ٫ںݺ ܽᇦᇗٔ཮ ୸ୗڞٰۇ णँޭ۰ة ੐അٔڛٔت ۰णऎۼٔت اఽ఼సۇކ۽ܽ اਛਗߗ࿲ߚٰޭات ڞߵ۰ޭ

اਛਗߗ࿲ߚٰޭات ܾۚه ڞߵ۰ޭ :(ᇐᆄاჱოا ؉۱ׅ٭ܯݦر ا۱٭ثׅس وໟٌة (ۿ܄ واߋ૩ુᚺਈوܽۛݦب اལ۱݈ׅرع ۿ٭ثׅس •
اހۄߦٔم ᅛᄷจ෫ ހۇۼۛ࠙ࡂ ڑٔن ྦྷັور أੳંان ٔᇔᇒو ڑܽ، اพฏاو ܽཬັྜواހ ا઒࡚ߧࠃ اހ࿲ߗٔرع ٩ޓ ੐അٔڛٔت

.ܹܾٔอ༆وا
ڛۼߧںܽ ษ௣ٔژٔت LIDAR ގߗ࿲ߚٰޭات ᆁᅬڞߵ اঌঈٌى): وක๷ٌࡲ࢔ ا۱ܭݦء ך܄ (ا۱ـۛ݋ٖ ۱ثٌار •
اਦਞܜߗٔم، واݘ࿲ߚٔف ا઒࡚ޭاڎߡ، ဋྑر ቟ሺ اހہںٔڛٔت ܾۚه ଺ُ଩ۇཾۛم اస఼ాںߧܽ. ጺጴہ࿥ڷܽ اਦਞژٰٔد ܽ੐എౕ౐ڡ

ིۛاً. ݘہ୸୐ة ا઒࡚ٔم LIDAR ੐അٔڛٔت ڞݪߵن ގٔ ཧٔހۂً .ܽ཮ౕ౐ਛਗوا
أۯݺ وܾߵ اภฏادڑߵ. ގߵིٔت ژٔߌۇཾۛام ٔጨጚو٩ັྑ اਦਞܜߗٔم Radar اภฏادار ڑݪ࿲ߚۥ اඑ඀ادار: •
ގߗ࿲ߚٰޭاً ᅶᅲٰอ໹ ٔᇦᇥ واހჱ჊ގ୸୐ات، ژጺጴٔںۛار ގۼٔرڛܽ اހ޼ۂب أو اਛਗߧޭ ގۉݺ ڑܽ اગ࡚ߵ ژٔހߦޭوف ً ڞٗࠩࡂا

اހۇݪںࡢࡸ. ܽཬັྜاހ ࿴࿉ہ࿥ٵ ڛߦٔم ގۉݺ ހߵߣٔڎۥ ގߵڡߵۯًٔ
৓ৈཬ ጺጴۇٰޭف اހہںٔڛٔت ܾۚه ଺ُ଩ۇཾۛم ٤ۄںܽ. و۰ںۛڑߵ ޹ߵر ੐അٔڛٔت اހჱ჊ގ୸୐ات ڞߵ۰ޭ اၢျ۱ۿ૩ુا: •

اਛਗޭور. إߏٔرات وۯޭاءة اਛਗߗٔرات، واݘ࿲ߚٔف اਦਞߏںٔء،
ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ቟ሺ ߏٔڎٰܽ ܾۚه وا۱ظ١ٌ܏: وا۱ܭלݒ اߋ਄ܞارة در໣ڮ ۿལ݈݋סܞات •

اਧਞގۄܽ. اހ࿲ߚ٫ںݺ ୸୐ގٰٔڑ وᇦᇢٔن اਛਗٔدڑܽ اހߦޭوف ਛਗޭاۯہܽ واހہ࿥ڷںܽ اހ޾ۄ٩ٔںܽ
NMEA GPS ெுඞ୔ت 2 .2 .8

ፀጴౕڞ޾ٔل ގٰںٔر ܾߵ NMEA (National Marine Electronics Association) ࿯࿉ߗںޞ
اߌۇۼۂل أܜ݀ޫة ۯہݺ ގޓ واߌ٢ ڛߧٔق ৓ৈཬ ا٩ۇޑٔده ኢና وހـݪۄܹ ڑܽ، اހہܩޭ ܽ੐ഈو୸ଢ଼ހـݪਢਞا اਦਞܜ݀ޫة ෡ෆژ
وܗߡ اހٰޭض (ܗߡ اਛਗߵۯ٢ ގٰࡇࡗގٔت ศ༆ُޭج ᇔᇆݺ ৓ৈཬ GPS NMEA ౐อ௣ౕت ษ༆ۇߵي .GPS
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اހߗ౐ౕྃت ܾۚه ୸୐ڞ٫ں ቙ቌإ GPS إߏٔرات ا౽ಸ಩ٔل อซޑٔت ጨዱۛف واހߵۯٵ. ،ܽཬັྜواހ اހߧߵل)،
཭ٔߤࠁ. وۯٵ أو ގߵۯ٢ ٩ޓ ౔ፀጴژ౐ౕغ

(IMU) ᇐᆄاჱოا ؉۱ׅ٭ܯݦر ا۱٭ثׅس وໟٌة ٠ܞاءات 3 .2 .8
ܜ݀ٔز ቟ቐ (Inertial Measurement Unit (IMU)) ᇐᆄاჱოا ؉۱ׅ٭ܯݦر ا۱٭ثׅس وໟٌة
.ແྜ࿥٫ۄٔߤਛਗا ᅶᅬٔอૉ ًٔဣٔوأܘں اพฏاوي، واਛਗٰۛل ،ဋྜࡼࢂࢋ اހۄߵ٩ںܽ اހۼߵة ٩ޓ و੗೾ކٝ ڑۼ࿥߁ ቟ሐو୸ଢ଼إހـݪ
و཮ۛات ୸ୗڞٰۇ .ፈጴढई ጺጴۼںٔم ا٫ਛਗۄٔߤ࿥ߗںܽ وގۼ࿥ྼٔ߁ وا୸୐ᝉગ࡚وߌݪߵژٔت، اހ࿲ߗٔرع، ގۼ࿥ྼٔ߁ ଺ଜۇཾۛم
቟ቌٔઓ࡚ا اਛਗߵۯ٢ ษ༆ߗڂ ๮๓واހ ،dead reckoning ڑܽ اހۇۼۛ࠙ࡂ ܽ཮ౕ౐ਛਗا ଺଩ޑ߽ ހۇۼۄںܽ ܽᇦᇗٔ཮ IMU

اހߵۯٵ. ௠ோޭور اਛਗۼۛرة أو اਛਗٰޭو۰ܽ اހཬັྜٔت ৓ৈཬ ً ਗ਼അٔء ܹ௠௄ۛوڞۼ ގߗہۼًٔ ษૉۛد ގߵۯ٢ ژٔߌۇཾۛام ጺጴۄߦٔم
୸୐ཧ GPS إߏٔرات ڞݪߵن ٩ۄۛގٔ ཭ٔ޹ܽ ڑܽ، اހۼߵ ܽ཮ౕ౐౤ᎈጴ ڑܽ ྦྷັور IMU و཮ۛات อ໹ٰݺ ܾۚا

ގߵڡߵۯܽ. ୸୐ཧ أو ގۇߵ۰ޭة

اၢဋׅய஭னة اଔଐڞݦم آׅؒر 4 .2 .8
ڛٔدرة ڞݪߵن ގٔ ཧٔހۂً ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ৓ৈཬ اઓ࡚ۼںࡡࡸ ኢትٰٔاހ ቟ሺ اணடܭߵم ੐അٔڛٔت ਦਞن ڛߦޭاً
آׅؒر ௠௑ۉݺ ا޹ߧۄ٩ٔںًٔ. اਛਗߵᆁᅬة اހہںٔڛٔت ގۇச୿ر წ჊ଽଣ اހۂܘۉߵن ଺ଜۇཾۛم ،ٔጨግކཬ اઓ࡚޾ߵل ڑ޾ٰڂ و
أو اਛਗߗ࿲ߚٰޭات إߏٔرات ا౽ಸ಩ٔل อซޑٔت ܾۚه (simulated attack traces) اၢဋׅய஭னة اଔଐڞݦم
ܽ௠ுٔاހۼ اހߚۚوذ ݘߚۥ ௠௎ٔذج واܗۇۂر ഫ೾ހۇۛر ݘہ୸୐ة ۯںޑܽ ذات ቟ቐو اހߚٔڎٰܽ. اހہںٔڛٔت ܘۼޓ

ጺጴޭۯٔژܽ. ཭ٔ޷ٰܽ ࿥࿃ڷܽ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ৓ৈཬ

ا۱݈ث૩ૈا౹ুڮ ౬ׅ؂ুڮ ૧ુا۱ٮ اগএ،ݗ܂ڮ গএۿ܄ اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 3 .8
اਦਞڛߦޑܽ وأގޓ ᅺᅲߗۇۼਛਗا اਦਞڛߦޑܽ ቟ሺ ጺጴہܩٷ اހۄߧٔق واߌٰܽ اހٰٔގܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ णँٰۛاހ ੝ഋߵ۰ޭ
اހߵߌٔڎߡ وގۇٰۛدة ގ୶ଢ଼اގۄܽ ގߗ࿲ߚٰޭات ੐അٔڛٔت ܾۚه اހہںٔڛٔت ᇔ஫஥ߵཬٔت ڞߵ۰ޭ .ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽

اਦਞގٔن. ܗߵارزގںٔت واܗۇۂر ހۇߧߵ࠙ࡂ وގۉٔހںܽ
቟ሺ ٔጨዱۯںٔد ኢና ߌںٔرة ގޓ ݘہ୸୐ة ੐അٔڛٔت ܽཬߵᇔ஫஥ RobotCar: Oxford ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
اఽ఼సۇކ۽ܽ. ڑܽ اગ࡚ߵ اހߦޭوف ގޓ णँٰۛاހ ቟ሺ ჱႚގݺ ཬٔم ގۛار ৓ৈཬ اਛਗۇཿۛة، ᅛᅉޑކـਛਗا أݘߗ۽ߵرد،
،IMU و ،GPS و ،LIDAR و ڑߵ، ୸୐ߌۇ ჱႚގ୸୐ات ގޓ ގ୶ଢ଼اގۄܽ ੐അٔڛٔت ੝ഋ޼ޑޓ ቟ቐو

.[49] اਛਗߗ࿲ߚٰޭات པႃد ษༀਦਞٔث ᇦᇥۇٔزة อ໹ٰކ݀ٔ ٔᇦᇥ
ܽ੐അٔߌߵઓ࡚ا ڑܽ اภฏؤ ਛਗ݀ٔم ڑܽ اਛਗٰںٔر اਛਗۼٔرڛܽ ੐അٔڛٔت ގޓ ߏٔڎٰܽ ܽཬߵᇔ஫஥ KITTI: ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
ܽ੐എౕ౐ڡ ਗ਼೻ჱႚٔت واݘ࿲ߚ۰ٔٔت ژྮັي، و۰णऎޞ ڑߵ، ୸୐ߌۇ ޹ߵر ੝ഋ޼ޑޓ ቟ቐو .ܽ੐ഋاᆀᅬا اހۼںٔدة ቟ሺ
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اހ٫ۄںܽ اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت أن ਣਞإ اਢਞدراك، ৓ৈཬ ܾٔ୶୐ࠦࡂݘ ގޓ ا٤ภฏދ ৓ৈཬ .णँޫਛਗوا اਦਞژٰٔد،
.[30] ๮๐ގਦਞا ጺጴۇཿކںݺ ގ۽ںۛة ٔጨያ

وߌۄ۰ٔ٫ߵرة. ژߵߌߧޓ ގޓ اހۄߧٔق واߌٰܽ ܽ੐ഋذا ۯںٔدة ੐അٔڛٔت ܽཬߵᇔ஫஥ NuScenes: ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
اਛਗߗ࿲ߚٰޭات: ގޓ ᅺᅲގჱႚ ܽཬߵᇔ஫஥ ގޓ ੐അٔڛٔت وڞߵ۰ޭ ਗ਼೻ჱ჊ጺጴٔت اਦਞژٰٔد ܽ੐എౕ౐ڡ ษૉںߧܽ ژ޾ۄٔدڑޞ ୶୐ൾ൰േ

.[11] IMU و ،GPS و ،LIDAR 1 رادارات، 5 ჱႚގ୸୐ات، 6
ܗ޾ںً޾ٔ إଽଦٔؤܾٔ ኢና ੐അٔڛٔت ܽཬߵᇔ஫஥ Spoofing: GPS A&M Texas ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
ڞٰޭ޷ٵ ܘۼںۼںܽ GPS ੐അٔڛٔت ৓ৈཬ ษ༆ۇߵي .GPS إߏٔرات ا౽ಸ಩ٔل ٩ޓ اހـݪߚۥ ቟ሺ ጺጴہܩٷ
.[?] اހـݪߚۥ ܗߵارزގںٔت ހۇۼںࢤࢿ ܽษลوا ܽ੐ഈގںۛا ܘۼںۼܽ ڑߵ۰ޭ ٔᇦᇥ ษૉۼߵڛܽ، ا౽ಸ಩ٔل ணடܭޑٔت

ގۄ޾ܽ ގޓ ੐അٔڛٔت ܽཬߵᇔ஫஥ Treatment): Water (Secure SWaT ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
اހٰޑކںٔت و੐അٔڛٔت ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ੝ഋ޼ޑޓ اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ቟ሺ ቟቉ٔ޹ۄ ଎଀ษ༆ ހۄߦٔم اܗۇۂر
ۯںޑًٔ ގߵرداً อ໹ٰކ݀ٔ ٔᇦᇥ اఽ఼సۇކ۽ܽ، اணடܭߵم ڑߵܾٔت وߌ࿥ۄٔر اހٰٔدي اހ࿲ߚ٫ںݺ ގޓ წႚ ގޓ اਛਗٔدڑܽ

.[51] اހ޾ۄ٩ٔںܽ ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ أގޓ ษༀਦਞٔث

اལ݈ঌঈ݋סܞات ౶ুׅ،ׅت ெு݈۱ۿڮ ا۱ס܂ث܏ وا۱ظסݸݼ ᇐᆽঘএا ا۱ظסݸݼ ا۱ظ٭صثׅت: 4 .8
(deep learning (DL)) اހٰޑںޞ واހۇٰࠇࠋ (Machine learning (ML)) ቟ቌਧਞا اހۇٰࠇࠋ ڑۼۛم
ணடۚه ௠௄ݪޓ .ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ቟ሺ اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت ߌ౐ౕގܽ ހ޼ޑٔن ڑܽ ۯߵ أدوات
቙ቌإ ୸୐ଽ଩ ๮๓اހ اᆁᅬۯںۼܽ اษ༃ਣਞޭا۰ٔت णँۛษ༆و اఽ఼సۇކ۽ܽ اਛਗߗ࿲ߚٰޭات ෡ෆژ اਛਗٰۼۛة اހ౐ٰౕۯٔت ڞٰࠇࠋ اހۇۼۄںٔت

อซߵم. وܜߵد

اལ݈ঌঈ݋סܞات ໅࿴ࡹ࢔ ا۱݋ًوذ ۉ݋ٖ 1 .4 .8
،IMU و ،GPS اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ܽཬوގۇۄߵ ގۇٰۛدة ގߗ࿲ߚٰޭات ގޓ اހہںٔڛٔت ڑۼܽ اހߧޭ ܾۚه ٢ᇔགྷ༯
౐཭ౕل ގޓ اணடܭޑٔت ٩ޓ اހـݪߚۥ ڑࢱࢿ اހۄߦٔم. ᅺᅬٔઓ࡚ ਣًਞٔواݘۇޑ ۯߵة ୸ୟأݘ ۰݀ދ ଽଦਢਞٔء واހჱ჊ގ୸୐ا)
أژކٝ إذا اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ཬٔدةً. ࠦࡂ੗ഋߡ أن อ໹ڂ ๮๓اހ اਛਗߗ࿲ߚٰޭات ۯޭاءات ෡ෆژ اހۇۄٔۯ޼ٔت إอ໹ٔد
଺଩ٔرع أي ٔጨያ ا઒࡚ٔ޹ܽ IMU و཮ۛة ڞߦ݀ޭ ኢት وހـݪޓ ގ۽ٔܜڷܽ ཬٔހںܽ ܽཬັྑ ٩ޓ ݘޭہܽ ౤ᎈጴ GPS ڛߦٔم

۰ںܹ. ٩ߧݺ أو GPS ڛߦٔم ৓ৈཬ อซߵم ቙ቌإ ژۼߵة ୸୐ଽଜ اਣਞܗۇ౐ౕف ܾۚا ۰ٓن ގۼٔژݺ،

.[36] ጺጴۇۼۛ࠙ࡂ ڑܽ ۯߵ ڑٔ޷ںܽ ر ܗߵارزގںܽ ܾߵ (Kalman Filter) ঌঈၢဋׅن ແ਴৳৤ ঌঈၢဋׅن කୗ৳৤ׅت
وأܗߧٔء ޷ߵ޷ٔء ৓ৈཬ ษ༆ۇߵي ๮๓واހ اހߵۯٵ، ௠ோޭور ٔጨጚౕܘߦ౐ގ ڑࢱࢿ ๮๓اހ اހۼںٔߌٔت ގޓ ᅺᅲߌކߗ ۚ཭ٗڑ
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ۛ཮وا ۯںٔس ٩ޓ ܽอ༆ٔاހۄ ፲፞ڞ ގޓ دۯܽ ୸ୟأݘ ڞݪߵن اਛਗٰޭو۰ܽ ୸୐ཧ ౤ᎈጴۇ୸୐٫ات ڞۼۛ࠙ࡂات و࿯ྼۇ܋ أจ෪ى،
ގ٢ اހ۽ٰކںܽ، واހۼںٔߌٔت اހۄߦٔم ௠௎ߵذج ގޓ اހۇ࿯ہߪات ෡ෆژ ٢ੂਸ਼ਭا ౐཭ౕل ގޓ ፈጴذ ษ໹ۼޞ ௠ோ۽ޭده.

ژ೰ೢᖹٔޭار. ڛ۽ߗܹ ڞ޾ܩں܇

اހ޼ߵ޷ٔء ގ٢ اހۇٰٔގݺ ਛਗჱႚٔن ཐૃޭਛਗ ௠௄ݪޓ ࿥࿃ۄޑٔ ا۱ס܂ث܏ ا۱ظסݸݼ أو ᇐᅴׅا۱ظ۷٭ ૩ુ݋ٮལ۱ا ؉׈ڍڱܜة ۿסܜز
ڞٰۼںۛاً. ୸ୟݘਦਞا اހߚٔذة اਣਞٔઓ࡚ت اݘ࿲ߚٔف ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳٔذج ௠௄ݪޓ ،ແྑٔأߌ ڞۼۛ࠙ࡂ ኢኆۛوڞۼ
أو Autoencoder ቟ሃٔاހۇކۼ ୸୐ߚ۽࿲اހ ܜ݀ٔز ގۉݺ ቟቉ٔا޹ߧۄ ذჱႚء ࣇ࣢ࣳߵذج ௠௄ݪޓ ،቟ቌوਦਞا པႃᆁᅬا ژٰۛ
اᆁᅬۯںۼܽ اษ༃ਣਞޭا۰ٔت اݘ࿲ߚٔف ፈጴذ ژٰۛ ௠௄ݪۄܹ .པႃۛਛਗا ౤ᎈጴߗ࿲ߚٰޭ "اހߧہںٰںܽ" ᅺᅬٔઓ࡚ا ڞٰࠇࠋ LSTM

.ۛཬاހۼߵا ৓ৈཬ ܽ௠ுٔاހۼ اހ࿬ߗںߧܽ اހ۽ܩߵ޹ٔت ڑޞ ߤޭ ٩ޓ اݘ࿲ߚ۰ٔ݀ٔ ڑࢱࢿ ਣਞ ۯۛ ๮๓اހ

ا۱ݦׅܽ׿ݒ ۿظסٌد ا۱ס܂ث܏ ໅࿴ჲოا 2 .4 .8
ގޓ ގۂྔັة اހہںٔڛٔت པႃود ܽગٰ࡚ٔਛਗ وا཮ۛة deep learning ᇔᆳںޞ ڞٰࠇࠋ ࿯࿃ںܽ اހጨ጗܋ ܾۚا ଺ଜۇཾۛم
اพฏގۄںܽ. ጺጴߗ౐ౕߌݺ اᇔᆷภฏںܽ واހہںٔڛٔت اހۄۼߧںܽ، واހߗܩڂ اހ޾ߵر، ގۉݺ اਛਗߗ࿲ߚٰޭات، ގޓ ศૉۇކ۽ܽ أڛߵاع
.[?] ܽཬۇۄߵਛਗا اހہںٔڛٔت ۰णऎۼٔت ෡ෆژ ا઒࡚ߧںܽ ୸୐ཧو اਛਗٰۼۛة اਣਞر੗ഋٔߤٔت ੝അٰࠇࠋ ጺጴۄޑߵذج ଺ଜޑ܇ وܾۚا
اހߚہჱ჊ت ގۉݺ اހہںٔڛٔت، أڛߵاع ގޓ ڛߵع წ჊ހ ގۇܨ޾޾ܽ ߤہۼٔت اހۇۼۄںܽ ܾۚه ଺଩ۇཾۛم ގٔ ཧٔހۂً
ހہںٔڛٔت (LSTM) اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة وߏہჱ჊ت ጺጴ޾ߵر (CNNs) اހۇ۰ౕ౐ں۽ںܽ اހٰ޾࿬ںܽ
،(ٔ݀อૉد) اਛਗۇܨ޾޾ܽ اހߧہۼٔت ܾۚه ގޓ اఽ఼సޭིٔت པႃد ڑࢱࢿ ኢኖ .IMU و཮ۛة ގޓ اพฏގۄںܽ اހߗ౐ౕߌݺ
ގޓ attention mechanisms ا࿲࿆ਣਞۂه أو concatenation اހ࿲ߗކߗݺ آހںٔت ژٔߌۇཾۛام ཧٔހۂً
أو ጺጴۇ޾࿯ںۥ ܽ੐೻ٔጨዮ ߤہۼܽ ቙ቌإ واހߚٔގݺ اހ۽ޭدي اࣇࣥࣳۉںݺ ܾۚا ڞ٫ۚڑܽ ڑࢱࢿ ኢኖ .Transformer ௠௎ٔذج

اހߚۚوذ. ݘߚۥ

اওএډܯ౬ׅুڮ) (ا۱ׅܽগএث׳ اঌঈظݘܞ١ڮ ا۱٭ࠕ࠰ ۉ݋ٖ 3 .4 .8
اހ۽ޭدڑܽ اਛਗߗ࿲ߚٰޭات ۯޭاءات णँۛษ༆ ৓ৈཬ Outlier detection اਛਗۇߧ۰ޭܽ اހۼࢤࢿ ݘߚۥ ߤޭق ఉ௰ࠦࡂ

اހߧہںٰںܽ. ୸୐ཧو اਛਗ۽ٔܜڷܽ ا཮ਦਞۛاث ਣਞހۇۼٔط ގ۽ںۛة ܾۚه اހہںٔڛٔت. ژۼںܽ ٩ޓ ًٔ੐೻ٔإܘ޾ اఽ఼సۇކ۽ܽ
቟ሃٔإܘ޾ ގۼںٔس ቟ቐ (Mahalanobis distance) ܲབ༴ݦ،ঔএׅۿׅگ ۿ١ׅ݈ڮ ܲབ༴ݦ،ঔএׅۿׅگ ۿ١ׅ݈ڮ
ا٩ਣਞۇۂر ቟ሺ ۚ཭ٗڞ ٔጨዮٓ۰ اހ࿬ߗںߧܽ، إۯކںۛس ގߗ۰ٔܽ ཬݪ߁ ৓ৈཬ .[50] ڛۼٔط ڑ٢ وڞߵز ڛۼߧܽ ෡ෆژ ౤ᎈጴߗ۰ٔܽ
اހہںٔڛٔت ቟ሺ اਛਗۇߧ۰ޭܽ اހۼࢤࢿ ৓ৈཬ اހٰۉߵر ቟ሺ ིۛاً ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ܾۚا اހہںٔڛٔت. ቟ሺ ا୶୐ਛਗات ෡ෆژ اਣਞر੗ഋٔߤٔت
اހہںٔڛٔت ڑ٢ ڞߵز ఉ௰ંੳ ގޓ اހٰٔހںܽ ގਣਞܾٔٔڛߵ࿥࿃߁ ގߗ۰ٔܽ ذات اހہںٔڛٔت ڛۼߧܽ ୸ୗڞٰۇ اਦਞژٰٔد. ގۇٰۛدة

ގۇߧ۰ޭܽ. ۯںޑܽ اހٰٔدي
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(Robust PCA) ا۱٭ݦي اབ༪එ඀݈ثڮ ا࿈ঈۛݦ،ׅت ۷ක๷ث۫ (PCA) ا۱٭ݦي اབ༪එ඀݈ثڮ ا࿈ঈۛݦ،ׅت ۷ක๷ث۫
ጺጴۼࢤࢿ ގۼٔوގܽ ހۇݪߵن اਛਗ޾ޑޑܽ (PCA) اހۼںٔߌںܽ ا࿥ྐྵภฏߗںܽ اၗਗݪߵڛٔت ษ༆ކںݺ ܗߵارزގںܽ ގޓ ڛߵع ܾߵ
ގۄܨ۽޼ܽ ގ޾۽ߵ۰ܽ :෡ෆގۄ۽޾ކ ෡ෆގݪߵڛ ቙ቌإ اހہںٔڛٔت ގ޾۽ߵ۰ܽ ษ༆ކںݺ ڑޞ ߤޭ ٩ޓ ڑٰޑݺ اਛਗۇߧ۰ޭܽ.
୸୐ཧو اހߚٔذة اހہںٔڛٔت ௠௑ۉݺ ގۇ۽ޭۯܽ وގ޾۽ߵ۰ܽ ،୸୐ݘہ წ჊ଽଣ وا୸ଢ଼ਛਗاژߧܽ اހٰٔدڑܽ اހہںٔڛٔت ௠௑ۉݺ ܽ੗ഋภฏا

.ٔጨግކཬ اހۇٰޭف ጪປ๽ݺ ٔᇦᇥ اਛਗۇ۽ޭق، اၗਗݪߵن ቟ሺ ۰ٰٔل წ჊ଽଣ اހߚٔذة اਣਞٔઓ࡚ت ઀٩ل ڑࢱࢿ ا୸ଢ଼ਛਗاژߧܽ.

اঌঈظزׅدل ا۱ظښ٭܏ ୑ିׅذج 4 .4 .8
cross- اਛਗۇۂدل اހۇܩۼޞ ௠௎ٔذج ਗ਼അٔء ቟ሺ اਛਗߗ࿲ߚٰޭات ਦਞގޓ ڑܽ اހۼߵ اਣਞߌ୸ଢ଼اಜಀ಼ںٔت إ཮ۛى ൾ൰േۉݺ
اਛਗۇߵۯٰܽ ژٔހۼںޑܽ ጺጴۇ࿯ہߪ ᅺᅲގۄ۽޾ ML ቟ቌآ ڞٰࠇࠋ ௠௎ٔذج ڞߧߵ࠙ࡂ ڑۼܽ اހߧޭ ܾۚه ੝ഋ޼ޑޓ .check models

෡ෆژ ୸୐ݘہ ۰ޭق وܜߵد ୸୐ଽଜ أن ௠௄ݪޓ .ᅺᅲގߗۇۼ أจ෪ى ގߗ࿲ߚٰޭات ۯޭاءات ৓ৈཬ ً ਗ਼അٔء ۛ཮وا ਛਗߗ࿲ߚٰޭ
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اਛਗߗ࿲ߚٰޭ. ቟ሺ ٩ߧݺ أو อซߵم وܜߵد ቙ቌإ اਛਗޭ޹ߵدة اހ۽ٰކںܽ واހۼںޑܽ اਛਗۇߵۯٰܽ اހۼںޑܽ
଺଩ٔرع ੐അٔڛٔت ژٔߌۇཾۛام ٔጨያ ا઒࡚ٔص GPS ڛߦٔم ގޓ ݘંہܽ ੳ ܽཬັປຄ ጺጴۇ࿯ہߪ ௠௎ߵذج ഫ೾رणऎ ౤ᎈጴޭء ௠௄ݪޓ
٩ޓ ୸୐ݘہ წ჊ଽଣ GPS ڛߦٔم ٔጨ጗٩ أژކٝ ๮๓اހ اހ۽ٰކںܽ ܽཬັྜاހ ا۰ޭษ༃ٵ إذا ۰ۼߡ. ٔጨያ ا઒࡚ٔ޹ܽ IMU

إߏٔرات ಸ಩౽ਣਞٔل ษૉۇޑݺ อซߵم ৓ৈཬ ۯߵي ގߪྔັ ۰݀ۚا ،IMU ৓ৈཬ ኢኃٔاހۼ اࣇ࣢ࣳߵذج ٔጨያ ࿯࿉ہٗ ๮๓اހ ܽཬັྜاހ
اހۉۼܽ. ހہۄٔء sensor redundancy اਛਗߗ࿲ߚٰޭات ڞச୿ار اހۇۼۄںܽ ܾۚه ଺଩ۇཾۛم .GPS

اཝঌঈ݈ݒ ঌঈၢဋׅن ແ਴৳৤ ۿصݘ܏ :ᇐᆥݦارزਃاߋ ا۱ظٮܯث۫
ڞۼۛ࠙ࡂه ෡ෆߗಸ಩౺ اਛਗۄߧޞ ܾۚا ᅶᅬ ଺ଜޑ܇ .ഠ೾ۛཿواހۇ اހۇ࿯ہߪ :෡ෆܗߧߵڞ ގޓ دورة ቟ሺ ਛਗჱႚٔن ཐૃં ੳ ڑٰޑݺ

.णँིۛ ۯںٔس წႚ ގ٢ اހۄߦٔم ᅺᅬٔઓ࡚
৓ৈཬ اހߵۯٵ. ௠ோޭور اހۄߦٔم ᅺᅬٔ཮ ୸୐ڞ٫ ڞߵۯ٢ ހـݪں۽ںܽ ڑٔ޷ںًٔ ر ௠௎ߵذًིٔ ษ༃ۛد ،ًਣਞأو ا۱صݗׅم: ୑ିݦذج (1)
੝೾޼ޑޓ و଺଩ٔر٩݀ٔ. ٔጨጚ٩ັྑ ৓ৈཬ ً ਗ਼അٔء اހߗںٔرة ގߵ޷٢ ୸୐ڞ٫ ݘں۽ںܽ ིܽۚ௠௎ ௠௄ݪۄۄٔ اਛਗۉٔل، ߌ࿬ںݺ
اਣਞ޷ߧޭاژٔت ا٩ਣਞۇۂر ቟ሺ ۚ཭ٗڞ ๮๓واހ اހٰޑކںܽ، ޷ߵ޷ٔء ܘߵل ا୸ଢ଼۰ا޷ٔت أڑً޼ٔ اࣇ࣢ࣳߵذج ܾۚا

اਛਗۇߵۯٰܽ. ୸୐ཧ
ཐૃޭਛਗا ࿲ྼۄہٗ اހۄߦٔم، و௠௎ߵذج اހߗٔژޞ ᅺᅬٔઓ࡚ا ڞۼۛ࠙ࡂ ژٔߌۇཾۛام ا۱ݦ٠צ): ಑౯ٌක๷) ا۱ظའزݛ ڈݘݦة (2)
اणँۛગ࡚ة. ᅺᅬٔઓ࡚ا ጨያۚه ا੗ഋޭਛਗߡ اਛਗߚ୸ଢ଼ك) ૳૗ٔاހۇہ) ෡ෆاހںۼ ژٰۛم ࿲ྼۄہٗ ᄫᄝჽ ጺጴۄߦٔم. اઓ࡚ٔހںܽ ᅺᅬٔઓ࡚ٔژ

اހߵۯٵ. ቟ሺ اਦਞގٔم ቙ቌإ ᅺᅬٔઓ࡚ا ا઒࡚ߧߵة ܾۚه ଺଩ۼߡ
ᅺᅬٔઓ࡚ٔژ ཐૃޭਛਗا ڑۼٔرڛܹ ،णँིۛ ގߗ࿲ߚٰޭ ۯںٔس و޹ߵل ٩ۄۛ (ا۱ظܯښثٸ): ا۱٭ثׅس ಑౯ٌක๷ ڈݘݦة (3)
اހߵزن ގۼۛار ษ༆ۛد ۯںޑܽ ቟ቐو ،(Kalman Gain) ঌঈၢဋׅن ۉ݈׳ ษ໹ߗڂ ኢኖ اਛਗۇߵۯٰܽ.
اࣇ࣢ࣳߵذج ࿯࿉ہߪ ෡ෆژ اހۉۼܽ اހـݪߗڂ ڑߵازن اހۇ࿯ہߪ. ގۼٔژݺ णँۛગ࡚ا ጺጴۼںٔس إ٩ߧٔؤه อ໹ڂ اᆀᅬي
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اހۼںٔس، པႃد ౐཭ౕل ގޓ ᅺᅬٔઓ࡚ا ڞۼۛ࠙ࡂ (ڞ޾ܩں܇) ഠ೾ۛษ༆ ڑࢱࢿ ኢኖ .ܽ။ఔޫਛਗا اਛਗߗ࿲ߚٰޭ وۯޭاءة
ਛਗჱႚٔن. ژݪߗڂ ًٔံનંੳ

اਛਗߵ޷٢، اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ጺጴۄߦٔم اઓ࡚ۼںۼںܽ ᅺᅬٔࡼࢂࢇ وۯߵة دۯܽ ୸ୟأݘ ڞۼۛ࠙ࡂ ቟ቐ اހۄ࿲ںྃܽ :໅๎ׅا۱ص (4)
أڑً޼ٔ ௠௄ݪޓ ௠ோ۽ޭده. ۛ཮وا ގߗ࿲ߚٰޭ ۯںٔس ގޓ أو اހۇ࿯ہߪ ގޓ ཬކںܹ اઓ࡚޾ߵل ௠௄ݪޓ ٔᇦᇥ (ܽཬັྜاހ

اހߚٔذة. اਣਞٔઓ࡚ت ٩ޓ ጺጴـݪߚۥ واਛਗޭ޹ߵدة اਛਗۇߵۯٰܽ اހۼںٔߌٔت ෡ෆژ اހ۽ޭق ੳંاۯہܽ

اལ݈ঌঈ݋סܞات ౶ুׅ،ׅت ெுܽۿڮ ৤৳ا٠׳ :ॊहᅅᄤ ۿย༐وع 5 .8
ގۼٔرڛܽ ౐཭ౕل ގޓ GPS إߏٔرات ا౽ಸ಩ٔل อซޑٔت ٩ޓ ጺጴـݪߚۥ ڛߦٔم ࿬࿃ۄٔء ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
ގ۽ܾٔࢤࢿ اਛਗྟັوع ܾۚا ཐڑߵࣂ .(IMU) ቟ሓاᆀᅬا ژٔހۼ޾ߵر اހۼںٔس و཮ۛة ގޓ ࿬࿃ںٔڛٔت GPS ۯޭاءات
଺ଣںߡ PyTorch و௠௎ߵذج اހہںٔڛٔت ܽગٰ࡚ٔਛਗ pandas ژٔߌۇཾۛام sensor fusion اਛਗߗ࿲ߚٰޭات པႃد

اހߚۚوذ. ٩ޓ ጺጴـݪߚۥ
ا۱زثׅ،ׅت إໝٌاد :1 اߋਃݘݦة 1 .5 .8

੐അٔڛٔت إߤٔر ቟ሺ ގ୶ଢ଼اގۄܽ IMU و GPS ੐അٔڛٔت ৓ৈཬ ษ༆ۇߵي ੐അٔڛٔت ܽཬߵᇔ஫஥ ౺ಸ಩ޑںݺ ڛۼߵم ،ًਣਞأو
ਣਞߌۇܨޭاج feature engineering ا୶୐ਛਗات ܾۄۛߌܽ ࿲࿃ۄ۽ںۚ ڛۼߵم ኢኖ .DataFrame pandas
อซߵم ੝ഋ޼ޑޓ ا޹ߧۄ٩ٔںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ ଽଦٓဠٔء ڛۼߵم اހۇߵ޷ںܩࠃ، اހٰޭض ணடۚا ގ۽ںۛة. ގٰࡇࡗގٔت

اހٰޑކںܽ. ܾۚه 60 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ .቙ᇫٔษૉ GPS إߏٔرات ا౽ಸ಩ٔل

ا࠸ࡓࡤݦذج وো౶ׅء اڈظثׅر :2 اߋਃݘݦة 2 .5 .8
ษ༆ۇߵي ౐཭ۛᇔᆟౕت. IMU و GPS ގ୶୐ات ًގޓ ౕღႚ ۚ཭ٗڑ PyTorch ௠௎ߵذج ࿬࿃ۄٔء ڛۼߵم ،ፈጴذ ژٰۛ
ގޓ اၗਗݪ࿲ߗہܽ اࣇࣥࣳۉں౐ౕت ଺଩ކߗݺ ڑࢱࢿ ኢኖ اਛਗߗ࿲ߚٰޭات. أڛߵاع ގޓ ڛߵع წ჊ހ ᅺᅲގۄ۽޾ ۰ޭوع ৓ৈཬ اހہ࿯ںܽ
෡ෆژ اހ౐ٰౕۯܽ ੝അٰࠇࠋ ጺጴۄޑߵذج ܾۚا ଺ଜޑ܇ .ܽ੐೻ٔጨዮ ڞ޾࿯ںۥ ߤہۼܽ ቙ቌإ و௠௑ޭ࠙ࡂܾٔ (ٔ݀อૉد) اހ۽ޭوع ܾۚه

.61 ܽ௠ுٔاހۼ ቟ሺ اࣇ࣢ࣳߵذج ڑۥ ڞٰޭ ڑߦ݀ޭ .૳૗ޭٰߚ࿲ߗਛਗا ๮๓ڑۼ ߤޭ

ا࠸ࡓࡤݦذج ಜ౯ࡿ࢔ر :3 اߋਃݘݦة 3 .5 .8
اਛਗۇߵۯٰܽ اਣਞر੗ഋٔߤٔت اࣇ࣢ࣳߵذج ڑٰࠇࠋ ܾۚا اހٰٔدڑܽ. اހہںٔڛٔت ৓ৈཬ ແྑٔأߌ წ჊ଽଣ اࣇ࣢ࣳߵذج ഫ೾ۛر੝അ ڛۼߵم
اਛਗ޾ۄ۽ܽ اހہںٔڛٔت ৓ৈཬ ഫ೾اހۇۛر ౐཭ౕل ގޓ اހٰٔدي. اހ࿲ߚ٫ںݺ أਗ਼എٔء IMU و GPS ۯޭاءات ෡ෆژ
཮ކۼܽ ڞߦ݀ޭ .ແྑٔߌਦਞا ا઒࡚ߡ ܾۚا ٩ޓ ಸದಀޭف ๮๓اހ ا௠௎ਦਞٔط णँۛษ༆ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ "ཬٔدڑܽ"، ٔጨዮأ ৓ৈཬ

.62 ܽ௠ுٔاހۼ ቟ሺ ഫ೾اހۇۛر
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1 import pandas as pd
2 import numpy as np
3
4 # Create dummy synchronized GPS and IMU data
5 np.random.seed(42)
6 num_points = 100
7 timestamps = pd.to_datetime('2025-08-16 12:00:00') + pd.to_timedelta(np.arange(num_points), unit='s')
8
9 # Simulate normal GPS data (gradual movement)

10 gps_lat = 34.05 + np.cumsum(np.random.normal(0, 0.0001, num_points))
11 gps_lon = -118.25 + np.cumsum(np.random.normal(0, 0.0001, num_points))
12 gps_vel = 10 + np.random.normal(0, 0.5, num_points) # meters/sec
13
14 # Simulate normal IMU data (accelerations consistent with velocity changes)
15 imu_accel_x = np.random.normal(0, 0.1, num_points)
16 imu_accel_y = np.random.normal(0, 0.1, num_points)
17 imu_accel_z = np.random.normal(9.8, 0.05, num_points) # Gravity
18 imu_gyro_z = np.random.normal(0, 0.01, num_points) # Small turning
19
20 df_sensor = pd.DataFrame({
21 'timestamp': timestamps,
22 'gps_lat': gps_lat, 'gps_lon': gps_lon, 'gps_vel': gps_vel,
23 'imu_accel_x': imu_accel_x, 'imu_accel_y': imu_accel_y, 'imu_accel_z': imu_accel_z,
24 'imu_gyro_z': imu_gyro_z
25 })
26
27 # Introduce GPS spoofing (e.g., sudden jump in location or velocity)
28 spoof_start_idx = 40
29 spoof_end_idx = 60
30 df_sensor.loc[spoof_start_idx:spoof_end_idx, 'gps_lat'] += 0.05 # Sudden shift
31 df_sensor.loc[spoof_start_idx:spoof_end_idx, 'gps_lon'] -= 0.05
32 df_sensor.loc[spoof_start_idx:spoof_end_idx, 'gps_vel'] = 50 + np.random.normal(0, 2, spoof_end_idx - spoof_start_idx + 1) # Unrealistic velocity
33 df_sensor['is_spoofed'] = 0
34 df_sensor.loc[spoof_start_idx:spoof_end_idx, 'is_spoofed'] = 1
35
36 # Feature Engineering: Derive IMU-based velocity change (simple integration for concept)
37 # This is a very simplified integration for demo purposes; real IMU integration is complex.
38 time_diff = df_sensor['timestamp'].diff().dt.total_seconds().fillna(0)
39 # Estimated velocity change from IMU: delta_v = accel * delta_t
40 df_sensor['imu_delta_v_x'] = df_sensor['imu_accel_x'] * time_diff
41 df_sensor['imu_delta_v_y'] = df_sensor['imu_accel_y'] * time_diff
42
43 # Consider the current IMU readings as features
44 imu_features = ['imu_accel_x', 'imu_accel_y', 'imu_accel_z', 'imu_gyro_z', 'imu_delta_v_x', 'imu_delta_v_y']
45 gps_features = ['gps_lat', 'gps_lon', 'gps_vel']
46
47 X_imu = df_sensor[imu_features]
48 X_gps = df_sensor[gps_features]
49 y_spoofed = df_sensor['is_spoofed']
50
51 print("Sample Sensor Data Head:\n", df_sensor.head())
52 print(f"\nIMU Features Shape: {X_imu.shape}")
53 print(f"GPS Features Shape: {X_gps.shape}")
54 print(f"Spoofing Label Distribution: {y_spoofed.value_counts()}")

.቙ᇫٔษૉ อซߵم ގ٢ ا୶ଢ଼ਛਗاގۄܽ اਛਗߗ࿲ߚٰޭات ੐അٔڛٔت وཬᏏۛاد ᇔ༿༯ںݺ :60 Listing

وا۱ظ٭ثࠕ࠰ ا۱݋ًوذ ۉ݋ٖ :4 اߋਃݘݦة 4 .5 .8
ڛۼߵم णँིۛة، ੐അٔڛٔت و޹ߵل ٩ۄۛ اހߚٔذة. اਣਞٔઓ࡚ت ٩ޓ ጺጴـݪߚۥ اࣇ࣢ࣳߵذج ଺ଦۇཾۛم ،ഫ೾اހۇۛر ژٰۛ
ٔጨዮأ ৓ৈཬ ا౐཭ۛਛਗౕت ੝അ޾࿯ںۥ اࣇ࣢ࣳߵذج ۯٔم إذا اࣇ࣢ࣳߵذج. ୸ୗཬ IMU و GPS ގ୶୐ات ގޓ წႚ ൾ൰ുޭ࠙ࡂ
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1 import torch
2 import torch.nn as nn
3 import torch.nn.functional as F
4 from torch.utils.data import TensorDataset, DataLoader
5 from sklearn.model_selection import train_test_split
6 from sklearn.preprocessing import StandardScaler
7
8 # Scale features before converting to tensor
9 scaler_imu = StandardScaler()

10 scaler_gps = StandardScaler()
11
12 X_imu_scaled = scaler_imu.fit_transform(X_imu)
13 X_gps_scaled = scaler_gps.fit_transform(X_gps)
14
15 # Convert to tensors
16 X_imu_tensor = torch.tensor(X_imu_scaled, dtype=torch.float32)
17 X_gps_tensor = torch.tensor(X_gps_scaled, dtype=torch.float32)
18 y_spoofed_tensor = torch.tensor(y_spoofed.values, dtype=torch.long)
19
20 # Split data
21 X_imu_train, X_imu_test, X_gps_train, X_gps_test, y_train_spoofed, y_test_spoofed = train_test_split(
22 X_imu_tensor, X_gps_tensor, y_spoofed_tensor, test_size=0.01, random_state=42, stratify=y_spoofed
23 )
24 # We create a training set with mostly normal data
25 X_imu_train_normal = X_imu_tensor[y_spoofed_tensor == 0]
26 X_gps_train_normal = X_gps_tensor[y_spoofed_tensor == 0]
27 y_train_normal_labels = y_spoofed_tensor[y_spoofed_tensor == 0]
28
29 # Create datasets and loaders
30 train_dataset_fusion = TensorDataset(X_imu_train_normal, X_gps_train_normal, y_train_normal_labels)
31 train_loader_fusion = DataLoader(train_dataset_fusion, batch_size=32, shuffle=True)
32 test_dataset_fusion = TensorDataset(X_imu_test, X_gps_test, y_test_spoofed)
33 test_loader_fusion = DataLoader(test_dataset_fusion, batch_size=len(test_dataset_fusion), shuffle=False)
34
35 imu_dim = X_imu_tensor.shape
36 gps_dim = X_gps_tensor.shape
37 hidden_dim = 64
38 num_classes = 2 # 0: Normal, 1: Spoofed/Anomaly
39
40 class SensorFusionNet(nn.Module):
41 def __init__(self, imu_dim, gps_dim, hidden_dim, num_classes):
42 super(SensorFusionNet, self).__init__()
43 self.imu_fc = nn.Linear(imu_dim, hidden_dim)
44 self.gps_fc = nn.Linear(gps_dim, hidden_dim)
45 self.fusion_fc = nn.Linear(hidden_dim * 2, hidden_dim)
46 self.output_fc = nn.Linear(hidden_dim, num_classes)
47
48 def forward(self, imu_data, gps_data):
49 imu_rep = F.relu(self.imu_fc(imu_data))
50 gps_rep = F.relu(self.gps_fc(gps_data))
51 fused_rep = torch.cat((imu_rep, gps_rep), dim=1)
52 fused_rep = F.relu(self.fusion_fc(fused_rep))
53 output = self.output_fc(fused_rep)
54 return output
55
56 model_sensor_fusion = SensorFusionNet(imu_dim, gps_dim, hidden_dim, num_classes)
57 print("\nSensor Fusion Model Architecture:\n", model_sensor_fusion)

PyTorch. ژٔߌۇཾۛام اਛਗߗ࿲ߚٰޭات པႃد ௠௎ߵذج ਗ਼അٔء :61 Listing

اܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ اࣇ࣢ࣳߵذج أداء ੝അۼںࢤࢿ ڛۼߵم ౐ཬౕގܽ. ٔጨግކཬ ڛ޼٢ ٔਗ਼ഈٓ۰ ،("ٔணடٔಸ಩౽ا ኢና" ཮ٔހۇۄٔ، ቟ሺ) ߏٔذة
.63 ܽ௠ுٔاހۼ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ ،ᅺᅲཿۄۇਛਗوا اހٰٔدڑܽ اހہںٔڛٔت ڛۼٔط ގޓ წႚ ৓ৈཬ ษ༆ۇߵي ޹୸୐٫ة
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1 import torch.optim as optim
2
3 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
4 model_sensor_fusion.to(device)
5 print(f"\nUsing device for fusion model training: {device}")
6
7 criterion_fusion = nn.CrossEntropyLoss()
8 optimizer_fusion = optim.Adam(model_sensor_fusion.parameters(), lr=0.001)
9

10 num_epochs_fusion = 50
11 print("\n--- Starting PyTorch Sensor Fusion Training ---")
12 for epoch in range(num_epochs_fusion):
13 model_sensor_fusion.train()
14 running_loss = 0.0
15 for batch_idx, (imu_data, gps_data, labels) in enumerate(train_loader_fusion):
16 imu_data, gps_data, labels = imu_data.to(device), gps_data.to(device), labels.to(device)
17 optimizer_fusion.zero_grad()
18 outputs = model_sensor_fusion(imu_data, gps_data)
19 loss = criterion_fusion(outputs, labels)
20 loss.backward()
21 optimizer_fusion.step()
22 running_loss += loss.item()
23
24 if (epoch + 1) % 10 == 0:
25 print(f"Epoch [{epoch+1}/{num_epochs_fusion}], Loss: {running_loss / len(train_loader_fusion):.4f}")
26
27 print("\nPyTorch Sensor Fusion Training complete.")

PyTorch. ژٔߌۇཾۛام اਛਗߗ࿲ߚٰޭات པႃد ௠௎ߵذج ഫ೾رणऎ :62 Listing
1 from sklearn.metrics import classification_report, accuracy_score
2
3 model_sensor_fusion.eval()
4 all_preds_fusion = []
5 all_labels_fusion = []
6
7 with torch.no_grad():
8 for imu_data, gps_data, labels in test_loader_fusion:
9 imu_data, gps_data, labels = imu_data.to(device), gps_data.to(device), labels.to(device)

10 outputs = model_sensor_fusion(imu_data, gps_data)
11 _, predicted = torch.max(outputs.data, 1)
12 all_preds_fusion.extend(predicted.cpu().numpy())
13 all_labels_fusion.extend(labels.cpu().numpy())
14
15 print("\n--- Sensor Fusion Model Evaluation on Test Set (Spoofing Detection) ---")
16 print(f"Test Accuracy: {accuracy_score(all_labels_fusion, all_preds_fusion):.4f}")
17 print("\nClassification Report:\n", classification_report(all_labels_fusion, all_labels_fusion, target_names=['Normal', 'Spoofed']))

اಸ಩౽ਣਞٔل. ٩ޓ ጺጴـݪߚۥ པႃᆁᅬا ௠௎ߵذج ڞۼںࢤࢿ :63 Listing

ا۱ظܯݦر :5 اߋਃݘݦة 5 .5 .8
اހہںٔڛٔت ڛۼٔط ৓ৈཬ اހ޼ߵء و଺ଦކߡ GPS ގߗٔر ဋྑࠣࡂ .པໍٔاހۄۇ ހۇ޾ߵر matplotlib ଺ଦۇཾۛم أ୸୐཭اً،
წ჊ଽଣ ௠௎ߵذܜۄٔ ཮ۛدܾٔ ๮๓اހ اހۄۼٔط ቙ቌإ ژਢਞٔ޷۰ٔܽ اઓ࡚ۼںࡡࡸ، اಸ಩౽ਣਞٔل อซߵم ގޓ ฆ෯ءاً ഞഈჱႚ ๮๓اހ
቟ሺ اހۇ޾ߵر ݘߵد ڑߵིۛ اࣇ࣢ࣳߵذج. أداء ڑܽ ภฏؤ وጨዤणईںܽ ܽษลوا ڑۼܽ ߤޭ ܾۚا ڑߵ۰ޭ ߏٔذة. ٔጨዮأ ৓ৈཬ ษวں܇

.64 ܽ௠ுٔاހۼ
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1 import matplotlib.pyplot as plt
2
3 # Get the actual data points for the test set
4 test_spoof_indices = y_test_spoofed.cpu().numpy() == 1
5 predicted_spoof_indices = np.array(all_preds_fusion) == 1
6
7 plt.figure(figsize=(10, 8))
8 plt.plot(X_gps_tensor[:, 1].cpu().numpy(), X_gps_tensor[:, 0].cpu().numpy(), 'b-o', markersize=3, label='Full Trajectory (GPS Data)')
9 plt.plot(X_gps_tensor[y_spoofed_tensor == 1, 1].cpu().numpy(), X_gps_tensor[y_spoofed_tensor == 1, 0].cpu().numpy(), 'ro', markersize=6, label='True Spoofed Points')

10 plt.plot(X_gps_test[predicted_spoof_indices, 1].cpu().numpy(), X_gps_test[predicted_spoof_indices, 0].cpu().numpy(), 'kx', markersize=8, mew=2, label='Predicted Spoofed Points')
11
12 plt.xlabel('Longitude'); plt.ylabel('Latitude')
13 plt.title('GPS Trajectory with True and Predicted Spoofing Events')
14 plt.grid(True)
15 plt.legend()
16 plt.show()

اၗਗݪ࿲ߚ۽ܽ. اހߚٔذة اਣਞٔઓ࡚ت ގ٢ GPS ގߗٔر ڞ޾ߵر :64 Listing

اߋ୑ୂׅਃڮ
ًٔမۛษ༆ Cyber-Physical Systems ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ቟ሺ اਛਗߗ࿲ߚٰޭات ᇔᇂٔڑܽ ڞٰۛ
ኢትٰٔاހ ቟ሺ وܗںޑܽ ٩ߵاۯڂ اਛਗߗ࿲ߚٰޭات ࿬࿃ںٔڛٔت ا઒࡚ہ࿥ٷ ጺጴۇ٩ౕ౐ڂ ڑݪߵن أن ௠௄ݪޓ .ًٔᇦᇗٔ཮ أގۄںًٔ
اހ౐ٰౕۯٔت ڞٰࠇࠋ ౐཭ౕل ގޓ ًٔမۯߵ ً ౕ౐཮ ڑߵ۰ޭ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أن اހ۽޾ݺ ܾۚا أߣ݀ޭ اઓ࡚ۼںࡡࡸ.
،sensor fusion اਛਗߗ࿲ߚٰޭات པႃد ގۉݺ ڞۼۄںٔت ހۄٔ ଺଩ޑ܇ اఽ఼సۇކ۽ܽ. اਛਗߗ࿲ߚٰޭات ෡ෆژ اਛਗٰۼۛة
cross- اਛਗۇۂدل واހۇܩۼޞ ،deep multimodal learning اހߵߌٔڎߡ ގۇٰۛد اހٰޑںޞ واހۇٰࠇࠋ
وܜߵد ቙ቌإ ୸୐ଽ଩ ๮๓اހ اᆁᅬۯںۼܽ اހߚٔذة اਣਞٔઓ࡚ت اݘ࿲ߚٔف ٔጨ጗ݪ௠௄ ذݘںܽ ੳંاۯہܽ أܜ݀ޫة ࿬࿃ۄٔء checking

ا౽ಸ಩ٔل णँۛษ༆ ଺ଣںߡ deep learning ᇔᆳںޞ ڞٰࠇࠋ ࣇ࣢ࣳߵذج ௠௄ݪޓ ݘںۥ ৙ৈاހٰޑ اਛਗྟັوع أߣ݀ޭ อซߵم.
.IMU ۯޭاءات ގ٢ GPS ੐അٔڛٔت ގޓ اਛਗۇۂدل اހۇܩۼޞ ౐཭ౕل ގޓ ۰ٰٔل წ჊ଽଣ GPS إߏٔرات
اჱႚᆀᅬء ৓ৈཬ ܽ௠ுٔاހۼ اਦਞގۄںܽ اހۇۼۄںٔت ܾۚه ߌۇݪߵن ،ܽ੐ഈا୸ୗاހߗں ܽ੐೻ٔڑ ୶୐اހ۽ اਦਞڛߦޑܽ ߏںߵع ازدڑٔد ގ٢

.ٔጨጚوގߵڡߵۯں ٔጨጚౕގ౐ߌ ހ޼ޑٔن ڑܽ ྦྷັور ቟቉ٔ޹ߧۄਣਞا
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ଽଦਢਞٔء اఽ఼స޾޴ اઓ࡚ٔߌߵب ཬࡇࡗم อૉٔل ܾߵ AI (Artificial Intelligence) ᇐᆺׅܪݘصঔএا اၢဋჱოء
و཮ݺ واਣਞߌۇਣਞۛل اހۇٰࠇࠋ ގۉݺ ،ًٔမັພຄ ً ذჱႚء ཬٔدةً ੝ഋߧކڂ ๮๓اހ اਛਗ݀ٔم أداء ٔጨ጗ݪ௠௄ أڛߦޑܽ

اਛਗߚღ჊ౕت.
଺ُଜۇཾۛم neural network اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع ܾߵ Autoencoder ᇐᅴׅا۱ظ۷٭ ৱِّ৤ُܞঌঈا
ڞٰࠇࠋ ቙ቌإ ጨዤۛف ގٔ وཧٔހۂً ،unsupervised learning ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ቟ሺ
ٔጨዡٔਗ਼അ إཬٔدة ଺ଜۇߧں٢ ਣਞ ๮๓اހ اހہںٔڛٔت णँۛษ༆ ୸ୗཬ اހߚۚوذ ݘߚۥ أو ጺጴہںٔڛٔت ᅺᅬٰٔ۰ ࠦࡂގ୶୐ات

णईۯܽ.
ގۇܨ޾޴ ڛߵع ቟ቐ CNN (Convolutional Neural Network) ا۱ঔএظٮ١ׅثڮ ا۱סܯཝثڮ ჌Ⴚا۱݋ز
اހߚہݪںܽ، اހہ࿯ںܽ ذات اހہںٔڛٔت ܽગٰ࡚ٔਛਗ ގ޾ޑޑܽ deep learning اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ގޓ

اހ޾ߵر. وڞ޾࿯ںۥ اހਗ਼೻ჱ჊ٔت ৓ৈཬ اހۇٰޭف ጨᖈٔم ቟ሺ ߏٔڎ٢ წ჊ଽଣ ଺ُ଩ۇཾۛم اހ޾ߵر. ގۉݺ
ا઒࡚ߵارزގںٔت པႃणँ ڛߦٔم ܾߵ CPS (Cyber-Physical System) ᇐᅴׅ؂ ૧ુا۱ٮ ᇐᆁا૩ૈا۱݈ث ا۱صݗׅم
ኢትٰٔاހ ਛਗޭاۯہܽ اߌ࿲ߚٰٔر أܜ݀ޫة اਦਞڛߦޑܽ ܾۚه ଺଩ۇཾۛم .ܽ੐೻ٔڑ ୶୐اހ۽ اހٰޑކںٔت ގ٢ ܽ੐അٔߌߵઓ࡚ا

۰ںܹ. ଎଀ཿۇጺጴ وގߚ౐ِّ٫ُౕت اਛਗٔدي
ڞٰࠇࠋ ௠௎ߵذج ഫ೾رणऎ ۰ںܹ ڑࢱࢿ ๮๐أގ أߌࡇࡗب ܾߵ Cross-Check Model اঌঈظ٭ׅݕד ا۱ظښ٭܏ ୑ିݦذج
ގߗ࿲ߚٰޭات ގޓ ੐അٔڛٔت ৓ৈཬ ً ਗ਼അٔء ۛ཮وا ގߗ࿲ߚٰޭ ژۼںޑܽ ጺጴۇ࿯ہߪ machine learning ᅺᅬਧਞا
อซߵم. وܜߵد ቙ቌإ ୸୐ଽଜ أن ௠௄ݪޓ واހ۽ٰކںܽ اਛਗۇߵۯٰܽ اހۼࢤࢿ ෡ෆژ ୸୐ݘہ ૳૗ٔ੗ഋ وܜߵد .ᅺᅲގߗۇۼ أจ෪ى
቟ሺ ޷ٔرة ੐അٔڛٔت ဠٓد཭ٔل اਛਗ݀ٔܜދ ۰ںܹ ڑۼߵم ቟ሐا୸ୗߌں อซߵم ܾߵ Data Injection ا۱زثׅ،ׅت ډ٭܄

཭ٔߤڷܽ. ۯޭارات ศ༆ਣਞٔذ د۰ٰܹ أو ᅶᅲ٫ںଽ଩ ހۇٰߧںݺ اހۄߦٔم ੐അٔڛٔت อૉޭى
ጺጴۄߦٔم ቟ቌٔઓ࡚ا اਛਗߵۯ٢ ษ༆ߗڂ ގ౐ౕܘںܽ ڑۼܽ ߤޭ ቟ቐ Dead Reckoning ௕ዹእݦ٠ד ا۱ظ٭ٌފ޳ي اߋ਄݈ׅب
اހߵۯٵ، ௠ோޭور اਛਗۼۛرة واอ༆ਣਞܾٔٔت اހཬັྜٔت ৓ৈཬ ً ਗ਼അٔء وڞۼۛ࠙ࡂه ߌٔژۼًٔ ގٰޭوف ގߵۯ٢ ژٔߌۇཾۛام

.IMU ቟ሓاᆀᅬا ژٔހۼ޾ߵر اހۼںٔس و཮ۛة ގޓ ੐അٔڛٔت ଺଩ۇཾۛم ގٔ وཧٔހۂً
଺ଜۇཾۛم machine learning ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ۰ޭع ܾߵ DL (Deep Learning) ا۱ס܂ث܏ ا۱ظסݸݼ
ا௠௎ਦਞٔط ހۇٰࠇࠋ اހٰޑںۼܽ) ๨๐اހہ) اހߧہۼٔت ގۇٰۛدة neural networks اހٰ޾࿬ںܽ اހߚہჱ჊ت

اހہںٔڛٔت. ގޓ ݘہ୸୐ة ᇔᆟںٔت ގޓ اਛਗٰۼۛة
ڑٰۇޑۛ ܽ཮ౕ౐ގ ڛߦٔم ܾߵ GPS (Global Positioning System) ا۱סঌঈׅݴ اঌঈݦا٠ד ක๷ٌࡲ࢔ ،ݗׅم
اਦਞرض ৓ৈཬ اߌۇۼۂل ગ࡚݀ٔز واހߵۯٵ ܽཬັྜواހ اਛਗߵۯ٢ ٩ޓ ގٰࡇࡗގٔت ڑߵ۰ޭ و اހ޾ۄ٩ٔںܽ اᇔᆷਦਞٔر ৓ৈཬ

.ٔጨ጗ގ ژٔހۼޭب أو
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اਛਗߗۇཾۛގܽ ౘፀጴڛߦޑܽ ཬٔم ގ޾ߧކ܇ ܾߵ ICS (Industrial Control System) ᇐᆺׅا۱ܯص ੿ੱ໰ا۱ظ ،ݗׅم
واހߧٔۯܽ اހۇ޾࿯ں٢ ގ࿯ߚ٘ت ቟ሺ اਛਗߵܜߵدة ፲፞ڞ ގۉݺ ،ٔጨግ۰ ଎଀ཿواހۇ اހ޾ۄ٩ٔںܽ اހٰޑކںٔت ਛਗޭاۯہܽ

اਛਗںٔه. ܽગٰ࡚ٔوގ
቟ሐو୸ଢ଼إހـݪ ܜ݀ٔز ܾߵ IMU (Inertial Measurement Unit) ᇐᆄاჱოا ؉۱ׅ٭ܯݦر ا۱٭ثׅس وໟٌة
ގޓ ܽཬߵᇔ஫஥ ژٔߌۇཾۛام ܹܾٔอ༆وا ،ܹ੝೾زاو وގٰۛل ގٔ، ဋྜગ࡚ اހۄߵ٩ںܽ اހۼߵة ٩ޓ و੗೾ކٝ ڑۼ࿥߁

ا٫ਛਗۄٔߤ࿥ߗںܽ. ގۼ࿥ྼٔ߁ ًٔဣٔوأܘں وا୸୐ᝉગ࡚وߌݪߵژٔت، اހ࿲ߗٔرع، ގۼ࿥ྼٔ߁
ގޓ ᅺᅲߌކߗ ގޓ ఴఙٔގںਗ਼೾د ڛߦٔم ᅺᅬٔ཮ ڞۼۛر ڑٔ޷ںܽ ر ܗߵارزގںܽ ܾߵ Kalman Filter ঌঈၢဋׅن ແ਴৳৤
੐അٔڛٔت ހۇۄۼںܽ ଎଀ཿواހۇ ܽ཮ౕ౐ਛਗا أڛߦޑܽ ቟ሺ واߌ٢ ڛߧٔق ৓ৈཬ ଺ُଜۇཾۛم اਛਗߚߵߏܽ. اހۼںٔߌٔت

دۯܽ. ୸ୟأݘ ࿯࿉ہߪات ኢኆۛوڞۼ اਛਗߗ࿲ߚٰޭات
Kalman ਛਗჱႚٔن ཐૃં ੳ دا཭ݺ ٔጨያٔܘߗ ڑࢱࢿ ܽᇦᇗٔ཮ ۯںޑܽ ቟ቐ Kalman Gain ঌঈၢဋׅن ۉ݈׳
اਛਗߗۇࠇࠋ اਛਗߗ࿲ߚٰޭ ۯںٔس ގۼٔژݺ ژܹ ا઒࡚ٔص ཐૃޭਛਗا ހۇ࿯ہߪ اਛਗٰߧ߽ اހߵزن ෡ෆژ ڞߵازن Filter

.ًٔ੟೾ۛ཮
቟ቐ LIDAR (Light Detection and Ranging) اঌঈٌى) وක๷ٌࡲ࢔ ا۱ܭݦء (ۉ݋ٖ ۱ثٌار
ษ௣ۂً ຿ྟ࿯ྼ ٔᇦᇥ اਦਞܜߗٔم، ቙ቌإ اਛਗߗ۰ٔٔت ހۼںٔس ا୶୐ጺጴر ޷ߵء ଺଩ۇཾۛم ژٰۛ ٩ޓ اߌ࿲ߚٰٔر ڑۼܽ ߤޭ

اస఼ాںߧܽ. ጺጴہ࿥ڷܽ ودۯںۼܽ اਦਞژٰٔد ܽ੐എౕ౐ڡ ڛۼߧںܽ
اހߚہჱ჊ت ގޓ ڛߵع ቟ቐ LSTM (Long Short-Term Memory) اঌঈٌى ٠ܯ૩ુة ძუ؂ ݕݦ اჱოا୼ୡة
ގۉݺ اހہںٔڛٔت، ଺଩ކߗ౐ౕت ގޓ ࿯࿉ہߪات ኢኆۛوڞۼ ܽગٰ࡚ٔਛਗ ིۛاً ގۄٔߌہܽ RNN اਛਗۇச୿رة اހٰ޾࿬ںܽ

زގۄںًٔ. ᅺᅲߗކߗ࿲ਛਗا اਛਗߗ࿲ߚٰޭات ۯޭاءات
اހۼࢤࢿ णँۛཿހۇ ଺ُଜۇཾۛم ቟ሃٔإܘ޾ ގۼںٔس ቟ቐ Mahalanobis Distance ܲབ༴ݦ،ঔএׅۿׅگ ۿ١ׅ݈ڮ
ގ٢ ڑ٢، اހۇߵز ఉ௰ંੳو ੐അٔڛٔت ڛۼߧܽ ෡ෆژ اਛਗߗ۰ٔܽ ษ༆ߗڂ اਦਞژٰٔد. ގۇٰۛدة اހہںٔڛٔت ቟ሺ اހߚٔذة

اਛਗۇ୸୐٫ات. ෡ෆژ اਣਞر੗ഋٔߤٔت ੳંاཬٔة
௠௄ݪّޓ AI ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ۰ޭوع ގޓ ۰ޭع ܾߵ ML (Machine Learning) ძოঘএا ؏סݸݼ

.ཐ໐ັྩ წ჊ଽଣ ܽอૉ୸ୗގ ڞݪߵن أن دون اހۇܭޭژܽ ގޓ ًٔ੐೻ٔڞކۼ ෡ෆواހۇܩߗ اހۇٰࠇࠋ ގޓ اਦਞڛߦޑܽ
NMEA (National Marine Electronics Association) ؂ڮ ا۱زښܞ ۱௅኱እـ૩૎ۛو౹ুׅت ا۱ݦݕصثڮ ا঳ধঞסثڮ

ގޓ واߌ٢ ڛߧٔق ৓ৈཬ ގٰۇޑۛ ،ܽ੐ഈو୸ଢ଼ހـݪਢਞا اਦਞܜ݀ޫة ෡ෆژ ፀጴౕڞ޾ٔل ແྑٔۯں ੐അٔڛٔت ࿯࿉ߗںޞ ܾߵ
ܽཬັྜواހ اਛਗߵۯ٢ ੐അٔڛٔت จ෪ਢਞاج GPS اހਛਗٰٔࠃ اਛਗߵاۯ٢ णँۛษ༆ ڛߦٔم اߌۇۼۂل أܜ݀ޫة ۯہݺ

ڛ޾ںܽ. "ᇔᇆݺ" ቟ሺ اހہںٔڛٔت ގޓ ܾٔ୸୐ཧو
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๮๓اހ ا཮ਦਞۛاث أو اހہںٔڛٔت ڛۼٔط णँۛษ༆ ᇔᆳކںܽ ቟ቐ Outlier Detection ا۱݋ׅذة ا۱٭ࠕ࠰ ۉ݋ٖ
اਛਗߗ࿲ߚٰޭ ቟ሺ ٩ߧݺ ৓ৈཬ ގߪྔັاً ڞݪߵن أن ௠௄ݪޓ ๮๓واހ اހہںٔڛٔت، ཧٔހہںܽ ٩ޓ ୸୐ݘہ წ჊ଽଣ ศ༆ۇކۥ

.቟ሐا୸ୗߌں อซߵم أو
቟ሃٔإܘ޾ أߌࡇࡗب ܾߵ PCA (Principal Component Analysis) اབ༪එ඀݈ثڮ ا࿈ঈۛݦ،ׅت ۷ක๷ث۫

.ٔጨ጗᛹ٔ੗ഋ ގޓ ᇦᇥݪޓ ۯۛر ୸ୗأݘ ৓ৈཬ اઓ࡚۽ٔظ ގ٢ اހہںٔڛٔت ܽཬߵᇔ஫஥ أژٰٔد ހۇۼކںݺ
ا࿥ྐྵภฏߗںܽ اၗਗݪߵڛٔت ษ༆ކںݺ ގޓ ᅺᅬٰۛގ ܽཾ଺ଦ ܾߵ Robust PCA ൒ഷظঌঈا اབ༪එ඀݈ثڮ ا࿈ঈۛݦ،ׅت ۷ක๷ث۫
ا୸ଢ଼ਛਗاژߧܽ اހٰٔدڑܽ اހہںٔڛٔت ۰޾ݺ ގޓ ٔጨ጗ّݪ௠௄ ٔᇦᇥ اހߚٔذة، ጺጴۼࢤࢿ ގۼٔوގܽ ހۇݪߵن ގ޾ޑޑܽ PCA

اਛਗۇۄٔࠩࡂة. اހߚٔذة اހہںٔڛٔت ٩ޓ
੝ഈਢਞٔج ศૉۇކ۽ܽ ގߗ࿲ߚٰޭات ཬۛة ގޓ اހہںٔڛٔت པႃد ᇔᆳކںܽ ቟ቐ Sensor Fusion اལ݈ঌঈ݋סܞات ໅࿴د

࿥࿃ڷۇܹ. أو اހۄߦٔم ᅺᅬٔઓ࡚ وގߵڡߵۯںܽ ਣًਞٔواݘۇޑ دۯܽ ୸ୟأݘ ۰݀ދ
اਛਗߗ࿲ߚٰޭ णँو୶ଢ଼ژ اਛਗ݀ٔܜދ ۰ںܹ ڑۼߵم ቟ሐا୸ୗߌں อซߵم ܾߵ Sensor Spoofing اལ݈ঌঈ݋סܞ ౶ুׅ،ׅت ا఩చ௮ׅل

ษวں܇. ୸୐ཧ ًٔမގٔد واۯًٰٔ णँرك ᅶᅲٰوܜ اހۄߦٔم ઒࡚ۛاع ᅺᅬٰۛގ أو زاڎ۽ܽ ࿬࿃ںٔڛٔت
اܗۇۂر ގۄ޾ܽ ቟ቐ SWaT (Secure Water Treatment) اঘএۿصڮ اঌঈثׅه ۿסׅߋਈڮ اڈظزׅر ۿصܯڮ
ఴੱواۯ industrial control system ቟቉ٔ޹ۄ ଎଀ษ༆ ڛߦٔم ௠௑ۉݺ ގٰޭو۰ܽ ੐അٔڛٔت ܽཬߵᇔ஫஥و
ጺጴہ࿯ںܽ ቟ሐا୸ୗاހߗں اਦਞގޓ ཮ࡇࡗل واܗۇۂر ᆁᅬراߌܽ اހۂܘۉߵن ٔጨᖈۛཾۇ଺ଜ ގںٔه)، ܽગٰ࡚ٔގ (ษૉߧܽ

ڑܽ. اઓ࡚ںߵ اހۇܩۇںܽ
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9 ؉ׅب
ا۱סܯཝثڮ ؂ڮ اካእלݦ واඞ਺૩ૈ۱ڮ اঔএڍظ܂ׅךثڮاய஭னݦঔএت واଔଐصٌܽڮ اঌঈظ٭ٌم ካእظܯثٌ

اኙኋ۱ٌࡲ࢔ات واܽظڙزׅرات
ۿ٭ٌۿڮ

቟ቌٔܘۇںਣਞا اހۇ޾ںۛ رߌٔڎݺ ގޓ أژٰۛ ܾߵ ގٔ ቙ቌإ ܽ੟೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں اਦਞގޓ णँۛጨዱات ڞߧߵرت ހۼۛ
ٔ௠ோ ٫ጺጴٔڑܽ، ܽ۰ۛጨጚގߗ อซޑٔت اਛਗۛا۰ٰߵن ڑߵاིܹ اހںߵم، .ܽ੐೻ౕ౐إގ أܗߧٔء ৓ৈཬ ษ༆ۇߵي ๮๓اހ اހ࿬ߗںߧܽ
،Business Email Compromise (BEC) ᇔᆳౘፀጴٔل ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ا୸ଢ଼཭اق ፈጴذ ቟ሺ
اਣਞܜۇޑ٩ٔںܽ اணடۄۛߌܽ و౐ᇔᇂౕت ،deepfake text اހٰޑںޞ اހ੐೾୶ଢ଼ۥ ੝അۼۄںܽ ڑ۽ܽ ޫਛਗا واހۄ޾ߵص
وގۄٔߌہܽ دۯںۼܽ ހ٫ܽ اணடܭޑٔت ܾۚه ଺଩ۇཾۛم .sophisticated social engineering اਛਗۇߧߵرة
اހ౤Ⴢ჊ٔت ৓ৈཬ ܽ௠ுٔاހۼ اހۇۼކںۛڑܽ اਦਞڛߦޑܽ ژٔߌۇཾۛام اݘ࿲ߚ۰ٔ݀ٔ اਛਗߗۇܩںݺ ߏہܹ ގޓ อ໹ٰݺ ٔᇦᇥ ጺጴߗںٔق،
ގޓ ᅺᅲܾٔڎ ᇔᆟںٔت ቟ሺ ཧٔرۯߵن اਦਞގޓ ৙Ꭶ፞ษૉ ۰ٓن ،ፈጴذ ৓ৈཬ ౐ཬౕوة اހ࿬ߗںߧܽ. ۛཬاހۼߵا أو اਛਗ۽ۇٔܘںܽ
اᆁᅬا཭ކںܽ. واހۇ࿯ہጨግٔت اਦਞގޓ، وގۛوڛٔت اހणँۛጨጚات، اߌۇܨۂرات ڞۼٔر࠙ࡂ ގޓ ᅺლ჊݀ںਛਗا ୸୐ཧ اހہںٔڛٔت

وژߧںڷܽ. ڑܽ णँو ᇔᆳކںܽ اހۄ޾ߵص ܾۚه ގޓ ጺጴۇۄ۽ںۚ ᅺᅲاހۼٔژ اਛਗٰࡇࡗގٔت اߌۇܨޭاج ڑٰۛ
اస఼ాߵਣਞت ৓ৈཬ ܽ௠ுٔاހۼ اހـݪہ୸୐ة ܽ٫ጺጴا ௠௎ٔذج fine-tuning ޹ۼݺ ڑًٔ: ۯߵ ً ౕ౐཮ اހ۽޾ݺ ܾۚا ڑۼۛم
ا٫ጺጴٔت ܽગٰ࡚ٔގ ਛਗ݀ٔم Transformer-based Large Language Models (LLMs)

଺ଦۇݪߚۥ ߌߵف ژਦਞٔގޓ. ا઒࡚ٔ޹ܽ Natural Language Processing (NLP) اހߧہںٰںܽ
ٔᇦᇥ اހۄ޴، وراء ގޓ واހۼ޾ۛ اހߗںٔق ۰݀ދ ܾۚه اਛਗۇۼۛގܽ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳٔذج ௠௄ݪޓ ݘںۥ
ጨ጗ᜀٔڑܽ اހणँۛጨጚات. اߌۇܨۂرات ގٰࡇࡗގٔت اߌۇܨޭاج وأ௠௑ۇܽ اਛਗۇߧߵرة اணடܭޑٔت ܽઓઉჱ჊ގ ގޓ ٔጨ጗ݪ௠௄
fine-tuning واހ޾ۼݺ Transformers ౤ᎈጴܩߵਣਞت اਦਞߌٔߌںܽ اਛਗ۽ܾٔࢤࢿ ߌۇ۽݀ދ اހ۽޾ݺ، ܾۚا
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ᇔᆳౘፀጴٔل ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ا୸ଢ଼཭اق ގۉݺ ގٰۼۛ णँۛጨዱ ਣਞݘ࿲ߚٔف ௠௎ߵذج ਗ਼അٔء ৓ৈཬ ۯٔدراً وߌۇݪߵن
.Business Email Compromise

اগএׅܽܽثڮ واঌঈٮׅگࠕ࠰ ا۱ظ٭صثڮ، ،ძ။ျ݋ঌঈا 1 .9
اཬٔ۰ᆁᅬٔت ಩ಀ಼ٔوز อซޑٔت ހߚޓ ގۇߧߵرة ހ٫ܽ ا઒࡚޾ߵم ଺ଜۇཾۛم :෡ෆߏۼ ذات اਦਞߌٔߌںܽ ᅺლ჊ߚਛਗا
ጺጴٰۉߵر ًٔမوणँ ᅺლ჊݀ںਛਗا ୸୐ཧ اހۄ޾ߵص ގޓ ᅺᅲܾٔڎ ᇔᆟںٔت ܽગٰ࡚ٔގ اਦਞގޓ ۰ޭق ৓ৈཬ وอ໹ڂ اހ࿬ߗںߧܽ،
ڑܽ، واހߗܨޭ اހߗںٔق، ۰݀ދ ቙ቌإ ڞ۽ۇۼޭ ٔጨዮਦਞ اހۇۼކںۛڑܽ اހߧޭق ڞ۽ߚݺ .ིܽޭઓ࡚ا اހणँۛጨጚات ੐അٔڛٔت ৓ৈཬ
ގޓ اހۼںۛ ܾۚا ৓ৈཬ ጺጴۇ٫ކڂ ᅺᅲوߌں Transformer models اస఼ాߵਣਞت ௠௎ٔذج ڞߵ۰ޭ واހۼ޾ۛ.

.ܽ٫ጺጴا ቟ሺ اހٰޑںۼܽ اހߗںٔۯںܽ اހ౐ٰౕۯٔت ڞٰࠇࠋ ౐཭ౕل

ا۱ـۛز૩ુة اካእלڮ و୑ିׅذج ا۱ݘزثסثڮ اካእלׅت ۿסׅߋਈڮ 1 .1 .9
Artificial Intelli- ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ਣਞٔอૉت ۛ཮أ ቟ቐ (NLP) ا۱ݘزثסثڮ اካእלׅت ۿסׅߋਈڮ
ٔጨዮإ .[35] وڞߵހںܾۛٔ ܾٔ୸୐وڞ۽ߗ اހ࿬ྟັڑܽ ܽ٫ጺጴا ۰݀ދ ގޓ اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ௠௑ݪޓ ๮๓اހ gence (AI)

ގ٢ اހۇٰٔގݺ ٔጨ጗ݪ௠௄ أڛߦޑܽ ࿬࿃ۄٔء ހۄٔ ଺ଜޑ܇ ٔᇦᇥ ،ܽ੐അٔߌߵઓ࡚ا ܽગٰ࡚ٔਛਗوا اހ࿬ྟັي اހۇߵا޹ݺ ෡ෆژ ັྜગ࡚ا ௠ோۉٔژܽ
واހღ჊ౕގںܽ. اހۄ޾ںܽ اހہںٔڛٔت

اހߧہںٰںܽ. ا٫ጺጴٔت ܽગٰ࡚ٔގ อૉٔل ቟ሺ ًٔမوۯߵ ًٔ੟೾ۛ཮ ڞߧߵراً (LLMs) ا۱ـۛز૩ુة اካእלڮ ୑ିׅذج ڞُٰۛ
pa- ا౤౟ٰਛਗٔت ގކںٔرات ৓ৈཬ ษ༆ۇߵي ގٔ ཧٔހۂً ގۇۼۛގܽ، deep learning ᇔᆳںޞ ڞٰࠇࠋ ௠௎ٔذج ቟ቐو
ᇔᆳކںܽ ணடދ ࿲࿉ں܇ .ഞഈ୸ଢ଼ڛਢਞا ގޓ اހۄ޾ߵص ގޓ ᅺᅲܾٔڎ ᇔᆟںٔت ৓ৈཬ ގߗہۼًٔ ٔጨጔ᛹رणऎ ኢና وۯۛ ،rameters
وۯۛرات واઓ࡚ۼٔڎޞ، ڑܽ، اހۄܩߵ ۛཬۼߵاጺጴ وۯߵي ཬٔم ۰݀ދ ڞߧߵ࠙ࡂ ܾۚه pre-training اਛਗߗہޞ ഫ೾اހۇۛر
ގۉݺ اਛਗ݀ٔم، ގޓ واߌٰܽ ܽཬߵᇔ஫஥ أداء ৓ৈཬ ۯٔدرة อ༆ٰކ݀ٔ اހۇٗߌ࿥ߗںܽ ܽ۰ޭٰਛਗا ܾۚه .ܽ٫ጺጴا وڞߵހںۛ ،୸୐اހۇ۽ݪ

.቟ሺٔ޷ਢਞا ഫ೾اހۇۛر ގޓ اހۼކںݺ ގ٢ ཧٔހۂً ،ᅺᅲߌڷਦਞا ৓ৈཬ واਢਞིٔژܽ واހۇކܨں޴ ܽᇔᇆ୸ଢ଼اހ

ካእ݈ثׅق اঌঈٌرك ᇊᆽإ ಏ౶ׅا۱غ ۿ܄ ا۱صܯݦص: ൒ഷܭ܂؏ 2 .1 .9
.ᅺᅲᇔᇆ أو ܽ౤Ⴢႚ ގۉݺ اހۄ޴، ގޓ ฆ෯ءاً ௠௄ۉݺ رᇔᆷࠃ ގۇܹྃ ܾߵ text embedding ا۱صܥ ൒ഷܭ܂؏ إن
ܽጨያٔߚ࿲ਛਗا ቟ሐٰٔਛਗا ذات اހ౤Ⴢ჊ٔت ጺጴۄ޴. ቟ቌਣਞᆁᅬا ๨๐ٰਛਗا ڞކۇۼߡ اਛਗۇܭ݀ٔت ܾۚه أن ቟ቐ ا࿥ྐྵภฏߗںܽ اހ۽ச୿ة

اਦਞژٰٔد. ቟ቌٔཬ اਛਗۇܭ݀ࠃ اހ۽޼ٔء ቟ሺ اހہٰ޲ ٔጪྫྷٰژ ቙ቌإ أۯޭب ڞݪߵن
.ܽ౤Ⴢႚ წ჊ހ ًٔ੝അٔڡ وا཮ۛاً ގۇܭً݀ٔ ،GloVe و Word2Vec ގۉݺ اਛਗہச୿ة، ෡ෆاހۇ޼ޑ ڞۼۄںٔت أ౽಩಼ٵ
و (ޭጨ጗اހ (޷۽ܽ bank" "river ቟ሺ ෡ෆاހۇ޼ޑ ڛ۽߁ ٔணட ߌںݪߵن "bank" ܽ౤Ⴢႚ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ
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اᆀᅬي اઓ࡚ۼںࡡࡸ، ๨๐ٰਛਗا اހۇۼٔط ቟ሺ ڑ۽ߚݺ اހۼںۛ ܾۚا اߌ࿲ۉޑٔري). ݆ਗ਼അ) bank" "investment
اހߗںٔق. ৓ৈཬ ୸୐ݘہ წ჊ଽଣ ڑٰۇޑۛ

ካእ݈ثׅق ჌Ⴈۿٌر ؏ܭ܂ثصׅت ࿯࿉ۇ܋ ،ፈጴذ ގ٢ ،Transformer models اస఼ాߵਣਞت ௠௎ٔذج
اހ౤Ⴢ჊ٔت ৓ৈཬ ً ਗ਼അٔء ًٔ ඞඃٔގںਗ਼೾د "bank" ܽ౤Ⴢႚ ෡ෆڞ޼ޑ إଽଦٔء ڑࢱࢿ .context-aware embeddings

ودۯܽ ً ࠩࡂاء ୸ୟأݘ ۰݀ދ ቙ቌإ ڑߪدي ٔᇦᇥ ،෡ෆٰۄںਛਗا ෡ෆژ ୶୐ژٔࣇࣥࣳں ጺጴۄޑߵذج ଺ଜޑ܇ وܾۚا .ᅺᅲੂਸ਼ਭا ቟ሺ اจ෪ਦਞى
౤ᎈጴ݀ٔم ིۛاً ڑܽ ۯߵ Transformers اస఼ాߵਣਞت อ໹ٰݺ ގٔ ቟ቐ اހߗںٔق ۰݀ދ ৓ৈཬ اހۼۛرة ܾۚه ጺጴۄ޴.

اᆁᅬۯںۼܽ. اਦਞގۄںܽ
اய஭னݦঔএت ୑ିׅذج ܪ٭۫ 3 .1 .9

pre-trained LLM ގߗہۼًٔ ގۛرب ୸୐ݘہ ހ٫ܽ ௠௎ߵذج ۚ཭أ ᇔᆳކںܽ ܾߵ Fine-tuning ا۱ܯ٭۫
ژٔހ۽ٰݺ اࣇ࣢ࣳߵذج ڞٰࠇࠋ ހۼۛ .෡ෆٰގ ూ఼సٔل وศૉ޾޾ܽ أ޹٫ޭ ੐അٔڛٔت ܽཬߵᇔ஫஥ ৓ৈཬ ቟ሺٔإ޷ წ჊ଽଣ ܹ੗೾رणऎو
ਛਗ݀ޑܽ اހٰٔގܽ ܽ۰ޭٰਛਗا ܾۚه ੝അݪںںۥ اހ޾ۼݺ ڑۼߵم اހ޼ܨދ. ቟ቌوਦਞا ܹ੗೾رणऎ ގޓ اހٰٔގܽ ڑܽ ا٫ጺጴߵ ا௠௎ਦਞٔط
ܾۚا اਦਞގۄںܽ. اހणँۛጨጚات اߌۇܨޭاج أو ܽཬٔدఽ఼సا ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ णँۛษ༆ ގۉݺ ގۇܨ޾޾ܽ،
୸୐ژݪۉ أۯݺ ࿬࿃ںٔڛٔت ཬٔހںًٔ ً أداء ษ໹ۼޞ ٔᇦᇥ ގٰںۄܽ، ᅺლ჊ގߚ ቙ቌإ واߌٰܽ ގ۰ޭٰܽ ਗ਼೾ۼݺ ਦਞڛܹ ٫ጺጴٔڑܽ ۰ٰٔل اހጨ጗܋

اހ޾۽ޭ. ގޓ ௠௎ߵذج ഫ೾رणऎ ގޓ
Encoder (Bidirectional BERT اހ٫ޭض ணடۚا ގߗہۼًٔ اਛਗۛرژܽ اހ୸୐ጪྟة اࣇ࣢ࣳٔذج ଽ଩ޑݺ
ގޓ وأྑັع أ޹٫ޭ ܽཾ଺ଦ) DistilBERT و Transformers)، from Representations
Hugging ގۉݺ ގݪۇۂت ౐཭ౕل ގޓ ᅺᅬߵጪປຄ اࣇ࣢ࣳٔذج ܾۚه ੝ഋߵ۰ޭ .[21] RoBERTa و BERT)،

.PyTorch ގۉݺ اހٰޑںޞ اހۇٰࠇࠋ أߤޭ ۰ߵق ਗ਼അٔؤܾٔ ኢና ๮๓واހ ،Face Transformers
:৙ৈڑ ᄫᄝჽ ቟ቐ ڞ޾࿯ںۥ ਛਗ݀ޑܽ ษૉߵل ௠௎ߵذج ހ޾ۼݺ اހٰٔގܽ اހٰޑކںܽ

ߌ࿬ںݺ ৓ৈཬ .ܽ੐അٔߌߵઓ࡚ا وގ୶୐ا࿥࿆ۇ݆ ጨᖈޑۇ݆ ਗ਼೾ٔߌڂ ௠௎ߵذًིٔ ཮ۛد ۿ݈ز٭ًׅ: ۿٌرྑًׅ ًׅ໣ݦذ୑ି ૩૎ໞا (1)
ڑܽ. ୶୐ކอ༃ਢਞا اހۄ޾ߵص ހۇཿކںݺ راڎٰܽ اڛߧ౐ౕق ڛۼߧܽ `bert-base-uncased` ڑٰۛ اਛਗۉٔل،

ਣਞݘ࿲ߚٔف ژٔހ࿯ߗہܽ اస఼ాۛدة. ਛਗ݀ޑۇ݆ اހہںٔڛٔت و޹ۄۥ ٢ᇔᇆا ؉ঌঈׅڱ܂ڮ: ໞׅܪڮ ౶ুׅ،ׅت إໝٌاد (2)
ٔጨ጗ގ წႚ ،቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ގޓ ੐അٔڛٔت ܽཬߵᇔ஫஥ ܾۚه ߌۇݪߵن ،቟ቌٔܘۇںਣਞا اހۇ޾ںۛ

"٩ັྔںܽ". أو "ڞ޾ںۛ" ٔጨዮأ ৓ৈཬ ގ޾ۄ۽ܽ
቙ቌإ اހۄ޴ ڑݺ ހۇܩߵ ژٔࣇ࣢ࣳߵذج ا઒࡚ٔص tokenizer ઀ੳޭਛਗا اߌۇཾۛم :Tokenization ૧ુۿ૩૎۱ا (3)
(tokens (رގߵز ٩ޭ۰ںܽ ౤Ⴢႚٔت أو ౤Ⴢႚٔت ቙ቌإ اހۄ޴ ੝അۼߗࢤࢿ ઀ੳޭਛਗا ڑۼߵم رᇔᆷںܽ. ގ۰ޭٰٔت
ਛਗ݀ٔم `[CLS]` ގۉݺ اࣇ࣢ࣳߵذج، ٔጨጔߧކ੝೾ ཭ٔ޹ܽ رގߵزاً ڑ޼ںۥ ᄫᄝჽ .ܽཿںษว ژཬٗۛاد و࠙ࡂژߧ݀ٔ
اᆀᅬي ،attention mask اལ༷زׅه ٠صׅع ଽଦٓဠٔء ڑۼߵم اਸ਼ਭੂݺ. ހ۽޾ݺ `[SEP]` و اހۇ޾࿯ںۥ
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اਛਗ޼۰ٔܽ padding tokens اઓ࡚ߚߵ رގߵز وอ༆ܾٔݺ اઓ࡚ۼںۼںܽ اภฏގߵز ቙ቌإ ژ࿲࿆ਣਞٔۂه اࣇ࣢ࣳߵذج ୸ୗᝉศ໹
اހߧߵل. ਗ਼അ۽߁ اހ࿲ߗކߗ౐ౕت ᇔᇆں٢ ગٰ࡚ݺ

ژٔހ࿯ߗہܽ ۰ߵۯܹ. ژਛਗٔ݀ޑܽ ཭ًٔ޹ٔ "رأߌًٔ" وأ޷ۥ ގߗہۼًٔ اਛਗۛرب اࣇ࣢ࣳߵذج ౺ಸ಩ޑںݺ ۯދ ا࠸ࡓࡤݦذج: ᅅະຠث۫ (4)
.ܽ۰ۛጨጚߗਛਗا ހ۽ڷٔڞ݆ ࿯࿉ہߪات ࿯࿉ۇ܋ ଺ଣںߧܽ ٩޾࿬ںܽ ᅛᅉߏہ ߤہۼܽ ٩ޓ ٩ۂرة ܾۚا ጺጴۇ޾࿯ںۥ،

ގٰۛل ଺଩ۇཾۛم ގٔ ཬٔدةً اਛਗ޾ۄ۽ܽ. ੐അٔڛٔڞ݆ ৓ৈཬ اࣇ࣢ࣳߵذج ഫ೾ۛر੝അ ۯދ (ا۱ܯ٭۫): ಜ౯ا۱ظٌر (5)
اࣇ࣢ࣳߵذج ގ౤౟ٰٔت ا઒࡚ߧߵة ܾۚه ڞ޼ہߡ ژٔހ۽ٰݺ. ܜںۛاً ጨᖈںٗة اࣇ࣢ࣳߵذج أوزان ਦਞن ୸୐޹٫ ڞٰࠇࠋ

اਦਞގۄںܽ. ጨᖈޑۇ݆ ቟ሺ ጺጴۇܨ޾޴
ގۄٔߌہܽ. ގۼ࿥ྼٔ߁ ژٔߌۇཾۛام ᅺᅲގۄ۽޾ اܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ اࣇ࣢ࣳߵذج أداء ژۼںٔس ۯދ ا۱ظ٭ثࠕ࠰: (6)
re- واਣਞߌۇཬۛٔء ،precision اᆁᅬۯܽ ގۉݺ ގۼ࿥ྼٔ߁ ڞݪߵن ގٔ ཧٔހۂً اਦਞގۄںܽ، ౤ᎈጴ݀ٔم ژٔހ࿯ߗہܽ

.accuracy اހ࿬ߗںߧܽ اᆁᅬۯܽ ގޓ إ۰ٔدة ୸ୟأݘ F1-score F1 ودرིܽ ،call

ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ᇐᆫ ا۱ظݘزث٭ׅت 2 .9
۰݀ދ ੝ഋ޼ޑޓ ๮๓اހ ቟ሐا୸ୗاހߗں اਦਞގޓ ษ༆ۛڑٔت ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ৓ৈཬ ᅺᅬ޾ۼߵਛਗا اస఼ాߵਣਞت ڞߧہںޞ ௠௄ݪޓ

اހۄ޾ߵص.
اঔএڍظ܂ׅךثڮ واଔଐصٌܽڮ ا۱ظܯثٌ ۉ݋ٖ 1 .2 .9

وߌںٔق وڛ୸ୗة أߌࡇࡗب ษ༆ކںݺ ౤ᎈጴܩߵਣਞت ௠௄ݪޓ اঌঈظ٭ٌۿڮ: ᇐᆽׅډظثঔএا ا۱ظܯثٌ رׅܽ׿۫ ؏ܯའثٖ •
اހۇۼކںۛڑܽ. اਦਞڛߦޑܽ ٔጨዱڞ۽ߵ ๮๓اހ اਛਗۇߧߵرة اހۇ޾ںۛ ษૉٔوਣਞت ਣਞݘ࿲ߚٔف ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ᅺᅬٔرߌ
ގ۽ۇٔܘںܽ ژ౤Ⴢ჊ٔت ࠦࡂ੗ഋߡ ਣਞ ๮๓اހ اހߚܨ޾ںܽ ا౽ಸ಩ٔل أو ઓ࡚౔ፀጴٔح اᆁᅬۯںۼܽ اਢਞߏٔرات णँۛษ༆ ٔጨ጗ݪ௠௄

ษૉۛدة.
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء اᇔᇆٔ݀ਛਗߵن ଺ଜۇཾۛم ࿥࿃ۄޑٔ ا۱ס܂ث܏: ٖু౯૧૎۱ا ৎ౶٭صثڮ ؂ٮڮ اঌঈܜ ا۱صܯݦص ۉ݋ٖ •
௠௄ݪޓ اਛਗކ۽ۼܽ)، واਦਞܗۂر ڑ۽ܽ ޫਛਗا اਛਗۄۇྃٔت ੳંاܜٰٔت (ގۉݺ ގۼۄٰܽ ܗہ࿥ۉܽ ڛ޾ߵص ހۇߵހںۛ
اᆁᅬۯںۼܽ ܽ੐೻ٔܘ޾ਢਞا ا௠௎ਦਞٔط णँۛཿހۇ اస఼ాߵਣਞت ގۉݺ اจ෪ਦਞى ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ഫ೾رणऎ

اހ࿬ྟັڑܽ. اހණඃٔژܽ ٩ޓ آހںًٔ إଽଦٔؤه ኢና اᆀᅬي اހۄ޴ ୶୐௠௑ ๮๓اހ
اހߗߵداء، ኢኃاހۼߵا ৓ৈཬ ۰ۼߡ ا٩ਣਞۇޑٔد ًގޓ ਣਞणई اߋਃزབغڮ: ಜ౯ا۱ݦ URL/ۿݦا٠ד ੤ੈךصׅو ۉ݋ٖ •
ჱႚن إذا ގٔ णँۛཿހۇ URL ٩ۄߵان دا཭ݺ أو ഫ೾و ܽཿ޹۽ ৓ৈཬ اހۄ޴ ษ༆ކںݺ ጺጴۄޑߵذج ௠௄ݪޓ
ܽ۰ޭٰਛਗ ഫ೾و ގߵۯ٢ ܗ޾ߵ޹ںܽ ߌںٔߌܽ ۯޭاءة ௠௄ݪۄܹ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ڞ޾ںۛ. ᅺᅲᇔᇂ ގޓ ฆ෯ءاً

.จ෪آ ގ޾ۛر ގޓ ܽ཭ߗߵ࿯ގ أو ގۄߧۼںܽ ୸୐ཧ ഞഈჱႚ إذا ގٔ
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ߤކڂ ގۉݺ ،ᅺᅬٔޭߌጺጴ اਦਞߌٔߌںܽ اހۄںܽ ڞ޾࿯ںۥ ጺጴۄޑߵذج ௠௄ݪޓ اঌঈ݋زݦگڮ: اඑ඀ׅܽ׿۫ ౹ুڮ ۷ක๷ث۫ •
ਢਞڡٔرة ᅺᅬٔوษૉ أو ގٔހںܽ، ᅺᅲގٰٔގ จ෯ਢਞاء ཬིٔݺ ߤކڂ أو اਛਗޭور، ܽ౤Ⴢႚ ෡ෆڞٰں ཬਢਞٔدة ۯྜັي

راژߡ. ৓ৈཬ ਗ਼೾ۼޭ اਛਗߗۇཾۛم ગٰ࡚ݺ اހ۽޼ߵل

اኙኋ۱ٌࡲ࢔ات اܽظڙزׅرات أ୑ୂظڮ 2 .2 .9
.ᅺლ჊݀ںਛਗا ୸୐ཧ اހणँۛጨጚات اߌۇܨۂرات ܽગٰ࡚ٔގ أ௠௑ۇܽ ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ اస఼ాߵਣਞت

ย༅ۿݛ :Indicators of Compromise (IOCs) ا૩૎ໞঔএاق ۿݛย༅ات اܽظڙܞاج •
ษૉۇޑݺ. ๮๐أގ จ෪ق ቙ቌإ ୸୐ଽ଩ ๮๓اހ اᇔᆷภฏںܽ ܽ੐೻ٔۄગ࡚ا اހہںٔڛٔت ގޓ ฆ෯ء ܾߵ (IOC) ا૩૎ໞঔএاق
MD5، (ގۉݺ اਛਗކ۽ٔت وอ༆ޫڎٔت اހۄߧٔۯٔت، وأᇦᇗٔء ا઒࡚ہ࿥ۉܽ، IP ૳૗٩ۄٔو ᅺᅲގۉਦਞا ଽ଩ޑݺ
৓ৈཬ ጺጴۇٰޭف ݘۄޑߵذج اస఼ాߵل ޹ۼݺ ௠௄ݪޓ .቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ૳૗و٩ۄٔو SHA256)،
اਦਞގޓ ގۛوڛٔت ހۼޭاءة Named Entity Recognition (NER) اਛਗߗޑٔة اހඞඃٔڛٔت
৓ৈཬ ڑߵ۰ޭ ٔᇦᇥ اਛਗߪྔັات، ܾۚه ਣਞߌۇܨޭاج ًٔ੐೻ٔڞކۼ اਛਗۄۇۛڑٔت وގ࿯ߚߵرات اހणँۛጨጚات وڞۼٔر࠙ࡂ

.ົྮษ༆ ਣਞ ߌཬٔٔت ෡ෆ፪፞ా఼సا
ጺጴۇ࿯ہጨግٔت اހۼޭاءة ᅺᅲጪྑو ۯ޾୸୐ة ގކܨ޾ٔت إଽଦٔء ጺጴۄޑٔذج ௠௄ݪޓ ا۱ظའزኙቾׅت: وፀޚ޳اء ؏۷ڙثܥ •
ذات اਛਗٰࡇࡗގٔت ৓ৈཬ ًٔ੐೻ٔڞކۼ اހٰۉߵر ڑޞ ߤޭ ٩ޓ اހۇ࿯ہጨግٔت إࠩࡂاء أڑً޼ٔ ٔጨ጗ݪ௠௄ اਛਗٰۼۛة. اਦਞގۄںܽ

اస఼ాۛدة. MITRE ATT&CK ੝അۼۄںٔت اਛਗކܩߵظ اހ࿯ߚٔط رژߡ ގۉݺ ،ᅺᅲاހ޾
ݘߚۥ ۯཬٔۛة ቙ቌإ ގٔ णँۛጨጚހ ߤہںٰںܽ ހ٫ܽ و޹ۥ ܽᇔᇆࠦࡂ ጺጴۄޑߵذج ௠௄ݪޓ آ۱ثڮ: أۿصثڮ ٌໝ٠ݦا إમગׅء •
اހ޼ٔرة པႃا୸ୗاހ ގޓ णँིۛاً ގۇ୸୐٫اً ڑ޾ۥ ގۛوڛܽ ގ࿯ߚߵر ڑݺ ษ༆ߵ ௠௄ݪۄܹ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ رᇦᇗںܽ.
،[79] اހ޼ٔرة པႃا୸ୗاހ ٩ںۄٔت وڞ޾࿯ںۥ णँۛཿހۇ ଺ଜۇཾۛم ڞߵۯں٢ ቟ቐو ،YARA ۯཬٔۛة ቙ቌإ

.[?] اހߗྃݺ ཮ਦਞۛاث ཬٔم ڞߵۯں٢ ࿯࿉ߗںޞ ቟ቐو ،Sigma ۯཬٔۛة أو

اগএۿصثڮ ا۱غלܞات وܪٖ ۷ක๷ث۫ 3 .2 .9
Common Vul- اހߚٔڎٰܽ واఽ఼సٔߤޭ اހۉ٫ޭات ੐അٔڛٔت ۯཬٔۛة ގޓ اހۄ޾ߵص ษ༆ކںݺ ౤ᎈጴܩߵਣਞت ௠௄ݪޓ
اߌۇܨޭاج ٔጨ጗ݪ௠௄ اਦਞގۄںܽ. اހۇཿۚ࠙ࡂات ގޓ ܾٔ୸୐ཧو nerabilities and Exposures (CVE)

،ፈጴذ ৓ৈཬ ౐ཬౕوة اணடܭߵم. وڛٔۯ౐ౕت واਢਞ޹ۛارات اਛਗۇٗࠩࡂة اਛਗۄۇྃٔت ގۉݺ ًٔ੐೻ٔڞކۼ ا࿥ྐྵภฏߗںܽ اਛਗٰࡇࡗގٔت
اਦਞގޓ ۰ޭق ۛཬٔ଺ଜ ٔᇦᇥ اހߵاۯ٢، ቟ሺ ٔணடౕ౐اߌۇ٫ ژٔܘۇޑٔހںܽ ጺጴۇ࿯ہߪ اހۉ٫ޭة و޹ۥ ษ༆ކںݺ ৓ৈཬ ٔጨጔ᛹رणऎ ௠௄ݪޓ

اހۇ޾ܩں܇. ܜ݀ߵد ڑٔت أوހߵ णँۛษ༆ ৓ৈཬ
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اগএۿ܄ ᇐᆫ ا۱ݘزثסثڮ اካእלׅت ঌঈסׅߋਈڮ اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 3 .9
اਛਗۇٰކۼܽ ౤ᎈጴ݀ٔم اހٰٔގܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ णँٰۛاހ ੝ഋߵ۰ޭ ގ޾ۄ۽ܽ. ੐അٔڛٔت ቙ቌإ ษ༆ۇٔج اࣇ࣢ࣳٔذج، ހ޾ۼݺ

اਦਞގޓ: อૉٔل ቟ሺ اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔ௠ோ
:Nazario Phishing Email Corpora ؂ݦ ۱صـׅزار ᇐᆽׅډظثঔএا ا۱ظܯثٌ رׅܽ׿۫ ᅅଜଖݦໝׅت •
اހ٩ັྟںܽ، واภฏߌٔڎݺ ጺጴۇ޾ںۛ اઓ࡚ۼںۼںܽ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ގޓ ގٰޭو۰ܽ ᇔ஫஥ߵཬٔت ቟ቐ

.[?] اހـݪߚۥ ௠௎ٔذج ഫ೾ހۇۛر ൾ൲ുޓ ڞۼۛر ਣਞ ቟ቐو
ގߗۇܨޭིܽ ގ୶୐ات ৓ৈཬ ܾۚه اހہںٔڛٔت ܽཬߵᇔ஫஥ ษ༆ۇߵي :UCI ۿ܄ ا۱ظܯثٌ ۿݦا٠ד ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
ގޓ ৙ৈٰاހ۽ اހۄ޴ اߌۇ౐ཾౕص ڑޞ ߤޭ ٩ޓ ٔணடᄫᄝᄏاߌۇ ௠௄ݪޓ ๮๓واހ ،ഫ೾اހߵ ގߵاۯ٢ آਣਞف ގޓ

.[56] اస఼ాۇߵى ހۇཿކںݺ اਛਗߵاۯ٢
CVE ౐อ௣ౕت ᇔᇆں٢ (NVD) ጺጴۉ٫ޭات اހߵߤۄںܽ اހہںٔڛٔت ۯཬٔۛة ڞߵ۰ޭ :CVE ౶ুׅ،ׅت ໝׅ٠ٌة •
ގۉݺ اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ ਛਗ݀ٔم ގۉٔހںܽ ጺጴۉ٫ޭات اހۄ޾ںܽ اਦਞو޹ٔف ڞٰۛ ގۄߦދ. ࿯੝അߗںޞ

ژ઒࡚ٔߧߵرة. واހۇ࿯ہߪ اਛਗٰࡇࡗގٔت اߌۇܨޭاج
੐അٔڛٔت ৓ৈཬ (MISP) اހ޼ٔرة པႃا୸ୗاހ ގٰࡇࡗގٔت ᅛᄷގߚٔر ގۄ޾ܽ ษ༆ۇߵي :MISP ܪׅدرات •
اހߵ޹۽ںܽ ٔணடܘۼߵ اߌۇཾۛام ௠௄ݪޓ ژٔހ۽ٰݺ، ᅺლ჊ںጨᖈ ߏہܹ ٔጨዮأ ގޓ ا٤ภฏދ ৓ৈཬ .ᅺლ჊ںጨᖈ णँۛጨዱات

اހणँۛጨጚات. ڞކܨں޴ ގۉݺ ਛਗ݀ٔم ڛ޾ںܽ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ଽଦਢਞٔء
ᇔ஫஥ߵཬٔت ଽଦٓဠٔء واਛਗߪߌߗٔت اހۂܘۉߵن ڑۼߵم ގٔ ཧٔހۂً اঌঈ݈ظ۷໯ܯڮ: اம஭னܯܯڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت •
اਦਞގޓ ގۛوڛٔت ގۉݺ اހٰٔގܽ اਛਗ޾ٔدر ގޓ اހہںٔڛٔت اߌۇ౐ཾౕص ڑޞ ߤޭ ٩ޓ ศૉ޾޾ܽ ੐അٔڛٔت
ގޓ ،ፈጴढई اހۼںٔم ٩ۄۛ Reddit. ৓ৈཬ r/netsec ގۉݺ اਛਗۄۇۛڑٔت أو ڑܽ اਢਞܗۂر اਛਗߵاۯ٢ أو

.ٔጨᖈواߌۇཾۛا اހہںٔڛٔت ٢ੂਸ਼ਭ وا౐཭ਦਞౕۯںܽ ܽ੐ഈاހۼٔڛߵ اਧਞڡٔر ੳંاཬٔة ჱ჊௠ோن اᇔᇒਦਞںܽ

ᇐᆁو૩૎ۛ۱ـওএا ا૩ૈ۱ࡲ࢔ ا૩૎ໞاق ך܄ ካእـۛ݋ٖ ක਺ݦل :ॊहᅅᄤ ۿย༐وع 4 .9
ᅅᄤ௉኱እׅل

णँ୸ୗاހ ا୸ଢ଼཭اق อซޑٔت ਣਞݘ࿲ߚٔف ގߗہۼًٔ ގۛرب ษૉߵل ௠௎ߵذج ژ޾ۼݺ ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
.(BEC) ᇔᆳౘፀጴٔل ቟ሐو୸ଢ଼ހـݪਢਞا

ܘںٷ ٫ጺጴٔڑܽ ܽ۰ۛጨጚގߗ اܘۇںٔل ᇔᆳކںܽ ܾߵ (BEC) ᅅᄤ௉኱እׅل ᇐᆁو૩૎ۛ۱ـওএا ا૩ૈ۱ࡲ࢔ ا૩૎ໞاق อซߵم
ގߵߣۥ ཭ۛاع ܾߵ اணடۛف ژܹ. ގߵڡߵق ژٔڎ٢ أو ᅛᄷັ ྔ ቟ሺ ਗ਼ഋ۽ںۚي ގߗߪول ศ௦޾ںܽ اਛਗ݀ٔܜދ ࿯ྼۇཿݺ
اภฏߌٔڎݺ ܾۚه ڞݪߵن ގٔ ཧٔހۂً ܘߗٔߌܽ. ގٰࡇࡗގٔت ٩ޓ اހـݪߚۥ أو ቟ቌٔاܘۇں ఴఙਗ਼അ ڑݺ ษ༆ߵ จ෯ਢਞاء
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اਣਞܜۇޑ٩ٔںܽ، اணடۄۛߌܽ ৓ৈཬ ۰ۼߡ وڞٰۇޑۛ ޷ٔرة، ۰ંੳۼٔت أو رواژߡ ৓ৈཬ ษ༆ۇߵي ਣਞو ܜںۛاً، ގݪۇߵژܽ
.[2] اݘ࿲ߚ۰ٔ݀ٔ اހۇۼކںۛڑܽ اษ௦ޭਛਗٔت ৓ৈཬ ིۛاً اހ޾ٰڂ ގޓ อ໹ٰݺ ٔᇦᇥ

૧ુۿ૩૎۱وا ا۱زثׅ،ׅت إໝٌاد :1 اߋਃݘݦة 1 .4 .9
BEC ހـ اჱႚٔా఼సة ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ ގޓ وގۇߵازڛܽ ޹୸୐٫ة ੐അٔڛٔت ܽཬߵᇔ஫஥ ଽଦٓဠٔء ߌۄۼߵم ،ًਣਞأو
ߌ࿯ߗۇཾۛم ،ፈጴذ ژٰۛ ژٔހہںٔڛٔت. ፀጴౕܘۇ۽ٔظ `pandas` ੐അٔڛٔت إߤٔر ߌ࿯ߗۇཾۛم اހ٩ັྟںܽ. واภฏߌٔڎݺ
࿯࿉ߗںޞ ቙ቌإ اހۄ޴ ڑݺ ހۇܩߵ Hugging Face ቟ሺ `transformers` ގݪۇہܽ ގޓ tokenizer ઀ੳޭਛਗا
`Dataset` ۰ڷܽ ཬٓဠۛاد ڑۼߵم اހٰޑކںܽ. ܾۚه 65 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ ۰݀ޑܹ. ጺጴۄޑߵذج ௠௄ݪޓ

.઀ّੳંੳ ཭ۛਛਗݺ ً ਣਞٔގۉ ڑٰޭض و اހہںٔڛٔت، ဋྜڑۼ و ،PyTorch ހـ ศૉ޾޾ܽ

وا۱ܯ٭۫ ا࠸ࡓࡤݦذج ᅅະຠث۫ :2 اߋਃݘݦة 2 .4 .9
ހۇ޾࿯ںۥ رأس ގ٢ ގߗہۼًٔ اਛਗۛرب `bert-base-uncased` ௠௎ߵذج ౺ಸ಩ޑںݺ ڛۼߵم ،ፈጴذ ژٰۛ
ኢኖ "BEC". و "቟቉ັྔ" إจ෪اج: ๮๓۰ڷ ٔਗ਼೾ᆁᅬ أن اࣇ࣢ࣳߵذج ୸ୗᝉศ༆ `num_labels=2` اހߵߌںߧܽ اހ࿲ߗކߗݺ.
.ഫ೾اހۇۛر ཮ކۼܽ ࿬࿉ߗߡ ๮๓واހ ،Hugging Face ގޓ `Trainer` ڞߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ ଺ଦۇཾۛم
اހـݪߵد ڑۼߵم .ٰܽ۰ᆁᅬا وત်ދ اઓ࡚ۼڂ ཬۛد ގۉݺ ا౤౟ٰਛਗٔت ቟ሺ ଎଀ཿۇጺጴ `TrainingArguments` ษ༃ۛد

اހ޾ۼݺ. ᇔᆳކںܽ وणईء ཬٓဠۛاد 66 ܽ௠ுٔاހۼ ቟ሺ

ا۱ظ٭ثࠕ࠰ :3 اߋਃݘݦة 3 .4 .9
௠ோۛى ܾۚا ୸ୗᝉศ໹ڛٔ اస఼ాܭߵزة. اਣਞܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ اࣇ࣢ࣳߵذج أداء ڞۼںࢤࢿ ཬކںۄٔ อ໹ڂ ،ഫ೾اހۇۛر ژٰۛ
णँ୸ୗاހ ا୸ଢ଼཭اق ٩ޓ اހـݪߚۥ ގۉݺ ਛਗ݀ޑܽ .ܽ੐೻ંੳ ୸୐ཧ णँིۛة ੐അٔڛٔت ৓ৈཬ اހۇٰޑࢤࢿ ৓ৈཬ اࣇ࣢ࣳߵذج ۯۛرة
اހٰٔހںܽ اᆁᅬۯܽ .෡ෆᇦᇗٔ཮ ૳૗ંੳأ recall واਣਞߌۇཬۛٔء precision اᆁᅬۯܽ ୸ୗڞٰۇ ᇔᆳౘፀጴٔل، ቟ሐو୸ଢ଼ހـݪਢਞا
ིۛاً ཐၟޭਛਗا ᇔᆸޓ BEC، ٔጨዮأ ৓ৈཬ ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ᅺᅬٔرߌ اࣇ࣢ࣳߵذج ڑ޾ۄۥ ٩ۄۛގٔ أڛܹ ๮๐ٰڞ "BEC" ހ۽ڷܽ
णँۛษ༆ ቟ሺ ದ౳಼܇ اࣇ࣢ࣳߵذج أن ๮๐ٰڑ ቟ቌٰٔاހ اਣਞߌۇཬۛٔء ގۄܨ۽޼ܽ). ჱႚذژܽ (إ੐അٔอ໹ٔت ܽཿںษว ڞݪߵن أن
ܾۚا จ෯ٓဠاء 67 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ڑۼߵم ގۄܨ۽޼ܽ). ჱႚذژܽ (ߌކہںٔت اހ۽ٰކںܽ BEC رߌٔڎݺ ގٰߦދ

ގ۽޾ݺ. ڞ޾࿯ںۥ ڞۼޭ࠙ࡂ ܽཬٔوߤہ اހۇۼںࢤࢿ

൒ഷا۱ظ۷٭ گصٌܽڮ ۿٮׅگث܂ݴ: اܽظۛ݋ׅف 4 .4 .9
اހـݪہ୸୐ة ܽ٫ጺጴا ௠௎ٔذج ਣਞߌۇཾۛام ڑܽ ۯߵ أจ෪ى ڑۼܽ ߤޭ ܾۄٔك ގۇܨ޾޾ܽ، ௠௎ٔذج اހ޾ۼݺ ຿ྟ࿯ྼ ࿥࿃ۄޑٔ
prompt en- ൒ഷا۱ظ۷٭ گصٌܽڮ ౐཭ౕل ގޓ ቟ቐو GPT-4 ) (ގۉݺ اހٰٔގܽ ا٤ਦਞંاض وذات ིۛاً
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ܽཧٔژ޾ں ᎂ፞ా఼సا ڑۼߵم ،ፈጴذ ގޓ ً ਣਞणई اࣇ࣢ࣳߵذج. ഫ೾رणऎ إཬٔدة اހۇۼۄںܽ ܾۚه ੝ഋ޼ޑޓ ਣਞ .gineering

أڑً޼ٔ ܾۚا ڑُٰޭف ษૉۛدة. ጨᖈޑܽ ਦਞداء اࣇ࣢ࣳߵذج ހۇߵܜںܹ (prompt ෡ෆڞކۼ) ᅺᅲގ۽޾ ڛ޾ںܽ ڞٰކںޑٔت
."in-context learning اހߗںٔق ቟ሺ "اހۇٰࠇࠋ ဋྑٔژ

ގۉݺ: ෡ෆڞކۼ اߌۇཾۛام ܾۚا ๮๐ٰڑ ۯۛ اਦਞގޓ، ᎂ፞ా఼స ژٔހ࿯ߗہܽ
ᇔᆳౘፀጴٔل. ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ا୸ଢ଼཭اق อซߵم ౐ཬౕގٔت ٩ޓ ษༀۉًٔ ቟ቌٔاހۇ ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ᎂ፞཮

اހߚܨ޾ںܽ. ا౽ಸ಩ٔل وڞݪۇںჱ჊ت اހٰٔدڑܽ، ୸୐ཧ اਛਗٔހںܽ واހߧކۂت اઓ࡚ਢਞٔح، ৓ৈཬ ఉ௰ر
.10 ቙ቌإ 1 ގޓ ڡۼܽ ودرིܽ ݆อ໶ٔހۄۇ ގކܨً޾ٔ ۯۛم

ܾۄٔ] ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ڛ޴ [اހ޾ޞ :቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ
௠௎ߵذج ڞߧߵ࠙ࡂ ቙ቌإ ིܽٔઓ࡚ا دون ጺጴۇཿކںݺ ۯߵي ۛཬٔގߗ ቙ቌإ ཬٔم ୸୐ݘہ ހ٫ܽ ௠௎ߵذج ษ໹ߵل اހጨ጗܋ ܾۚا
୸ୟأݘ اਦਞގۄںܽ ౤ᎈጴ݀ٔم ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގ٢ اހۇ۽ཬٔݺ ڑ޾ہ܇ ܘںٷ ގߗۇۼہކںًٔ ًܾٔٔอ༆ا ௠௄ۉݺ إڛܹ ศૉ޾޴.

اހߵ޹ߵل. ቟ሺ ᅺᅬߵጪྑو ڑܽ ܘߵار

اߋ୑ୂׅਃڮ
৓ৈཬ ܽ௠ுٔاހۼ ቟ሐا୸ୗاހߗں اਦਞގޓ ษ༆ۛڑٔت ގ٢ ڞٰٔގކۄٔ ݘں۽ںܽ ቟ሺ ڛߵ٩ںܽ ᅺᅲڛۼ اస఼ాߵਣਞت ৓ৈཬ ܽ௠ுٔاހۼ اࣇ࣢ࣳٔذج ௠௑ۉݺ
اਣਞܜۇޑ٩ٔںܽ اணடۄۛߌܽ อซޑٔت اݘ࿲ߚٔف ٔጨ጗ݪ௠௄ ،ٔጨዱਣਞਣਞود ܽ٫ጺጴا ߌںٔق ۰݀ދ ౐཭ౕل ގޓ اހۄ޾ߵص.
اހ޾ۼݺ ᇔᆳކںܽ ހۄٔ ࿲࿉ں܇ اހۇߵۯںٰٔت. ৓ৈཬ ܽ௠ுٔاހۼ اހۇۼކںۛڑܽ اਦਞڛߦޑܽ ᅺᅬߵጪປຄ ಩ಀ಼ۄڂ ๮๓اހ اਛਗۇߧߵرة واހۇ޾ںۛ
णँۛษ༆ ގۉݺ ٫ጺጴٔڑܽ، ษૉۛدة أގۄںܽ ਣਞٔอૉت ގ٢ ڑܽ اހۼߵ اހٰٔގܽ اࣇ࣢ࣳٔذج ܾۚه ڞݪںںۥ fine-tuning

ގޓ IOCs ا୸ଢ଼཭ਣਞاق ގߪྔັات اߌۇܨޭاج أو BEC اᇔᆳਦਞٔل ୸ଢ଼཭ਣਞاق ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ رߌٔڎݺ
.ᅺლ჊݀ںਛਗا ୸୐ཧ اހणँۛጨጚات ڞۼٔر࠙ࡂ

و Hugging Face Transformers ގۉݺ ގݪۇۂت ۰ٓن ،৙ৈاހٰޑ ގྟັو٩ۄٔ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ
اࣇ࣢ࣳٔذج ޹ۼݺ ౐཭ౕل ގޓ ߌߵاء .෡ෆޑٔرߌਛਗا ގۇۄٔول ቟ሺ اਛਗۇۼۛގܽ اހۇݪۄߵހߵܜںٔ ܾۚه อ༆ٰݺ PyTorch

اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ أ޹ہܩٵ اހ޼ܨޑܽ، اހٰٔގܽ اࣇ࣢ࣳٔذج ގ٢ ෡ෆاހۇކۼ ܾۄۛߌܽ اߌۇཾۛام أو اਛਗۇܨ޾޾ܽ
دۯܽ ୸ୟوأݘ أྑັع د۰ٔع أڛߦޑܽ ࿲ྼں܇ ٔᇦᇥ ،ഠ೾ۛઓ࡚ا اਦਞގޓ ᎂ፞ษૉ أدوات ܽཬߵᇔ஫஥ ቟ሺ ٔጨ጗٩ ๨๐٤ ਣਞ أداة

آހںܽ. ୸ୟوأݘ
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1 import pandas as pd
2 from transformers import AutoTokenizer
3 import torch
4 from torch.utils.data import Dataset, DataLoader
5 from sklearn.model_selection import train_test_split
6 from sklearn.metrics import classification_report, accuracy_score
7 from tqdm.notebook import tqdm # For progress bars
8 import os
9 import shutil

10 import numpy as np
11
12 # Create dummy BEC and legitimate email data
13 data = {
14 'text': [
15 "Urgent: CEO requesting wire transfer to new vendor account. Process immediately.", # BEC
16 "Subject: Q3 Financial Report - Please review and provide feedback.", # Legitimate
17 "Action Required: Process invoice #12345 to new account per attached. From: John Smith (CFO).", # BEC
18 "Meeting reminder: Project Alpha review at 2 PM today.", # Legitimate
19 "I am out of office. Please transfer $50,000 to this new account for urgent deal. - CEO", # BEC
20 "Regarding your request for new software licenses, please follow internal process.", # Legitimate
21 "Confirming new bank details for payment of supplier X. Transfer by end of day.", # BEC
22 "Monthly security awareness training is scheduled for next week. Don't miss it." # Legitimate
23 ],
24 'label': # 1: BEC, 0: Legitimate
25 }
26 df_emails_bec = pd.DataFrame(data)
27 print("Original BEC/Legitimate Email DataFrame:\n", df_emails_bec)
28
29 # Choose a pre-trained tokenizer (e.g., from BERT base uncased model)
30 tokenizer = AutoTokenizer.from_pretrained('bert-base-uncased')
31 print(f"\nLoaded tokenizer: {tokenizer.name_or_path}")
32
33 # Max sequence length for tokenizer (e.g., 128 or 256 tokens)
34 MAX_LEN = 128
35
36 class EmailDataset(Dataset):
37 def __init__(self, texts, labels, tokenizer, max_len):
38 self.texts = texts
39 self.labels = labels
40 self.tokenizer = tokenizer
41 self.max_len = max_len
42
43 def __len__(self):
44 return len(self.texts)
45
46 def __getitem__(self, item):
47 text = str(self.texts[item])
48 label = self.labels[item]
49
50 encoding = self.tokenizer.encode_plus(
51 text,
52 add_special_tokens=True, # Add '[CLS]' and '[SEP]'
53 max_length=self.max_len, # Pad/truncate to max_len
54 return_token_type_ids=False, # No token type IDs for single sentence classification
55 padding='max_length', # Pad to max_length
56 return_attention_mask=True, # Return attention mask
57 return_tensors='pt', # Return PyTorch tensors
58 truncation=True # Truncate if sequence is longer than max_len
59 )
60
61 return {
62 'text': text,
63 'input_ids': encoding['input_ids'].flatten(),
64 'attention_mask': encoding['attention_mask'].flatten(),
65 'labels': torch.tensor(label, dtype=torch.long)
66 }
67
68 # Create datasets
69 train_texts, test_texts, train_labels, test_labels = train_test_split(
70 df_emails_bec['text'].to_numpy(),
71 df_emails_bec['label'].to_numpy(),
72 test_size=0.25, # Small test size for this tiny dataset
73 random_state=42,
74 stratify=df_emails_bec['label'] # Stratify to maintain label distribution
75 )
76
77 train_dataset_nlp = EmailDataset(list(train_texts), list(train_labels), tokenizer, MAX_LEN)
78 test_dataset_nlp = EmailDataset(list(test_texts), list(test_labels), tokenizer, MAX_LEN)
79
80 # Example of a tokenized input
81 sample_item = train_dataset_nlp
82 print(f"\nSample tokenized input_ids: {sample_item['input_ids']}")
83 print(f"Sample attention_mask: {sample_item['attention_mask']}")
84 print(f"Sample label: {sample_item['labels']}")
85 print(f"Decoded text: {tokenizer.decode(sample_item['input_ids'], skip_special_tokens=True)}")

ᇔᆳౘፀጴٔل. ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ا୸ଢ଼཭اق ٩ޓ ጺጴـݪߚۥ ܾٔ୶୐وࠦࡂގ اހہںٔڛٔت إཬۛاد :65 Listing
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1 from transformers import AutoModelForSequenceClassification, TrainingArguments, Trainer
2 from sklearn.metrics import f1_score, precision_score, recall_score
3
4 # Note: This code assumes the variables from the previous listing (Listing 10.1)
5 # such as train_dataset_nlp and test_dataset_nlp are available in the same session.
6
7 # Load a pre-trained BERT model for sequence classification
8 # num_labels=2 for binary classification (BEC or Legitimate)
9 model_nlp = AutoModelForSequenceClassification.from_pretrained('bert-base-uncased', num_labels=2)

10 print("\nBERT Model for Sequence Classification Loaded.")
11
12 # Define training arguments (adjust as needed for real projects)
13 training_args = TrainingArguments(
14 output_dir='./results_bec', # output directory
15 num_train_epochs=10, # total number of training epochs
16 per_device_train_batch_size=2, # batch size per device during training
17 per_device_eval_batch_size=2, # batch size per device during evaluation
18 warmup_steps=50, # number of warmup steps for learning rate scheduler
19 weight_decay=0.01, # strength of weight decay
20 logging_dir='./logs_bec', # directory for storing logs
21 logging_steps=100,
22 evaluation_strategy="epoch", # Evaluate every epoch
23 save_strategy="epoch", # Save model every epoch
24 load_best_model_at_end=True, # Load the best model when training ends
25 metric_for_best_model="f1", # Metric to use for best model selection
26 greater_is_better=True,
27 report_to="none" # Disable integrations like Weights & Biases for simple demo
28 )
29
30 # Define a compute_metrics function for evaluation
31 def compute_metrics(p):
32 predictions, labels = p
33 predictions = np.argmax(predictions, axis=1)
34 f1 = f1_score(labels, predictions, average='binary') # 'binary' for 2 classes
35 precision = precision_score(labels, predictions, average='binary')
36 recall = recall_score(labels, predictions, average='binary')
37 return {"f1": f1, "precision": precision, "recall": recall}
38
39 # Create the Trainer instance
40 trainer = Trainer(
41 model=model_nlp, # the instantiate Transformers model to be trained
42 args=training_args, # training arguments, defined above
43 train_dataset=train_dataset_nlp, # training dataset
44 eval_dataset=test_dataset_nlp, # evaluation dataset
45 compute_metrics=compute_metrics, # the callback for metrics computation
46 )
47
48 # Train the model
49 print("\n--- Starting BERT Fine-tuning for BEC Classification ---")
50 trainer.train()
51 print("\nBERT Fine-tuning complete.")

ᇔᆳౘፀጴٔل. ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ا୸ଢ଼཭اق ހۇ޾࿯ںۥ BERT ௠௎ߵذج ޹ۼݺ :66 Listing
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1 # Note: This code assumes the variables from the previous listings
2 # (e.g., trainer, test_dataset_nlp, test_labels) are available.
3
4 print("\n--- Evaluating Fine-tuned BERT Model on Test Set ---")
5 eval_results = trainer.evaluate()
6 print(f"Evaluation results: {eval_results}")
7
8 # Manually predict and print classification report for clarity
9 predictions = trainer.predict(test_dataset_nlp)

10 y_pred_nlp = np.argmax(predictions.predictions, axis=1)
11 y_true_nlp = test_labels
12
13 print("\n--- Classification Report for BEC Detection ---")
14 print(classification_report(y_true_nlp, y_pred_nlp, target_names=['Legitimate', 'BEC']))
15
16 # Clean up results directory
17 if os.path.exists('./results_bec'):
18 shutil.rmtree('./results_bec')
19 print("\nCleaned up ./results_bec directory.")
20 if os.path.exists('./logs_bec'):
21 shutil.rmtree('./logs_bec')
22 print("Cleaned up ./logs_bec directory.")

اਛਗ޾ۼߵل. BERT ௠௎ߵذج ڞۼںࢤࢿ :67 Listing
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৓ৈཬ ఉ௰࠙ࡂ اઓ࡚ٔߌߵب ཬࡇࡗم ގޓ واߌ٢ อૉٔل :Artificial Intelligence ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء AI
واਣਞߌۇਣਞۛل. ܽ٫ጺጴا ۰݀ދ ގۉݺ ،ًٔမັພຄ ً ذჱႚء ཬٔدةً ੝ഋߧކڂ ጨᖈٔم أداء ٔጨ጗ݪ௠௄ أڛߦޑܽ إଽଦٔء

Trans- اస఼ాߵਣਞت ௠௎ٔذج ቟ሺ ގݪߵن :Attention Mask ا࿲࿆ਣਞۂه ۯۄٔع Mask Attention
੐അٔڛٔت ቟ቐ (tokens (اภฏގߵز ا౐཭ۛਛਗౕت ގޓ أฆ෯اء ژٗي اࣇ࣢ࣳߵذج ڑُٰࠇࠋِ former models

.৙ৈٰاހ۽ اస఼ాۇߵى ৓ৈཬ ۰ۼߡ اࣇ࣢ࣳߵذج ୶୐ࠦࡂݘ ڑ޼ޑޓ ٔᇦᇥ ،padding ܘߚߵ อૉޭد ٔጨዤوأ ܘۼںۼںܽ
቟ሐو୸ଢ଼إހـݪ อซߵم :Business Email Compromise ᇔᆳౘፀጴٔل ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ ا୸ଢ଼཭اق BEC
ގߵڡߵق ގߵرد أو ᅛᄷັ ྔ ቟ሺ ਗ਼ഋ۽ںۚي ގߗߪول ศ௦޾ںܽ اస఼ాۇٔل ۰ںܹ ࿯ྼۇཿݺ ގߵིܹ cyberattack

ܘߗٔߌܽ. ގٰࡇࡗގٔت ٩ޓ اހـݪߚۥ أو ቟ቌٔاܘۇں ቟ቌٔގ ڑݺ ౺ಸ಩ߵ ጺጴۼںٔم ގߵߣۥ ઒࡚ۛاع ژܹ
Bidirectional Encoder Repre- اస఼ాߵਣਞت ގޓ اอ༆ਣਞٔه ܽ੐೻ٔਗ਼എ ୸୐ߚ۽࿲اހ ௠௑ۉں౐ౕت BERT
وގጪྟߵر ۯߵي Transformer ษૉߵਣਞت ௠௎ߵذج :sentations from Transformers

ގޓ ܽཬގۇۄߵ ܽཬޑߵూ఼స واߌ٢ ڛߧٔق ৓ৈཬ و଺ଜۇཾۛم ܜߵིݺ، ژߵاߌߧܽ ڞߧߵ࠙ࡂه ኢና ގߗہۼًٔ ގُۛرب
.NLP اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ ጨᖈٔم

Context-aware Embed- ጺጴߗںٔق اਛਗۛرك ෡ෆاހۇ޼ޑ Embedding Context-aware
وܾۚا .ᅺᅲੂਸ਼ਭا ቟ሺ ٔጨያ اస఼ాںߧܽ اހ౤Ⴢ჊ٔت ৓ৈཬ ً ਗ਼അٔء ୸୐٫੝೾و ܽ౤Ⴢႚ ௠௄ۉݺ vector رᇔᆷࠃ ގۇܹྃ :ding
ގۼٔژݺ ޭጨ጗اހ "޷۽ܽ" اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ܽ౤Ⴢ჊اހ ހۄ۽߁ اఽ఼సۇކ۽ܽ ቟ሐٰٔਛਗا ژ۽݀ދ ጺጴۄޑߵذج ଺ଜޑ܇

.(቟ቌٔގ "ގྮັف"
Common Vulnerabilities and اਣਞڛݪߚٔف وގߵاߤޓ اހߚٔڎٰܽ اਦਞގۄںܽ اހۉ٫ޭات CVE
቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ اਦਞގۄںܽ اހۉ٫ޭات و۰݀ޭߌܽ णँۛཿހۇ ۛ཮ގߵ ڛߦٔم :Exposures

ཬކۄًٔ. ٔጨ጗٩ اހـݪߚۥ ڑࢱࢿ ๮๓اހ cybersecurity vulnerabilities

઀ੳڑۥ ڛ޴ :Deepfake Text اހٰޑںޞ اހ੐೾୶ଢ଼ۥ ੝അۼۄںܽ ڑۥ ޫਛਗا اހۄ޴ Text Deepfake
ގ޾ޑދ وܾߵ ،AI model ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ژߵاߌߧܽ إଽଦٔؤه ኢና ٫ጺጴٔڑܽ ގۼۄ٢ وހـݪۄܹ
اਣਞܜۇޑ٩ٔںܽ اணடۄۛߌܽ أو اਣਞܘۇںٔل ᇔᆳކںٔت أو اހჱ჊ذژܽ اਦਞܗۂر ގۉݺ ܗہ࿥ۉܽ أଽଦߧܽ ቟ሺ ፀጴౕߌۇཾۛام

.social engineering

AI model ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ۚ཭أ ᇔᆳކںܽ :Fine-tuning اᆁᅬۯںޞ اހ޼ہߡ Fine-tuning
أ޹٫ޭ dataset ੐അٔڛٔت ܽཬߵᇔ஫஥ ৓ৈཬ ቟ሺٔإ޷ წ჊ଽଣ ܹ੗೾رणऎو اހٰٔގܽ ٤ౘፀጴંاض ގߗہۼًٔ ގُۛرب
phishing ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ رߌٔڎݺ اݘ࿲ߚٔف ގۉݺ ގٰںۄܽ، ਛਗ݀ޑܽ ހۇܨ޾ں޾ܹ وษૉۛدة

.emails

أو ޷ٔر، IP ٩ۄߵان ގۉݺ رᇔᆷࠃ، دހںݺ :Indicator of Compromise ا୸ଢ଼཭ਣਞاق ގߪྔັ IOC
security ๮๐أގ จ෪ق ཮ۛوث اܘۇޑٔل ቙ቌإ ୸୐ଽଜ ڛߧٔق، ဋྑا أو ،file hash ގކۥ ژ޾ޑܽ

.breach
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AI model ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج :Large Language Model ୸୐ݘہ ހ٫ߵي ௠௎ߵذج LLM
ᇔᆟںٔت ৓ৈཬ ܹ੗೾رणऎ ኢና ،parameters ا౤౟ٰਛਗٔت ގޓ ގކںٔرات ৓ৈཬ ཬٔدةً ษ໹ۇߵي ގۇۼۛم،

اހ࿬ྟັڑܽ. ܽ٫ጺጴٔژ ܽጨግ࿬ߏ ހ٫ܽ وଽଦᏏٔء ހ۽݀ދ اހۄ޾ںܽ اހہںٔڛٔت ގޓ ᅺᅲܾٔڎ
Malware Information Sharing ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ގٰࡇࡗގٔت ᅛᄷގߚٔر ގۄ޾ܽ MISP
ورژߡ ૳૗ޫศ༆و ᅛᄷوގߚٔر ٢ੂਸ਼ਭ open-source اਛਗ޾ۛر ގ۽ۇߵح ࠠࡂอૉࠃ ཮ݺ :Platform
اހणँۛጨጚات ގٰࡇࡗގٔت ގޓ ܾٔ୸୐ཧو Indicators of Compromise ا୸ଢ଼཭ਣਞاق ގߪྔັات

.threat intelligence ܽ੐ഋߌۇܨۂراਣਞا
knowledge base ގ۰ޭٰںܽ ۯཬٔۛة :MITRE ATT&CK إߤٔر ATT&CK MITRE
و଺ُ଩ۇཾۛم اઓ࡚ۼںࡡࡸ، ኢትٰٔاހ ގޓ ގ౐ౕܘߦٔت ৓ৈཬ ً ਗ਼അٔء ا઒࡚޾ߵم وڞۼۄںٔت ހۇݪۇںჱ჊ت ਛਗٔཬںًٔ ܽ཮ٔގۇ

.๮๐ގਦਞا واހۇཿކںݺ threat modeling اހणँۛጨጚات ࣇ࣢ིࣳۚܽ
቟ሺ ษૉۛدة ጨᖈޑܽ :Named Entity Recognition اਛਗߗޑٔة اހඞඃٔڛٔت ৓ৈཬ اހۇٰޭف NER
ر࿥ྐྵߗںܽ أฆ෯اء وڞ޾࿯ںۥ णँۛษ༆ ৓ৈཬ ௠௎ߵذج ഫ೾رणऎ ڑࢱࢿ ܘںٷ NLP اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ
أو اਛਗߵاۯ٢ أو ཏ໐اހۇߵار أو اᇦᇗਦਞٔء ގۉݺ اހۄ޴، ቟ሺ (entities (اހඞඃٔڛٔت اਛਗٰࡇࡗގٔت ގޓ

.IOCs ا୸ଢ଼཭ਣਞاق ގߪྔັات
اჱႚᆀᅬء ਣਞٔอૉت ۛ཮أ :Natural Language Processing اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔގ NLP
ހ٫ܽ وଽଦᏏٔء ୸୐وڞ۽ߗ و۰݀ދ ۯޭاءة ৓ৈཬ اހۼۛرة اઓ࡚ٔߌߵب أܜ݀ޫة ௠௑ۄ܇ ๮๓اހ AI ቟቉ٔ޹ߧۄਣਞا

ພຄັڑܽ.
ގߗۇߵدع :National Vulnerability Database اހߵߤۄںܽ اހۉ٫ޭات ੐അٔڛٔت ۯཬٔۛة NVD
،vulnerability management اހۉ٫ޭات إدارة ހہںٔڛٔت اਛਗۇཿۛة اހߵਣਞڑٔت ཮ݪߵގܽ

ގٰ݀ٔ. ڑ୶ଢ଼اގޓ و CVE ܽ௠ுٔۯ ৓ৈཬ ڑٰۇޑۛ واᆀᅬي
ڞ޾ޑࢤࢿ ڞۼۄںܽ :Prompt Engineering اހۄ޾ںܽ ંੳواਦਞا ܾۄۛߌܽ Engineering Prompt
large language ୸୐ݘہ ހ٫ߵي ௠௎ߵذج ހۇߵܜںܹ ژٰۄٔڑܽ (prompt ແྮڛ ંੳأ) ڛ޾ںܽ ڞٰކںޑٔت
णईۯܽ. ޷ہߧܹ أو ڛ۽ߗܹ اࣇ࣢ࣳߵذج ഫ೾رणऎ إཬٔدة ቙ቌإ ིܽٔઓ࡚ا دون ษૉۛدة ጨᖈޑܽ ਦਞداء model

اހߗྃݺ أ཮ۛاث ހߵ޹ۥ وގ۽ۇߵح ཬٔم signature ڞߵۯںٰٔت ࿯࿉ߗںޞ :Sigma ߌںܭޑٔ Sigma
௠௄ݪޓ detection rules ݘߚۥ ۛཬۯߵا ژණඃٔژܽ اਦਞގޓ ৙Ꭶ፞ా఼స ଺ଜޑ܇ ٔᇦᇥ ،log events

.SIEM وأڛߦޑܽ اހߗ౐ౕྃت ਢਞدارة ศૉۇކ۽ܽ أڛߦޑܽ ୸ୗཬ ٔጨᖈاߌۇཾۛا
(ގۉݺ اހۄ޴ ގޓ ગ࡚ޫء رᇔᆷࠃ ௠௑ۉںݺ :Text Embedding اހۄ޴ ෡ෆڞ޼ޑ Embedding Text
௠௑ۉں౐ౕت ٔணட ܽጨያٔߚ࿲ਛਗا ቟ሐٰٔਛਗا ذات اހ౤Ⴢ჊ٔت .vector ގۇܹྃ წ჊ߏ ৓ৈཬ (ᅺᅲᇔᇆ أو ܽ౤Ⴢႚ

.ܽጨያٔߚ࿲ގ ގۇܭ݀ܽ
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଺଩ޑ߽ أ޹٫ޭ و཮ۛات ቙ቌإ اހۄ޴ ގޓ ฆ෯ء ੝അۼߗࢤࢿ ڞۼߵم أداة :Tokenizer ઀ِّੳޭُਛਗا Tokenizer
ࣇ࣢ࣳߵذج ௠௄ݪޓ رᇔᆷںܽ ގ۰ޭٰٔت ቙ቌإ ٔணடߵษ༆و اހ౤Ⴢ჊ٔت) ގޓ أฆ෯اء أو (౤Ⴢႚٔت tokens اภฏގߵز

.ٔጨጚગٰ࡚ٔގ AI model ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء
AI model archi- ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ࿯࿃ںܽ :Transformer اస఼ాߵل Transformer
،sequential data ᅺᅲߗކߗ࿲ਛਗا اހہںٔڛٔت ቟ሺ اހߗںٔق ۰݀ދ ቟ሺ ੝ഋ۽ߵق ڑܽ وۯߵ ܽ੟೾ۛ཮ tecture

.ᅺᅲੂਸ਼ਭا ቟ሺ اఽ఼సۇކ۽ܽ اހ౤Ⴢ჊ٔت أᇔᇒںܽ ڞۼۛ࠙ࡂ ڑޞ ߤޭ ٩ޓ اހۄ޾ߵص، ގۉݺ
وڞ޾࿯ںۥ णँۛཿހۇ (signatures ڞߵۯںٰٔت (أو ۛཬۯߵا ଽଦਢਞٔء ଺଩ۇཾۛم أداة :YARA ڑٔرا YARA
ษૉۛدة. ܽ੐೻ٔਗ਼എ أو ڛ޾ںܽ أ௠௎ٔط ٩ޓ اހہܩٷ ౐཭ౕل ގޓ malware ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ٩ںۄٔت
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10 ؉ׅب
Sequence ݈۫۷݈ལ۱ا ୑ିׅذج

ෟශۿඏ඀ا ا۱݋ًوذ ۱ـۛ݋ٖ Models
Temporal Anomalyܽ޸߈ك و۷ක๷ثெுت Detection

User Behavior اঌঈ݈ظ໯ٌم
Analytics (UBA)

ۿ٭ٌۿڮ
ގޓ ً ਣਞणई .ཐوواࣂ ۛ཮وا إจ෯اء ࿲࿃ۄ۽ںۚ اᇔᇆٔ݀ਛਗߵن ڑۼߵم ގٔ ڛٔدراً ،ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ
཮ۛث ੗೾ۛو ۯۛ أܾۛا۰݀ދ. ހۇܩۼںޞ اพฏގޓ ંੳ ৓ৈཬ اᆁᅬۯںۼܽ ا઒࡚ߧߵات ގޓ ᅺᅲߌކߗ ਗ਼೾۽ۚون ،ፈጴذ
وހـݪޓ، ގۄ۽޾ݺ. წ჊ଽଣ إހںܹ اހۄߦޭ ٩ۄۛ ᇔᇂںۛاً ،ᅛᅉژٔހߚہ اڞ޾ٔل أو ގކۥ ቙ቌإ اހߵ޹ߵل ގۉݺ ،ۛ཮وا
اހ۽޾ݺ ܾۚا ଺ଜۇݪߚۥ وܗہ࿥ٷ. ୸ୗأݘ ௠௎ߡ ٩ޓ ڑݪߚۥ أن ௠௄ݪޓ ଺଩ކߗݺ، ގޓ ગႈޫء ٩ં޷ܹ ٩ۄۛ
اჱႚᆀᅬء ܗߵارزގںٔت ގޓ ڑܽ ۯߵ ۰ڷܽ ቟ቐو ،sequence models اހ࿲ߗކߗݺ ࣇ࣢ࣳٔذج ௠௄ݪޓ ݘںۥ

ا઒࡚۽ںܽ. اހणँۛጨጚات ܾۚه ٩ޓ ጺጴـݪߚۥ اพฏގۄںܽ اހہںٔڛٔت ษ༆ކںݺ ،቟቉ٔ޹ߧۄਣਞا
وܾߵ ،User Behavior Analytics (UBA) اਛਗߗۇཾۛم ߌࡇࡗك ษ༆ކں౐ౕت ৓ৈཬ ఉ௰୸୚ߌ
٩ޓ ੝ഋٰࠇࠋ ߌߵف .ٔጨ጗٩ واਢਞژ౐ౕغ ෡ෆߗۇཾۛގ౤ᎈጴ اਛਗߚہߵܾܽ اଽଦਦਞߧܽ ހ۽݀ދ ศૉ޾޴ ܘںߵي อૉٔل
Long Short-Term Memory اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ ߤߵ اᆀᅬاఋ௰ة ގۉݺ اਛਗۇۼۛގܽ اހ࿲ߗކߗݺ ௠௎ٔذج
واހߚہჱ჊ت ،Gated Recurrent Units (GRUs) اਛਗߗߵرة اހۇச୿ار وو཮ۛات ،(LSTM)
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واస఼ాߵਣਞت ،Temporal Convolutional Networks (TCNs) اพฏގۄںܽ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ
اࣇ࣢ࣳٔذج. ணடۚه اਦਞގٔن ౐อ௣ౕت ੐അٔڛٔت إཬۛاد ހـݪں۽ںܽ ڞ۽޾ںކںًٔ ًٔ཮ັྔ ߌۄۼۛم .Transformers

LSTM ௠௎ߵذج ހہۄٔء PyTorch ژٔߌۇཾۛام ৙ৈᇔᆳ ގྟັوع ౐཭ౕل اހ۽޾ݺ ܾۚا ߌ୸୐ߏۛك أ୸୐཭اً،
ގߗۇཾۛم ܘߗٔب ৓ৈཬ ღႚౕߌںݪںܽ ౐ཬౕގܽ impossible—وܾߵ travel اਛਗߗۇܩںݺ" "اހߗ۽ޭ ڑݪ࿲ߚۥ

୸ଢ଼ᝉศૉق.

اඏ඀ۿ܄ ૩ૈໝ اঌঈ݋زݦگڮ ا୑ିগএׅط ක๷ٌࡲ࢔ :ძ။ျ݋ঌঈا 1 .10
੝ഋݪߚۥ ๮๓اހ ا઒࡚ہ࿥ۉܽ اଽଦਦਞߧܽ ٩ޓ اހـݪߚۥ ܾߵ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ๮๐ގพฏا ጺጴۇཿކںݺ ແྑٔߌਦਞا اணடۛف
ศૉۇކ۽ܽ. ౐อ௣ౕت ގ޾ٔدر ୸ୗཬ ܽཬوގߵز دۯںۼܽ اଽଦਦਞߧܽ ܾۚه ڞݪߵن ގٔ ཧٔހۂً ا཮ਦਞۛاث. ގޓ ݘ࿲ߗކߗݺ
اਦਞގٔن أدوات ڞ۽ߚݺ ގٔ ཧٔހۂً زގۄںܽ. ୸ଢ଼۰ة ގۛى ৓ৈཬ ا௠௎ਦਞٔط ษ༆ކںݺ ٩ۄۛ ਣਞإ ژߵ޷ߵح ڞߦ݀ޭ ਣਞو
اਗ਼എٔن اਛਗޭا཮ݺ. ގۇٰۛدة اணடܭޑٔت ܾۚه اݘ࿲ߚٔف ቟ሺ ۰ޭدي წ჊ଽଣ ا཮ਦਞۛاث ڞ۽ܩ޴ ๮๓اހ اހۇۼކںۛڑܽ
insider threats اᆁᅬا཭ކںܽ اހणँۛጨጚات ٔᇔᇒ زގۄںًٔ ًౕ౐ކںษ༆ ੝ഋߧކڂ ๮๓اހ ޹ٰߵژܽ اހणँۛጨጚات ୸ୟأݘ ގޓ

.compromised accounts ا୸ଢ଼ఽ఼సۯܽ واઓ࡚ߗٔژٔت
Insider Threats اჲოا۷ໞثڮ اኙኋ۱ٌࡲ࢔ات 1 .1 .10

و޹ߵل ጨዤᆁᅬދ أ۰ޭاد ٔጨያ ڑۼߵم ๮๓اހ ا઒࡚ہ࿥ۉܽ اจ෯ਢਞاءات ቙ቌإ insider threat ॊहໞاჲოا اኙኋ۱ٌࡲ࢔ ୸୐ଽଜ
،෡ෆߌٔژۼ أو ෡ෆٔހں཮ ෡ෆގߵߣ۽ ا۰ਦਞޭاد ܾߪਣਞء ڑݪߵن أن ௠௄ݪޓ اਛਗߪߌߗܽ. و੐അٔڛٔت أڛߦޑܽ ቙ቌإ ژܹ ގྮັح
ގޓ णँٰۛاހ อ༆ٔوز ௠௄ݪጨ጗ދ ،቟቉ັྔ و޹ߵل ژٔހ۽ٰݺ ጨዤᆁᅬދ ෡ෆٰߧކਛਗا ਦਞن ڛߦޭاً ჱႚັء. ྔ أو ،෡ෆގۼٔوހ أو
.access controls اހߵ޹ߵل و޷ߵاژߡ firewalls اਲਭੂٔڑܽ ིۛران ގۉݺ اހۼںٔߌںܽ اਦਞގۄںܽ ୸୐اހۇۛاژ
اਣਞܘۇںٔل. ارڞჱ჊ب أو اਦਞڛߦޑܽ، ഫ೾ޭศ༆ أو اઓ࡚ߗٔߌܽ، اހہںٔڛٔت ྑັۯܽ ا઒࡚ہ࿥ۉܽ أଽଦߧጨጚދ ଽ଩ޑݺ ۯۛ
ގߗۇཾۛم წ჊ހ ఴੱاހߧہں ጺጴߗࡇࡗك baseline أߌٔس ܗߡ إଽଦٔء اހणँۛጨጚات ܾۚه ٩ޓ اހـݪߚۥ ੝೾ߧކڂ
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .[12] اހߵۯٵ ௠ோޭور ແྑٔߌਦਞا ا઒࡚ߡ ܾۚا ٩ޓ اހـݪہ୸୐ة اษ༃ਣਞޭا۰ٔت णँۛษ༆ ኢኖ
୸୐ཧ ގྟັوع ގޓ ڑކ݀ٔ ୶୚وڞ اހہںٔڛٔت ގޓ ݘہ୸୐ة ᇔᆟںٔت ቙ቌإ اހߵ޹ߵل ቟ሺ ગઉٗة ੗೾ۛأ اᆀᅬي اਛਗߵߣۥ

.ᅛᄷັ اހྟ أྑັار ഫ೾ັປຊ ژ޾ۛد ڑݪߵن ۯۛ ژܹ ގႼ჊ۥ
Compromised Accounts ا٠૩૎ம஭னڮ اߋ਄݈ׅ؉ׅت 2 .1 .10

଺଩ܭںݺ ܘߗٔب ގۉݺ ގߗۇཾۛم، ܘߗٔب ܾߵ compromised account ا૩૎ம஭னق اߋ਄݈ׅب إن
ގۉݺ ศૉۇކ۽ܽ أߌٔހںڂ اᇔᇆٔ݀ਛਗߵن ଺ଜۇཾۛم ጨᖈٔܜދ. ཬކںܹ ቙ቌاߌۇߵ ڞߧہںޞ، ܘߗٔب أو ᅛᅉاހߚہ ቙ቌإ دܗߵل
اހۼߵة อซޑٔت أو ،credential stuffing ا٩ਣਞۇޑٔد ੐അٔڛٔت وܘߚߵ ،phishing ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ
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৓ৈཬ ߌںߧጨዱޭދ ग़॔िޭد .෡ෆاހ٩ັྟں ෡ෆߗۇཾۛގਛਗا ا٩ۇޑٔد ੐അٔڛٔت ހྜັۯܽ brute-force attacks ܽᇦᇚٔاހ٫
اހ޾ٰڂ ގޓ อ໹ٰݺ ٔᇦᇥ ،቟቉ັྟاހ اਛਗߗۇཾۛم ٔጨያ ൾ൰ഺۇ٢ ๮๓اހ اਣਞގۇںٔزات ਗ਼അ۽߁ اހٰޑݺ ௠௄ݪጨ጗ދ اઓ࡚ߗٔب،
ا୸ଢ଼ఽ఼సۯܽ اઓ࡚ߗٔژٔت ٩ޓ اހـݪߚۥ ቟ሺ اހ࿲ߗކߗݺ ษ༆ކںݺ ۛཬٔ଺ଜ .ఴੱاހߧہں اހ࿯ߚٔط ٩ޓ أணடٰٔ۰ދ ୶୐ں௠௑
اਛਗߗۇܩںݺ" "اހߗ۽ޭ ܾߵ ፈጴذ ৓ৈཬ ގۉٔل اઓ࡚ۼںࡡࡸ. ౤ᎈጴߗۇཾۛم اਛਗٰۇٔدة ୸୐ཧ ا௠௎ਦਞٔط णँۛษ༆ ౐཭ౕل ގޓ
دۯٔڎޞ وژٰۛ ڑߵرك، ੐ഈߵ ގޓ ގߗۇཾۛم ܘߗٔب دܗߵل ଺଩ܭںݺ ڑࢱࢿ ܘںٷ ،impossible travel

ྑُັۯٵ. ۯۛ اઓ࡚ߗٔب ا٩ۇޑٔد ੐അٔڛٔت أن ቙ቌإ ژۼߵة ୸୐ଽଜو ًٔမގٔد ގߗۇܩںݺ ંੳأ ݘߵںߵ—وܾߵ ߤ ގޓ ۰ۼߡ،

Time- اඏ඀ۿصثڮ ۫ܽெு݈ካእ اঌঈظ٭ٌۿڮ ݈۫۷݈ལ۱ا ୑ିׅذج ا۱ظ٭صثڮ: 2 .10
Series

اਛਗٔ޷ںܽ. ا཮ਦਞۛاث ఋ௰ढऎو اހߗںٔق ۰݀ދ ٔጨ጗ݪ௠௄ ௠௎ٔذج ቙ቌإ ษ༃ۇٔج ژ۽ٰٔހںܽ، ا཮ਦਞۛاث ଺଩ކߗ౐ౕت ހۇཿކںݺ
௠௎ٔذج ڞߵ۰ޭ .ፈጴذ ቟ሺ ޹ٰߵژܽ اހۇۼކںۛڑܽ machine learning ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ڞߵاིܹ ގٔ ཧٔހۂً

.ًٔမۯߵ ً ౕ౐཮ اހ࿲ߗކߗކںܽ، ጺጴہںٔڛٔت ܗ޾ںً޾ٔ اਛਗ޾ޑޑܽ اਛਗۇۼۛގܽ، deep learning اހٰޑںޞ اހۇٰࠇࠋ

(GRUs و LSTMs) اঌঈظଋ૰رة ا۱סܯزݦ౹ুڮ ا۱݋زၢျت 1 .2 .10
ގޓ ڛߵع ቟ቐ (Recurrent Neural Networks, RNNs) اঌঈظଋ૰رة ا۱סܯزݦ౹ুڮ ا۱݋زၢျت إن
ᅺᅬٔ཮ ৓ৈཬ اހߚہჱ჊ت ܾۚه ۰ٔษ༆ߠ اހ࿲ߗކߗކںܽ. اހہںٔڛٔت ގ٢ ጺጴۇٰٔގݺ اਛਗ޾ޑޑܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت
أਗ਼എٔء اހ࿲ߗކߗݺ ቟ሺ اހߗٔژۼܽ اހٰۄٔྩັ ܘߵل ௠ோٰࡇࡗގٔت ژਣਞٔܘۇ۽ٔظ ٔணட ଺ଜޑ܇ ٔᇦᇥ "ذاఋ௰ة"، أو دا཭ކںܽ،
ਣਞٰٔ۰ن RNNs اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ގۇۼۛގٔن ڛߵཬٔن ܾۄٔك .቟ቌٔઓ࡚ا اހٰۄྮັ ܽગٰ࡚ٔގ

཭ٔص: წ჊ଽଣ
଺଩ۇཾۛم :(Long Short-Term Memory, LSTM) اঌঈٌى ٠ܯ૩ુة ძუ؂ ݕݦ اჱოا୼ୡة •
واހ࿯ߗںٔن— واจ෪ਢਞاج اਢਞد཭ٔل ژߵاژٔت ގޓ ཭ٔ޹ܽ—੝ഋٗހۥ ژߵاژٔت آހںܽ LSTM ௠௎ٔذج
଺଩ޑ܇ .ٔጨያ ا઒࡚ٔ޹ܽ اᆀᅬاఋ௰ة ཭ކںܽ ގޓ ٔጨጚزاހᏏو ٔጨጜ᛹ۛษ༆و ٔጨ጗᛹ޫศ༆ ڑࢱࢿ ๮๓اހ اਛਗٰࡇࡗގٔت ቟ሺ ଎଀ཿۇጺጴ
๮๐ٰڑ ٔᇦᇥ ،long-term dependencies اਛਗۛى ᅺᅲڑ ߤߵ ا٩ਣਞۇޑٔدڑٔت ژٔހۇۼٔط اހہ࿯ںܽ ܾۚه
ߌࡇࡗك ࣇ࣢ིࣳۚܽ ቟ቌٔގۉ وܾۚا .[33] اހ࿲ߗކߗݺ ቟ሺ اਛਗۇہཬٔۛة ا཮ਦਞۛاث رژߡ ଺଩ۇߧں٢ ٔጨዮأ

.٢੐അٔأߌ أو أڑٔم ގۛى ৓ৈཬ اਛਗٰۼۛ اਛਗߗۇཾۛم
GRU ௠௎ٔذج ڞٰۛ :(Gated Recurrent Unit, GRU) اঌঈ݈ݦرة ا۱ظଋ૰ار وໟٌة •
(෡ෆڞٰں إཬٔدة وژߵاژܽ ഠ೾ۛษ༆ (ژߵاژܽ أۯݺ ژߵاژٔت ଺଩ۇཾۛم .LSTM ௠௎ٔذج ގޓ ގ࿬ߗߧܽ ܽཾ଺ଦ
اހۄٔܘںܽ ގޓ ݘ۽ٔءة ୸ୟأݘ ڞݪߵن ގٔ وཧٔހۂً اਛਗ݀ٔم. ގޓ णँٰۛاހ ቟ሺ ًٔጨያٔގߚ ً أداء ษ༆ۼޞ ٔጨ጗وހـݪ

.LSTM ௠௎ٔذج ގޓ ܽ੐അٔߗઓ࡚ا
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(TCNs) اඏ඀ۿصثڮ ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت 2 .2 .10
(Temporal Convolutional Networks, TCNs) اඏ඀ۿصثڮ ا۱ঔএظٮ١ׅثڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت إن
ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ཬݪ߁ ৓ৈཬ اހ࿲ߗކߗކںܽ. ጺጴہںٔڛٔت ጨᖈںٗة اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ۰ڷܽ ቟ቐ
٩ۄٔྩັ ܽગٰ࡚ٔގ TCNs ހߚہჱ჊ت ௠௄ݪޓ ศༀߧߵة، ܗߧߵة اހہںٔڛٔت ၷٰ࡚ٔڞ ๮๓اހ RNNs اਛਗۇச୿رة
dilated con- اঌঈظݦܽסڮ ا۱ঔএظٮ١ׅׅت ଺଩ޑ߽ ڞۼۄںܽ اހߚہჱ჊ت ܾۚه ଺଩ۇཾۛم ژٔހۇߵازي. اހ࿲ߗކߗݺ
اਢਞد཭ٔل ۯࢤࢿ ศ༆ߧࠃ ڑޞ ߤޭ ٩ޓ ᅶᅬߤߵ ގޓ ୸ୗأݘ ܽ཮ٔގߗ ৓ৈཬ ཐૃޭਛਗا ڞߧہںޞ ڑࢱࢿ ܘںٷ ،volutions

ིۛاً—وܾߵ ୸୐ݘہ receptive field اܽظ٭زׅل ඞ਺ׅل ژٔގۇ౐ౕك ᅛᅉߚہጺጴ ܾۚا ଺ଜޑ܇ ގٰںۄܽ. ศༀߧߵة
ڞۼۛم ގٔ ཧٔހۂً ིۛاً. ᇔᆳںۼܽ ᅛᅉߏہ ቙ቌإ ིܽٔઓ࡚ا "رؤ੝೾ܹ"—دون ٔጨ጗ݪ௠௄ اᆀᅬي اހۇٔرศ໹ࠃ اހߗںٔق ގۼۛار
཭ٔ޹ܽ ،RNNs اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ أ۰޼ݺ ذاఋ௰ة وݘ۽ٔءة ً أداء TCNs ߏہჱ჊ت

ིۛاً. ᅺᅲڑ اހߧߵ ࿲ጺጴߗކߗ౐ౕت
Transformer اய஭னݦঔএت ॄहໝ ا۱٭୑ଲׅڮ ݈۫۷݈ལ۱ا ୑ିׅذج 3 .2 .10

ا٫ጺጴٔت ܽગٰ࡚ٔގ ቟ሺ ཭ٔ޹ܽ اހ࿲ߗކߗݺ، ིܽۚ௠௎ ቟ሺ ڡߵرة Transformer اய஭னݦل ࿯࿃ںܽ ഞഎۛ཮أ ހۼۛ
଺଩ޑ܇ .self-attention mechanism ᇐᆄاჱოا اལ༷ঔএزׅه آ۱ثڮ ܾߵ ແྑٔߌਦਞا اჱ჊੝അرܾٔ اހߧہںٰںܽ.
቟ሺ .ۛ཮وا ٩ۄྮັ ܽગٰ࡚ٔގ ٩ۄۛ اހ࿲ߗކߗݺ ቟ሺ اจ෪ਦਞى اހٰۄٔྩັ ᇔᇆں٢ أᇔᇒںܽ ੝അۼںࢤࢿ ጺጴۄޑߵذج اਧਞހںܽ ܾۚه
دܗߵل ଺଩ܭںݺ ᅺᅬٔوษૉ رژߡ ௠௄ݪۄܹ Transformer ௠௎ߵذج أن ܾۚا ๮๐ٰڑ ،቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل
٩ޓ اހۄߦޭ ژ٫޲ اਦਞߌہߵع، ጨዮٔڑܽ ቟ሺ ގކۥ ቙ቌإ ཬٔدي ୸୐ཧ ژߵ޹ߵل اਦਞߌہߵع णईاڑܽ ቟ሺ ގߚہߵܾܽ
௠௎ٔذج อ༆ٰݺ اస఼ాކںܽ ୸୐ཧو اਛਗٰۼۛة اހ౐ٰౕۯٔت اހۇۼٔط ৓ৈཬ اހۼۛرة ܾۚه ጨ጗࿥࿃ޑٔ. وۯٰٵ ๮๓اހ ا཮ਦਞۛاث

واਛਗٰۼۛة. ᅺᅲڑ اހߧߵ اਦਞގۄںܽ ا཮ਦਞۛاث ଺଩ކߗ౐ౕت ހۇཿކںݺ ٫ጺጴٔڑܽ ڑܽ ۯߵ Transformers

Session- ۷໣݈ׅت ᇊᆽإ اগএۿׅن ெுඞ୔ت ۫؂ ක๷ݦ :ᇐᆥݦارزਃاߋ ا۱ظٮܯث۫ 4 .2 .10
izing

اހߗ౐ౕྃت إدਣਞٔ཭ت ڑݺ ษ༆ߵ ཬކںۄٔ อ໹ڂ ଺଩ކߗݺ، ௠௎ߵذج ቙ቌإ اਦਞގٔن ੐അٔڛٔت إد཭ٔل ގޓ ൾ൰ൄݪޓ أن ۯہݺ
۫؂ ක๷ݦ اހٰޑކںܽ ܾۚه ଺଩ޑ߽ ގٔ ཧٔހۂً ا཮ਦਞۛاث. ଺଩ކߗ౐ౕت ގޓ წ჊ںጨᖈ ࿯࿉ߗںޞ ቙ቌإ ᅺლ჊݀ںਛਗا ୸୐ཧو ا઒࡚ٔم
ིކߗٔت ቟ሺ ᅺᅲاހ޾ ذات ا཮ਦਞۛاث ᇔགྷ༯ں٢ اހٰޑކںܽ ܾۚه ੝ഋ޼ޑޓ .sessionizing ۷໣݈ׅت ᇊᆽإ
اހٰޑކںܽ ணடۚه ศༀߧߵة ܗߧߵة دހںݺ ৙ৈڑ ۰ںޑٔ ގ޼ںۥ). أو ގߗۇཾۛم (ގۉݺ ෡ෆٰގ ހඞඃٔن ๨๐ٰގ ذات

.[?]
اހඞඃٔڛٔت ଽ଩ޑݺ .ٔ݀ᡉߌࡇࡗ ੳંاۯہܽ णँࠦࡂ ๮๓اހ اހඞඃٔڛٔت ཮ۛد ،ًਣਞأو اབ༪එ඀݈ثڮ: اഏ೴۱ׅ،ׅت ක๷ٌࡲ࢔ (1)
ގ۰ޭٰٔت أو اހٰޑކںٔت، وأᇦᇗٔء ،෡ෆ޼ں۽౤ᎈጴ IP ૳૗و٩ۄٔو ،෡ෆߗۇཾۛގਛਗا ގ۰ޭٰٔت اހߚٔڎٰܽ
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اހඞඃٔڛٔت. ܾۚه ۛ཮ٗژ ଽଦٓဠٔڎܹ ڞۼߵم ଺଩ކߗݺ წႚ رژߡ ߌںࢱࢿ اހۇߧہںۼٔت.
اગ࡚ކߗܽ "ིކߗٔت". ቟ሺ ا઒࡚ٔم اਦਞގٔن أ཮ۛاث ౺಩಼ޑں٢ ۯދ ،ፈጴذ ژٰۛ اߋ۷ਈ݈ڮ: ໟٌود ක๷ٌࡲ࢔ (2)
ژٰۛة اગ࡚ކߗܽ ཮ۛود णँۛษ༆ ௠௄ݪۄ݆ .ۛ཮وا ހඞඃٔن ᅺᅲاހ޾ ذات ا཮ਦਞۛاث ގޓ ܽཬߵᇔ஫஥ ቟ቐ

ߤޭق:
ڛ۰ٔۚة ᇦᇢޓ ษ༆ۛث ๮๓اހ ෡ෆٰގ ގߗۇཾۛم ގޓ ا཮ਦਞۛاث წႚ ᇔགྷ༯ں٢ اඏ඀ۿ܄: ॄहໝ ୑ଲׅ٠ڮ •

وا཮ۛة. ܽཬٔߌ أو دۯںۼܽ 30 ގۉݺ ،ܽ੝അٔڡ زގۄںܽ
଺଩ܭںݺ ෡ෆژ ڞۼ٢ ๮๓اހ ا཮ਦਞۛاث ᇔᇆں٢ ٔጨዮأ ৓ৈཬ اગ࡚ކߗܽ ڑۥ ڞٰޭ ௠௄ݪޓ ۿصݘ٭ثڮ: ١ݦاܪ۫ •

.ٔጨዡٔጨጚᜃوا ᇔᆳކںܽ णईء ෡ෆژ أو จ෪وིܹ، و଺଩ܭںݺ اਛਗߗۇཾۛم دܗߵل
ގۉݺ ،ۛ཮وا ގۄߧࡡࡸ ଽଦٔط ގޓ ฆ෯ءاً წ჊ଽ଩ ๮๓اހ ا཮ਦਞۛاث ᇔགྷ༯ں٢ اའ۱݋ׅط: ॄहໝ ୑ଲׅ٠ڮ •

ގٰںۄܽ. ᇔᆳކںܽ ژߵاߌߧܽ णईأت ๮๓اހ ᅛᅉاހߚہ اڞ޾ਣਞٔت ᇔᇆں٢
ᇦᇗٔڞܹ ڑݺ ౺ಸ಩ߵ ۯދ اગ࡚ކߗܽ، دا཭ݺ ཮ۛث წ჊ހ ໟٌث): ၝျ۱) ۿظڞڱׅت ᇊᆽإ ا૧ુঌঈات ۫؂ ක๷ݦ (3)
௠௑ۉݺ اਦਞرۯٔم ގޓ ܽ௠ுٔۯ ܾߵ feature vector ا૧ુঌঈات ۿظ໴ڪ رᇔᆷࠃ. ގ୶୐ات ގۇܹྃ ቙ቌإ
୶୐౤ᎈጴات one-hot encoding ا཮ਦਞٔدي ୶୐ގ୸ଢ଼اހ ގۉݺ ڞۼۄںٔت ፈጴذ ੝೾޼ޑޓ اઓ࡚ۛث.
౔ፀጴߏٔرات ܽཿںษว أཬۛاد ቙ቌإ اਛਗۄߧۼںܽ اހۼࢤࢿ ڑݺ وษ༆ߵ `process_name`)، (ގۉݺ ڑܽ اހ۽ڷߵ

`source_port`). (ގۉݺ اᇔᆷภฏںܽ اހۼࢤࢿ واߌۇܨޭاج `login_success`)، (ގۉݺ
ഫഋંੳ ଺଩ކߗݺ ቟ሺ اગ࡚ކߗܽ ቟ሺ ཮ۛث წ჊ހ ا୶୐ਛਗات ގۇܭ݀ٔت ౺಩಼ޑں٢ ۯދ اெு݈۷݈ལ۱ت: إમગׅء (4)
ا઒࡚ߧߵات اހ޾۽ߵف ௠௑ۉݺ ܘںٷ اਦਞژٰٔد ܽ੐೻ٔਗ਼എ ގ޾۽ߵ۰ܽ ིކߗܽ წ჊ހ اހۄ࿲ںྃܽ ڞݪߵن زގۄںًٔ.

ا୶୐ਛਗات. اᇔᆳਦਞۛة و௠௑ۉݺ (ا཮ਦਞۛاث) اพฏގۄںܽ
ا౐཭ۛਛਗౕت ڞݪߵن أن اހ࿲ߗކߗݺ ௠௎ٔذج ੝ഋߧކڂ :(Padding/Truncation) اߋ਄݋ݦ/ا۱٭ݘד (5)
ۯߧ٢ أو ژਦਞٔ޹۽ٔر اހۼ޾୸୐ة اހ࿲ߗކߗ౐ౕت ܘߚߵ ཬކں݆ อ໹ڂ ،ፈጴذ ހۇܩۼںޞ .ഞഅٔڡ ߤߵل ذات

ގߗہۼًٔ. ษૉۛد أۯྮົ ߤߵل ቙ቌإ ᅺᅲڑ اހߧߵ اހ࿲ߗކߗ౐ౕت
୸ୗཬ اᇔᆷภฏںܽ ا୶୐ਛਗات ৓ৈཬ ا୶୐ਛਗات ۯںٔس ੝അߧہںޞ ۯދ أ୸୐཭اً، :(Normalization) ا۱ظݘزثד (6)
ا୶୐ਛਗات ษ༆ߵل ๮๓اހ `StandardScaler`، ቟ቐ اހߚٔڎٰܽ اހߧޭق إ཮ۛى ا཮ਦਞۛاث. ᇔᇆں٢
اހۄߧٔۯٔت ذات ا୶୐ਛਗات ௠௄ۄ٢ ܾۚا .1 ଺ଜٔوي ގٰںٔري واษ༃ޭاف 0 ଺ଜٔوي ގۇߵߌߡ ٔணட ހںݪߵن

اހۇٰࠇࠋ. ᇔᆳކںܽ ৓ৈཬ اހߗںߧޭة ގޓ اހـݪہ୸୐ة اހۼںޑںܽ
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ا۱ظݘزث٭ׅت 3 .10
اߌ࿲ۂۯںًٔ ًٔྃጨዮ ࿲ྼں܇ ٔᇦᇥ ،቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ اހۇߧہںۼٔت ގޓ واߌٰܽ ܽཬߵᇔ஫஥ اހ࿲ߗކߗݺ ௠௎ٔذج ፲፞ۇ௠௑

اހणँۛጨጚات. ٩ޓ ጺጴـݪߚۥ ًٔ ৺য়وذ

(UBA) اঌঈ݈ظ໯ٌم ܽ޸߈ك ۷ක๷ثெுت 1 .3 .10
ੳંاۯہܽ ᇔᆳކںܽ ቟ቐ (User Behavior Analytics, UBA) اঌঈ݈ظ໯ٌم ܽ޸߈ك ۷ක๷ثெுت إن
ܘߗٔژٔت أو دا཭ކںܽ णँۛጨዱات ቙ቌإ ୸୐ଽ଩ ۯۛ ๮๓اހ اހߚٔذة اਣਞٔઓ࡚ت ٩ޓ ጺጴـݪߚۥ ෡ෆߗۇཾۛގਛਗا أଽଦߧܽ
ގߗۇཾۛم წ჊ހ "ఴੱاހߧہں" ጺጴߗࡇࡗك baseline أߌٔس ܗߡ ࿬࿃ۄٔء ً ਣਞأو UBA أڛߦޑܽ ڞۼߵم ୸ଢ଼ᝉศૉۯܽ.
ᇦᇤࢤࢿ ቟ሺ اހ࿲ߗކߗݺ ௠௎ٔذج ୸ୗڞٰۇ .ແྑٔߌਦਞا ا઒࡚ߡ ܾۚا ٩ޓ اހـݪہ୸୐ة اษ༃ਣਞޭا۰ٔت ٩ޓ ژਢਞٔژ౐ౕغ ڞۼߵم ኢኖ

:৙ৈڑ ގٔ ا࿥ྐྵภฏߗںܽ اਣਞߌۇཾۛام ਣਞٔ཮ت وଽ଩ޑݺ .ܽ੟೾ۛઓ࡚ا UBA أڛߦޑܽ
،impossible travel اਛਗߗۇܩںݺ" "اހߗ۽ޭ ٩ޓ اހـݪߚۥ ا۱סׅد؂ڮ: ૩ુ໘ اჲოڈݦل ફચڞث۫ أ୑ିׅط •
ܜ٫ޭا۰ںܽ ގߵاۯ٢ أو णँིۛة أܜ݀ޫة ގޓ اހߵ޹ߵل أو ،ܽ੗೾ં٤ أوۯٔت ቟ሺ اᆁᅬܗߵل و଺଩ܭں౐ౕت

णँིۛة.
ۛཬۯߵا أو ᅺᅬأد أو ގކ۽ٔت ቙ቌإ ڑ޾ݺ ގߗۇཾۛم णँۛษ༆ ۷௕ዹእٮׅت: ا۱ݘزثסثڮ ૩ુ໘ ا۱ݦܪݦل أ୑ିׅط •

اހہںٔڛٔت. ގޓ ཬٔدي ୸୐ཧ წ჊ଽଣ ୸୐ݘہ ત်ދ ڑݺ ୶୚੝അ ڑۼߵم أو ގٰ݀ٔ، ੝೾۽ཬٔݺ ގٔ ڛٔدراً ੐അٔڛٔت
اހۄ޾ںܽ པႃا୸ୗاހ أو اހۄߦٔم أدوات ࿲࿃ߚ٫ںݺ ڑۼߵم ގߗۇཾۛم ٩ޓ اਢਞژ౐ౕغ ו৳ৈ౯ڮ: ౼োٮثً ۷ᅅᄤثׅت •
ܗہ࿥ٷ. ଽଦٔط ቙ቌإ ୸୐ଽଜ ۯۛ ٔᇦᇥ اਛਗٰۇٔد، ᅶᅲᇔᆳ ୸୐ߌ ގޓ ฆ෯ءاً ހ࿥ߗٵ ๮๓اހ اހۇۄ۽ںۚڑܽ اਛਗކ۽ٔت أو
اઓ࡚޾ߵل ቙ቌإ ጨዱۛف ๮๓اހ اจ෯ਢਞاءات ގޓ ᅺᅲߌކߗ ৓ৈཬ اހۇٰޭف اঔএۿظثׅزات: ؏ܯסثٌ ක਺ׅوঔএت •
اਛਗߗۇཾۛم ਦਞذوڛٔت اਦਞߌٔس ܗߡ ٩ޓ ಸದಀޭف ๮๓واހ اހۄߦٔم، ৓ৈཬ ৓ৈཬأ و޹ߵل ܘۼߵق ৓ৈཬ

اހٰٔدڑܽ.
(APT) اঌঈ݈ظ܂ܞة اঌঈظ٭ٌۿڮ اኙኋ۱ٌࡲ࢔ات મગׅط ך܄ ا۱ـۛ݋ٖ 2 .3 .10

቟ሐا୸ୗߌں อซߵم ܾߵ (Advanced Persistent Threat, APT) اঌঈ݈ظ܂ܞ اঌঈظ٭ٌم اኙኋ۱ٌࡲ࢔ إن
୸୐ཧ و੗೾ࡡࡲ ᅛᅉߏہ ቙ቌإ ژܹ ގྮັح ୸୐ཧ و޹ߵل ৓ৈཬ ᎂ፞ߗ࿲ގ ษ໹޾ݺ ܘںٷ وގߗጨጚۛف اਦਞގۛ ڑݺ ߤߵ
،low and slow واணடۛوء" "اހہߡء ጨዮ܋ APT อซޑٔت ੝ഋ޼ޑޓ ގٔ ཧٔހۂً .ᅺᅲڑ ߤߵ ހ۽୸ଢ଼ة ގݪ࿲ߚۥ
ܾۚه رژߡ اހ࿲ߗކߗݺ ࣇ࣢ࣳٔذج ௠௄ݪޓ اހـݪߚۥ. ހۇܭۄڂ اᆁᅬۯںۼܽ اจ෯ਢਞاءات ގޓ ᅺᅲߌކߗ ژٔߌۇཾۛام
౐อ௣ౕت (ގۉݺ ศૉۇކ۽ܽ ౐อ௣ౕت ގ޾ٔدر ގޓ ގ୸ଢ଼اژߧܽ ୸୐ཧ ੗ഋۛو ๮๓اހ اਛਗߗۇߵى ގۄܨ۽޼ܽ ا཮ਦਞۛاث
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واހߗ࿬ہںܽ اพฏގۄںܽ اภฏواژߡ णँۛษ༆ ౐཭ౕل ގޓ اހۇߧہںۼٔت). و౐อ௣ౕت اހጨ጗ٔڑܽ، ڛۼٔط و౐อ௣ౕت ،ᅛᅉاހߚہ
.ٔ݀ᄠᄝჽٗژ ᅺᅲੂਲਭا ٩ޓ واਢਞژ౐ౕغ اணடܭߵم ྑັد ਗ਼അٔء إཬٔدة اࣇ࣢ࣳٔذج ணடۚه ௠௄ݪޓ ا཮ਦਞۛاث، ෡ෆژ

Process Injection ا۱ס܂۷ثׅت ډ٭܄ ך܄ ا۱ـۛ݋ٖ 3 .3 .10
ހۇܭۄڂ ଺ُଜۇཾۛم اހ޼ٔرة པႃا୸ୗጺጴ ߏٔڎ٢ أߌࡇࡗب ܾߵ Process injection ا۱ס܂۷ثׅت ډ٭܄ إن
ގޓ اހ࿲ߚ٫ںݺ. ۯںۛ ٩ັྔںܽ ހٰޑކںܽ اᆀᅬاఋ௰ة ܽ཮ٔގߗ ቟ሺ ܗہ࿥ۉܽ ߏ۽ޭة ษༀۼޓ اਛਗ݀ٔܜދ ڑۼߵم اހـݪߚۥ.
اހ࿲ߗކߗݺ ࣇ࣢ࣳٔذج ௠௄ݪޓ ގߵڡߵۯܽ. ᇔᆳކںܽ ގޓ ࿯ྼߚٗ ا઒࡚ہ࿥ٷ اހ࿯ߚٔط أن ੗೾ۛو اހ࿲ߚ٫ںݺ، ڛߦٔم ގۄߦߵر
ᇔᆳކںٔت أو system calls اހۄߦٔم اߌۇཬۛٔءات ଺଩ކߗ౐ౕت ษ༆ކںݺ ڑޞ ߤޭ ٩ޓ ፈጴذ اݘ࿲ߚٔف
٩ޓ اހۄٔܜދ اษ༃ਣਞޭاف णँۛษ༆ و௠௄ݪޓ اހٰޑކںٔت، ގޓ ގۇߵۯ٢ ଺଩ކߗݺ ٔணட اހ٩ັྟںܽ اހٰޑކںܽ اᆀᅬاఋ௰ة.

ߏۚوذ. أڛܹ ৓ৈཬ اస఼ాۼߵڛܽ اހߚ۽ޭة

(C2) ੿ੱ໰وا۱ظ ا۱٭ثׅدة ך܄ ا۱ـۛ݋ٖ 4 .3 .10
Command and) ੿ੱ໰وا۱ظ ا۱٭ثׅدة ศༀٔدم ਣًਞٔاڞ޾ ຿ྟ࿯ྼ ގٔ ཧٔހۂً ގٔ، ڛߦٔގًٔ اਛਗ݀ٔܜދ ୸ଢ଼ᝉศ໹ق أن ژٰۛ
ހںݪߵن ܾۚا C2 اڞ޾ٔل ڞ޾ޑࢤࢿ ڑࢱࢿ ގٔ ཧٔހۂً اހہںٔڛٔت. ഫ೾ັປຊو ંੳواਦਞا ހۇކࡡࡸ (Control, C2

ࣇ࣢ࣳٔذج ௠௄ݪޓ اᏀᎫརދ. وގۄܨ۽޼ܽ ڑܽ دور heartbeat ۯކڂ" "੗ഈ޼ٔت إߏٔرات ژٔߌۇཾۛام ގۇܨ۽ںًٔ،
ا௠௎ਦਞٔط ܾۚه ৓ৈཬ ጺጴۇٰޭف DNS اߌۇ౐ٰౕގٔت ౐อ௣ౕت أو ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ษ༆ކںݺ اހ࿲ߗކߗݺ
اਛਗޭور ᅛᄷจ෫ ત်ދ ڑݪߵن ٩ۄۛގٔ ๨๓ܘ ،C2 اڞ޾ਣਞٔت ୶୐௠௑ ๮๓اހ beaconing واਛਗߚٰܽ اਛਗۄۇߦޑܽ

ގۄܨ۽ً޼ٔ.

UBA/ا۱ظ۷໰ث۫ اঌঈ݈ظ໯ٌم ܽ޸߈ك ۱ظ۷໰ثெுت اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 4 .10
ෟශۿඏ඀ا

ჱႚັت اހྟ ੐അٔڛٔت أن ෡ෆ཮ ቟ሺ .ᅺᅲ޹ ذات ੐അٔڛٔت ᇔ஫஥ߵཬٔت اހ࿲ߗކߗݺ ௠௎ٔذج وڞۼںࢤࢿ ഫ೾رणऎ ੝೾ߧކڂ
ጺጴہܩٷ ܽ཮۽ۇߵਛਗوا اހٰٔގܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ णँٰۛاހ ੝ഋߵ۰ޭ ܘߗٔߌܽ، ڞݪߵن ގٔ ཧٔހۂً اઓ࡚ۼںۼںܽ

.৙ৈاހٰޑ واހۇߧہںޞ
CERT ဋྜۯ أ੝ഈ܋ :CERT (CMU) ۿ܄ اჲოا۷ໞثڮ اኙኋ۱ٌࡲ࢔ات اڈظزׅر ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
ڑߵܾٔت ߌ࿥ۄٔر ൾ൭േۚج ๮๓اހ اਣਞ޹ߧۄ٩ٔںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ णँٰۛاހ ގںࡇࡗن ჱႚر౽ಜ಼ࠃ อༀٔގٰܽ
اހہںٔڛٔت ᇔ஫஥ߵཬٔت ษ༆ۇߵي .[?] ഫ೾ޭواހۇܨ اހہںٔڛٔت ഫ೾ັປຊ ގۉݺ اᆁᅬا཭ކںܽ، णँۛጨጚጺጴات ศૉۇކ۽ܽ
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اਛਗކ۽ٔت، ቙ቌإ واހߵ޹ߵل اᆁᅬܗߵل، ଺଩ܭں౐ౕت ގۉݺ ෡ෆߗۇཾۛގਛਗا أଽଦߧܽ ౐อ௣ౕت ৓ৈཬ ܾۚه
.UBA ܗߵارزގںٔت ਣਞܗۇۂر ܗ޾ںً޾ٔ ގ޾ޑޑܽ ቟ቐو ،ഫ೾اހߵ وڞ޾۽܇

቟ᇫٔษ༆ ศૉ޾޾ܽ ੐അٔڛٔت ᇔ஫஥ߵཬٔت إଽଦٔء ෡ෆۂܘۉጺጴ اހߚٔڎ٢ ގޓ اၢဋׅய஭னة: اெு໴݈۱ت ౶ুׅ،ׅت •
቟ቐ اჱႚٔా఼సة اހہںٔڛٔت ގ୶୐ة اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ቟ሺ اހߚہჱ჊ت أو اހۇߧہںۼٔت أو اހۄߦٔم ౐อ௣ౕت
اࣇ࣢ࣳٔذج. وڞۼںࢤࢿ ษૉݪߵގܽ อ༆ٔرب จ෯ਢਞاء وގ޾ۄ۽ܽ ษૉۛدة ܗہ࿥ۉܽ ଺଩ކߗ౐ౕت ෡ෆڞ޼ޑ ৓ৈཬ اހۼۛرة
੐അٔڛٔت اހጨ጗ٔڑܽ ڛۼٔط ౐อ௣ౕت ڞߵ۰ޭ ا؂ׅኙኈ۱ڮ: ،٭ׅط ۿ܄ ካእס܂ݦم اঌঈظໟׅڮ ؉סٌ ך܄ ا۱٭ثׅس ౶ুׅ،ׅت •
أو وਗ਼೾ۛوز أڛߦޑܽ ގޓ Sysmon ౐อ௣ౕت اਛਗ޾ٔدر ଽ଩ޑݺ اހۄߦٔم. ଽଦٔط ܘߵل ڞ۽޾ںކںܽ
ގۄ޾ٔت ގޓ ᅺᅬ݀ߵూ఼సا اހߗ౐ౕྃت ڞݪߵن أن أڑً޼ٔ ௠௄ݪޓ ހںۄݪ߁. ގޓ auditd ౐อ௣ౕت
Endpoint Detection and Response,) اހጨ጗ٔڑܽ ހۄۼٔط واਣਞߌۇྃٔژܽ اހـݪߚۥ

واހٰޑކںٔت. اਛਗߗۇཾۛم ހߗࡇࡗك ᅺᅲގ۽޾ ଺଩ކߗ౐ౕت ހہۄٔء ۯںޑܽ ذات (EDR

ٔ௠ோ ،෡ෆߗۇཾۛގ౤ᎈጴ ഫ೾اހߵ ڞ޾۽܇ ଽଦٔط اހߗ౐ౕྃت ܾۚه ଺଩ྃݺ اঌঈݦؒ٭ڮ: ჌Ⴚا۱݋ز า།ޑ޳وۉ ெுඞ୔ت •
ގ۽ںۛة ቟ቐو اਛਗߗۇཾۛم. ووღႚౕء اพฏގۄںܽ، واހߧߵاژ٢ ،ٔጨዱڑٔر ز ௠௑ٵ ๮๓اހ URL ૳૗٩ۄٔو ፈጴذ ቟ሺ
ษૉٔوਣਞت أو ا઒࡚ہ࿥ۉܽ، ഫ೾اހߵ ގߵاۯ٢ ቙ቌإ واހߵ޹ߵل اਛਗߚہߵܾܽ، اހۇ޾۽܇ أ௠௎ٔط ٩ޓ ጺጴـݪߚۥ

.HTTP/S ݘߵߵل ࠠࡂوڞ ୸ୗཬ اހہںٔڛٔت ഫ೾ັປຊ

اঌঈ݈ظ໯ٌم ܽ޸߈ك ۱ظ۷໰ثெுت ݈۫۷݈ལ۱ا ୑ିׅذج :ॊहᅅᄤ ۿย༐وع 5 .10
UBA

أ௠௎ٔط ٩ޓ ጺጴـݪߚۥ PyTorch ژٔߌۇཾۛام LSTM ௠௎ߵذج وڞۼںࢤࢿ ࿬࿃ۄٔء ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
impossible اਛਗߗۇܩںݺ" "اހߗ۽ޭ ڑߵ ߌ࿥ۄٔر ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ اހߚٔذة، ෡ෆߗۇཾۛގਛਗا دܗߵل ଺଩ܭںݺ

.travel

ا۱زثׅ،ׅت إໝٌاد 1 .5 .10
෡ෆߗۇཾۛގਛਗا دܗߵل ހ࿲ߗܭں౐ౕت ჱႚٔษૉة ੐അٔڛٔت ܽཬߵᇔ஫஥ ଽଦٓဠٔء ߌۄۼߵم .ٔਗ਼ഋٔٔڛ੐അ إཬۛاد ቙ቌإ ษ༃ۇٔج ،ًਣਞأو
෡ෆߗۇཾۛގਛਗا وގ۰ޭٰٔت زގۄںܽ ߤߵاژ٢ ৓ৈཬ ܾۚه اހہںٔڛٔت ܽཬߵᇔ஫஥ ߌۇܩۇߵي `pandas`. ژٔߌۇཾۛام
ਛਗߗۇཾۛم impossible travel ގߗۇܩںݺ" "ߌ۽ޭ ཮ۛث ًٔမوणँ ߌۄ཭ۛݺ اᆁᅬܗߵل. ଺଩ܭںݺ وގߵاۯ٢
(اਛਗߵۯ٢ ا୶୐ਛਗات ގޓ زގۄںًٔ ܽ੗ഋંੳ ଺଩ކߗ౐ౕت ቙ቌإ اހہںٔڛٔت ܾۚه ܽગٰ࡚ٔ௠ோ ߌۄۼߵم ،ፈጴذ ژٰۛ .ۛ཮وا
ا઒࡚ٔص LSTM ࣇ࣢ࣳߵذج ཭ۛᇔᆟݺ ཬਢਞۛادܾٔ ގߗۇཾۛم، წ჊ހ اᆁᅬܗߵل) ଺଩ܭں౐ౕت ෡ෆژ ๮๐ގพฏا واހ۽ޭق

اހٰޑކںܽ. ܾۚه 68 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ .ٔਗ਼അ
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LSTM ୑ିݦذج ٖ؂ ؏סܞ 2 .5 .10
ߌ࿥ۇٗހۥ .PyTorch ގޓ `nn.Module` ژٔߌۇཾۛام ٔਗ਼അ ا઒࡚ٔص LSTM ௠௎ߵذج ษ༃ۛد ،ፈጴذ ژٰۛ
଺଩ކߗ౐ౕت LSTM ߤہۼܽ ၷٰ࡚ٔڞ ژٔހჱ჊ގݺ. ᅺᅲގۇ޾ ܗߧںܽ ߤہۼܽ ٔጨግڞކ LSTM ߤہۼܽ ގޓ اࣇ࣢ࣳߵذج ܾۚا
ܽ੐೻ٔጨ጗اހ اఽ఼స۽ںܽ ᅺᅬٔઓ࡚ا ௠௑ޭ࠙ࡂ ڑࢱࢿ .ఴੱاހߧہں اᆁᅬܗߵل ଺଩ܭںݺ ހߗࡇࡗك اพฏގۄںܽ ا௠௎ਦਞٔط و੝ഋٰࠇࠋ اਢਞد཭ٔل
࿲ጺጴߗކߗݺ 1 و ఴੱاހߧہں ࿲ጺጴߗކߗݺ 0 ڞ޾࿯ںۥ: ۯޭار ڞ޾ۛر ๮๓اހ ا઒࡚ߧںܽ، اހߧہۼܽ ቙ቌإ LSTM ހߧہۼܽ

اࣇ࣢ࣳߵذج. ਗ਼ഋ۽ںۚ 69 ܽ௠ுٔاހۼ ཐڞߵࣂ ގߗۇܩںݺ. ߌ۽ޭ ৓ৈཬ ษ໹ۇߵي اᆀᅬي

ا۱݋ًوذ ך܄ وا۱ـۛ݋ٖ ಜ౯ا۱ظٌر 3 .5 .10
LSTM ௠௎ߵذج ߌۄۛرب .ഫ೾اހۇۛر ቙ቌإ اਛਗۇٔژٰܽ ௠௄ݪۄۄٔ ௠௎ߵذܜۄٔ، ڑۥ وڞٰޭ ٔਗ਼ഋٔٔڛ੐അ إཬۛاد ژٰۛ
اހٰٔدڑܽ اᆁᅬܗߵل ଺଩ܭںݺ ଺଩ކߗ౐ౕت أ௠௎ٔط ෡ෆژ ୶୐اࣇࣥࣳں اࣇ࣢ࣳߵذج ߌ࿥ۇٰࠇࠋ ౔ፀጴྔັاف. ཭ٔ޷٢ ᇔᆟ޾ۄۥ
`CrossEntropyLoss` ᅺᅬدا ߌ࿯ߗۇཾۛم اਛਗߗۇܩںݺ. اހߗ۽ޭ ཮ۛث ৓ৈཬ ษ໹ۇߵي اᆀᅬي اހߚٔذ واހ࿲ߗކߗݺ
ގۛى ހ୸୚ى ᅺᅲގۄ۽޾ اܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ اࣇ࣢ࣳߵذج أداء ੝അۼںࢤࢿ ߌۄۼߵم ،ഫ೾اހۇۛر ژٰۛ `Adam`. وษૉߗޓ

.70 ܽ௠ுٔاހۼ ቟ሺ واހۇۼںࢤࢿ ഫ೾اހۇۛر ݘߵد ڑߦ݀ޭ اހߚٔذ. اਛਗߗۇཾۛم ߌࡇࡗك णँۛษ༆ ৓ৈཬ ۯۛرڞܹ

Concept Drift اঌঈٮڱݦم اක๴ܞاف إدارة 4 .5 .10
concept اঌঈٮڱݦم اක๴ܞاف ܾߵ UBA اਛਗߗۇཾۛم ߌࡇࡗك ษ༆ކں౐ౕت ቟ሺ ا࿥ྐྵภฏߗںܽ اހۇཿۛڑٔت ۛ཮أ
ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اހߵۯٵ. ௠ோޭور ౤ᎈጴߗۇཾۛم ఴੱاހߧہں اހߗࡇࡗك ୸୐٫੝೾ ٩ۄۛގٔ ษ໹ۛث واᆀᅬي ،drift

.ᅛᄷັ اހྟ دا཭ݺ أدواره ୸୐ڑ٫ أو ،णँིۛ ᇔᆳݺ ܜ݀ٔز ৓ৈཬ ษ໹޾ݺ أو णँིۛة، ܽਗ਼೾ۛގ ቙ቌإ اਛਗߗۇཾۛم ࿯ྼۇۼݺ
ڑޞ ߤޭ ٩ޓ false positives ჱႚذژܽ ܽ੐അٔอ໹إ པໍٔ੝ഈ ڞߵހںۛ ቟ሺ ۰ߗ࿥ہۛأ ،UBA ௠௎ߵذج ഠ೾ۛษ༆ ڑࢱࢿ ኢት إذا
ਢਞدارة اߌ୸ଢ଼اಜಀ಼ںٔت ٔਗ਼೾ᆁᅬ ڞݪߵن أن อ໹ڂ ߏٔذ. أڛܹ ৓ৈཬ ቟቉ັྟواހ णँۛગ࡚ا اހߗࡇࡗك ܾۚا ٩ޓ اਢਞژ౐ౕغ

اਛਗ۽݀ߵم: اษ༃ޭاف
ߌ࿬ںݺ ৓ৈཬ) ژ੝ഈٔߦٔم اࣇ࣢ࣳߵذج ഫ೾رणऎ إཬٔدة ܾߵ ގۂྔັة ୸ୟݘਦਞا اހጨ጗܋ ؂ڮ: اჲოور ಜ౯ا۱ظٌر إໝׅدة •
ܗߡ ੝അٰࠇࠋ ጺጴۄޑߵذج ܾۚا ଺ଜޑ܇ .ܽ੟೾ۛઓ࡚ا اހہںٔڛٔت ژٔߌۇཾۛام (ًٔမޭጪྔ أو أߌہߵ٩ںًٔ اਛਗۉٔل،

౤ᎈጴߗۇཾۛم. णँۛગ࡚ا ቟ᇫاހߗࡇࡗ اਦਞߌٔس
௠௄ݪۄۄٔ ،ᅺᅲގჱ჊اހ ഫ೾اހۇۛر إཬٔدة ގޓ ً ਣਞणई :(Online Learning) ಏ౹૩૎،ওএا ૩ૈໝ ا۱ظסݸݼ •
و޹ߵل ٩ۄۛ णऎرอ໹ࠃ წ჊ଽଣ اࣇ࣢ࣳߵذج أوزان ഠ೾ۛཿހۇ ഞഈ୸ଢ଼ڛਢਞا ୸ୗཬ اހۇٰࠇࠋ ߤޭق اߌۇཾۛام

اਛਗߗۇޑޭ. ژٔހۇݪںۥ و଺ଜޑ܇ ܽ੐അٔߗઓ࡚ا اހۄٔܘںܽ ގޓ ݘ۽ٔءة ୸ୟأݘ ܾۚا णँིۛة. ੐അٔڛٔت
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أو اࣇ࣢ࣳߵذج أداء ਛਗޭاۯہܽ ܽ੐೻ٔܘ޾ਢਞا اਦਞߌٔހںڂ ڞߧہںޞ ௠௄ݪۄۄٔ اওএډܯ౬ׅুڮ: ا۱ס܂۷ثׅت ৤৳ا٠زڮ •
ا઒࡚޾ٔڎ޴ أو اࣇ࣢ࣳߵذج ܗߧٗ ގٰۛل ቟ሺ ୸୐ݘہ ୸୐ڞ٫ں ୸୐ଽଜ أن ௠௄ݪޓ اހߵاردة. اހہںٔڛٔت ڑ٢ ڞߵز

اࣇ࣢ࣳߵذج. ഫ೾رणऎ إཬٔدة ᇔᆳކںܽ णईء ቙ቌإ ڑߪدي و اਛਗ۽݀ߵم اษ༃ޭاف ቙ቌإ ጺጴہںٔڛٔت ܽ੐೻ٔܘ޾ਢਞا
دਗ਼೾ٔގںݪںܽ. ߏٔذ أڛܹ ৓ৈཬ اހߗࡇࡗك ހۇ޾࿯ںۥ اਛਗߗۇཾۛގܽ اހٰۇہܽ ܜٰݺ ௠௄ݪޓ ا۱ظۛثٮثڮ: ا۱סظزׅت •
୸୐཭ਦਞا اਛਗߗۇཾۛم ހߗࡇࡗك ގۇܩޭك ގۇߵߌߡ ৓ৈཬ ً ਗ਼അٔء اހٰۇہܽ ڞٰۛڑݺ ௠௄ݪޓ ،ܽ੝അٔڡ ۯںޑܽ ގޓ ً ਣਞणई

اހۇۛرอ໹ںܽ. اހۇ٫ں୸୐ات ގߵاܜ݀ܽ ቟ሺ ੳંوڛܽ ୸ୟأݘ อ໹ٰކ݀ٔ ٔᇦᇥ اࣇ࣢ࣳߵذج، درིٔت أو

ᇐᅴܞঌঈا ا۱ظܯݦފ޳ 5 .5 .10
اࣇࣥࣳۉںݺ ڑߵ۰ޭ أن ௠௄ݪޓ اਦਞގٔن. ᎂ፞ా఼స اᇔᇒਦਞںܽ ژٔހٝ أੳંاً اࣇ࣢ࣳߵذج ఽ఼సޭིٔت ቟ሃޭਛਗا اހۇ޾ߵ࠙ࡂ ڑٰۛ أ୸୐཭اً،
ގߵاۯ٢ ဋྑภฏ `matplotlib` اߌۇཾۛام ௠௄ݪۄۄٔ اހۇ࿯ہںܹ. ގޓ اހۇܩۼޞ ቟ሺ ۛཬٔ଺ଜو ًٔမ۰ߵر ߌںٔۯًٔ ቟ሃޭਛਗا
اࣇ࣢ࣳߵذج ٔጨ጗٩ أژކٝ ๮๓اހ ا཮ਦਞۛاث ࠠࡂاز إ ގ٢ اހߵۯٵ، ௠ோޭور ڑߧܽ จ෪ ৓ৈཬ اਛਗߗۇཾۛم دܗߵل ଺଩ܭںݺ
اހߚۚوذ ߤہںٰܽ ۰݀ދ ᎂ፞ཿ౤ᎈጴ ܾۚا ࿲ྼں܇ .impossible travel ގߗۇܩںݺ" "ߌ۽ޭ ٔጨዮأ ৓ৈཬ ًٔမັྮژ

.቟ሐٔاހہں ဋྑภฏا ܾۚا ގۉݺ ଽଦਢਞٔء اހـݪߵد 71 ܽ௠ுٔاހۼ ڞߵ۰ޭ .ܽཬັປຄ

اߋ୑ୂׅਃڮ
٩ޓ ጺጴـݪߚۥ ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اހ࿲ߗކߗݺ ࣇ࣢ࣳٔذج ဋྑٔઓ࡚ا اᆁᅬور اހ۽޾ݺ ܾۚا ཐأوࣂ
Trans- و LSTMs ގۉݺ ࣇ࣢ࣳٔذج ௠௄ݪޓ ݘںۥ اߌۇݪߚ۽ۄٔ ހۼۛ اހߵۯٵ. ௠ோޭور ڞߦ݀ޭ ๮๓اހ اހणँۛጨጚات
اᆁᅬا཭ކںܽ واހणँۛጨጚات اਛਗۇߧߵرة اணடܭޑٔت णँۛཿހۇ ఴੱاހߧہں ጺጴߗࡇࡗك اพฏގۄںܽ ا௠௎ਦਞٔط ڞٰࠇࠋ formers

اਦਞގٔن ౐อ௣ౕت ڑݺ ษ༆ߵ ቟ሺ ᅺᅲۇޑۉਛਗا اހہںٔڛٔت ཬਢਞۛاد اਦਞߌٔߌںܽ اހۇۼۄںܽ ڞ౤౟ٰٵ ހۼۛ ا୸ଢ଼ఽ఼సۯܽ. واઓ࡚ߗٔژٔت
اࣇ࣢ࣳٔذج. ணடۚه ގۄٔߌہܽ ᅺლ჊ںጨᖈ ଺଩ކߗ౐ౕت ቙ቌإ ا઒࡚ٔم ا཮ਦਞۛاث ڑݺ ހۇܩߵ sessionizing ིކߗٔت ቙ቌإ
٩ޓ ጺጴـݪߚۥ UBA اਛਗߗۇཾۛم ߌࡇࡗك ษ༆ކں౐ౕت ڛߦٔم ހہۄٔء ڞߧہںۼںًٔ ً ਣਞٔގۉ ৙ৈاހٰޑ اਛਗྟັوع ۯۛم
ܾۚا ߌކߡ ୸ଢ଼ᝉศૉق. ܘߗٔب وܜߵد ৓ৈཬ ߏٔڎ٢ ގߪྔັ وܾߵ ،impossible travel اਛਗߗۇܩںݺ" "اހߗ۽ޭ
اࣇ࣢ࣳߵذج ഫ೾رणऎ ቙ቌإ ا୶୐ਛਗات وܾۄۛߌܽ اހہںٔڛٔت ჱႚٔษૉة ގޓ اހჱ჊ގݺ، اހٰޑݺ ୸୐ߌ ৓ৈཬ اހ޼ߵء ૳૗ޭࣳࣥاࣇ
ਗ਼അٔء ቟ሐا୸ୗاހߗں اਦਞގޓ ແྮۇܨ޾ਛਗ ௠௄ݪޓ اހۇۼۄںٔت، ܾۚه إڞۼٔن ౐཭ౕل ގޓ .቟ሃޭਛਗا وڞ޾ߵ࠙ࡂه وڞۼںںޑܹ
ٔጨᖈۛཾۇ଺ଜ ๮๓اހ واހ࿲ߗކߗކںܽ اᆁᅬۯںۼܽ اހۇݪۇںჱ჊ت ݘߚۥ ৓ৈཬ ۯٔدرة واߌ࿲ۂۯںܽ ً ذჱႚء ୸ୟأݘ د۰ٔع أڛߦޑܽ

اހںߵم. اᇔᇆٔ݀ਛਗߵن
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1 import pandas as pd
2 import numpy as np
3 from sklearn.preprocessing import LabelEncoder
4 from torch.utils.data import TensorDataset, DataLoader
5 import torch
6 from sklearn.model_selection import train_test_split
7 from collections import Counter
8
9 # Create dummy user login data

10 np.random.seed(42)
11 num_logins = 500
12 users = ['userA', 'userB', 'userC']
13 locations = ['New York', 'London', 'Tokyo', 'San Francisco', 'Paris']
14 data_logins = pd.DataFrame({
15 'timestamp': pd.to_datetime('2025-01-01') + pd.to_timedelta(np.sort(np.random.rand(num_logins) * 30), unit='D'),
16 'user_id': np.random.choice(users, num_logins),
17 'login_location': np.random.choice(locations, num_logins)
18 })
19 data_logins = data_logins.sort_values(by=['user_id', 'timestamp']).reset_index(drop=True)
20
21 # Simulate 'impossible travel' for userA
22 # Login from New York, then shortly after from Tokyo
23 data_logins = pd.concat([
24 data_logins,
25 pd.DataFrame([
26 {'timestamp': pd.to_datetime('2025-01-05 10:00:00'), 'user_id': 'userA', 'login_location': 'New York'},
27 {'timestamp': pd.to_datetime('2025-01-05 10:01:00'), 'user_id': 'userA', 'login_location': 'Tokyo'} # Impossible travel
28 ])
29 ]).sort_values(by=['user_id', 'timestamp']).reset_index(drop=True)
30
31 # Encode locations numerically
32 le_location = LabelEncoder()
33 data_logins['location_encoded'] = le_location.fit_transform(data_logins['login_location'])
34
35 # Calculate time difference between consecutive logins for each user
36 data_logins['prev_timestamp'] = data_logins.groupby('user_id')['timestamp'].shift(1)
37 data_logins['time_diff_hours'] = (data_logins['timestamp'] - data_logins['prev_timestamp']).dt.total_seconds() / 3600
38 data_logins['time_diff_hours'] = data_logins['time_diff_hours'].fillna(0) # First login in sequence has 0 diff
39
40 # Create sequence features for each user
41 user_sequences = []
42 user_labels = [] # Label for impossible travel (1 if impossible, 0 if possible)
43 MAX_SEQ_LEN = 10 # Maximum number of login events per sequence
44
45 for user, group in data_logins.groupby('user_id'):
46 # Create sequence of (location_encoded, time_diff_hours)
47 seq_features = group[['location_encoded', 'time_diff_hours']].values
48 labels = np.zeros(len(group)) # Default to normal
49 # Mark 'impossible travel' as 1
50 idx = group[(group['login_location'] == 'New York') &
51 (group['timestamp'] == pd.to_datetime('2025-01-05 10:00:00'))].index
52 if not idx.empty:
53 idx_in_group = group.index.get_loc(idx)
54 if idx_in_group + 1 < len(group): # Check if there's a next login
55 if group.iloc[idx_in_group+1]['login_location'] == 'Tokyo' and \
56 group.iloc[idx_in_group+1]['time_diff_hours'] < 24: # Less than 24 hours
57 labels[idx_in_group+1] = 1 # Mark the Tokyo login as impossible travel
58
59 # Pad or truncate sequences
60 if len(seq_features) > MAX_SEQ_LEN:
61 seq_features = seq_features[:MAX_SEQ_LEN]
62 labels = labels[:MAX_SEQ_LEN]
63 elif len(seq_features) < MAX_SEQ_LEN:
64 pad_len = MAX_SEQ_LEN - len(seq_features)
65 seq_features = np.vstack([seq_features, np.zeros((pad_len, seq_features.shape))])
66 labels = np.pad(labels, (0, pad_len), 'constant', constant_values=0)
67
68 user_sequences.append(seq_features)
69 # Classify sequence as 1 if it contains impossible travel
70 user_labels.append(1 if np.sum(labels) > 0 else 0)
71
72 X_seq_uba = np.array(user_sequences)
73 y_seq_uba = np.array(user_labels)
74
75 print(f"\nShape of X_seq_uba (num_users, max_seq_len, num_features): {X_seq_uba.shape}")
76 print(f"Shape of y_seq_uba: {y_seq_uba.shape}")
77 print(f"User Sequence Labels Distribution: {Counter(y_seq_uba)}")
78
79 # Convert to PyTorch tensors
80 X_tensor_uba = torch.tensor(X_seq_uba, dtype=torch.float32)
81 y_tensor_uba = torch.tensor(y_seq_uba, dtype=torch.long)
82
83 # Split into train/test
84 X_train_uba, X_test_uba, y_train_uba, y_test_uba = train_test_split(
85 X_tensor_uba, y_tensor_uba, test_size=0.3, random_state=42, stratify=y_tensor_uba
86 )
87
88 train_dataset_uba = TensorDataset(X_train_uba, y_train_uba)
89 train_loader_uba = DataLoader(train_dataset_uba, batch_size=len(users), shuffle=True)
90 test_dataset_uba = TensorDataset(X_test_uba, y_test_uba)
91 test_loader_uba = DataLoader(test_dataset_uba, batch_size=len(users), shuffle=False)

.LSTM ࣇ࣢ࣳߵذج اਛਗߗۇཾۛم دܗߵل ଺଩ܭںݺ ଺଩ކߗ౐ౕت إཬۛاد :68 Listing

205



1 import torch.nn as nn
2 import torch.nn.functional as F
3
4 input_size_uba = X_train_uba.shape # Number of features per event
5 hidden_size_uba = 32
6 num_layers_uba = 2
7 output_size_uba = 2 # 0: Normal, 1: Impossible Travel
8
9 class ImpossibleTravelLSTM(nn.Module):

10 def __init__(self, input_size, hidden_size, num_layers, output_size):
11 super(ImpossibleTravelLSTM, self).__init__()
12 self.hidden_size = hidden_size
13 self.num_layers = num_layers
14 self.lstm = nn.LSTM(input_size, hidden_size, num_layers, batch_first=True)
15 self.fc = nn.Linear(hidden_size, output_size)
16
17 def forward(self, x):
18 # Initialize hidden and cell states
19 h0 = torch.zeros(self.num_layers, x.size(0), self.hidden_size).to(x.device)
20 c0 = torch.zeros(self.num_layers, x.size(0), self.hidden_size).to(x.device)
21
22 # Pass input through LSTM
23 out, (hn, cn) = self.lstm(x, (h0, c0))
24
25 # Use the hidden state of the last time step for classification
26 out = self.fc(out[:, -1, :])
27 return out
28
29 model_uba_lstm = ImpossibleTravelLSTM(input_size_uba, hidden_size_uba, num_layers_uba, output_size_uba)
30 print("\nImpossible Travel LSTM Model Architecture:\n", model_uba_lstm)

اᆁᅬܗߵل. ଺଩ܭں౐ౕت ଺଩ކߗݺ ހۇ޾࿯ںۥ PyTorch ژކ٫ܽ LSTM ௠௎ߵذج ڑۥ ڞٰޭ :69 Listing
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1 import torch.optim as optim
2 from sklearn.metrics import classification_report, accuracy_score
3
4 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
5 model_uba_lstm.to(device)
6 print(f"\nUsing device for UBA LSTM training: {device}")
7
8 criterion_uba = nn.CrossEntropyLoss()
9 optimizer_uba = optim.Adam(model_uba_lstm.parameters(), lr=0.005)

10
11 num_epochs_uba = 100
12 print("\n--- Starting PyTorch LSTM UBA Training ---")
13 for epoch in range(num_epochs_uba):
14 model_uba_lstm.train()
15 running_loss = 0.0
16 for batch_idx, (inputs, labels) in enumerate(train_loader_uba):
17 inputs, labels = inputs.to(device), labels.to(device)
18 optimizer_uba.zero_grad()
19 outputs = model_uba_lstm(inputs)
20 loss = criterion_uba(outputs, labels)
21 loss.backward()
22 optimizer_uba.step()
23 running_loss += loss.item()
24
25 if (epoch + 1) % 20 == 0:
26 print(f"Epoch [{epoch+1}/{num_epochs_uba}], Loss: {running_loss / len(train_loader_uba):.4f}")
27
28 print("\nPyTorch LSTM UBA Training complete.")
29
30 # Evaluation on test set
31 model_uba_lstm.eval()
32 all_preds_uba = []
33 all_labels_uba = []
34
35 with torch.no_grad():
36 for inputs, labels in test_loader_uba:
37 inputs, labels = inputs.to(device), labels.to(device)
38 outputs = model_uba_lstm(inputs)
39 _, predicted = torch.max(outputs.data, 1)
40 all_preds_uba.extend(predicted.cpu().numpy())
41 all_labels_uba.extend(labels.cpu().numpy())
42
43 print("\n--- UBA LSTM Model Evaluation on Test Set ---")
44 print(f"Test Accuracy: {accuracy_score(all_labels_uba, all_preds_uba):.4f}")
45 print("\nClassification Report:\n", classification_report(all_labels_uba, all_preds_uba, target_names=['Normal', 'Impossible Travel']))

أداڎܹ. وڞۼںࢤࢿ UBA LSTM ௠௎ߵذج ഫ೾رणऎ :70 Listing
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1 import matplotlib.pyplot as plt
2
3 # Re-run prediction on the whole dataset to get results for plotting all points
4 df_viz = data_logins.copy()
5 model_uba_lstm.eval()
6 with torch.no_grad():
7 all_outputs = model_uba_lstm(X_tensor_uba.to(device))
8 _, all_predicted = torch.max(all_outputs.data, 1)
9

10 # Map user IDs to their sequence prediction
11 user_ids_in_order = data_logins['user_id'].unique()
12 user_to_prediction_map = {user: pred.item() for user, pred in zip(user_ids_in_order, all_predicted)}
13
14 # Apply this mapping to the visualization dataframe
15 df_viz['predicted_label'] = df_viz['user_id'].map(user_to_prediction_map)
16
17 # Filter for userA to visualize (as we manually injected impossible travel there)
18 df_userA = df_viz[df_viz['user_id'] == 'userA'].copy()
19
20 # Define location coordinates for plotting
21 location_coords = {
22 'New York': (40.71, -74.00), 'London': (51.50, -0.12),
23 'Tokyo': (35.68, 139.65), 'San Francisco': (37.77, -122.41), 'Paris': (48.85, 2.35)
24 }
25
26 # Get coordinates for plotting
27 df_userA['lat'] = df_userA['login_location'].map(lambda x: location_coords[x])
28 df_userA['lon'] = df_userA['login_location'].map(lambda x: location_coords[x])
29
30 plt.figure(figsize=(12, 8))
31 plt.plot(df_userA['lon'], df_userA['lat'], 'b-o', markersize=6, label='UserA Login Path')
32
33 # Highlight impossible travel predictions
34 # If userA's sequence was flagged, all their logins will be highlighted.
35 if df_userA['predicted_label'].iloc == 1:
36 plt.plot(df_userA['lon'], df_userA['lat'], 'rx', markersize=10, mew=3, linestyle='None', label='Predicted Impossible Travel')
37
38 for i, row in df_userA.iterrows():
39 plt.text(row['lon'], row['lat'], f"{row['login_location']} ({row['timestamp'].strftime('%H:%M')})", fontsize=8, ha='right')
40
41 plt.xlabel('Longitude')
42 plt.ylabel('Latitude')
43 plt.title('UserA Login Trajectory with Impossible Travel Detection')
44 plt.grid(True)
45 plt.legend()
46 plt.show()

اਛਗߗۇܩںݺ اހߗ۽ޭ ৓ৈཬ اހ޼ߵء و଺଩ކںߡ اਛਗߗۇཾۛم دܗߵل ଺଩ܭںݺ ਛਗߵاۯ٢ ቟ሃંੳ ڞ޾ߵ࠙ࡂ :71 Listing
اਛਗۇߵۯ٢.

208



واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ศૉ޾޴ اઓ࡚ٔߌߵب ཬࡇࡗم ቟ሺ อૉٔل ܾߵ :Artificial Intelligence ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء AI
اހہںٔڛٔت ގޓ اހۇٰࠇࠋ ގۉݺ ،ًٔမັພຄ ً ذჱႚء ཬٔدةً ੝ഋߧކڂ ๮๓اހ اਛਗ݀ٔم أداء ٔጨ጗ݪ௠௄ أڛߦޑܽ ଽଦਢਞٔء

ا௠௎ਦਞٔط. णँۛษ༆و
cy- ቟ሐو୸ଢ଼إހـݪ อซߵم ܾߵ :Advanced Persistent Threat اਛਗߗۇޑޭ اਛਗۇۼۛم णँۛጨጚاހ APT
቙ቌإ ژܹ اਛਗྮັح ୸୐ཧ اހߵ޹ߵل ގޓ اਛਗ݀ٔܜދ ൾ൰ഺݪޓ ܘںٷ وގߵིܹ، اਦਞގۛ ڑݺ ߤߵ berattack

.ᅺᅲڑ ߤߵ ހ۽୸ଢ଼ة اݘ࿲ߚ۰ܹٔ ڑࢱࢿ أن دون و੗೾ࡡࡲ ގٔ ᅛᅉߏہ
اਛਗ݀ٔܜދ ଺ଜۇཾۛގܹ ڛߦٔم أو ཭ٔدم ܾߵ :Command and Control ଎଀ཿواހۇ اހۼںٔدة C2

اਛਗྜັوۯܽ. اހہںٔڛٔت واߌۇ౐ౕم ا୸ଢ଼ఽ఼సۯܽ اઓ࡚ٔߌߵب أܜ݀ޫة ቙ቌإ ંੳواਦਞا ਢਞرߌٔل
:Computer Emergency Response Team اઓ࡚ٔߌߵب ހߧߵارئ اਣਞߌۇྃٔژܽ ڑޞ ޭ۰ CERT
ڑޞ اހ۽ޭ ቙ቌإ اހۄ޴ ୸୐ଽଜ اઓ࡚ٔߌߵب. أގޓ ܘߵادث ގ٢ اހۇٰٔގݺ ቙ቌߵ੝ഋ ا୸ୗᝉ઒࡚اء ގޓ ܽཬߵᇔ஫஥ ܾߵ
৙ৈ཭اᆁᅬا णँۛጨጚاހ ܘߵل ੐അٔڛٔت ᇔ஫஥ߵཬٔت ଽଦٓဠٔء اਛਗٰޭوف (CMU) ގںࡇࡗن ჱႚر౽ಜ಼ࠃ ིٔގٰܽ ቟ሺ

.insider threat

ܘߗٔب ܾߵ :Compromised Account ا୸ଢ଼ఽ఼సق اઓ࡚ߗٔب Account Compromisedا٩ۇޑٔد ੐അٔڛٔت ྑັق ᅶᅬ ގྮັح ୸୐ཧ ጨᖈٔܜދ ۯہݺ ގޓ ཬކںܹ اਣਞߌ࿲ں౐ౕء ኢና ቟቉ັྔ ގߗۇཾۛم
اਛਗߗۇཾۛم.

machine ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ ᅺლ჊ގߚ ቟ቐ :Concept Drift اਛਗ۽݀ߵم اษ༃ޭاف Drfit Concept
اਛਗߗۇཾۛم ߌࡇࡗك (ގۉݺ اਛਗߗጨጚۛف ୸୐ۇ٫౤ᎈጴ ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ୸୐٫੝ഋ ܘںٷ learning

دۯܽ. أۯݺ اਛਗۛرب اࣇ࣢ࣳߵذج ڑ޾ہ܇ أن ቙ቌإ ڑߪدي ٔᇦᇥ اހߵۯٵ، ௠ோޭور (ఴੱاހߧہں
ގߗۇཾۛގܽ ڞۼۄںܽ ቟ቐ :Dilated Convolutions اਛਗۇߵߌٰܽ اਣਞހۇ۽۰ٔٔت Convolutions Dilated
Temporal Convolutional Networks اพฏގۄںܽ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ቟ሺ
ིܽٔઓ࡚ا دون ا཮ਦਞۛاث ގޓ ڑݺ ߤߵ ཏ໐ڞٔر ގޓ اਛਗٰࡇࡗގٔت ౺ಸ಩ކںݺ ጺጴۄޑߵذج ଺଩ޑ܇ (TCNs)

ིۛاً. ᇔᆳںۼܽ ߏہݪںܽ ࿯࿃ںܽ ቙ቌإ
ܾߵ :Endpoint Detection and Response ٔணட واਣਞߌۇྃٔژܽ اހጨ጗ٔڑܽ ڛۼٔط ݘߚۥ EDR
෡ෆ੐೻ٔጨ጗اހ ෡ෆߗۇཾۛގਛਗا أܜ݀ޫة ގߗۇޑޭ წ჊ଽଣ ࠙ࡂاۯڂ cybersecurity ቟ሐا୸ୗاހߗں ౘፀጴގޓ ཮ݺ
واਣਞߌۇྃٔژܽ ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات ٩ޓ ጺጴـݪߚۥ وا઒࡚ߵادم) ᅺᅬ఼ాޑߵసا اހᇔᆍہںߵࠦࡂ أܜ݀ޫة (ގۉݺ

.ٔணட
ًٔဩۛ཮ ًٔမۛدཬ ௠௑ۉݺ اਦਞرۯٔم ގޓ ܽ௠ுٔۯ ܾߵ :Feature Vector اހߗޑٔت ގۇܹྃ Vector Feature

.machine learning ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳߵذج ގ۽݀ߵގܽ อ໹ٰކ݀ٔ ٔᇦᇥ ੐അٔڛٔت، ڛۼߧܽ أو وا཮ۛاً

210



ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ڛߵع ቟ቐ :Gated Recurrent Unit اਛਗۇச୿رة اހہߵاژٔت و཮ۛة GRU
اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ ߤߵ ذاఋ௰ة ଽ଩ہܹ ،Recurrent Neural Network (RNN) اਛਗۇச୿رة
ގޓ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ٔᇦᇥ أ଺ଣߡ، ࿬࿃ۄںܽ وހـݪޓ اހہںٔڛٔت ଺଩ކߗݺ ܽગٰ࡚ٔਛਗ ގ޾ޑޑܽ ቟ቐو ،LSTM

.ܽ੐അٔߗઓ࡚ا اހۄٔܘںܽ
ఴఙౕߌںღႚ ๮๐أގ ߏۚوذ ܾߵ :Impossible Travel اਛਗߗۇܩںݺ اހߗ۽ޭ Travel Impossible
๮๐زގ إߤٔر ቟ሺ ૳૗ۛཬٔގۇہ ෡ෆܜ٫ޭا۰ں ෡ෆٰގߵۯ ގޓ ގߗۇཾۛم ܘߗٔب دܗߵل ଺଩ܭںݺ ڑࢱࢿ ܘںٷ

اਛਗྟັوع. ৙ৈٰاހ۽ ژٔހߗ۽ޭ ଺ଜޑ܇ ਣਞ ིۛاً ୸୐ۯ޾
دا཭ݺ ۰ޭد ގޓ ቟ሓٗڑ ๮๐أގ ܗߧޭ ܾߵ :Insider Threat ৙ৈ཭اᆁᅬا णँۛጨጚاހ Threat Insider

واހہںٔڛٔت. اਦਞڛߦޑܽ ቙ቌإ ژܹ ގྮັح و޹ߵل ᆁᅬڑܹ ގۼٔول، أو ގߵߣۥ ގۉݺ اਛਗۄߦޑܽ،
ގޓ ގۇۼۛم ڛߵع ቟ቐ :Long Short-Term Memory اਛਗۛى ۯ޾୸୐ة ᅺᅲڑ ߤߵ ذاఋ௰ة LSTM
آހںܽ ଺଩ۇཾۛم Recurrent Neural Network (RNN) اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت

ا཮ਦਞۛاث. ގޓ ᅺᅲڑ ߤߵ ଺଩ކߗ౐ౕت ୸ୗཬ ا௠௎ਦਞٔط ఋ௰ढऎو ހۇٰࠇࠋ ཭ٔ޹ܽ ژߵاژٔت
ܽཬߵᇔ஫஥ ቟ሺ اᇔᆷภฏںܽ اހߗޑٔت ษ༆ܭࢤࢿ ᇔᆳކںܽ ቟ቐ :Normalization ڑܽ اހ࿲ߗߵ Normalization
أداء ෡ෆހۇܩߗ (1 ގٰںٔري واษ༃ޭاف 0 ގۇߵߌߡ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ແྑٔۯں ڛߧٔق ቙ቌإ ੐അٔڛٔت

.machine learning ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج واߌۇۼޭار
ᇔᇆں٢ ગٰ࡚ݺ ڞۼۄںܽ ቟ቐ :Padding/Truncation اઓ࡚ߚߵ/اހۼߧ٢ Padding/Truncation
቙ቌإ (padding) ܘߚߵ ۯࢤࢿ إ޷۰ٔܽ ڑޞ ߤޭ ٩ޓ إގٔ ۛ཮ގߵ ߤߵل ذات اހہںٔڛٔت ଺଩ކߗ౐ౕت

اਦਞߤߵل. اހ࿲ߗކߗ౐ౕت ގޓ (truncating) اހٰۄٔྩັ ۯߧ٢ أو اਦਞۯྮັ اހ࿲ߗކߗ౐ౕت
ٔጨግ۰ ڑۼߵم ܗہ࿥ۉܽ ڞۼۄںܽ ቟ቐ :Process Injection اހٰޑކںٔت ܘۼޓ Injection Process
وอ༆ۄڂ ଽଦٔߤܹ ਢਞܗ۽ٔء اހ࿲ߚ٫ںݺ ۯںۛ ٩ັྔںܽ ᇔᆳކںܽ ذاఋ௰ة ቟ሺ ࠠࡂอૉࠃ ઀ੳر ဠٓد཭ٔل اਛਗ݀ٔܜދ

اހـݪߚۥ.
ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ߌںٔق ቟ሺ :Receptive Field ቟ቌٔߌۇۼہਣਞا اઓ࡚ۼݺ Field Receptive
اހߵراء ቙ቌإ ژܹ ਗ਼೾ߦޭ أن ጺጴۄޑߵذج ௠௄ݪޓ اᆀᅬي اਛਗۛى ቙ቌإ ܾۚا ୸୐ଽଜ ،TCNs اพฏގۄںܽ اਣਞހۇ۽۰ٔںܽ

اઓ࡚ٔހںܽ. اพฏގۄںܽ ࡼࢂࢆߧߵة ࿯࿉ہߪ ހٰޑݺ ގٔ ଺଩ކߗݺ ቟ሺ
اހߚہჱ჊ت ގޓ ۰ڷܽ ቟ቐ :Recurrent Neural Network اਛਗۇச୿رة ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ RNN
اހߗ౐ౕߌݺ ގۉݺ اހ࿲ߗކߗކںܽ، اހہںٔڛٔت ގ٢ ጺጴٰޑݺ ގ޾ޑޑܽ neural networks ܽ੐ഈاހٰ޾ہߵ

اހߗٔژۼܽ. ౤ᎈጴٰࡇࡗގٔت ذاఋ௰ة أو دا཭ކںܽ ᅺᅬٔ཮ ৓ৈཬ اઓ࡚۽ٔظ ڑޞ ߤޭ ٩ޓ اހۄ޾ߵص، أو اพฏގۄںܽ
቟ቐ :Self-attention Mechanism ቟ሓاᆀᅬا ا࿲࿆ਣਞۂه آހںܽ Mechanism Sefl-attention
أᇔᇒںܽ ੝അۼںࢤࢿ ᅶᅬ ଺ଜޑ܇ اᆀᅬي Transformer model اస఼ాߵਣਞت ࣇ࣢ࣳߵذج ແྑٔߌਦਞا اၗਗݪߵن
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اހۇہٰںٔت اހۇۼٔط ގޓ ௠௄ݪۄܹ ٔᇦᇥ ،ۛ཮وا ٩ۄྮັ ܽગٰ࡚ٔގ ٩ۄۛ اހ࿲ߗކߗݺ ቟ሺ اจ෪ਦਞى اހٰۄٔྩັ ᇔᇆں٢
اਛਗۛى. ᅺᅲڑ وߤߵ اਛਗٰۼۛة

ᇔགྷ༯ں٢ ٔጨግ۰ ڑࢱࢿ ๮๓اހ اހہںٔڛٔت ୸୐޼ษ༆ ᇔᆳކںܽ ቟ቐ :Sessionizing اગ࡚ކߗٔت ૳૗ڞݪߵ Sessionizing
ژඞඃٔن ੗ഋંੳߧܽ "ིކߗٔت") (أو ๨๐ٰގ ذات ଺଩ކߗ౐ౕت ቟ሺ واހ۽ޭدڑܽ اਦਞوހںܽ اހߗྃݺ أ཮ۛاث

ގ޼ںۥ. أو ގߗۇཾۛم ގۉݺ ،෡ෆٰގ
቟ቐ :Temporal Convolutional Network اพฏގۄںܽ اਣਞހۇ۽۰ٔںܽ ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ TCN
convolutional اހۇ۽۰ٔںܽ ߤہۼٔت ڞߧہޞ neural network ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ڛߵع
وݘ۽ٔءة ً أداء ษ༆ۼޞ ގٔ وཧٔހۂً اހ࿲ߗކߗݺ، ੐അٔڛٔت ৓ৈཬ اހ޾ߵر) ܽગٰ࡚ٔਛਗ ً ཬٔدة (଺଩ۇཾۛم layers

ཬٔހںܽ.
neural network ar- ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ ࿯࿃ںܽ ቟ቐ :Transformer اస఼ాߵل Transformer
natural language اހߧہںٰںܽ ا٫ጺጴٔت ܽગٰ࡚ٔਛਗ اਦਞ޹ݺ ቟ሺ ގ޾ޑޑܽ ،ܽ੟೾ۛ཮ chitecture
ܽગٰ࡚ٔਛਗ self-attention mechanism ቟ሓاᆀᅬا ا࿲࿆ਣਞۂه آހںܽ ଺଩ۇཾۛم ،processing
اހہںٔڛٔت. ቟ሺ اਛਗٰۼۛة اހ౐ٰౕۯٔت اހۇۼٔط ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ٔᇦᇥ وا཮ۛة، ੳંة ᅺᅲގჱႚ ଺଩ކߗ౐ౕت
቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ อૉٔل ܾߵ :User Behavior Analytics اਛਗߗۇཾۛم ߌࡇࡗك ษ༆ކں౐ౕت UBA
णँۛษ༆و ෡ෆߗۇཾۛގਛਗا ଽଦٔط ੳંاۯہܽ ౐཭ౕل ގޓ اހणँۛጨጚات ݘߚۥ ৓ৈཬ ఉ௰࠙ࡂ cybersecurity

.ܽศ௣اภฏا اހߧہںٰںܽ ߌࡇࡗᡉ݀ދ أ௠௎ٔط ٩ޓ اހـݪہ୸୐ة اษ༃ਣਞޭا۰ٔت
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11 ؉ׅب
ย༅௅኱እاف اߋਃׅܨסڮ ૩ુ໘ ا۱ݘܞق
ا۱ܯٮܞ ؂ݦم ඞർ܂ׅت ঔএۉལ݋ׅف

اߋਈٌࡲ࢔ة واଔଐڞ܂ׅت
ۿ٭ٌۿڮ

౔ፀጴྔັاف ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ৓ৈཬ اހߗٔژۼܽ اހ۽޾ߵل رఉ௰ت اᆀᅬݘںܽ. ا۰ᆁᅬٔع أڛߦޑܽ ߤކںٰܽ ቟ሺ ଎଀ژ ً ౕ౐ܾأ
اހߗٔژۼܽ. اணடܭޑٔت ގޓ ጺጴۇٰࠇࠋ ގ޾ۄ۽ܽ ੐അٔڛٔت ੝೾ߧކڂ ۯߵي ጨዮ܋ وܾߵ ،supervised learning

ژணடٔܭޑٔت ܾۚه ڞُٰޭف ۯہݺ. ގޓ ࠣࡂܾٔ ኢት ๮๓اހ ፲፞ڞ ڞݪߵن ގٔ ཧٔހۂً اހणँۛጨጚات أܗߧޭ ۰ٓن ،ፈጴذ وގ٢
وژߧہںٰܽ اਛਗٰޭو۰ܽ، ୸୐ཧ اਦਞގۄںܽ اހۉ٫ޭات ଺଩ۇ٫ݺ ٔጨዮإ .zero-day attacks اހ޾۽ޭ ڑߵم ڛߵع ގޓ
اހۇཿۛي ܾۚا اހ۽޾ݺ ܾۚا ࿲ྼۄٔول .ٔணட ގ޾ۄ۽ܽ ᅺᅲأގۉ أو ގߗہۼًٔ ษૉۛدة ڞߵۯںٰٔت ٔਗ਼೾ᆁᅬ ހ࿥߁ اઓ࡚ٔل،

ގۂྔັ. წ჊ଽଣ ဋྑٔઓ࡚ا
unsupervised learning meth- ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ୸୐ཧ اހۇٰࠇࠋ ߤޭق ଺ଦۇݪߚۥ ߌߵف
቟ሺ اހߚٔذة واਣਞٔઓ࡚ت اఽ఼స۽ںܽ ا௠௎ਦਞٔط ৓ৈཬ ጺጴٰۉߵر اਛਗ޾ޑޑܽ ا઒࡚ߵارزގںٔت ގޓ ۰ڷܽ ቟ቐو ،ods
اހߗࡇࡗك წ჊ଽଜ ٔਛਗ ௠௎ߵذج ਗ਼അٔء ܾߵ ແྑٔߌਦਞا اணடۛف ڞ޾࿯ں۽ٔت. أي ቙ቌإ ིܽٔઓ࡚ا دون اހہںٔڛٔت
٩ޓ ੝ഋٰࠇࠋ ߌߵف .ᅺᅲۇޑษૉ ݘणँۛጨጚات اਛਗٰںٔر ܾۚا ٩ޓ ݘہ୸୐ة اษ༃ޭا۰ٔت أي णँۛษ༆ ኢኖ "ఴੱاހߧہں"
اހٰ޾࿬ںܽ اހߚہჱ჊ت ቙ቌإ اހღ჊ౕߌںݪںܽ ܽ੐೻ٔܘ޾ਢਞا اਦਞߌٔހںڂ ގޓ ڑܽ، اހۼߵ ا઒࡚ߵارزގںٔت ގޓ ܽཬߵᇔ஫஥
ۯٔدراً ߌۇݪߵن اހ۽޾ݺ، ܾۚا ጨ጗ᜀٔڑܽ .቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ اހٰޑކںܽ ٔጨዱٔڞߧہںۼ وߌۇ۽݀ދ ،ܽ੟೾ۛઓ࡚ا
وڞߧߵ࠙ࡂ ގۇٰۛدة، ௠௎ٔذج ގޓ اภฏؤى ෡ෆژ ٢ੂਸ਼ਭوا اހߚٔذة، اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف ৙ৈᇔᆳ ގྟັوع ਗ਼അٔء ৓ৈཬ

.false positives اހჱ჊ذژܽ اढऋਢਞارات ቟ሺ اਛਗۇޑۉݺ اઓ࡚ۇޑࠃ اހۇཿۛي ਢਞدارة اߌ୸ଢ଼اಜಀ಼ںٔت
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اঌঈסܞو١ڮ ૩ુ໘ اኙኋ۱ٌࡲ࢔ات اۉལ݋ׅف :ძ။ျ݋ঌঈا 1 .11
unsupervised threat ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހणँۛጨጚات ٩ޓ ጺጴـݪߚۥ ແྑٔߌਦਞا اணடۛف
اणँۛગ࡚ة اணடܭߵم وߌࡇࡗ৺য়ٔت ٔጨጚ᛹رؤ ଺ଜہޞ ኢት ๮๓اހ اހۄٔدرة اހߚٔذة اਣਞٔઓ࡚ت णँۛษ༆ ܾߵ detection

ژ೰ೢᖹٔޭار ڞݪۇںጨዱჱ჊ދ ڑߧߵرون اހणँۛጨጚات ގۄ۽ۚي ਦਞن ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ܘںߵي ંੳأ ܾۚا ௠௑ٔގًٔ.
ގۉݺ ،signature-based systems اހۇߵۯںٰٔت ৓ৈཬ ܽ௠ுٔاހۼ اހۇۼކںۛڑܽ اਦਞڛߦޑܽ اހـݪߚۥ. ހۇܭۄڂ
اހ޼ٔرة. اހอૉ୸ୗںܽ ጺጴۇٰކںޑٔت اਛਗٰޭو۰ܽ ا௠௎ਦਞٔط ގߧٔژۼܽ ڑޞ ߤޭ ٩ޓ ڞٰޑݺ اހ۽୸୐وߌٔت، ܽઓઉჱ჊ގ པႃࠠࡂا
ٔጨዮਦਞ أڑً޼ٔ ษૉۛودة supervised machine learning ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج

.ٔጨጔ᛹رणऎ ੐അٔڛٔت ቟ሺ اਛਗߵܜߵدة ፲፞ހۇ ᅺᅲޑٔڡਛਗا اணடܭޑٔت ߌߵى اݘ࿲ߚٔف ଺଩ۇߧں٢ ਣਞ
ਣਞ णँིۛة. ٔጨዮਦਞ णँۛษ༆اً اཬٔ۰ᆁᅬٔت ܾۚه Zero-day threats اހ޾۽ޭ ڑߵم णँۛጨዱات ಩ಀ಼ٔوز
اހۇٰࠇࠋ ڑ޾ہ܇ ܾۄٔ ౔ፀጴྔັاف. ཭ٔ޷٢ ௠௎ߵذج ഫ೾ހۇۛر ގ޾ۄ۽ܽ ᅺᅲأގۉ ڞߵིۛ ਣਞو ཮ٔހںܽ، ڞߵۯںٰٔت ڞߵིۛ
੗೾ۛو ݘںۥ اࣇ࣢ࣳߵذج ੝അٰކࢤࢿ ڛۼߵم اணடܭߵم، წ჊ߏ ڞٰࠇࠋ ގޓ ً ਣਞۛ۰ہ .ًٔမྦྷັور ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ
წ჊ଽଣ ಸದ౳ޭف ଽଦٔط أي ৓ৈཬ ౐ཬౕގܽ و޷٢ ڑࢱࢿ .ఴੱاހߧہں اਛਗߗۇཾۛم أو ᅛᅉاހߚہ أو اހۄߦٔم ߌࡇࡗك
اணடܭޑٔت اݘ࿲ߚٔف اހጨ጗܋ ܾۚا ހۄٔ ࿲ྼں܇ ษૉۇޑݺ. णँۛጨጚݘ اၗਗݪ࿲ߗڂ ແྑٔߌਦਞا ا઒࡚ߡ ܾۚا ٩ޓ ୸୐ݘہ

.ۛ཮أ ڑ౐ౕܘߦ݀ٔ أن دون ޭ௠௑ ۯۛ ๮๓اހ اणँۛગ࡚ة

ย༅௅኱እاف اߋਃׅܨסڮ ૩ુ໘ اߋਃݦارزۿثׅت ۿ܄ ᅅଜଖݦໝڮ 2 .11
anomaly اހߚٔذة اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف ܽཬގۇۄߵ أدوات ܽཬߵᇔ஫஥ ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ ڑۼۛم
ਦਞڛߵاع ގۄٔߌہܽ อ໹ٰކ݀ٔ ٔᇦᇥ ศૉۇކۥ، ގۄߦߵر ގޓ ᅺლ჊ߚਛਗا ގ٢ ܗߵارزގںܽ წႚ ੝ഋٰٔގݺ .detection

۰ٰٔހںܽ. اހۇۼۄںٔت ୸ୟأݘ ގޓ ژًٰ޼ٔ ଺ଦۇݪߚۥ د٩ۄٔ اਦਞގۄںܽ. واހۇཿۛڑٔت اހہںٔڛٔت ގޓ ศૉۇކ۽ܽ

(OCSVM) ا۱ٮبڮ أໟׅد؂ڮ اჲოךۼ ۿظ໴ڪ ძოآ 1 .2 .11
One-Class Support Vector Machine (OCSVM) اހ۽ڷܽ أ཮ٔدڑܽ ا٩ᆁᅬދ ގۇܹྃ ᅺᅬآ
ڛۼٔط ܘߵل decision boundary اހۼޭار ཮ۛود ੝ഋٰࠇࠋ ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ܗߵارزގںܽ ቟ቐ
.ఴੱاހߧہں اހߗࡇࡗك ௠௑ۉݺ ๮๓اހ ጺጴہںٔڛٔت ۰ۼߡ اࣇ࣢ࣳߵذج ੝೾ٰޭض ،ഫ೾اހۇۛر أਗ਼എٔء .[70] اހߧہںٰںܽ اހہںٔڛٔت
high-dimensional feature اਦਞژٰٔد ቟ቌٔཬ ގ୶୐ات ۰޼ٔء ቙ቌإ اހہںٔڛٔت ڑݺ ษ༆ߵ ڑޞ ߤޭ ٩ޓ ڑٰޑݺ
أي ܾٔގ߄. ژٗۯྮົ اਦਞ޹ݺ ٩ޓ اހہںٔڛٔت ڛۼٔط ڑ۽޾ݺ hyperplane ۰ٔڎޞ ގߗۇߵى وอ໹Ꮟٔد space
.anomaly ߏٔذة ᅺᅬٔ཮ ୸ୗڞٰۇ ᅺᅲاހ۽ٔ޹ اઓ࡚ۛود ܾۚه ގޓ จ෪ਧਞا ഫഈٔગ࡚ا ৓ৈཬ ڞۼ٢ णँིۛة ੐അٔڛٔت ڛۼߧܽ
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أي ٩ޓ اਢਞژ౐ౕغ ڑࢱࢿ ܘںٷ ،ఴੱاހߧہں اހ࿯ߚٔط ܘߵل واۯںܽ "ܽཬٔ۰ۼ" إଽଦٔء ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ܾۚا
`sklearn.svm.OneClassSVM`. ቟ሺ ፈጴذ ਗ਼ഋ۽ںۚ ڑࢱࢿ ژ੟೾ٔߵن، ހ٫ܽ ቟ሺ ጺጴۇܩۼںޞ. ཭ٔرܜ݀ٔ ແྔء

Forest) (Isolation ا۱סܜل ໘ׅ؉ڮ 2 .2 .11
اݘ࿲ߚٔف ቟ሺ ቟ሃٔۉۄ࿲اߌ წ჊ଽଣ ᅺᅬٰٔ۰ Isolation Forest اހٰޫل ཧٔژܽ ܗߵارزގںܽ ۰ٓن ߌٔژۼًٔ، ڛٔۯߚۄٔ ᄫᄝჽ
high- اਦਞژٰٔد ཬٔހںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ቟ሺ ཭ٔ޹ܽ ،anomaly detection اހߚٔذة اਣਞٔઓ࡚ت
اހۼޭار أอ௦ٔر ގޓ ensemble ܽཬߵᇔ஫஥ ਗ਼അٔء ڑޞ ߤޭ ٩ޓ ڞٰޑݺ .[46] dimensional datasets

اހۼ޾ߵى اހۼࢤࢿ ෡ෆژ ڞۼߗࢤࢿ ۯںޑܽ ًٔ੐೻٩ߚߵا ศ༆ۇٔر ኢኖ ގ୶୐ة ًٔ੐೻٩ߚߵا ศ༆ۇٔر อ௦ޭة، წ჊ހ .decision trees

٩ޓ ٔணட઀٩ อ໹ٰݺ ٔᇦᇥ وศૉۇކ۽ܽ"، ᅺᅲۯކں" اހߚٔذة اਣਞٔઓ࡚ت أن ቟ቐ اਦਞߌٔߌںܽ اހ۽ச୿ة ا୶୐ਛਗة. ፲፞ހۇ ٔ੐ഈᆁᅬوا
৓ৈཬ ษ༆޾ݺ ٔணடޫٰހ ܽ੐೻اހٰߚߵا اਦਞۯߗٔم ގޓ أۯݺ ཬۛداً ੝ഋߧކڂ ๮๓اހ اހۄۼٔط أጪྑݺ. اހہںٔڛٔت ژۼںܽ
৓ৈཬ ڞٰۇޑۛ ਣਞو اઓ࡚ߗٔب ܘںٷ ގޓ ᅺᅬٰٔ۰ ڑۼܽ اހߧޭ ܾۚه .৓ৈཬأ anomaly score ߏۚوذ درིܽ
቟ሺ ا઒࡚ߵارزގںܽ ܾۚه `scikit-learn` ގݪۇہܽ ڞߵ۰ޭ ڑܽ. ۯߵ อ໹ٰކ݀ٔ ٔᇦᇥ ،ܽ۰ٔතඃاހ أو اਛਗߗ۰ٔܽ ގۼ࿥ྼٔ߁

`sklearn.ensemble.IsolationForest`.
Algorithms) (Clustering ا۱ظڞ܂ثד ڈݦارزۿثׅت 3 .2 .11

ގًٰٔ. ܽጨያٔߚ࿲ਛਗا اހہںٔڛٔت ڛۼٔط ހۇܭޑں٢ Clustering algorithms اހۇܭޑں٢ ܗߵارزގںٔت ᇦᇤُޑٵ
clus- ᇔགྷ༯ٰٔت წ჊ߚ࿲ߌ اހߧہںٰںܽ اހہںٔڛٔت ڛۼٔط أن ڛ۽୸ଢ଼ض أن ௠௄ݪۄۄٔ ،቟ሐا୸ୗاހߗں اਦਞގޓ ߌںٔق ቟ሺ
ܽཬߵᇔ஫஥ أي ቙ቌإ ࿯࿉ۇޑࠃ ਣਞ ᅺᅬގٰޫو ڛۼٔߤًٔ anomalies اހߚٔذة اਣਞٔઓ࡚ت ߌۇݪߵن ࿥࿃ۄޑٔ ݘۉں۽ܽ، ters

.ܽཬߵᇔ஫஥ أي ఉ௰ંੳ ٩ޓ ིۛاً ژٰںۛة أو
K-means ڈݦارزۿثڮ

.ᅺᅲ཭ގۇۛا ୸୐ཧو ୶୐ᇦᇥة clusters ᇔ஫஥ߵཬٔت K ቙ቌإ اހہںٔڛٔت ੝അۼߗࢤࢿ K-means ܗߵارزގںܽ ڞۼߵم
ఉ௰ޭਛਗٔژ ଺ଜޑ߽ ގٔ أو اਦਞۯޭب، اਛਗۇߵߌߡ ذات ܽཬޑߵూ఼సا ቙ቌإ ੐അٔڛٔت ڛۼߧܽ წႚ ෡ෆڞٰں ڑޞ ߤޭ ٩ޓ ڞٰޑݺ
቙ቌإ ݘہ୸୐ة ގߗ۰ٔܽ ٔணட ੐അٔڛٔت ڛۼٔط ٔጨዮأ ৓ৈཬ outliers اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛษ༆ ڑࢱࢿ ގٔ ཧٔހۂً .centroid

௠௑ۉݺ ۯۛ ܘںٷ ،ᅺᅬٰޫوਛਗوا ིۛاً اހ޾୸୐٫ة اూ఼సޑߵཬٔت णँۛษ༆ ܾߵ จ෪آ ጨዮ܋ .ٔணட اఽ఼స޾޾ܽ ܽཬޑߵూ఼సا ఉ௰ંੳ
اހۇۄ۽ںۚ ܾߵ `sklearn.cluster.KMeans` ا࿯ਛਗߗۼܽ. اހߚٔذة ا཮ਦਞۛاث ގޓ ޹୸୐٫ة ܽཬߵᇔ஫஥ ܾۚه

.ແྑٔاހۼں
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DBSCAN ڈݦارزۿثڮ
DBSCAN (Density-Based Spatial Clustering of Applications with
.[23] ܽ۰ٔතඃاހ ཬٔހںܽ ގۄٔߤޞ ቟ሺ اਛਗۇۼٔرژܽ اހۄۼٔط ౺಩಼ޑں٢ ڞۼߵم ڑܽ ۯߵ ᇔགྷ༯ں٢ ܗߵارزގںܽ ቟ቐ Noise)

،outliers ގۇߧ۰ޭܽ ۯࢤࢿ ٔጨዮأ ৓ৈཬ ܽ۰ٔතඃاހ ގۄܨ۽޼ܽ ގۄٔߤޞ ቟ሺ ௠ோ۽ޭدܾٔ ڞۼ٢ ๮๓اހ اހۄۼٔط ୶୐ںൾ൰ു ڞۼߵم
ގޓ ੝ഋߧކڂ ਣਞ ٔጨዮأ ቟ቐ DBSCAN ހـ ا࿥ྐྵภฏߗںܽ اਛਗޫاڑٔ إ཮ۛى .noise "޷ߵ޷ٔء" ٔጨግޑ଺଩ ๮๓واހ
اހߚٔذة ا཮ਦਞۛاث ਣਞݘ࿲ߚٔف ௠௑ٔގًٔ ގۄٔߌہܽ อ໹ٰކ݀ٔ ܾۚا ގߗہۼًٔ. اూ఼సޑߵཬٔت ཬۛد णँۛษ༆ اਛਗߗۇཾۛم
`sklearn.cluster.DBSCAN`. ቟ሺ ܽ཮ٔގۇ ቟ቐو ގۇߵۯ٢. ቟቉ٔᇔᇆ ߌࡇࡗك أي ގ٢ ੝ഋߵا۰ޞ ਣਞ ๮๓اހ

(GMM) า༂ا۱לׅو اߋ۷ਃثݒ ୑ିׅذج
prob- ቟ቌٔاܘۇޑ ௠௎ߵذج ܾߵ Gaussian Mixture Model (GMM) ແྑاހ٫ٔو ا઒࡚ކںߡ ௠௎ߵذج
ڑٰٔت اހۇߵز ގޓ ษૉۛود ཬۛد ގޓ པ໐઀ੳ ގޓ إଽଦٔؤܾٔ ڑࢱࢿ اހہںٔڛٔت أن ڑ۽୸ଢ଼ض abilistic model

ގݪߵن წႚ ௠௄ۉݺ اހߧہںٰںܽ). ڑٰٔت ژٔހۇߵز أڑً޼ٔ (اਛਗٰޭو۰ܽ Gaussian distributions اހ٫ٔوߌںܽ
ܘߗٔب ௠௄ݪۄۄٔ اހߧہںٰںܽ، اހہںٔڛٔت ގ٢ GMM ௠௎ߵذج ގ౐ౕءގܽ ژٰۛ .cluster ܽཬߵᇔ஫஥ ແྑٔوཧ
ܽ۰ٔਉয় ٔணட ๮๓اހ اހۄۼٔط णँིۛة. ੐അٔڛٔت ڛۼߧܽ ਦਞي probability density اਣਞܘۇޑٔل ܽ۰ٔਉয়
ގޓ ਦਞڛܹ ،anomalies ߏٔذة ਣਞٔ཮ت ୸ୗڞٰۇ اਛਗۛربّ اࣇ࣢ࣳߵذج ௠ோߵܜڂ ིۛاً ގۄܨ۽޼ܽ اܘۇޑٔހںܽ
቟ሺ ܾۚا ਗ਼ഋ۽ںۚ ڑࢱࢿ اހߧہںٰںܽ. اހہںٔڛٔت ގۉݺ ڑٰٔت اހۇߵز ڛ۽߁ ގޓ ଽଦٗت ۯۛ ڞݪߵن أن ཐၟޭਛਗا ୸୐ཧ

`sklearn.mixture.GaussianMixture`.
اெၗျ۱ܽثۛثڮ ا۱݋ׅذة اߋঔএׅ਄ت ۉ݋ٖ ڈݦارزۿثׅت 4 .2 .11

ܽ௠ுٔواހۼ اހღ჊ౕߌںݪںܽ ܽ੐೻ٔܘ޾ਢਞا اހߧޭق ގޓ णँٰۛاހ ࠦࡀال ਣਞ اހߗणࣾٔة، ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ഫഈིٔ ቙ቌإ
.outlier detection اਛਗۇߧ۰ޭܽ اހۼࢤࢿ اݘ࿲ߚٔف ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ اਛਗߗ۰ٔܽ ৓ৈཬ

(LOF) ॊहய஭னا اঌঈظݘܞ١ڮ ا۱٭ࠕ࠰ ໝׅۿ۫
ܽ۰ٔතඃاހ اษ༃ޭاف Local Outlier Factor (LOF) ৙ৈా఼సا اਛਗۇߧ۰ޭܽ اހۼࢤࢿ ཬٔގݺ ܗߵارزގںܽ ڞۼ࿥߁
ގۇߧ۰ޭܽ ݘۼࢤࢿ اހۄۼٔط ୶୐ںൾ൰ു ڞۼߵم .[10] ٔጨዮا୸୐ᝉગ࡚ ژٔހ࿯ߗہܽ ੐അٔڛٔت ހۄۼߧܽ local density اస఼ాކںܽ
اހہںٔڛٔت ూ఼సޑߵཬٔت ཭ٔص წ჊ଽଣ ގ۽ںۛ ܾۚا .ٔጨዮا୸୐ི ގޓ ୸୐ژݪۉ أۯݺ ٔጨጚ۰ٔਉয় ഞഈჱႚ إذا outliers
ۯۛ ๮๓اހ اస఼ాކںܽ اހߚٔذة اਣਞٔઓ࡚ت णँۛಸ಩౺ ࡼࢂࢆߵارزގںܽ ଺ଜޑ܇ ਦਞڛܹ ގۄۇߦޑܽ، ୸୐ཧ ܽ۰ٔතඃاހ ڞݪߵن ܘںٷ
ணடۚه ਗ਼ഋ۽ںۚاً `sklearn.neighbors.LocalOutlierFactor` ۰ڷܽ ڞߵ۰ޭ اހਛਗٰٔںܽ. اހߧޭق ٔጨዱߵارزގںܽ.ڞ۽ߵ઒࡚ا
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اঌঈסثׅري اක๴ঔএܞاف / (Z-score) ؂ڮ اঌঈסثׅر اჲოر໣ڮ
out- اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛཿހۇ ۰ٰٔل وހـݪۄܹ ଺ଣںߡ ቟ሃٔإܘ޾ ގۼںٔس ቟ቐ Z-score ڑܽ اਛਗٰںٔر اᆁᅬرིܽ
ษ༆ۛد ٔጨዮإ وا཮ۛة). ގ୶୐ة ذات (੐അٔڛٔت univariate data ୸୐ۇ٫ਛਗا أ཮ٔدڑܽ اހہںٔڛٔت ቟ሺ liers

اਛਗۇߵߌߡ ٩ޓ اހہںٔڛٔت ڛۼߧܽ ٰܾٔۛ੗ഋ ๮๓اހ standard deviations ڑܽ اਛਗٰںٔر اษ༃ਣਞޭا۰ٔت ཬۛد ᇔᆟںًٔ
ގޓ أۯݺ أو 3 ގޓ ୸ୗأݘ ڑܽ ގٰںٔر درིܽ ذات ۯںޑܽ أي ୶୐ں௠௑ ቟ቐ اހߚٔڎٰܽ اހۼཬٔۛة ڑٰ݀ٔ. ހۇߵز mean

ߤہںٰںًٔ. ڑًٰٔ ڞߵز اހہںٔڛٔت ࿲࿉ہ٢ ٩ۄۛގٔ ۰ٰٔހںܽ ୸ୟأݘ ڞݪߵن ڑۼܽ اހߧޭ ܾۚه ގۇߧ۰ޭܽ. ݘۼںޑܽ 3 -

Distance) (Mahalanobis ܲབ༴ݦ،ঔএׅۿׅگ ۿ١ׅ݈ڮ
቟ቐ Mahalanobis distance ގਣਞܾٔٔڛߵ࿥࿃߁ ގߗ۰ٔܽ ۰ٓن ߌٔژۼܽ، ۰޾ߵل ቟ሺ ڞ٫ߧںۇܹ ኢና ᄫᄝჽ
multivariate outlier detection اਛਗۇ୸୐٫ات ގۇٰۛدة اਛਗۇߧ۰ޭܽ اހۼࢤࢿ ٩ޓ ጺጴـݪߚۥ ڑۼܽ ߤޭ
Euclidean إۯކںۛس ގߗ۰ٔܽ ཬݪ߁ ৓ৈཬ وހـݪޓ ڑ٢، وڞߵز ڛۼߧܽ ෡ෆژ اਛਗߗ۰ٔܽ ڞۼ࿥߁ .method

णँۛษ༆ ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ܾۚا ا୶୐ਛਗات. ෡ෆژ اਣਞر੗ഋٔߤٔت ا٩ਣਞۇۂر ቟ሺ ۚ཭ٗڞ ٔጨዮٓ۰ ،distance

৓ৈཬ ގۇߧ۰ޭܽ ۯںޑًٔ ڞݪޓ ኢት ހߵ ๨๓ܘ اਛਗۇ୸୐٫ات، ގۇٰۛد ੐അٔڛٔت ڑ٢ ڞߵز ఉ௰ંੳ ٩ޓ ًٔ੐೻ٔإܘ޾ اހہٰںۛة اހۄۼٔط
.ۛ཮وا ژُٰۛ أي ߤߵل

(k-NN) اߋ૩ુᚺਈان ۿ܄ k أ٠ܞب ڈݦارزۿثڮ
اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف k-Nearest Neighbors ا୸୐ᝉગ࡚ان ގޓ k أۯޭب ܗߵارزގںܽ ڞݪںںۥ ௠௄ݪޓ
اހߧہںٰںܽ ጺጴۄۼٔط ڑݪߵن أن اਛਗۇߵۯ٢ ގޓ أڛܹ ቟ቐ اਦਞߌٔߌںܽ اހ۽ச୿ة .anomaly detection اހߚٔذة
௠௄ݪޓ اจ෪ਦਞى. اހۄۼٔط ٩ޓ ژٰںۛة anomalies اހߚٔذة اਣਞٔઓ࡚ت ߌۇݪߵن ࿥࿃ۄޑٔ ۯ੗೾ޭߵن، ୸୐ིان
k اހـ ིٔرܾٔ ቙ቌإ اਛਗߗ۰ٔܽ ٔጨዮأ ৓ৈཬ ੐അٔڛٔت ހۄۼߧܽ anomaly score اހߚۚوذ درིܽ ܘߗٔب
اߌۇཾۛام ௠௄ݪޓ ߏٔذة. ਣਞٔ཮ت k اހـ ིٔرܾٔ ቙ቌإ اހـݪہ୸୐ة اਛਗߗ۰ٔܽ ذات اހۄۼٔط ୸ୗڞٰۇ اਦਞۯޭب.

ژݪ۽ٔءة. اਛਗߗ۰ٔٔت ܾۚه ઓ࡚ߗٔب `sklearn.neighbors.NearestNeighbors` و཮ۛة

ا۱݋ׅذة اߋঔএׅ਄ت ঔএۉལ݋ׅف (Autoencoder) ᇐᅴׅا۱ظ۷٭ ৱِّ৤ُܞঌঈا 5 .2 .11
artificial neural اਣਞ޹ߧۄ٩ٔںܽ اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع ܾߵ Autoencoder ቟ሃٔاހۇކۼ ઀ِّੳޭُਛਗا
unsupervised ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ڑۼܽ ژߧޭ ᅺᅬٰٔ۰ ੐അٔڛٔت ࠦࡂގ୶୐ات ހۇٰࠇࠋ ଺ُଜۇཾۛم network
৓ৈཬ ۯۛرڞܹ ۰ٓن ،anomaly detection اހߚٔذة اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف ژٔހ࿯ߗہܽ .[67] manner

ر࿥ྐྵߗںܽ. ܗߧߵات أرژ٢ اހٰޑކںܽ ੝ഋ޼ޑޓ ٫ጺጴٔڑܽ. ގ۽ںۛة اހߧہںٰںܽ ጺጴہںٔڛٔت ގ޼٫ߵط ௠௑ۉںݺ ڞٰࠇࠋ
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Encoder Net- ઀ِّੳޭُਛਗا ᅛᅉߏہ ۚ཭ٗڞ .෡ෆߗں࿥ྐྵر ૳૗أฆ෯ ގޓ ቟ሃٔاހۇކۼ ઀ِّੳޭُਛਗا ੝೾ݪߵن ا۱زའثڮ: (1)
ܾۚا ৓ৈཬ ઼શڑߧ ގٔ ཧٔހۂً اਦਞژٰٔد. ގۄܨ۽޲ ௠௑ۉںݺ ቟ሺ وڞ޼٫ߧ݀ٔ اਢਞد཭ٔل ੐അٔڛٔت work
bottle- "ིིܽٔพฏا "٩ۄޞ ߤہۼܽ أو latent space اހჱ჊ގޓ" "اހ۽޼ٔء اਛਗ޼٫ߵط წ჊اހߚ
وษ༆ٔول اਛਗ޼٫ߵط اࣇࣥࣳۉںݺ ܾۚا Decoder Network Ⴌِ჊ُّ۽ਛਗا ᅛᅉߏہ ۚ཭ٗڞ ኢኖ .neck

ގۄܹ. اਦਞ޹ކںܽ اਢਞد཭ٔل ੐അٔڛٔت ਗ਼അٔء إཬٔدة
ษ༆ۇߵي ੐അٔڛٔت ܽཬߵᇔ஫஥ ৓ৈཬ ًٔမັྮܘ ቟ሃٔاހۇކۼ ઀ِّੳޭُਛਗا ഫ೾رणऎ ቟ቐ أᇔᇒںܽ ୸ୟݘਦਞا ا઒࡚ߧߵة :ಜ౯ا۱ظٌر (2)
اᆁᅬا཭ކںܽ ٔጨዮأوزا ژ޼ہߡ ᅛᅉاހߚہ ڞۼߵم ،ഫ೾اހۇۛر أਗ਼എٔء ޷ٔرة. ୸୐ཧو ߤہںٰںܽ ੐അٔڛٔت ৓ৈཬ ۰ۼߡ
ܗߧٗ ဋྑٔژ اހ۽ޭق ܾۚا ڑُٰޭف ਗ਼അٔؤܾٔ. اਛਗٰٔد واఽ఼సޭིٔت ৙ৈ޹ਦਞا اਢਞد཭ٔل ෡ෆژ اހ۽ޭق ހۇۼކںݺ
णईۯܽ، اހߧہںٰںܽ اހہںٔڛٔت ਗ਼അٔء إཬٔدة ڞٰࠇࠋ ౐཭ౕل ގޓ .reconstruction error اހہۄٔء إཬٔدة

.ఴੱاހߧہں ጺጴߗࡇࡗك اਦਞߌٔߌںܽ წႚٔںணடوا ا௠௎ਦਞٔط ᇦᇢۄںًٔ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ
቟ሃٔاހۇކۼ ઀ِّੳޭُਛਗا اߌۇཾۛام ڑࢱࢿ ،ഫ೾اހۇۛر ژٰۛ ا۱زصׅء): إໝׅدة (ڈݘ׈ ا۱݋ًوذ در໣ڮ ફચڞث۫ (3)
ษ༃ߗڂ ኢኖ اਛਗۛرژܽ. ᅛᅉاހߚہ ౐཭ౕل ގޓ ܽ੐೻ંੳ ୸୐ཧو णँིۛة ੐അٔڛٔت ڛۼߧܽ ௠௑ޭ࠙ࡂ ڑࢱࢿ ጺጴـݪߚۥ.
Mean Squared ఴੱ੐അ୸ଢ଼اހ ا઒࡚ߧٗ ގۇߵߌߡ ژٔߌۇཾۛام ً ཬٔدة ،ٔጨያ ا઒࡚ٔص اހہۄٔء إཬٔدة ܗߧٗ

ਗ਼അٔؤܾٔ. اਛਗٰٔد واఽ఼సޭིٔت ৙ৈ޹ਦਞا اਢਞد཭ٔل ෡ෆژ Error (MSE)

اࣇ࣢ࣳߵذج أن ቙ቌإ اਛਗޭڞ۽٢ reconstruction error اހہۄٔء إཬٔدة ܗߧٗ ୸୐ଽଜ ا۱סظزڮ: ක๷ٌࡲ࢔ (4)
৓ৈཬ ษ༆ۇߵي اਢਞد཭ٔل ੐അٔڛٔت أن ቙ቌإ ୸୐ଽଜ ܾۚا णईۯܽ. ا౐཭ۛਛਗౕت ਗ਼അٔء إཬٔدة ቟ሺ ޹ٰߵژܽ واིܹ
،ፈጴᆀᅬ .ٔጨግކཬ اࣇ࣢ࣳߵذج ഫ೾رणऎ ኢና ๮๓اހ اހߧہںٰںܽ اހہںٔڛٔت ٩ޓ ݘہ୸୐اً ًٔ۰ౕ౐اܗۇ ศ༆ۇކۥ أ௠௎ٔط
threshold ٩ۇہܽ ෡ෆڞٰں ڑࢱࢿ .anomaly ߏٔذة ᅺᅬٔ཮ ٔጨዮأ ৓ৈཬ اހہںٔڛٔت ڛۼߧܽ ڞ޾࿯ںۥ ௠௄ݪۄۄٔ
णँۛጨጚݘ ௠௑ں୶୐ه ڑࢱࢿ اހٰۇہܽ، ܾۚه اਢਞد཭ٔل ܗߧٗ อ༆ٔوز إذا اހہۄٔء؛ إཬٔدة ܗߧٗ ৓ৈཬ ގߗہۼًٔ ษૉۛدة
اހߚہჱ჊ت ቙ቌإ ᎂ፞ߗ࿲اހ ݘߚۥ ቟ሺ اހጨ጗܋ ܾۚا ۰ٰٔހںܽ اᆁᅬراߌٔت ގޓ णँٰۛاހ أߣ݀ޭت ษૉۇޑݺ.

.[?]

ا۱ظݘزث٭ׅت 3 .11
اހٰޑކںܽ اހۇߧہںۼٔت ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހߚٔذة اਣਞٔઓ࡚ت ٩ޓ اހـݪߚۥ ፲፞ۇ௠௄

.ܽ੟೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں ا۰ᆁᅬٔع أڛߦޑܽ ቟ሺ
Detection): Anomaly (Endpoint ا؂ׅኙኈ۱ڮ ،٭ׅط ॄहໝ ا۱݋ׅذة اߋঔএׅ਄ت ۉ݋ٖ •
أو اހٰޑݺ ษૉߧٔت ৓ৈཬ اހٰٔدڑܽ ୸୐ཧ اހٰޑކںٔت ਗ਼ഋ۽ںۚ ߌࡇࡗ৺য়ٔت णँۛษ༆ اࣇ࣢ࣳٔذج ணடۚه ௠௄ݪޓ
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أو ۯہݺ، ގޓ ٔጪྜ౤౟ڑ ኢት ܘߗٔߌܽ ގކ۽ٔت ቙ቌإ ગઉٗة ڑ޾ݺ ٩ັྔںًٔ ًٔอૉٔࠠࡂڛ ᅺᅲގۉਦਞا ଽ଩ޑݺ ا઒࡚ߵادم.
اހۄߦٔم. อ௣ݺ ৓ৈཬ إจ෯اؤܾٔ ڑࢱࢿ ގߚہߵܾܽ ڞٰۛڑ౐ౕت

Detection): Anomaly Flow (Network ჌Ⴚا۱݋ز ࡿ࢔١٭ׅت ᇐᆫ ا۱݋ׅذة اߋঔএׅ਄ت ۉ݋ٖ •
ا௠௎ਦਞٔط اݘ࿲ߚٔف اހߧޭق ணடۚه ௠௄ݪޓ ،ᅛᅉاހߚہ ੳંور ᅛᄷޭઓ࡚ اހߵ޹۽ںܽ اހہںٔڛٔت ษ༆ކںݺ ౐཭ౕل ގޓ
أو ގٰںۄܽ، ގۄ۰ٔۚ ৓ৈཬ ގۇߵۯٰܽ ୸୐ཧ ݘߵߵਣਞت ࠠࡂوڞ ٩ޓ اހـݪߚۥ ፈጴذ وଽଜޑݺ اހߧہںٰںܽ. ୸୐ཧ
low-and- واਛਗۄܨ۽޼ܽ اހہߧںڷܽ ଎଀ཿواހۇ اހۼںٔدة إߏٔرات أو ཬٔدڑܽ، ୸୐ཧ اڞ޾ਣਞٔت أત်ٔم
ਣਞ اᆀᅬي اਛਗߗ܇ ߌࡇࡗك أو ،slow command and control (C2) beaconing

اਛਗٰޭو۰ܽ. اணடܭߵم ڞߵۯںٰٔت ގ٢ ੝೾ߧٔژޞ
ጺጴۄޑٔذج ௠௄ݪޓ Detection): Anomaly (Log اெு໴݈۱ت ᇐᆫ ا۱݋ׅذة اߋঔএׅ਄ت ۉ݋ٖ •
اހۄߦٔم ౐อ௣ౕت ቟ሺ ގߚہߵܾܽ أو ڛٔدرة أ཮ۛاث ଺଩ކߗ౐ౕت ৓ৈཬ اހٰۉߵر ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ୸୐ཧ
اހۇߧہںۼٔت، ౐อ௣ౕت أو ހںۄݪ߁)، ቟ሺ auditd و౐อ௣ౕت وਗ਼೾ۛوز، أ཮ۛاث ౐อ௣ౕت (ގۉݺ
اހߗྃݺ رߌٔڎݺ ࠦࡂددات ٩ޓ اษ༃ਣਞޭا۰ٔت ٩ޓ اހـݪߚۥ ٔጨ጗ݪ௠௄ اਦਞގۄںܽ. اਦਞܜ݀ޫة ౐อ௣ౕت أو

ا୸ଢ଼཭اق. ቙ቌإ ୸୐ଽ଩ ۯۛ ๮๓اހ اހ࿲ߗކߗ౐ౕت أو اހٰٔدڑܽ
Identfiication): Variant Malware (New اߋਈٌࡲ࢔ة ا۱ܭׅرة ໅࿴ا૩ૈ۱ا ۿظל૩ુات ක๷ٌࡲ࢔ •
أن ෡ෆ཮ ቟ሺ اणँۛગ࡚ة. اހ޼ٔرة པႃا୸ୗاހ ߌਣਞౕ౐ت اݘ࿲ߚٔف ቟ሺ اހۇۼۄںٔت ܾۚه ۛཬٔ଺଩ أن ௠௄ݪޓ
ܽ੝അٔاހۉ ࿯࿃ںۇܹ ቟ሺ ߏٔذة ގ୶୐ات ڑߦُ݀ޭ ۰ۼۛ اހۇߵۯں٢، ৓ৈཬ ኢኃٔاހۼ اހـݪߚۥ ಩౳಼ۄڂ ۯۛ णँིۛاً ގۇ୸୐٫اً
API اߌۇཬۛٔءات إจ෯اء (ގۉݺ ఴఙٔގںਗ਼೾ᆁᅬا ᅗᄷߌࡇࡗ أو اހٰٔدڑܽ) ୸୐ཧ اਛਗߗۇߵردة اᆁᅬوال (ގۉݺ

.ܾٔ୶୐ں௠௑ ౔ፀጴྔັاف ཭ٔ޷٢ ୸୐ཧ ࣇ࣢ࣳߵذج ௠௄ݪޓ ߤہںٰںܽ) ୸୐ཧ
إଽଦٔء ௠௄ݪޓ Changes): Configuration (Suspicious اঌঈ݋زݦگڮ ੤ੈا۱ظۛݦ ؏לث૩ુات •
ژٰۛ ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ୸୐ཧ ጺጴۄޑٔذج ௠௄ݪޓ .ᅛᅉواހߚہ ጺጴۄߦٔم اހߧہںٰںܽ ጺጴۇݪߵਗ਼೾ٔت أߌٔس ܗߡ
اހۇ٫ں୸୐ات ގۉݺ اހۇݪߵਗ਼೾ٔت، ܾۚه ৓ৈཬ اހٰٔدڑܽ ୸୐ཧ أو ٔጨያ اਛਗྮັح ୸୐ཧ اހۇٰۛڑ౐ౕت णँۛษ༆ ፈጴذ

اਦਞގٔن. ߌںٔߌٔت أو اਲਭੂٔڑܽ ིۛار ۛཬۯߵا ቟ሺ

ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ካእـۛ݋ٖ اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 4 .11
౔ፀጴྔັاف. ا઒࡚ٔ޷ٰܽ ୸୐ཧ اࣇ࣢ࣳٔذج واܗۇۂر ހۇߧߵ࠙ࡂ اᇔᇒਦਞںܽ ژٔހٝ أੳંاً اਛਗۄٔߌہܽ اހہںٔڛٔت ৓ৈཬ اހٰۉߵر ڑٰۛ

اހߚٔڎٰܽ: اਛਗ޾ٔدر ژٰ޲ ৙ৈڑ ۰ںޑٔ
ணடܭޑٔت ଺଩ޑںٔت ৓ৈཬ ษ༆ۇߵي ܾۚه اހہںٔڛٔت ܽཬߵᇔ஫஥ أن ގޓ ا٤ภฏދ ৓ৈཬ UNSW-NB15: •
اހ࿲ߗޑںٔت อ༆ܾٔݺ ڑޞ ߤޭ ٩ޓ ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ ጺጴہܩٷ ٔጨᖈاߌۇཾۛا ௠௄ݪޓ أڛܹ ਣਞإ ศૉۇކ۽ܽ،
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ษ༆ۇߵي اހہںٔڛٔت ގޓ ٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ৓ৈཬ ௠௎ߵذج ഫ೾رणऎ ௠௄ݪޓ .[57] ഫ೾اހۇۛر ᅺᅲ཮ંੳ أਗ਼എٔء
اࣇ࣢ࣳߵذج ۯۛرة ڞۼںࢤࢿ ፈጴذ ژٰۛ ௠௄ݪޓ .ఴੱواۯ ڑߵ ߌ࿥ۄٔر ჱႚٔా఼సة ߤہںٰںܽ ੳંور ᅛᄷจ෫ ৓ৈཬ ۰ۼߡ

اணடܭߵم. ਣਞٔ཮ت اݘ࿲ߚٔف ৓ৈཬ
ގޓ اਣਞٔઓ࡚ت، ގޓ ୸୐ݘۉ ቟ሺ Data): Log (Simulated اၢဋׅய஭னة اெு໴݈۱ت ౶ুׅ،ׅت •
أଽଦߧܽ ௠௑ۉݺ ๮๓اހ اހߗ౐ౕྃت ގޓ ୸୐ݘہ ત်ދ إଽଦٔء ౤ᎈጴޭء ௠௄ݪޓ ا޹ߧۄ٩ٔںܽ. ੐അٔڛٔت إଽଦٔء اਛਗ۽ںۛ
ߏٔذة ਣਞٔ཮ت إد཭ٔل ௠௄ݪޓ ،ፈጴذ ژٰۛ اࣇ࣢ࣳߵذܜںܽ. اހۄߦٔم وأ཮ۛاث اހٰٔدڑܽ اਛਗߗۇཾۛم
ጺጴޭۯٔژܽ ཭ٔ޷ٰܽ ࿥࿃ڷܽ ܾۚا ڑߵ۰ޭ اހہںٔڛٔت. ቟ሺ اހہںٔڛٔت) ഫ೾ັປຊ أ௠௎ٔط (ގۉݺ णँིۛة أو ގٰޭو۰ܽ

اހჱ჊ߏۥ. أداء ਣਞܗۇۂر
Endpoint Available (Publicly ߭߳߼܂ڱݦر اঌঈظໟׅڮ ا؂ׅኙኈ۱ڮ ۱ص٭ׅط ؉סٌ ך܄ ا۱٭ثׅس ౶ুׅ،ׅت •
౐อ௣ౕت أو وਗ਼೾ۛوز ގޓ Sysmon ౐อ௣ౕت ގۉݺ اހہںٔڛٔت ގ޾ٔدر ڞߵ۰ޭ Telemetry):
واڞ޾ਣਞٔت اހٰޑކںٔت إଽଦٔء ܘߵل ᅺᅲގ۽޾ ژٰۛ ٩ޓ ۯںٔس ੐അٔڛٔت ހںۄݪ߁ أڛߦޑܽ ގޓ auditd
ا઒࡚ٔ޷٢ ୸୐ཧ ጺጴۇٰࠇࠋ ᇦᇥۇٔزة ܽษ௦ં ੳ ٔጨዮౕ౐ٰอ໹ وڞٰۼںܾۛٔ ୸୐اހـݪہ ત်ޑ݀ٔ اਛਗކ۽ٔت. ڛߦٔم وଽଦٔط ᅛᅉاހߚہ

.ఴੱاހߧہں اހጨ጗ٔڑܽ ڛۼߧܽ ߌࡇࡗك ࣇ࣢ིࣳۚܽ ౔ፀጴྔັاف
اހہںٔڛٔت ᇔ஫஥ߵཬٔت ษ༆ۇߵي Datasets): Flow (Network ჌Ⴚا۱݋ز ࡿ࢔١܏ ౶ুׅ،ׅت ᅅଜଖݦໝׅت •
௠௄ݪޓ واணடܭߵގںܽ. اހߧہںٰںܽ اਛਗޭور ᅛᄷจ෫ ގޓ པ໐઀ੳ ৓ৈཬ CTU-13 أو CIC-IDS ގۉݺ
ژٰۛ ௠௄ݪޓ واᆀᅬي ౔ፀጴྔັاف، ཭ٔ޷٢ ୸୐ཧ ௠௎ߵذج ഫ೾ހۇۛر اހߧہںٰںܽ اਛਗޭور ᅛᄷจ෫ اߌۇ౐ཾౕص

.ഫ೾اހۇۛر أਗ਼എٔء ࠙ࡂܾٔ ኢት ๮๓اހ اணடܭߵم ਣਞٔ཮ت ގۼٔژݺ ڞۼںںޑܹ ፈጴذ

ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱݋ׅذة اߋঔএׅ਄ت ۉ݋ٖ :ॊहᅅᄤ ۿย༐وع 5 .11
اހߚٔذة اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف ౔ፀጴྔັاف ا઒࡚ٔ޷ٰܽ ୸୐ཧ اހۇۼۄںٔت ގޓ णँٰۛاހ ߌۄߧہޞ اਛਗྟັوع، ܾۚا ቟ሺ
ศૉޭིٔت པႃد ቙ቌإ اހہںٔڛٔت إཬۛاد ގޓ اހٰޑݺ، ୸୐ߌ ۰݀ދ ܾߵ ۰ܾۛۄٔ ا޹ߧۄ٩ٔںܽ. ੐അٔڛٔت ܽཬߵᇔ஫஥ ቟ሺ

اހჱ჊ذژܽ. اढऋਢਞارات وᏏدارة اࣇ࣢ࣳٔذج

ا۱زثׅ،ׅت إໝٌاد 1 .5 .11
ހـ ܽษลوا ଺଩ޑںٔت ቙ቌإ ڞ۽ۇۼޭ ގٔ ཧٔހۂً اހߵاۯٰںܽ اހہںٔڛٔت ਦਞن ڛߦޭاً ੐അٔڛٔت. ܽཬߵᇔ஫஥ ቙ቌإ ษ༃ۇٔج ،ًਣਞأو
৓ৈཬ اઓ࡚޾ߵل ፈጴذ ހۄٔ ࿲ྼں܇ ا޹ߧۄ٩ٔںܽ. ੐അٔڛٔت ܽཬߵᇔ஫஥ ଽଦٓဠٔء ۰ߗۄۼߵم "اހߚٔذ"، ގۼٔژݺ "ఴੱاހߧہں"
ߌ࿲ۇٗހۥ ౔ፀጴྔັاف. ཭ٔ޷٢ ୸୐ཧ ഫ೾رणऎ ڑߵ ߌ࿥ۄٔر ჱႚٔษૉة ގ٢ ጺጴۇۼںࢤࢿ اਦਞߌٔߌںܽ اઓ࡚ۼںۼܽ ଺଩ޑںٔت
"اހߚٔذة" اހۄۼٔط ގޓ ۯކںݺ وཬۛد "اހߧہںٰںܽ" اހہںٔڛٔت ڛۼٔط ގޓ ݘہ୸୐ة ܽཬߵᇔ஫஥ ގޓ اހہںٔڛٔت ܽཬߵᇔ஫஥
اހߧہںٰںܽ اހہںٔڛٔت ގޓ པ໐઀ੳ ৓ৈཬ ܾٔ୸ୗۇศ༃ ኢኖ اހߧہںٰںܽ اހہںٔڛٔت ৓ৈཬ ۰ۼߡ ௠௎ٔذܜۄٔ ߌۄۛرب اਛਗۇۄٔࠩࡂة.

اހہںٔڛٔت. ܾۚه ཬٓဠۛاد 72 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ڑۼߵم واހߚٔذة.
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1 import pandas as pd
2 import numpy as np
3 from sklearn.preprocessing import StandardScaler
4 from sklearn.model_selection import train_test_split
5 from sklearn.ensemble import IsolationForest
6 from sklearn.svm import OneClassSVM
7 from sklearn.metrics import classification_report, confusion_matrix
8 import matplotlib.pyplot as plt
9

10 # Create a synthetic dataset with normal data and a few outliers (anomalies)
11 np.random.seed(42)
12 # Normal data: centered around (0,0)
13 X_normal = np.random.randn(1000, 2) * 0.5
14
15 # Anomalies: far from normal data
16 X_anomalies = np.random.rand(20, 2) * 5 + 5 # 20 anomalies
17 # Add a few more anomalies from a different pattern
18 X_anomalies = np.vstack([X_anomalies, np.random.rand(10, 2) * -5 - 5])
19
20 # Combine and shuffle
21 X_data_unsupervised = np.vstack([X_normal, X_anomalies])
22 y_true_unsupervised = np.array( * len(X_normal) + * len(X_anomalies))
23
24 # Shuffle data to mix normal and anomalies
25 shuffled_indices = np.random.permutation(len(X_data_unsupervised))
26 X_data_unsupervised = X_data_unsupervised[shuffled_indices]
27 y_true_unsupervised = y_true_unsupervised[shuffled_indices]
28
29 df_data_unsupervised = pd.DataFrame(X_data_unsupervised, columns=['feature_A', 'feature_B'])
30 df_data_unsupervised['true_label'] = y_true_unsupervised
31
32 # For unsupervised learning, we train on what we assume is 'normal'
33 X_train_data, X_test_mixed, _, y_test_mixed_true = train_test_split(
34 df_data_unsupervised, y_true_unsupervised, test_size=0.3, random_state=42, stratify=y_true_unsupervised
35 )
36
37 # Simulate training only on what we believe to be normal data
38 X_train_normal_only = X_train_data[X_train_data['true_label'] == 0].drop('true_label', axis=1)
39 X_test_mixed_features = X_test_mixed.drop('true_label', axis=1)
40
41 # It's good practice to scale features for these models
42 scaler_unsupervised = StandardScaler()
43 X_train_scaled = scaler_unsupervised.fit_transform(X_train_normal_only)
44 X_test_scaled = scaler_unsupervised.transform(X_test_mixed_features)
45
46 # Convert back to DataFrame for feature names
47 X_train_scaled_df = pd.DataFrame(X_train_scaled, columns=X_train_normal_only.columns)
48 X_test_scaled_df = pd.DataFrame(X_test_scaled, columns=X_test_mixed_features.columns)

ا޹ߧۄ٩ٔںܽ. ߏٔذة ੐അٔڛٔت ܽཬߵᇔ஫஥ وཬᏏۛاد إଽଦٔء :72 Listing

ย༅௅኱እاف ໞׅܨסڮ ૩ુ໘ ۿظסٌدة ୑ିׅذج ؏ݘزث܏ 2 .5 .11
ߌۄۛرب ߤہںٰںܽ)، ڛۼٔط ৓ৈཬ ۰ۼߡ ษ༆ۇߵي ๮๓اހ) اਛਗۼٔߌܽ ഫ೾اހۇۛر ੐അٔڛٔت ٔਗ਼೾ᆁᅬ أ޹ہ܇ أن ژٰۛ اਧਞن
One-Class اހ۽ڷܽ أ཮ٔدڑܽ ا٩ᆁᅬދ ގۇܹྃ ᅺᅬوآ Isolation Forest اހٰޫل ཧٔژܽ :෡ෆۇކ۽ศૉ ෡ෆིߵذ௠௎
اఽ఼సۇކߧܽ اਣਞܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ ࿯࿉ہߪات ހٰޑݺ اਛਗۛرژܽ اࣇ࣢ࣳٔذج ܾۚه ፈጴذ ژٰۛ ߌ࿯ߗۇཾۛم .SVM

ودرིܽ ߏٔذة) ᅺᅬٔ཮ وܜߵد ቙ቌإ ً ཬٔدة 1 - ୸୐ଽଜ (ܘںٷ ࿯࿉ہߪاً ෡ෆིاࣇ࣢ࣳߵذ ౕღႚ ߌںܨُޭج .ٔਗ਼അ ا઒࡚ٔ޹ܽ
اހۄۼߧܽ. ߏۚوذ ގۛى ቙ቌإ ୸୐ଽ଩ ๮๓واހ ،decision function score اހۼޭار ᅺᅬدا
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اހٰޫل. ཧٔژܽ ௠௎ߵذج وڞߧہںޞ ഫ೾رणऎ ݘں۽ںܽ 73 ܽ௠ுٔاހۼ ཐڞߵࣂ
1 # For demonstration, use a fixed contamination. In real scenario, tune or use a range.
2 model_iso = IsolationForest(random_state=42, contamination='auto')
3 model_iso.fit(X_train_scaled_df)
4
5 # Predict on the mixed test set
6 df_results_unsupervised = X_test_scaled_df.copy()
7 df_results_unsupervised['iso_anomaly_score'] = model_iso.decision_function(X_test_scaled_df)
8 df_results_unsupervised['iso_prediction'] = model_iso.predict(X_test_scaled_df) # -1 anomaly
9 df_results_unsupervised['true_label'] = y_test_mixed_true

اހߚٔذة. اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف اހٰޫل ཧٔژܽ ௠௎ߵذج ڞߧہںޞ :73 Listing

اހ۽ڷܽ. أ཮ٔدڑܽ ا٩ᆁᅬދ ގۇܹྃ ᅺᅬآ ࣇ࣢ࣳߵذج اހٰޑކںܽ ڛ۽߁ 74 ܽ௠ுٔاހۼ ཐڞߵࣂ ،ፈጴذ ژٰۛ
1 # nu is an upper bound on the fraction of training errors. It's an approximation of the fraction of outliers.
2 model_ocsvm = OneClassSVM(kernel='rbf', nu=0.05)
3 model_ocsvm.fit(X_train_scaled_df) # Train only on normal data
4
5 df_results_unsupervised['ocsvm_anomaly_score'] = model_ocsvm.decision_function(X_test_scaled_df)
6 df_results_unsupervised['ocsvm_prediction'] = model_ocsvm.predict(X_test_scaled_df) # -1 anomaly

اހߚٔذة. اਣਞٔઓ࡚ت ਣਞݘ࿲ߚٔف اހ۽ڷܽ أ཮ٔدڑܽ ا٩ᆁᅬދ ގۇܹྃ ᅺᅬآ ௠௎ߵذج ڞߧہںޞ :74 Listing

ا۱݋ًوذ در໣ׅت ໅࿴د 3 .5 .11
وڞۼކںݺ ۯߵة ୸ୟأݘ ჱႚߏۥ ଽଦਢਞٔء اހߚٔذ. اހߗࡇࡗك ގޓ ศૉۇކ۽ܽ ഫഈܜߵا اఽ఼సۇކ۽ܽ اࣇ࣢ࣳٔذج ڞކۇۼߡ ۯۛ
اހ࿬ߗںߡ اހጨ጗܋ .ٔጨያ ا઒࡚ٔ޹ܽ اހߚۚوذ درིٔت པႃد ௠௄ݪۄۄٔ ،false positives اހჱ჊ذژܽ اढऋਢਞارات
ۯٔژݺ ގۼںٔس ৓ৈཬ ڞݪߵن ษༀںٷ ًڞߧہںٰ݀ٔ ਣਞأو ཬކںۄٔ อ໹ڂ ،ፈጴذ وގ٢ اᆁᅬرིٔت. ގۇߵߌߡ ܘߗٔب ܾߵ
ٔጨዱإߏٔرا ژٰݪ߁ ߌۄۼߵم اހߚٔذة. ࡼࢂࢇਣਞٔت أۯݺ درིٔت ෡ෆིاࣇ࣢ࣳߵذ ౕღႚ ࿯ྼۇ܋ ཮ٔހۇۄٔ، ቟ሺ ౤ᎈጴۼٔرڛܽ.

.པႃᆁᅬا ܾۚا ࿲࿃ۄ۽ںۚ 75 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ڑۼߵم ߏۚوذاً". ୸ୟأݘ" ًٔ௠ுدا ৓ৈཬਦਞا اᆁᅬرིܽ ๮๐ٰڞ ษༀںٷ
1 # To combine, we want "higher is more anomalous". Let's invert score signs.
2 df_results_unsupervised['iso_anomaly_score_norm'] = -df_results_unsupervised['iso_anomaly_score']
3 df_results_unsupervised['ocsvm_anomaly_score_norm'] = -df_results_unsupervised['ocsvm_anomaly_score']
4
5 df_results_unsupervised['combined_anomaly_score'] = (df_results_unsupervised['iso_anomaly_score_norm'] + df_results_unsupervised['ocsvm_anomaly_score_norm']) / 2

.෡ෆིاࣇ࣢ࣳߵذ ౕღႚ ގޓ اހߚۚوذ درིٔت པႃود ڞߧہں٢ :75 Listing
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وا۱ظ٭ثࠕ࠰ ძოׅ١ס ךظزׅت ක๷ٌࡲ࢔ 4 .5 .11
أي ୶୐ں௠௑ ߌںࢱࢿ .threshold ٩ۇہܽ ෡ෆڞٰں ቙ቌإ ษ༃ۇٔج إढऋاراً. ހ࿥ߗٵ ٔጨዱذا ۛ཮ ቟ሺ اހߚۚوذ درིܽ
෡ෆژ ᅺᅲގ۽ٔ޷ ௠ோۉٔژܽ اހٰۇہܽ ܾۚه اܗۇںٔر ڑٰۛ ߏٔذة. ᅺᅬٔ཮ ٔጨዮأ ৓ৈཬ اހٰۇہܽ ܾۚه ಩ಀ಼ٔوز णईرིܽ ڛۼߧܽ
false اހჱ჊ذژܽ اढऋਢਞارات وގٰۛل detection rate (recall) (اਣਞߌۇཬۛٔء) اހـݪߚۥ ގٰۛل
णँޫਛਗا أڑً޼ٔ ߌۇٰࠇࠋ ٔጨ጗وހـݪ اހߚٔذة اਣਞٔઓ࡚ت ގޓ णँޫਛਗا اਛਗۄܨ۽޼ܽ اހٰۇہܽ ߌۇކۇۼߡ .positive rate

ษวں܇. ୸୐ཧ წ჊ଽଣ اހٰٔدڑܽ ا཮ਦਞۛاث ގޓ
৓ৈཬ اਛਗٰޭو۰ܽ. اހߧہںٰںܽ ጺጴہںٔڛٔت اᆁᅬرིٔت ڑ٢ ڞߵز ઓઉ޴ ቟ቐ اހٰۇہܽ ਣਞܗۇںٔر اગ࡚ںۛة ڑۼܽ اހߧޭ
اᆁᅬرིٔت ގޓ 95th percentile ෡ෆٰߗ࿲واހ ا઒࡚ٔގ߁ ෡ෆڷਛਗا ٩ۄۛ اހٰۇہܽ ษ༃ۛد ۯۛ اਛਗۉٔل، ߌ࿬ںݺ
اހـݪߵد ڑۼߵم .5% ࿯࿃ߗہܽ ჱႚذب إढऋار ގٰۛل ހۼہߵل اߌۇٰۛاد ৓ৈཬ ٔਗ਼ഈأ ๮๐ٰڑ ٔᇦᇥ اހߧہںٰںܽ، ጺጴہںٔڛٔت
اਦਞول ቟ሐٔاހہں ဋྑภฏا ߌںߦُ݀ޭ .པໍٔاހۄۇ وڞ޾ߵر ،པႃۛਛਗا ௠௎ߵذܜۄٔ أداء وڞۼںࢤࢿ ٩ۇہܽ، ෡ෆٰں੝അ 76 ܽ௠ுٔاހۼ ቟ሺ
቟ሐٔاހہں ဋྑภฏا ߌںߦُ݀ޭ ጨዤणईںًٔ. اހٰۇہܽ اܗۇںٔر อ໹ٰݺ ٔᇦᇥ واހߚٔذة، اހߧہںٰںܽ ጺጴۄۼٔط اᆁᅬرིٔت ڑٰٔت ڞߵز

௠௎ߵذܜۄٔ. ڞߵۯٰ݀ٔ ๮๓اހ ፲፞وڞ اઓ࡚ۼںۼںܽ اހߚٔذة اਣਞٔઓ࡚ت ࠠࡂاز إ ގ٢ اਦਞ޹ކںܽ، اހہںٔڛٔت ڛۼٔط ቟ሐٔاހۉ

اၢျ۱ذ؉ڮ اওএࡼ࢓ارات ۱ظ٭۷ث۫ ا૩૎ܽاభ఍௱ثׅت 5 .5 .11
اਣਞٔઓ࡚ت ٩ޓ ጺጴـݪߚۥ ڛߦٔم ਦਞي ݘہ୸୐اً ٫ଽ଩ںކںًٔ ًٔမۛษ༆ False positives اހჱ჊ذژܽ اढऋਢਞارات ௠௑ۉݺ
อ༆ܾٔކ݀ٔ، ܽཬັປຄ اਦਞގޓ ษૉކࡇࡗ ۰ߗ࿥ۇٰࠇࠋ اހჱ჊ذژܽ، اހۇ࿯ہጨግٔت ގޓ ୸୐اހـݪۉ ᆁᅬڑߵ اހۄߦٔم ჱႚن إذا اހߚٔذة.

وڞۼކںކ݀ٔ. ٔጨዱدارਢਞ اߌ୸ଢ଼اಜಀ಼ںٔت ཬۛة ৙ৈڑ ۰ںޑٔ اހۄߦٔم. ގޓ اހ٫ޭض ڑۼߵض ٔᇦᇥ
ڑߪدي أن ௠௄ݪޓ ގྟັو٩ۄٔ، ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ Methods): (Ensemble ا۱ظڞ܂ثד ݕܞق •
اᆁᅬۯܽ ෡ෆߗษ༆ ቙ቌإ اᇔᇆਢਞٔع أߏჱ჊ل ގޓ წ჊ߏ وߤކڂ ގۇٰۛدة ߏۚوذ ჱႚߏ۽ٔت اߌۇཾۛام
୸ୟأݘ ഞ೾ڞ޾ߵ ศૉߧߧٔت اߌۇཾۛام ౤ᎈጴޭء ௠௄ݪޓ اހ࿬ߗںߡ، اਛਗۇߵߌߡ ގޓ ً ਣਞणई .୸୐ݘہ წ჊ଽଣ
ގޓ اਦਞۯݺ ৓ৈཬ ෡ෆིߵذ௠௎ ۯہݺ ގޓ ߏٔذ أڛܹ ৓ৈཬ णँۛษ༆ه ኢና إذا ۰ۼߡ ཮ۛث ୶୐ں௠௑ ގۉݺ ڞۼۛގًٔ،

ศૉۇކ۽ܽ. ௠௎ٔذج ڡ౐ౕڡܽ ෡ෆژ
اਦਞوހںܽ ቟ቌਧਞا اހۇٰࠇࠋ ࿯࿉ہጨግٔت إࠩࡂاء ௠௄ݪޓ Filtering): (Contextual ا۱݈ث٠ׅثڮ ا۱ظܯٮثڮ •
ގޓ ཬٔدي" ୸୐ཧ دܗߵل "଺଩ܭںݺ ࿯࿉ہںܹ ڞ޾ٰںۛ ڑࢱࢿ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ߌںٔۯںܽ. ௠ோٰࡇࡗގٔت
ڑݪߵن أن ގۉݺ ،ۛཬاހۼߵا ৓ৈཬ ܽ௠ுٔۯ ୸୐ٰٔڑ௠ோ أڑً޼ٔ ڑࡢࡸ ჱႚن إذا ۰ۼߡ ᎂ፞ษૉ ቙ቌإ ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ߵذج

اހٰٔدڑܽ. اހٰޑݺ ߌཬٔٔت ཭ٔرج ษ໹ۛث و ܜ٫ޭا۰ںًٔ ཬٔدي ୸୐ཧ IP ٩ۄߵان ގ޾ۛره
པႃد اހྫྷັوري ގޓ Loops): Feedback (Human ا؂ย༐ཝ۱ڮ اඑ඀اڍסڮ ا۱ظל؂ًڮ ۷ໟ٭ׅت •
إढऋار أڛܹ ৓ৈཬ و୶୐௠௄ه ࿯࿉ہںܹ ቟ሺ ᎂ፞ా఼సا ษ໹ۼޞ ٩ۄۛގٔ اހۄߦٔم. ቟ሺ اਦਞގޓ ৙Ꭶ፞ษૉ ގޓ اภฏاܜٰܽ اހۇ٫ۚڑܽ
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1 # Set a threshold at the 95th percentile of scores from the normal test data
2 # First, identify the combined scores for the truly normal points in the test set
3 normal_scores = df_results_unsupervised['combined_anomaly_score'][df_results_unsupervised['true_label'] == 0]
4 threshold = np.percentile(normal_scores, 95) # Top 5% of normal as threshold
5
6 df_results_unsupervised['combined_prediction'] = (df_results_unsupervised['combined_anomaly_score'] > threshold).astype(int)
7
8 print(f"\nCombined Model Evaluation (Threshold: {threshold:.2f}):")
9 # Note: For classification_report, 1 is anomaly, 0 is normal

10 print(classification_report(df_results_unsupervised['true_label'], df_results_unsupervised['combined_prediction'], target_names=['Normal', 'Anomaly']))
11 cm_combined = confusion_matrix(df_results_unsupervised['true_label'], df_results_unsupervised['combined_prediction'])
12 print("\nCombined Confusion Matrix:\n", cm_combined)
13
14 # Visualize score distributions and threshold
15 plt.figure(figsize=(10, 6))
16 plt.hist(df_results_unsupervised['combined_anomaly_score'][df_results_unsupervised['true_label'] == 0], bins=50, alpha=0.7, label='Normal Scores', color='green')
17 plt.hist(df_results_unsupervised['combined_anomaly_score'][df_results_unsupervised['true_label'] == 1], bins=50, alpha=0.7, label='Anomaly Scores', color='red')
18 plt.axvline(x=threshold, color='blue', linestyle='--', label=f'Chosen Threshold ({threshold:.2f})')
19 plt.xlabel('Combined Anomaly Score (higher is more anomalous)'); plt.ylabel('Frequency')
20 plt.title('Distribution of Combined Anomaly Scores'); plt.legend(); plt.grid(True)
21 # In a real script you would call plt.show() here.
22
23 # Plot the data points themselves with predictions
24 plt.figure(figsize=(10, 8))
25 plt.scatter(X_test_mixed_features['feature_A'][df_results_unsupervised['true_label'] == 0],
26 X_test_mixed_features['feature_B'][df_results_unsupervised['true_label'] == 0],
27 c='blue', label='True Normal', alpha=0.6, s=20)
28 plt.scatter(X_test_mixed_features['feature_A'][df_results_unsupervised['true_label'] == 1],
29 X_test_mixed_features['feature_B'][df_results_unsupervised['true_label'] == 1],
30 c='red', marker='x', s=50, linewidth=2, label='True Anomaly')
31 # Highlight predicted anomalies
32 predicted_anomalies = X_test_mixed_features[df_results_unsupervised['combined_prediction'] == 1]
33 plt.scatter(predicted_anomalies['feature_A'], predicted_anomalies['feature_B'],
34 facecolors='none', edgecolors='black', s=100, linewidth=1.5, label='Predicted Anomaly')
35 plt.title('2D Feature Space with True and Predicted Anomalies'); plt.xlabel('Feature A')
36 plt.ylabel('Feature B'); plt.legend(); plt.grid(True)
37 # In a real script you would call plt.show() here.

.ܽอૉۛਛਗا اހߚۚوذ درིٔت وڞ޾ߵر وڞۼںࢤࢿ اހٰۇۂت णँۛษ༆ :76 Listing

෡ෆހۇܩߗ اภฏاܜٰܽ اހۇ٫ۚڑܽ ܾۚه اߌۇཾۛام ௠௄ݪޓ ٫ጺጴٔڑܽ. ۯںޑܽ اਛਗٰࡇࡗގٔت ܾۚه ۰ٓن ჱႚذب،
቙ቌإ اઓ࡚ۛث ܾۚا إ޷۰ٔܽ ،ፈጴذ ގޓ اਦਞܾދ أو اࣇ࣢ࣳߵذج، ގ౤౟ٰٔت ޷ہߡ أو اހـݪߚۥ، ٩ۇۂت

اਛਗߗۇۼہݺ. ቟ሺ اࣇ࣢ࣳߵذج ഫ೾رणऎ ཬਢਞٔدة "اހߧہںٰںܽ" اހہںٔڛٔت ܽཬߵᇔ஫஥
.ܽ੝അٔڡ اހـݪߚۥ ٩ۇۂت ڞݪߵن ਣਞأ อ໹ڂ Calibration): (Threshold ا۱סظزڮ ۿסׅފ޳ة •
إذا ا੝ഈਢਞٔج. ࿥࿃ڷܽ ቟ሺ اਛਗކܩߵظ اހჱ჊ذژܽ اढऋਢਞارات ގٰۛل ৓ৈཬ ً ਗ਼അٔء ژ೰ೢᖹٔޭار ٔጨዱގٰٔ࠙ࡂ إཬٔدة อ໹ڂ
ގߗۇߵى ቙ቌإ ڞ޾ݺ ๨๓ܘ ษ༆۽ߦًٔ ୸ୟأݘ ހۇݪߵن اހٰۇہܽ ڞٰۛڑݺ ௠௄ݪޓ ིۛاً، ੳંڞ۽ًٰٔ اਛਗٰۛل أ޹ہ܇

اހٰޑކںٔت. ڑޞ ހ۽ޭ ގۼہߵل

اߋ୑ୂׅਃڮ
اހ޾۽ޭ ڑߵم णँۛጨዱات اݘ࿲ߚٔف ቟ሺ ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ ጺጴۇٰࠇࠋ ဋྑٔઓ࡚ا اᆁᅬور اހ۽޾ݺ ܾۚا أߣ݀ޭ
ܽཬގۇۄߵ ܽཬߵᇔ஫஥ اߌۇݪߚ۽ۄٔ ހۼۛ اހۇۼކںۛڑܽ. اਦਞގۄںܽ اހߧޭق ٔጨዱڞ۽ߵ ๮๓اހ اणँۛગ࡚ة واހणँۛጨጚات zero-day
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Iso- اހٰޫل وཧٔژܽ One-Class SVM اހ۽ڷܽ أ཮ٔدڑܽ ا٩ᆁᅬދ ގۇܹྃ ᅺᅬآ ގޓ - ا઒࡚ߵارزގںٔت ގޓ
Autoen- ܽ੐೻ٔاހۇކۼ وا઀ِّੳޭُਛਗات clustering methods اހۇܭޑں٢ ߤޭق ቙ቌإ lation Forest
ڞ౤౟ٰٵ ހۼۛ .ٔጨ጗٩ اษ༃ਣਞޭا۰ٔت واݘ࿲ߚٔف اހߧہںٰںܽ ᅺᅬٔࡼࢂࢇ ௠௎ߵذج ހہۄٔء ގ޾ޑދ ٔጨ጗ގ წႚ - coders

ڛۼٔط ษ༆ކںݺ ፈጴذ ቟ሺ ٔ௠ோ ،ܽཬۇۄߵਛਗا ቟ሐا୸ୗاހߗں اਦਞގޓ ਣਞٔอૉت ୸ୗཬ ጺጴۇߧہںޞ ᅺᅲۯٔژ اހۇۼۄںٔت ܾۚه أن
واހߗ౐ౕྃت. واހߚہჱ჊ت اހጨ጗ٔڑܽ

وڞߧہںޞ اހہںٔڛٔت، إཬۛاد ݘں۽ںܽ ًٔษลގߵ اހۇۄ۽ںۚ، ގߵ޷٢ اਛਗ۽ܾٔࢤࢿ ܾۚه ৙ৈاހٰޑ اਛਗྟັوع و޷٢
اހߵاۯ٢ ਗ਼ഋٔوހۄٔ ٔਗ਼ഈأ ،ፈጴذ ގޓ واਦਞܾދ ۯߵة. ୸ୟأݘ ݘߚۥ ৓ৈཬ ࡼࢂࢇ޾ߵل ٔጨዱིٔدر པႃود ގۇٰۛدة، ௠௎ٔذج
واހۇܭޑں٢ اހٰۇۂت، ގٰٔ࠙ࡂة ౐཭ౕل ގޓ false positives اހჱ჊ذژܽ اढऋਢਞارات ਢਞدارة ৙ৈߚ٫ں࿲اހ
إڞۼٔن ౐཭ౕل ގޓ .human-in-the-loop اઓ࡚ކۼܽ ቟ሺ اހ࿬ྟັڑܽ اภฏاܜٰܽ واހۇ٫ۚڑܽ ،ensembling
د۰ٔع أڛߦޑܽ ހہۄٔء اፀጴౕزގܽ ژਦਞٔدوات ڛ۽ߗ݆ ࠦࡀود ഞഈٗ۰ ౔ፀጴྔັاف، ا઒࡚ٔ޷ٰܽ ୸୐ཧ اਦਞߌٔހںڂ ܾۚه

اਛਗٰޭو۰ܽ. ୸୐ཧ اހ٫ۛ णँۛጨዱات णँۛษ༆ ৓ৈཬ ۯٔدرة ܘۼًٔ ذݘںܽ
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ᇔᆟںًٔ ษ༆ۛد ๮๓واހ ੐അٔڛٔت، ހۄۼߧܽ ܗߵارزގںܽ ٔጪྮ޾ศ༆ ۯںޑܽ Anomaly Score ا۱݋ًوذ در໣ڮ
.outlier ގۇߧ۰ޭܽ ۯںޑܽ أو anomaly ߏٔذة ٔጨዮݘߵ اܘۇޑٔހںܽ ގۛى

቟ሺ ଺ُଜۇཾۛم neural network ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ގޓ ڛߵع Autoencoder ᇐᅴׅا۱ظ۷٭ اঌঈُ݋ٮَّܞِ
encoder ގߚُ۽َِّޭ ގޓ و੝೾ݪߵن unsupervised learning ౔ፀጴྔັاف ا઒࡚ٔ޷٢ ୸୐ཧ اހۇٰࠇࠋ
اਣਞٔઓ࡚ت اݘ࿲ߚٔف ڑࢱࢿ و ژݪ۽ٔءة، اހߧہںٰںܽ اހہںٔڛٔت ௠௑ۉںݺ ੝೾ٰࠇࠋ .decoder ߏ۽ޭة Ⴌِ჊َُّوގ۽

णईۯܽ. ا౐཭ۛਛਗౕت ਗ਼അٔء إཬٔدة ቟ሺ ᅛᅉاހߚہ ڞ۽ߚݺ ٩ۄۛގٔ anomalies اހߚٔذة
ᅛᅉاހߚہ أو اހۄߦٔم ଽଦٔط წ჊ଽଜ ٔਛਗ ௠௎ߵذج Baseline (Behavioral) (ᇐᅜا۱݈޸߈) اগএׅܽس ڈݒ
ܾۚا baseline اਦਞߌٔس ܗߡ ٩ޓ اษ༃ਣਞޭا۰ٔت ٩ޓ اਢਞژ౐ౕغ ڑࢱࢿ .ఴੱاހߧہں اਛਗߗۇཾۛم أو

.ᅺᅲۇޑษૉ ݘणँۛጨጚات
اਣਞڞ޾ٔل وۯۄߵات اހۇܩۇںܽ اހہ࿯ںܽ ቙ቌإ ୸୐ଽଜ C2 (Command and Control) ੿ੱ໰وا۱ظ ا۱٭ثׅدة
اހۼںٔدة إߏٔرات اݘ࿲ߚٔف اހۄ޴ ఋ௰ढँ ا୸ଢ଼ఽ఼సۯܽ. اਦਞڛߦޑܽ ਢਞدارة اਛਗ݀ٔܜދ ٔጨᖈۛཾۇ଺ଜ ๮๓اހ

.anomaly detection اހߚۚوذ ਣਞݘ࿲ߚٔف ݘۇߧہںޞ C2 beaconing ଎଀ཿواހۇ
ܗߵارزގںٔت ቟ሺ .cluster ٩ۄۼߵدڑܽ ܽཬޑߵూ఼స (اਛਗۇߵߌߡ) ڑܽ ఉ௰ޭਛਗا اހۄۼߧܽ Centroid ؂ڮ ୺ୡܞঌঈا ا۱ص٭ݘڮ
ٔጨጚޑߵ٩ూ఼స centroid ڑܽ ఉ௰ޭਛਗا اހۄۼߧܽ ٩ޓ اހہٰںۛة اހۄۼٔط ا٩ۇۂر ௠௄ݪޓ ،K-means ގۉݺ

.outliers ގۇߧ۰ޭܽ ݘۼࢤࢿ
unsupervised ma- ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ቟ቌآ ڞٰࠇࠋ ڞۼۄںܽ Clustering ا۱סص٭ݦدي ا۱ظڞ܂ثד
cy- ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ގًٰٔ. ܽጨያٔߚ࿲ਛਗا اހہںٔڛٔت ڛۼٔط ހۇܭޑں٢ chine learning

቙ቌإ ࿯࿉ۇޑࠃ ਣਞ ݘۄۼٔط anomalies اހߚٔذة اਣਞٔઓ࡚ت णँۛษ༆ ڑࢱࢿ ގٔ ཧٔހۂً ،bersecurity

ིۛاً. ޹୸୐٫ة ᇔ஫஥ߵཬٔت წ჊ଽ଩ أو cluster ٩ۄۼߵدڑܽ ܽཬߵᇔ஫஥ أي
(Density-Based Spatial Clustering of Applications with Noise) DBSCAN ڈݦارزۿثڮ

den- ܽ۰ٔතඃاހ ৓ৈཬ ً ਗ਼അٔء اހۄۼٔط ٢ᇔགྷ༯ clustering algorithm ٩ۄۼߵدي ᇔགྷ༯ں٢ ܗߵارزގںܽ
"޷ߵ޷ٔء" ٔጨዮأ ৓ৈཬ ڞ޾ۄ۽݀ٔ ๮๓اހ ،outliers اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛษ༆ ቟ሺ ᅺᅬٰٔ۰ ቟ቐو .sity

ގߗہۼًٔ. clusters اހٰۄۼߵدڑܽ اూ఼సޑߵཬٔت ཬۛد णँۛษ༆ ቙ቌإ ིܽٔઓ࡚ا دون ،noise

اᆀᅬي Autoencoder ቟ሃٔاހۇކۼ اਛਗߚُ۽َِّޭ ގޓ اગ࡚ޫء Decoder Network ا۱݋ٮܞة ဝျۿٮ ჌Ⴚ݀ز
اਦਞژٰٔد. وގۄܨ۽޲ اਛਗ޼٫ߵط ௠௑ۉںކ݀ٔ ގޓ اਦਞ޹ކںܽ اਢਞد཭ٔل ੐അٔڛٔت ਗ਼അٔء إཬٔدة ษ໹ٔول

ڑ޼٫ߡ اᆀᅬي Autoencoder ቟ሃٔاހۇކۼ اਛਗߚُ۽َِّޭ ގޓ اગ࡚ޫء Encoder Network اঌঈُ݋ٮَّܞِ ჌Ⴚ݀ز
latent اހჱ჊ގޓ ژٔހ۽޼ٔء ڑُٰޭف اਦਞژٰٔد ގۄܨ۽޲ ௠௑ۉںݺ ቙ቌإ اਦਞژٰٔد ཬٔހںܽ اਢਞد཭ٔل ੐അ.spaceٔڛٔت
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ma- ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ࿯࿉ہߪات ෡ෆژ ٢ᇔགྷ༯ ڞۼۄںܽ Ensemble Methods ا۱ظڞ܂ثסثڮ ا۱ׅܽগএث׳
ގۄ۽ޭد. ௠௎ߵذج أي ގޓ ودۯܽ ۯߵة ୸ୟأݘ ࿲࿆ںྃܽ ੝ഈਢਞٔج اਛਗۇٰۛدة chine learning models

཮ۛث ڞ޾࿯ںۥ ڑࢱࢿ ܘںٷ ،๮๐أގ ڛߦٔم ڑ޾ۛره ษวں܇ ୸୐ཧ ࿯࿉ہںܹ False Positive اၢျ۱ذب اওএࡼ࢓ار
ߏٔذ. أو ܗہ࿥ٷ أڛܹ ৓ৈཬ ا઒࡚ߧٗ ڑޞ ߤޭ ٩ޓ ఴੱߤہں أو ᇔᇂںۛ

ڑ۽୸ଢ଼ض ቟ቌٔاܘۇޑ ௠௎ߵذج GMM (Gaussian Mixture Model) า༂ا۱לׅو اߋ۷ਃثݒ ୑ିݦذج
Gaussian (nor- (ߤہںٰںܽ) ཧٔوߌںܽ ڑٰٔت ڞߵز ཬۛة ގޓ པ໐઀ੳ ގޓ إଽଦٔؤܾٔ ڑࢱࢿ اހہںٔڛٔت أن
أي ቙ቌإ ൾ൰ൄౕፀጴٔء اਛਗۄܨ۽޼ܽ اਣਞܘۇޑٔހںܽ ذات اހہںٔڛٔت ڛۼٔط ୸ୗڞٰۇ .mal) distributions

.anomalies ߏٔذة ਣਞٔ཮ت ڑٰٔت اހۇߵز ܾۚه ގޓ
dataset ੐അٔڛٔت ܽཬޑߵూ఼స ܽཿواހ޾ܩں اހ۽ٰކںܽ اހۇ޾࿯ں۽ٔت Ground Truth اঌঈܞڍסثڮ اߋ਄٭ث٭ڮ
اࣇ࣢ࣳߵذج أداء ހۇۼںࢤࢿ ଺ُ଩ۇཾۛم ๮๓واހ ،(anomaly "ߏٔذ" أو "ఴੱߤہں" اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ)

.model

Support Vector Ma- ܽᇔᆳاᆁᅬا اਛਗۇܭ݀ٔت ᅺᅬآ ߌںٔق ቟ሺ Hyperplane ا۱ٮׅ׿܏ اঌঈ݈ظݦى
቟ሺ اހہںٔڛٔت ڛۼٔط ހ۽޾ݺ اਛਗߗۇཾۛم decision boundary اހۼޭار ۛ཮ ܾߵ ܾۚا ،chine

اਦਞژٰٔد. ቟ቌٔཬ ۰޼ٔء
unsupervised algo- ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ܗߵارزގںܽ Isolation Forest ا۱סܜل ໘ׅ؉ڮ
ގہۛأ ৓ৈཬ ڞٰޑݺ .anomaly detection اހߚۚوذ اݘ࿲ߚٔف ቟ሺ ٫ጺጴٔڑܽ ᅺᅬٰٔ۰ rithm
اހہںٔڛٔت ژۼںܽ ٩ޓ ٔணட઀٩ ጪປ๽ݺ ቟ቌٔوژٔހۇ وศૉۇކ۽ܽ" ᅺᅲۯކں" anomalies اހߚٔذة اਣਞٔઓ࡚ت أن

.random decision trees ܽ੐೻اހٰߚߵا اހۼޭار أอ௦ٔر ژٔߌۇཾۛام
ਣਞݘ࿲ߚٔف ڞݪںں۽݀ٔ ௠௄ݪޓ ܗߵارزގںܽ k-NN (k-Nearest Neighbors) ا٠গএܞب اߋ૩ુᚺਈان ڈݦارزۿثڮ
ٔணட ߌںݪߵن اހߧہںٰںܽ اހہںٔڛٔت ڛۼٔط أن ச୿۰ة ৓ৈཬ ً ਗ਼അٔء anomaly detection اހߚۚوذ

.ٔጨዮا୸୐ི ٩ޓ ژٰںۛة anomalies اހߚٔذة اਣਞٔઓ࡚ت ߌۇݪߵن ࿥࿃ۄޑٔ ۯ੗೾ޭߵن، ୸୐ིان
وގۄܨ۽޲ اਛਗ޼٫ߵط اࣇࣥࣳۉںݺ Latent Space (or Bottleneck) ا໣ׅ໣ඏ඀ڮ) ךص܏ (أو اၢျ۱ۿ܄ ا۱ٮܭׅء
اਛਗߚُ۽َِّޭ ቟ሺ encoder network اਛਗߚُ۽َِّޭ ᅛᅉߏہ ژߵاߌߧܽ إଽଦٔؤه ኢና اᆀᅬي ጺጴہںٔڛٔت اਦਞژٰٔد

.Autoencoder ቟ሃٔاހۇކۼ
اހߚٔذة اਣਞٔઓ࡚ت ڞݪ࿲ߚۥ ܗߵارزގںܽ LOF (Local Outlier Factor) ॊहய஭னا اක๴ঔএܞاف ໝׅۿ۫
ژٔހ࿯ߗہܽ اހہںٔڛٔت ހۄۼߧܽ local density اస఼ాކںܽ ܽ۰ٔතඃاހ ۯںٔس ڑޞ ߤޭ ٩ޓ anomalies
datasets اހہںٔڛٔت ᇔ஫஥ߵཬٔت ቟ሺ outliers اਛਗۇߧ۰ޭܽ اހۼࢤࢿ ৓ৈཬ اހٰۉߵر ቟ሺ ᅺᅬٰٔ۰ ቟ቐو .ٔጨዮا୸୐ᝉગ࡚

اਛਗۇ۽ٔوڞܽ. ܽ۰ٔතඃاހ ذات
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اਛਗۇߧ۰ޭܽ اހۼࢤࢿ णँۛཿހۇ ଺ଜۇཾۛم ቟ሃٔإܘ޾ ގۼںٔس Mahalanobis Distance ܲབ༴ݦ،ঔএׅۿׅگ ۿ١ׅ݈ڮ
ގ٢ ڑ٢، وڞߵز ڛۼߧܽ ෡ෆژ اਛਗߗ۰ٔܽ ษ໹ߗڂ .multivariate outliers اਛਗۇ୸୐٫ات ގۇٰۛدة

اఽ఼సۇކ۽ܽ. ا୶୐ਛਗات ෡ෆژ اਣਞر੗ഋٔߤٔت ੳંاཬٔة
اހ۽ޭق ހۼںٔس ଺ଜۇཾۛم ߏٔڎ٢ ގۼںٔس MSE (Mean Squared Error) ஥ৢু౶૩૎۱ا اߋਃݘ׈ ۿظݦܽݒ
ڑٰޑݺ و ਗ਼അٔؤܾٔ، اਛਗٰٔد وศૉޭིٔڞܹ اਦਞ޹ކںܽ Autoencoder ቟ሃٔاހۇކۼ اਛਗߚُ۽َِّޭ ގ౐཭ౕۛت ෡ෆژ

.reconstruction error اހہۄٔء إཬٔدة ઒ႈߧٗ
OCSVM (One-Class Support Vector Machine) ا۱ٮبڮ أໟׅد؂ڮ اჲოاᅅᄤڮ اঌঈظڞڱׅت ძოآ

৓ৈཬ ۰ۼߡ ٔጨጔ᛹رणऎ ڑࢱࢿ unsupervised algorithm ౔ፀጴྔັاف ཭ٔ޷ٰܽ ୸୐ཧ ܗߵارزގںܽ
ڞۼ٢ णँིۛة ڛۼߧܽ وأي اހߧہںٰںܽ، اހہںٔڛٔت ਗ਼അۼٔط ษ༆ںߡ ཮ۛوداً ੝ഋٰࠇࠋ اހߧہںٰںܽ. اހہںٔڛٔت

.anomaly ߏٔذة ٔጨዮأ ৓ৈཬ ڞ޾࿯ں۽݀ٔ ڑࢱࢿ اઓ࡚ۛود ܾۚه ཭ٔرج
ܾߵ ܾۚا ،Autoencoder ቟ሃٔاހۇކۼ اਛਗߚُ۽َِّޭ ቟ሺ Reconstruction Error ا۱زصׅء إໝׅدة ڈݘ׈
recon- اހہۄٔء إཬٔدة ܗߧٗ ୸୐ଽଜ ਗ਼അٔؤܾٔ. اਛਗٰٔد واఽ఼సޭིٔت اਦਞ޹ކںܽ ا౐཭ۛਛਗౕت ෡ෆژ اހ۽ޭق
anomaly ߏٔذة ڞݪߵن أن اస఼ాۇޑݺ ގޓ ا౐཭ۛਛਗౕت أن ቙ቌإ اਛਗޭڞ۽٢ struction error

إ੝ഈٔܜ݀ٔ. إཬٔدة ቟ሺ ޹ٰߵژܽ واིܹ اࣇ࣢ࣳߵذج ਦਞن
଺଩ۇཾۛގܹ ڞۼކںۛي، ๮๐أގ ጨዮ܋ Signature-based Detection ا۱ظݦ٠ثד ॄहໝ ሓᇴׅا۱٭ اঔএۉལ݋ׅف
ٔጨጚގߧٔژۼ ڑޞ ߤޭ ٩ޓ اހणँۛጨጚات ษ໹ۛد ،antivirus software اހ۽୸୐وߌٔت ܽઓઉჱ჊ގ པႃࠠࡂا

.(signatures (اހۇߵۯںٰٔت اਛਗٰޭو۰ܽ ا઒࡚ہ࿥ۉܽ ௠௎ౘፀጴٔط ੐അٔڛٔت ۯཬٔۛة ގ٢
ގߗہۼًٔ ษૉۛدة ۯںޑܽ Threshold (for anomaly detection) ا۱݋ًوذ) (ঔএۉལ݋ׅف ا۱סظزڮ
ܾۚه ٔጨጚدرܜ ಩ಀ಼ٔوز ੐അٔڛٔت ڛۼߧܽ أي .anomaly score اހߚۚوذ درིܽ ৓ৈཬ ڞߧہںۼ݀ٔ ڑࢱࢿ

.anomaly ߏٔذة ᅺᅬٔઓႈ ٔጨ጗٩ اਢਞژ౐ౕغ ڑࢱࢿ threshold اހٰۇہܽ
machine learn- ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ۰ڷܽ Unsupervised Learning ย༅௅኱እاف اߋਃׅܨד ૩ુ໘ ا۱ظסݸݼ
቟ሺ anomalies اހߚٔذة واਣਞٔઓ࡚ت წႚٔںணடوا ا௠௎ਦਞٔط إอ໹ٔد ا઒࡚ߵارزގںٔت ੝ഋٰࠇࠋ ܘںٷ ing

ގߗہۼًٔ. ษૉۛدة ڞ޾࿯ں۽ٔت أي ٔጨዡٔإ٩ߧ دون اހہںٔڛٔت
standard ڑܽ اਛਗٰںٔر اษ༃ਣਞޭا۰ٔت ཬۛد ቙ቌإ ୸୐ଽଜ ቟ሃٔإܘ޾ ގۼںٔس Z-score ؂ڮ اঌঈסثׅر اჲოر໣ڮ
اހۼࢤࢿ णँۛཿހۇ ଺ଣںߧܽ ڑۼܽ ߤޭ ቟ቐو اਛਗۇߵߌߡ. ٩ޓ ੐അٔڛٔت ڛۼߧܽ ٰܾٔۛ੗ഋ ๮๓اހ deviations

.normal distribution ߤہںٰںًٔ ڑًٰٔ ڞߵز ࿲࿉ہ٢ ๮๓اހ اހہںٔڛٔت ቟ሺ outliers اਛਗۇߧ۰ޭܽ
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vul- أގۄںܽ ڡ٫ޭة ଺ଜۇ٫ݺ cyberattack ቟ሐا୸ୗߌں อซߵم Zero-Day Attack ا۱ܯٮܞ ؂ݦم ඞർݦم
ਣਞ ڑۥ، اހۇٰޭ ଎଀ษༀ اਦਞܜ݀ޫة. أو པႃا୸ୗاހ ቟ሺ ܽཿގ޾ܩ ୸୐ཧو ߌٔژۼًٔ ގٰޭو۰ܽ ୸୐ཧ nerability

ਣਞݘ࿲ߚ۰ܹٔ. ཮ٔހںܽ signatures ڞߵۯںٰٔت ڞߵིۛ
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12 ؉ׅب
۱ظ۷໰ث۫ ا۱زثׅ౹ুڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت

ا۱ظݦرࡲ࢔ ძუ݈۷ܽ وأۿ܄ ا۱ס٠ெுׅت
ۿ٭ٌۿڮ

౐ᇔᇂౕت اހ٫ٔހڂ ቟ሺ ቟ቐ ژݺ .ᅺᅬوގٰޫو ۰ޭدڑܽ ً أ཮ۛاڡٔ ܽ੟೾ۛઓ࡚ا ܽ੐ഈا୸ୗاހߗں اணடܭޑٔت ڞݪߵن ގٔ ً ڛٔدرا
.ᅛᅉاހߚہ دا཭ݺ णँۛཬة ৺য়ٔڛٔت ෡ෆژ اᆁᅬۯںۼܽ واހۇ۽౐ཬౕٔت اจ෯ਢਞاءات ގޓ ߌ౐ౕߌݺ ੝ഋ޼ޑޓ ގٰۼۛة
ᇔᆳކںܽ و٫ଽ଩ںݺ ގ޼ںۥ، ቙ቌإ ހࡇࡗ޹ߵل واߌۇཾۛاގܹ ގߗۇཾۛم، ܘߗٔب ژ୸ଢ଼཭ٔاق اਛਗ݀ٔܜދ ڑۼߵم ۯۛ
ᎂ፞ษ༆ ๮๓اހ اހۇۼކںۛڑܽ اਦਞގٔن أدوات ڞ۽ߚݺ ގٔ ཧٔހۂً .቟ሧٔر཭ ศༀٔدم اਣਞڞ޾ٔل ኢኖ ގކۥ، ڑݺ ୶୚ހۇ
ا઒࡚ߧߵات ގۇٰۛدة اਛਗۇߧߵرة اணடܭޑٔت ܾۚه ݘߚۥ ቟ሺ ౐อ௣ౕت أو ܽཿގߗߧ ིۛاول ቟ሺ اހہںٔڛٔت
ژ۽ٰٔހںܽ. واހہںٔڛٔت واހٰޑކںٔت واਦਞܜ݀ޫة ෡ෆߗۇཾۛގਛਗا ෡ෆژ اਛਗٰۼۛة اހ౐ٰౕۯٔت ིܽۚ௠௎ ଺଩ۇߧں٢ ਣਞ ٔጨዮਦਞ
ٔ݀Ⴜ჊ߏ ቟ሺ اਦਞގٔن ੐അٔڛٔت ௠௑ۉںݺ ౐཭ౕل ގޓ اހۼ޾ߵر ܾۚا ৓ৈཬ اހۇ٫ކڂ ݘں۽ںܽ اހ۽޾ݺ ܾۚا ଺ଜۇݪߚۥ

.graph ቟ሐٔاހہں ဋྑภฏا ا୸ଢ଼ਛਗاژߡ: ఴੱاހߧہں
۰ڷܽ ቟ቐو ،Graph Neural Networks (GNNs) ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ߌۄۼۛم
اணடںႼ჊ںܽ ذات اހہںٔڛٔت ގޓ ጺጴۇٰࠇࠋ ގ޾ޑޑܽ deep learning اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج ގޓ ގۇܨ޾޾ܽ
ا཮ਦਞۛاث ቟ሺ ᅺᅲۇٗ޹ਛਗا اހٰޑںۼܽ اހ౐ٰౕڎۼںܽ ا௠௎ਦਞٔط ษ༆ކںݺ ௠௄ݪۄۄٔ ،GNNs ڞߧہںޞ ౐཭ౕل ގޓ .ܽ੐ഈٔاހہں
౐཭ౕل اހ۽޾ݺ ܾۚا ߌ୸୐ߏۛك اހۇۼކںۛڑܽ. ጺጴߧޭق ܽ੐೻ޭਛਗا ୸୐ཧ اހणँۛጨጚات ݘߚۥ ގޓ ௠௄ݪۄۄٔ ٔᇦᇥ اਦਞގۄںܽ،
ڑٔت ގٰޑٔر و۰݀ދ اਦਞوހںܽ، اހہںٔڛٔت ގޓ security graphs اਦਞގۄںܽ ܽ੐ഈٔاހہں اภฏߌߵم ਗ਼അٔء ᇔᆳކںܽ
insider اᆁᅬا཭ކںܽ اހणँۛጨጚات ݘߚۥ ގۉݺ واۯٰںܽ أގۄںܽ ษ༆ۛڑٔت ৓ৈཬ وڞߧہںۼ݀ٔ اఽ఼సۇކ۽ܽ، GNN
ᅺᅲߌކߗ وأގޓ ،lateral movement analysis ا࿬࿆ٔગ࡚ںܽ ᅛᄷޭઓ࡚ا وษ༆ކںݺ ،threat detection

.software supply chain security اހอૉ୸ୗںٔت णँڞߵر
:৓ৈཬ ۯٔدراً ߌۇݪߵن اހ۽޾ݺ، ܾۚا إᄫᄝჽل ٩ۄۛ
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ژٔހ౐ٰౕۯٔت. اހ٫ۄںܽ اਦਞގۄںܽ اހہںٔڛٔت ษ༆ކںݺ ቟ሺ اހۇۼކںۛڑܽ اހہںٔڛٔت წႚܾٔں ۯ޾ߵر ۰݀ދ •
.ܽ੐ഈٔاހہں წႚٔںணடا ގޓ ٔ݀౤౟ٰڞ ݘں۽ںܽ وྔັح ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ڑۥ ڞٰޭ •

ጺጴۇཿކںݺ. ܽ੐ഈٔ੐അ ௠௑ۉں౐ౕت ቙ቌإ اਦਞوހںܽ اਦਞގٔن ౐อ௣ౕت ڑݺ ษ༆ߵ •
node classifica- اހٰۼۛ ڞ޾࿯ںۥ ਛਗ݀ޑܽ ଺ଣںߧܽ ܽ੐ഈٔ੐അ ܽ੐ഈ٩޾ہߵ ᅛᅉߏہ وڞۼںࢤࢿ ഫ೾رणऎو ਗ਼അٔء •

.๮๐أގ ቟ሐٔ੐അ ဋྑر ৓ৈཬ tion

اଔଐڞ܂ׅت ᇐᆫ اঌঈס٭ٌة ا۱ס٠ெுׅت :ძ။ျ݋ঌঈا 1 .12
أدوات اᇔᇆٔ݀ਛਗߵن ଺ଜۇཾۛم ގٔ ཧٔހۂً اݘ࿲ߚٔف، دون ጺጴہۼٔء اހ౐ٰౕۯٔت. ৓ৈཬ اਛਗۇߧߵرة اணடܭޑٔت ๨๐࿬ُ࿉
ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ᇔᇂںۛة. ੗ഋۛو ๮๓اހ اހ޾୸୐٫ة ا઒࡚ߧߵات ގޓ ᅺᅲߌކߗ ቟ሺ ٩ັྔںܽ ا٩ۇޑٔد و੐അٔڛٔت
٩ັྔںܽ، ڛߦٔم إدارة أداة ቟ቐو ،PowerShell ހ࿲ߚ٫ںݺ ୸ଢ଼ᝉศૉق ގߵߣۥ ܘߗٔب اਛਗ݀ٔܜދ ଺ଜۇཾۛم
࿯࿉ہںܹ. إߤ౐ౕق ቙ቌإ ۰ޭدي إจ෯اء წႚ ڑߪدي ਣਞ ۯۛ اਛਗކ۽ٔت. ᅛᄷߚٔرਛਗ ގߵۯ٢ ގޓ ࠠࡂอૉࠃ ڛ޴ ڑݺ ୶୚ހۇ
ᇔᆳކںܽ ٫ଽଜݺ ،෡ෆٰގ ގߗۇཾۛم :ٔ݀ᄠᄝჽٗژ ا཮ਦਞۛاث ᅺᅲߌކߗ ᎂ፞ษ༃ ٩ۄۛގٔ ਣਞإ ا઒࡚ہ࿥ٷ اހۼ޾ۛ ੝೾޼܇ ਣਞ

.෡ෆٰގ ގކۥ ቙ቌإ ހࡇࡗ޹ߵل ،෡ෆٰގ IP ژٰۄߵان ੝೾޾ݺ ،෡ෆٰގ ގ޼ںۥ ৓ৈཬ ގٰںۄܽ،
relational database ౐ཬౕڎۼںܽ ੐അٔڛٔت ۯཬٔۛة ቟ሺ اગ࡚ۛاول ގۉݺ اހۇۼކںۛڑܽ، اހہںٔڛٔت წႚܾٔں
ܽཬܭޑߵᇔᆟ اހہںٔڛٔت ௠௑ۉݺ ۰݀ࠃ اހۇཿކںݺ. ގޓ اހۄߵع ணடۚا ގۄٔߌہܽ ୸୐ཧ อ௣ݺ، ގކۥ ቟ሺ اހ޾۽ߵف أو
multi-hop اހۼ۽ޫات ގۇٰۛدة ގٰۼۛة ౐ཬౕۯٔت ٩ޓ اਣਞߌۇ౐ٰౕم إن .ᅺᅲߗۇۼਛਗا اਢਞدਣਞٔ཭ت ގޓ
ܾۚه .৙ৈᇔᆳ ୸୐ཧ ڑݪߵن ގٔ وཧٔހۂً ًٔ੐അٔܘߗ ގႼ჊ۥ اગ࡚ۛاول ৓ৈཬ ኢኃٔۯ ୸୐ݘہ ڛߦٔم ቟ሺ relationships

ဠٓܗ۽ٔء ෡ෆᇔᇆٔ݀౤ᎈጴ ଺ଜޑ܇ ٔᇦᇥ ،୸ୗݘਦਞا اހ޾ߵرة ڑܽ رؤ اހ޾ٰڂ ގޓ อ༆ٰݺ ጺጴہںٔڛٔت "ܽཿߗߧਛਗا" اހۄߦޭة
቟ሺ ڞ۽ߚݺ ܾۚه اހہںٔڛٔت წႚܾٔں أن ቟ቐ اਦਞߌٔߌںܽ ᅺლ჊ߚਛਗا اހںߵގںܽ. اހٰޑކںٔت อลں܋ وߌߡ أଽଦߧጨጚދ

.ᅛᅉواހߚہ اހۄߦٔم ހ࿯ߚٔط وا୸ଢ଼ਛਗاژߡ ๮๐اހ٫ اހߗںٔق اހۇۼٔط

௉኱እۿ܄ ا۱زثׅ౹ুڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت ا۱ظ٭صثڮ: 2 .12
.graph ቟ሐٔاހہں ဋྑภฏا :ٔணட ގ޾ޑޑܽ ੐അٔڛٔت ࿯࿃ںܽ اߌۇཾۛام ً ਣਞأو อ໹ڂ ژ۽ٰٔހںܽ، اހ౐ٰౕۯٔت ހۇཿކںݺ
ணடۚا ܗ޾ںً޾ٔ ގ޾ޑޑܽ ڑܽ ۯߵ ቟ቌآ ڞٰࠇࠋ ௠௎ٔذج ڞߧہںޞ ௠௄ݪۄۄٔ ،቟ሐٔ੐അ ဋྑఋ௰ اਦਞގٔن ੐അٔڛٔت ௠௑ۉںݺ ग़॔िޭد

اހ٫ޭض.
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(GNNs) ا۱زثׅ౹ুڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت 1 .2 .12
اހۇٰࠇࠋ ௠௎ٔذج ގޓ ۰ڷܽ ቟ቐ Graph Neural Network (GNN) ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ
৓ৈཬ .[?] ܽ੐ഈٔاހہں اணடںႼ჊ںܽ ذات اހہںٔڛٔت ৓ৈཬ ގۂྔັة ጺጴٰޑݺ ގ޾ޑޑܽ deep learning اހٰޑںޞ
اހہٰ޲، ٔጪྫྷٰژ ٩ޓ ᅺᅲގߗۇۼ اހہںٔڛٔت ڛۼٔط أن ڞ۽୸ଢ଼ض ๮๓اހ اހۇۼކںۛڑܽ ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ཬݪ߁
௠௑ۉںݺ إଽଦٔء ڑޞ ߤޭ ٩ޓ ڞٰޑݺ اހہںٔڛٔت. ڛۼٔط ෡ෆژ اภฏواژߡ ގޓ ጺጴۇٰࠇࠋ ގ޾ޑޑܽ GNNs ߏہჱ჊ت ۰ٓن
෡ෆاހۇ޼ޑ ܾۚا ڑކۇۼߡ ਣਞ .቟ሐٔاހہں ဋྑภฏا ቟ሺ node ٩ۼۛة წ჊ހ ،embedding ඔ൹ّ݄ݯ أو رᇔᆷࠃ،
دا཭ݺ وގߵۯٰ݀ٔ ٔጨዮا୸୐ི ގޓ اూ఼సޑٰܽ اਛਗٰࡇࡗގٔت أڑً޼ٔ ڑކۇۼߡ ژݺ ઓઉߗڂ، ٔጨያ ا઒࡚ٔ޹ܽ اހٰۼۛة ގ୶୐ات
ັພງو ގٰۼۛة ౐ཬౕڎۼںܽ أ௠௎ٔط ڞٰࠇࠋ GNNs ހߚہჱ჊ت اހٰޑކںܽ ܾۚه ࿲࿉ں܇ اހٰٔم. ቟ሐٔاހہں ဋྑภฏا წ჊ܾں

.๮๐ގਦਞا ጺጴۇཿކںݺ ގۉٔހںܽ อ໹ٰކ݀ٔ ٔᇦᇥ ،ᅺᅲۇ޾ਛਗا اހඞඃٔڛٔت ୸ୗཬ اਛਗٰࡇࡗގٔت

ا۱زثׅ౹ুڮ ا۱סܯزݦ౹ুڮ ا۱݋زၢျت أ،ݦاع 2 .2 .12
ڞߵ۰ޭ .ܽ੐ഈٔاހہں اހہںٔڛٔت ގޓ ጺጴۇٰࠇࠋ ศૉۇކۥ ጨዮ܋ ٔጨ጗ގ წ჊وހ ،GNN ڑٔت ގٰޑٔر ގޓ णँٰۛاހ ڞߵིۛ
Deep Graph Libraryو PyTorch Geometric ގۉݺ اހ୸୐ጪྟة Python ގݪۇۂت

اࣇ࣢ࣳٔذج. ணடۚه ڞߧہںۼٔت (DGL)

Graph Convolutional Networks (GCN) (GCN): ا۱زثׅ౹ুڮ ا۱ঔএظٮ١ׅثڮ ا۱݋زၢျت •
اހ޾ߵر، ܽગٰ࡚ٔގ ቟ሺ ގጪྟߵر წ჊ଽଣ اਛਗߗۇཾۛގܽ ،convolutions اਣਞހۇ۽۰ٔٔت ச୿۰ة ڞߵߌ٢
ڑݺ وษ༆ߵ ᇔགྷ༯ں٢ ڑޞ ߤޭ ٩ޓ اހٰۼۛة ގ୶୐ات GCN ߤہۼܽ ੝ഋٰࠇࠋ .ܽ੐ഈٔاހہں اภฏߌߵم ހ࿲ߚޑݺ
،቟ሐٔاހہں ဋྑภฏا ୸ୗཬ ا୶୐ਛਗات ਗ਼ഋٰࢤࢿ اހٰޑކںܽ ܾۚه ଽ଩ہܹ .૳૗ັྔٔہਛਗا ٔጨዮا୸୐ི ގޓ ا୶୐ਛਗات ގٰࡇࡗގٔت

اస఼ాކںܽ. اணடںႼ჊ںܽ ا௠௎ਦਞٔط ੝അٰࠇࠋ ጺጴۄޑߵذج ଺ଜޑ܇ ٔᇦᇥ
ษ༆ߗޓ Graph Attention Networks (GAT) (GAT): ا۱زثׅ౹ুڮ اལ༷ঔএزׅه ݀زၢျت •
ގޓ ً ਣਞणई .attention mechanism ا৖৑ཹྥٴ؇ه آܳ٭۰ إد཭ٔل ڑޞ ߤޭ ٩ޓ GCNs ߏہჱ჊ت
أو ศૉۇކ۽ܽ، أوزان ෡ෆڞٰں GAT ੝ഋٰࠇࠋ اހۇܭޑں٢، أਗ਼എٔء اਛਗߗٔواة ۯۛم ৓ৈཬ ا୸୐ᝉગ࡚ان ᇔᇆں٢ ᅺᅲގٰٔގ
୸ୟݘਦਞا اਣਞڞ޾ਣਞٔت ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގޓ اࣇ࣢ࣳߵذج ௠௄ݪّޓ ܾۚا .෡ෆۇކ۽ศૉ ୸୐ᝉગ࡚ان أᇔᇒںܽ، ڑٔت ގߗۇߵ

اހٰۼۛة. ௠௑ۉںݺ ഠ೾ۛษ༆ ٩ۄۛ ᅺᅲ޹
৓ৈཬ ጺጴۇٰࠇࠋ ގ޾ޑދ ܾۚا GNN إߤٔر aggreGate): and (SAmple GraphSAGE •
GraphSAGE ڞۼߵم ا୸୐ᝉગ࡚ان، ᇔᇆں٢ اߌۇཾۛام ގޓ ً ਣਞणई ིۛاً. اހـݪہ୸୐ة ܽ੐ഈٔاހہں اภฏߌߵم
ܾߪਣਞء ގޓ اਛਗٰࡇࡗގٔت ހۇܭޑں٢ ᅺᅬدا و੝ഋٰࠇࠋ ٩ۼۛة წ჊ހ ഞഅٔڡ ษༀܭދ ܜߵار ގޓ ٩ںۄٔت ۚ཭ٗژ
๮๓اހ ጺጴٰۼۛ ڞ޼ޑںۄٔت ੝അߵހںۛ ٔணட و଺ଜޑ܇ ᅺᅬٰٔ۰ อ໹ٰކ݀ٔ ܾۚا ގጨ጗ދ. ٩ںۄٔت ۚ཭أ ኢና ૳૗ᆀᅬا ا୸୐ᝉગ࡚ان
.inductive learning ቟ሃߌۇۼޭاਣਞا ژٔހۇٰࠇࠋ ڞُٰޭف ᇔᆳކںܽ ቟ቐو ،ഫ೾اހۇۛر أਗ਼എٔء ٔጨጚ᛹رؤ ڞࢱࢿ ኢት
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(HNNs) ا۱ٮׅ׿٭ڮ ا۱زثׅ౹ুڮ ካእܞܽݦم ا۱סܯزݦ౹ুڮ ا۱݋زၢျت 3 .2 .12
੝ഋ޼ޑޓ ،(෡ෆ٩ۼۛڞ ෡ෆژ ࠦࡂژߡ وا཮ۛة ܽ۰ٔ཮) ܽ੐೻ٔਗ਼എ ౐ཬౕۯٔت اހۼںٔߌںܽ ܽ੐ഈٔاހہں اภฏߌߵم ௠௑ۉݺ ࿥࿃ۄޑٔ
ۛ཮وا ܗہ࿥ٷ ཮ۛث ੝೾޼ޑޓ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ٩ٔᇔᇆںܽ. ڞ۽౐ཬౕٔت اਦਞގۄںܽ ا཮ਦਞۛاث ژٰ޲
اހ۽ٔڎޞ ቟ሐٔاހہں ဋྑޭጺጴ ܽ੐ഈاހٰ޾ہߵ ᅛᅉاހߚہ .ۛ཮وا وۯٵ ቟ሺ ގކ۽ٔت وᇔᇁߗܽ ،෡ෆކںۇᇔᆳو ،෡ෆގߗۇཾۛގ ڡ౐ౕڡܽ
اހ౐ٰౕۯٔت ܾۚه اހۇۼٔط ௠௄ݪۄܹ ގۇۼۛم ௠௎ߵذج ቟ቐ Hypergraph Neural Network (HNN)

ࠦࡂژߡ أن وا཮ۛة hyperedge ۰ٔڎۼܽ" ܽ۰ٔઓ࡚" ௠௄ݪޓ اހ۽ٔڎޞ، ቟ሐٔاހہں ဋྑภฏا ቟ሺ .৓ৈཬਦਞا اހ࿥࿉୸ଢ଼ڂ ذات
اހඞඃٔڛٔت. ގۇٰۛدة اਛਗٰۼۛة ا཮ਦਞۛاث ࣇ࣢ིࣳۚܽ ڑܽ ۯߵ أداة อ໹ٰކ݀ٔ ٔᇦᇥ ،෡ෆ٩ۼۛڞ ގޓ ୸ୟأݘ

اগএۿصثڮ ا۱زثׅ،ׅت ۿ܄ ا۱زثׅ౹ুڮ اඑ඀ܽݦم ো౶ׅء 4 .2 .12
.቟ሐٔ੐അ ဋྑر ቙ቌإ اਦਞوހںܽ اਦਞގۄںܽ اހہںٔڛٔت ڑݺ ษ༆ߵ ً ਣਞأو ཬކںۄٔ อ໹ڂ ،GNNs ߏہჱ჊ت ਣਞߌۇཾۛام
ศૉۇކ۽ܽ أڛߵاع ڞߪدي (اઓ࡚ߵاف). ٔጨ጗࿥࿃ واހۇ۽౐ཬౕٔت (اހٰۼۛ) ا࿥ྐྵภฏߗںܽ اހඞඃٔڛٔت णँۛษ༆ ፈጴذ ੝೾޼ޑޓ

.ܽ੐ഈٔاހہں اภฏߌߵم ގޓ ศૉۇކ۽ܽ أڛߵاع ቙ቌإ اਦਞގۄںܽ اހہںٔڛٔت ގޓ
ݘںۥ ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ڞߦ݀ޭ Dependency Graphs ெ኱እךظ܂ׅد؂ڮ: ا۱زثׅ౹ুڮ اඑ඀ܽݦم •
اހٰޑކںٔت، أو པႃا୸ୗاހ ގݪۇۂت اހٰۼۛ ௠௑ۉݺ اހہٰ޲. ٔጪྫྷٰژ ৓ৈཬ اఽ఼సۇކ۽ܽ اၗਗݪߵڛٔت ڞٰۇޑۛ

.णँاހۇߵر ᅺᅲߌކߗ أގޓ ހۇཿކںݺ ܽᇦᇗٔ཮ ቟ቐو ."৓ৈཬ "ڞٰۇޑۛ ౐ཬౕۯܽ اઓ࡚ߵاف و௠௑ۉݺ
௠ோޭور اจ෯ਢਞاءات ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ௠௑ۉݺ Activity Graphs འካእ݋ׅط: ا۱زثׅ౹ুڮ اඑ඀ܽݦم •
اઓ࡚ߵاف ௠௑ۉݺ ࿥࿃ۄޑٔ ،෡ෆوގ޼ں۽ ގކ۽ٔت، ᇔᆳކںٔت، ،෡ෆގߗۇཾۛގ اހٰۼۛ ڞݪߵن أن ௠௄ݪޓ اހߵۯٵ.

ع". اਛਗކۥ ቙ቌإ و޹ކٵ س "اހٰޑކںܽ أو س" اހٰޑކںܽ ઼શأߤ أ "اਛਗߗۇཾۛم ގۉݺ إจ෯اءات
৺য়ٔڛٔت ቟ቐ اހٰۼۛ ܾۄٔ، Communication Graphs ெ኱እ؏ܯঔএׅت: ا۱زثׅ౹ুڮ اඑ඀ܽݦم •
ގٔ وཧٔހۂً ،ٔጨ጗࿥࿃ اਣਞڞ޾ٔل ིކߗٔت اઓ࡚ߵاف ௠௑ۉݺ .෡ෆ޼ں۽ਛਗا أو IP ૳૗٩ۄٔو ގۉݺ ߏہݪںܽ

اހہںٔڛٔت. وત်ދ ݘߵߵل اހ୸ୗوڞ ގۉݺ ੝അ۽ٔ޹ںݺ ܽ཮ގྟັو ڞݪߵن
ཏ໐وڞٔر أ޹ݺ ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ࿲࿉ہ٢ Provenance Graphs འ௕ዹእ݋׈: ا۱زثׅ౹ুڮ اඑ඀ܽݦم •
Directed دوري ୸୐ཧ ގߵིܹ ቟ሐٔ੐അ ဋྑఋ௰ ௠௑ۉںކ݀ٔ ڑࢱࢿ ގٔ ཧٔހۂً اހߗ࿬ہںܽ. وڞߦ݀ޭ اހۄߦٔم، أ཮ۛاث
"اઓ࡚ۛث أن ب اހٰۼۛة ቙ቌإ أ اހٰۼۛة ގޓ ܽ۰ٔઓ࡚ا ๮๐ٰڞ ܘںٷ ،Acyclic Graph (DAG)

ۯޭاءڞܹ ௠௑ٵ اᆀᅬي ب، اਛਗކۥ أଽଦٗت أ "اހٰޑކںܽ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ب". اઓ࡚ۛث ቟ሺ ࿬଺଩ڂ أ
ج". اހٰޑކںܽ ژߵاߌߧܽ ፈጴذ ژٰۛ

،ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ቟ሺ Vulnerability Graphs اগএۿصثڮ: ካእغלܞات ا۱زثׅ౹ুڮ اඑ඀ܽݦم •
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أو اਦਞގۄںܽ اހۉ٫ޭات اઓ࡚ߵاف ௠௑ۉݺ ڛߦٔم. ڞݪߵਗ਼೾ٔت أو པႃࠠࡂا ฆ෫م اހٰۼۛ ڞݪߵن أن ௠௄ݪޓ
อซߵم. ގߗٔر ހ࿲ߚඞඃݺ ގًٰٔ رژߧ݀ٔ ௠௄ݪޓ ๮๓اހ ا٩ਣਞۇޑٔدڑٔت

اগএۿׅن ெுඞ୔ت ۿ܄ ફઔثݒ ᇐᆁׅু౶ ོ༂ر ো౶ׅء :ᇐᆥڈݦارز ۷ක๷ث۫
ގۄߧۼںܽ: ܗߧߵات ᇔᇁ߁ ቙ቌإ ቟ሐٔ੐അ ဋྑر ቙ቌإ اਦਞގٔن ౐อ௣ౕت ڑݺ ษ༆ߵ ᇔᆳކںܽ ڞۼߗࢤࢿ ௠௄ݪޓ

ߌۇ޾ہ܇ ๮๓اހ ੐അٔڛٔڞ݆ ቟ሺ اਦਞߌٔߌںܽ اހඞඃٔڛٔت ཮ۛد ،ًਣਞأو Identify Nodes ا۱ס٭ٌ: ක๷ٌࡲ࢔ (1)
`اਛਗ޼ںۥ أ`، `اਛਗߗۇཾۛم ގۉݺ ژ݆، ا઒࡚ٔ޹ܽ اਦਞގٔن ౐อ௣ౕت ቟ሺ "اᇦᇗਦਞٔء" ቟ቐ ܾۚه ٩ۼۛاً.
ގٰޭف ෡ෆڞٰں อ໹ڂ .`567 اހٰޑކںܽ `ގٰޭف أو ،`4 .3 .2 .1 IP `٩ۄߵان ع`، `اਛਗކۥ س`،

.णँޭ۰ ৺য়ٔن წ჊ހ णँޭ۰
اހඞඃٔڛٔت. ܾۚه ࠦࡂژߡ ๮๓اހ اހۇ۽౐ཬౕٔت ཮ۛد ،ፈጴذ ژٰۛ Define Edges اߋ਄ݦاف: ක๷ٌࡲ࢔ (2)
ژߵاߌߧܽ". ᅶᅲڞٰۛڑ ኢና" أو ژـ"، "اڞ޾ݺ ،"቙ቌإ اᆁᅬܗߵل "อ௣ݺ ގۉݺ ౐อ௣ౕڞ݆، ቟ሺ "ا۰ਦਞٰٔل" ቟ቐ ܾۚه
`اਛਗߗۇཾۛم ގޓ ܽ۰ٔ཮ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اހۇ۽ཬٔݺ ቟ሺ ෡ෆߚٔرݘۇਛਗا ෡ෆاހٰۼۛڞ ෡ෆژ ܽ۰ٔ཮ إଽଦٔء ڑࢱࢿ

اᆁᅬܗߵل). ଺଩ܭںݺ ઓ࡚ۛث س` `اਛਗ޼ںۥ ቙ቌإ أ`
቟ሐٔاހہں ဋྑภฏا ગٰ࡚ݺ Assign Edge Attributes (اڈظثׅري): اߋ਄ݦاف ᅗᅈׅت ൒ഷסث؏ (3)
ގۉݺ اހۇ۽ཬٔݺ، ܘߵل ߌںٔۯًٔ اހߗޑٔت ܾۚه ڞߵ۰ޭ اઓ࡚ߵاف. ቙ቌإ ܗ޾ٔڎ޴ أ޷ۥ إ۰ٔدة، ୸ୟأݘ
اਛਗߗۇཾۛم. ᅛᅉاހߚہ ݘߵߵل ࠠࡂوڞ أو (ۯޭاءة/ਇয়ٔژܽ)، اਛਗކۥ ቙ቌإ اހߵ޹ߵل ڛߵع أو ،๮๐ގพฏا اހߧٔژ٢

቙ቌإ ގ୶୐ات أ޷ۥ ژਛਗٔۉݺ، Assign Node Features (اڈظثׅري): ا۱ס٭ٌ ۿ૧ુات ൒ഷסث؏ (4)
଺଩ܭںݺ أوۯٔت أو دوره ܾۚا ڑݪߵن ۯۛ ގߗۇཾۛم، ހٰۼۛة ژٔހ࿯ߗہܽ .ٔጪྮܗ޾ٔڎ ހߵ޹ۥ اހٰۼۛ
اހۇ੟೾ۛཿٔت. ގߗۇߵى أو اހ࿲ߚ٫ںݺ ڛߦٔم ڑݪߵن ۯۛ ގ޼ںۥ، ހٰۼۛة ژٔހ࿯ߗہܽ اਛਗٰۇٔدة. اᆁᅬܗߵل

.ٔጨ጗ގ ހۇۇٰࠇࠋ GNN ᅛᅉހߚہ اਦਞوހںܽ ا౐཭ۛਛਗౕت ا୶୐ਛਗات ܾۚه ڞߵ۰ޭ
ۯދ أ୸୐཭اً، Create Adjacency List or Matrix ۿܯٮݦ١ڮ: أو اள஭னׅورة ୑ଲׅ٠ڮ إમગׅء (5)
adjacency اள஭னׅورة ୑ଲׅ٠ڮ ڞٰۛ ގગٰ࡚ٔۇܹ. ࡼࢂࢇٔߌߵب ௠௄ݪޓ ࿯੝അߗںޞ ቟ሐٔاހہں ဋྑภฏا ࿯࿃ںܽ ൾ൰ുۉںݺ
ڞۼߵم ܘںٷ ،(ᅺᅲاހۼކں اਣਞڞ޾ਣਞٔت ذات ܽ੐ഈٔاހہں (اภฏߌߵم اਛਗۇ۽ޭۯܽ ܽ੐ഈٔاހہں ጺጴޭߌߵم ߏٔڎٰܽ list

ގ޾۽ߵ۰ܽ ۰݀ࠃ adjacency matrix اள஭னׅورة ۿܯٮݦ١ڮ أގٔ ٩ۼۛة. წႚ ୸୐ིان ᇔᇆں٢ ဠٓدراج
j. واހٰۼۛة i اހٰۼۛة ෡ෆژ ܽ۰ٔ཮ وܜߵد ቙ቌإ j) (i, اਛਗߵ޷٢ ቟ሺ اਢਞد཭ٔل ୸୐ଽଜ ܘںٷ ੳંژٰܽ
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ا۱ظݘزث٭ׅت 3 .12
ษ༆ۛڑٔت ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ৓ৈཬ ڞߧہںۼ݀ٔ و௠௄ݪޓ اਣਞߌۇཾۛاގٔت ގۇٰۛدة ٔጨዮٗژ GNNs ߏہჱ჊ت ୶୐ൾ൰േ

أߌٔߌںًٔ. أੳંاً اހ౐ٰౕۯٔت ษ༆ކںݺ ڑݪߵن ܘںٷ ቟ሐا୸ୗاހߗں اਦਞގޓ
GNNs ހߚہჱ჊ت ௠௄ݪޓ Insider Threat Detection اჲოا۷ໞثڮ: اኙኋ۱ٌࡲ࢔ات ۉ݋ٖ •
ษ༆ކںݺ ౐཭ౕل ގޓ واਛਗކ۽ٔت. واਦਞܜ݀ޫة ෡ෆߗۇཾۛގਛਗا ෡ෆژ اਛਗٰۼۛة اހۇ۽౐ཬౕٔت ᅛᅉߏہ ིܽۚ௠௎
቙ቌإ ގߗۇཾۛم و޹ߵل ގۉݺ اހߚٔذة، ا௠௎ਦਞٔط णँۛษ༆ ٔጨ጗ݪ௠௄ ࿯ጺጴߚٔط، ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ࿯࿃ںܽ
اހہںٔڛٔت ഫ೾ັປຊ ቙ቌإ ୸୐ଽଜ ۯۛ ٔᇦᇥ اพฏގ౐ౕء، ގޓ ܽ੗೾ં٤ ܽཬߵᇔ஫஥ ގ٢ اހۇٰٔون أو ཬٔدڑܽ ୸୐ཧ ގކ۽ٔت

.จ෪آ ܗہ࿥ٷ ৙ৈ཭دا ଽଦٔط أي أو
Lateral Movement & Attack Path اଔଐڞݦم: وۿ݈ׅر اߋཝ༷ׅਈثڮ ჌Ⴈܞ਄اߋ ۉ݋ٖ •
ጺጴٰۉߵر ᅛᅉاހߚہ ୸ୗཬ "࿬ི࿆ٔںًٔ" اᇔᇆٔ݀ਛਗߵن ಸ಩౳ޭك ގٔ ཧٔހۂً ،቟ቌوਦਞا ا୸ଢ଼཭ਣਞاق ژٰۛ Detection
اހٰޑކںٔت و౐ཬౕۯٔت ،ᅛᅉاހߚہ اڞ޾ਣਞٔت ིܽۚ௠௎ GNNs ހߚہჱ჊ت ௠௄ݪޓ ۯںޑܽ. أ޹ߵل ৓ৈཬ
წ჊ଽ଩ ๮๓اހ اจ෯ਢਞاءات ଺଩ކߗݺ णँۛಸ಩౺ ٔணட ଺ଜޑ܇ وܾۚا اਛਗ޾ٔدۯܽ. و۰णऎۼٔت ،(૳૞ਣਞب-اਦਞا)

.ᅺᅲ఼ాۇޑసا اணடܭߵم ௠ோߗٔرات واހۇ࿯ہߪ ࿬ི࿆ٔںܽ ᅛᄷจ෫
ڞߦ݀ޭ ގٔ ཧٔހۂً IoT Botnet Detection اগএ݀ثׅء: ಏ౹૩૎،ওএ اඑ඀و؉ݦت ݀زၢျت ۉ݋ٖ •
୸୐ཧ ٩ٔᇔᇆںܽ اڞ޾ٔل أ௠௎ٔط روژߵت ᅛᅉߏہ ژߵاߌߧܽ ا୸ଢ଼ఽ఼సۯܽ (IoT) اਦਞߏںٔء ഞഈ୸ଢ଼إڛ أܜ݀ޫة
اਦਞߏںٔء ഞഈ୸ଢ଼إڛ ᅛᅉހߚہ ፀጴౕڞ޾ਣਞٔت ቟ሐٔاހہں ဋྑภฏا ษ༆ކںݺ GNNs ހߚہჱ჊ت ௠௄ݪޓ ཬٔدڑܽ.
୸୐ཧ წ჊ଽଣ ੝ഋྮັف ๮๓اހ (subgraphs اހ۽٩ޭںܽ ܽ੐ഈٔاހہں (اภฏߌߵم اਦਞܜ݀ޫة ᇔ஫஥ߵཬٔت णँۛཿހۇ
ގٰޭوف command-and-control server ଎଀ษ༆و ۯںٔدة ศༀٔدم اਣਞڞ޾ٔل ގۉݺ ،ఴੱߤہں

ގ࿯ߗޞ. อซߵم ቟ሺ ᅛᄷߚٔرਛਗا أو
Software Supply Chain Risk Anal- اඞ਺૩ૈ۱ثׅت: ؏ݦرࡲ࢔ ძუ݈۷ܽ ඙਺ׅݕܞ ۷ක๷ث۫ •
௠௄ݪޓ اਛਗ޾ۛر. ܽ཮ގ۽ۇߵ وا٩ਣਞۇޑٔدڑٔت اၗਗݪۇۂت ގڷٔت ގޓ ܽ੟೾ۛઓ࡚ا པႃا୸ୗاހ ๨๐࿬ُ࿉ ysis
ژٔݘ࿲ߚٔف ٔணட ଺ଜޑ܇ ٔᇦᇥ ،቟ሐٔ੐അ ဋྑر ቟ሺ ا٩ਣਞۇޑٔدڑٔت ணடۚه ڑߧܽ จ෪ ဋྑر GNN ᅛᅉހߚہ
transitive dependen- اਛਗۇٰۛڑܽ ا٩ਣਞۇޑٔدڑٔت ގޓ ࿯࿉ߚٗ ๮๓اހ ا઒࡚۽ںܽ اਦਞގۄںܽ اހۉ٫ޭات
୸ୗཬ اఽ఼సٔߤޭ ا࿲࿆ߚٔر ݘں۽ںܽ ིܽۚ௠௎ أڑً޼ٔ ٔጨ጗ݪ௠௄ أจ෪ى). ا٩ۇޑٔدڑܽ ৓ৈཬ ڞٰۇޑۛ (ا٩ۇޑٔدڑܽ cies

اၗਗݪߵڛٔت. ۛ཮أ ا୸ଢ଼཭اق ᅺᅬٔ཮ ቟ሺ णँاހۇߵر ᅺᅲߌކߗ
Security Configuration Graph Analy- اগএۿׅن: ੤ੈ۱ظۛݦ ᇐᆁׅا۱زث ོ༂එ඀ا ۷ක๷ث۫ •
،቟ልٔཿاހߗ اހߵ޹ߵل وߌںٔߌٔت اਲਭੂٔڑܽ، ིۛار ۛཬۯߵا ގۉݺ اހۄߦٔم، ڞݪߵਗ਼೾ٔت ௠௑ۉںݺ ௠௄ݪޓ sis

቟ሐٔاހہں ဋྑภฏا ܾۚا ษ༆ކںݺ GNNs ހߚہჱ჊ت ௠௄ݪޓ .቟ሐٔ੐അ ဋྑఋ௰ ،ᅛᅉاހߚہ أܜ݀ޫة وཬᏏۛادات
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წ჊ଽଣ ᅺᅲܾٔߗ࿲ਛਗا اހߵ޹ߵل ܘۼߵق أو اހߗںٔߌܽ، اჱႚٔጨጚᜃت أو ا઒࡚ٔߤڷܽ، اހۇݪߵਗ਼೾ٔت ৓ৈཬ ጺጴٰۉߵر
اਛਗ݀ٔܜދ. ଺ଜۇ٫ކ݀ٔ أن ௠௄ݪޓ ๮๓اހ ގ۽ޭط

௠௑ۉںݺ ௠௄ݪޓ Malware Family Classification ا۱ܭׅرة: ໅࿴ا૩ૈ۱ا ໝׅ׿ெுت ؏ܯའثٖ •
(اᆀᅬي control flow graph ଎଀ཿاހۇ ހۇ۰ۛޞ ቟ሐٔاހہں ဋྑภฏا ގۉݺ ،቟ሐٔ੐അ ဋྑఋ௰ اހ޼ٔرة པႃا୸ୗاހ
function اᆁᅬوال ਣਞߌۇཬۛٔءات ቟ሐٔاހہں ဋྑภฏا أو (པႃٔڛ୸ୗاހ دا཭ݺ اހۇۄ۽ںۚ ގߗٔرات ཐڑߵࣂ
ཬٔڎ౐ౕت ቙ቌإ اހ޼ٔرة པႃا୸ୗاހ ڞ޾࿯ںۥ ੝ഋٰࠇࠋ أن GNNs ހߚہჱ჊ت ௠௄ݪޓ .call graph

པႃا୸ୗاހ ݘߵد ୸୐ڞ٫ں ኢና ހߵ ๨๓ܘ ،ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه ቟ሺ اணடںႼ჊ںܽ اހ࿲ߚٔژܹ أوིܹ ৓ৈཬ ً ਗ਼അٔء ศૉۇކ۽ܽ
.signature-based detection اހۇߵۯں٢ ৓ৈཬ ኢኃٔاހۼ اހـݪߚۥ ހۇܭۄڂ اހ޼ٔرة

اগএۿ܄ ᇐᆫ GNNs ۱݋زၢျت اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 4 .12
،ፈጴذ وގ٢ .ًٔမۛษ༆ ܽ੐ഈٔ੐അ ߤہںٰܽ وذات ܜںۛاً ގ޾ۄ۽ܽ أގۄںܽ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ৓ৈཬ اހٰۉߵر ڑݪߵن ۯۛ

.GNN ৓ৈཬ ኢኃٔاހۼ ጺጴۇཿކںݺ اઓ࡚ٔހںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގޓ णँٰۛاހ ڞݪںںۥ ௠௄ݪޓ
৓ৈཬ ܾۚه اހہںٔڛٔت ܽཬߵᇔ஫஥ ษ༆ۇߵي CERT: ۿ܄ اჲოا۷ໞثڮ اኙኋ۱ٌࡲ࢔ات اڈظزׅر ౶ুׅ،ׅت ᅅଜଖݦໝڮ •
واߌۇཾۛام اᆁᅬܗߵل، ଺଩ܭںݺ ᇔᆳކںٔت ፈጴذ ቟ሺ ٔ௠ோ اހߵۯٵ، ௠ோޭور اਛਗߗۇཾۛم ހ࿯ߚٔط ౐อ௣ౕت
ଽଦਢਞٔء ٔጨጚગٰ࡚ٔގ ௠௄ݪޓ .቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ واڞ޾ਣਞٔت اਛਗކ۽ٔت، ቙ቌإ واހߵ޹ߵل اਦਞܜ݀ޫة،

اᆁᅬا཭ކںܽ. اހणँۛጨጚات ݘߚۥ ࣇ࣢ࣳٔذج ގۄٔߌہܽ اਛਗߗۇཾۛم ހ࿯ߚٔط ܽ੐ഈٔ੐അ رߌߵم
واߌٰܽ ٩ౕፀጴۇޑٔدڑٔت ܽ੐ഈٔاހہں اภฏߌߵم ਦਞن ڛߦޭاً :໅࿴ا૩ૈ۱ا ঔএךظ܂ׅد؂ׅت اၢဋׅய஭னة ا۱زثׅ౹ুڮ اඑ඀ܽݦم •
ܽ੐ഈٔ੐അ رߌߵم ଽଦٓဠٔء اހۂܘۉߵن ڑۼߵم ގٔ ً ۰ݪۉ୸୐ا ،ᅛᄷࡇࡗᇦᇥ ڞݪߵن ގٔ ཧٔހۂً اઓ࡚ۼںࡡࡸ ኢትٰٔاހ ቟ሺ اހۄߧٔق
ހۇߧߵ࠙ࡂ ۯںޑܽ ܽ੐ഈٔاހہں اภฏߌߵم ܾۚه اઓ࡚ۼںۼںܽ. པႃا୸ୗጺጴ اހہ࿥ڷںܽ اހۄߦދ ܗ޾ٔڎ޴ ቟ᇫٔษ༆ ا޹ߧۄ٩ٔںܽ

.णँاހۇߵر ᅺᅲߌކߗ ศૉٔߤޭ ษ༆ކںݺ ௠௎ٔذج واܗۇۂر
ڞ޾ۥ ๮๓اހ ا઒࡚ٔ޹ܽ أو اހٰٔގܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ڞݪߵن أن ௠௄ݪޓ :჌Ⴚا۱݋ز ݕݦ؉ݦ۱ݦڍثׅ ౶ুׅ،ׅت •
੐അٔڛٔت و޷٢ ፈጴذ ژٰۛ ௠௄ݪޓ .ແྑٔأߌ ቟ሐٔ੐അ ဋྑر ௠ோۉٔژܽ ᅛᅉߚہጺጴ اਛਗۄߧۼںܽ أو اਛਗٔدڑܽ اހہ࿯ںܽ
୸୐۰ހۇߵ اހߧߵژߵހߵܜںٔ ܾۚه ۰ߵق اހۇ࿯ہጨግٔت، أو ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ގۉݺ اਦਞގۄںܽ، ا཮ਦਞۛاث

.GNN ࣇ࣢ࣳٔذج ߌںٔق
ڞۼٔر࠙ࡂ اਦਞގٔن أษༀٔث ੐അٔڛٔت ᇔ஫஥ߵཬٔت ژٰ޲ ੝ഋ޼ޑޓ ا۱ܭׅرة: ໅࿴ا૩ૈ۱ا ۷ක๷ث۫ ౶ুׅ،ׅت ᅅଜଖݦໝׅت •
ܽอૉࠠࡂ واܜ݀ܽ اߌۇཬۛٔء ଺଩ކߗ౐ౕت ৓ৈཬ ษ༆ۇߵي ގٔ ཧٔހۂً ๮๓واހ اހ޼ٔرة، པႃا୸ୗጺጴ ఴఙٔގںਗ਼೾د ษ༆ކںݺ
ܽ੐ഈٔ੐അ رߌߵم ቙ቌإ اਛਗٰࡇࡗގٔت ܾۚه ڑݺ ษ༆ߵ ௠௄ݪޓ اਛਗޭ޹ߵدة. اހߗࡇࡗ৺য়ٔت أو (API) اހۇߧہںۼٔت

.GNN ৓ৈཬ ኢኃٔاހۼ اހ޼ٔرة པႃا୸ୗاހ ހۇ޾࿯ںۥ ࿯౤ᎈጴߚٗ ܽ੐ഈٔ੐അ رߌߵم أو اᆁᅬوال ਣਞߌۇཬۛٔءات
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اগএۿصثڮ ا۱زثׅ౹ুڮ ካእܞܽݦم GNNs ݀زၢျت :ॊहᅅᄤ ۿย༐وع 5 .12
GNN وߌ࿯ߗۇཾۛم ჱႚٔษૉة أގٔن ౐อ௣ౕت ގޓ ଺ଣںߡ ቟ሐٔ੐അ ဋྑر ࿬࿃ۄٔء ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
ހہۄٔء `NetworkX` ގݪۇہܽ ߌ࿯ߗۇཾۛم ܗہ࿥ۉܽ. أو ᇔᇂںۛة إގٔ ٔጨዮأ ৓ৈཬ (اހٰޑކںٔت) اހٰۼۛ ހۇ޾࿯ںۥ
ا઒࡚ٔص GNN ௠௎ߵذج ഫ೾رणऎو ހہۄٔء Geometric` `PyTorch وގݪۇہܽ ቟ሐٔاހہں ဋྑภฏا وڞ޾ߵر

.ٔਗ਼അ
ᇐᆁׅا۱زث ོ༂එ඀ا ো౶ׅء :1 اߋਃݘݦة 1 .5 .12

ჱႚٔॖ॔िة ߌۄۼߵم .ܽ੐ഈٔ੐അ ࿯࿃ںܽ ቙ቌإ ڑކ݀ٔ وษ༆ߵ ژٔހߗ౐ౕྃت ܽጨግ࿬اހߚ اਦਞوހںܽ اހہںٔڛٔت ۚ཭أ ቟ቐ ቙ቌوਦਞا ٔਗ਼ഋܗߧߵ
ژٰ޲ ߌۄ཭ۛݺ ٩ޭ۰ںܽ. ᇔᆳކںܽ ຿ྟ࿯࿉ أ޹ݺ ᇔᆳކںܽ إد཭ٔل წႚ ଺ଜྃݺ ܘںٷ اހٰޑކںٔت إଽଦٔء ౐อ௣ౕت

اހٰޑކںܽ. ܾۚه 77 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ ௠௎ߵذܜۄٔ. ڑݪ࿲ߚ۽ܹ ߏۚوذ ଽଦਢਞٔء اਛਗߚہߵܾܽ ا཮ਦਞۛاث
ގٰޭف ژߵاߌߧܽ (اస఼ాۛدة اހٰޑކںٔت ቟ቐ اހٰۼۛ ڞݪߵن ܘںٷ ގߵܜً݀ٔ ًٔ੐ഈٔ੐അ ًٔᇦᇗر اހـݪߵد ܾۚا ຿ྟ࿯ྼ
ኢና اᆀᅬي اހۇ޾ߵر ཐڑߵࣂ اଽଦਢਞٔء. ቙ቌإ اހ۽ޭع ቙ቌإ اਦਞ޹ݺ ގޓ اਛਗߵܜ݀ܽ ܽ۰ٔઓ࡚ا ୸୐ଽ଩و (PID اހٰޑކںܽ
اހߗޑٔوي اਦਞزرق ژٔހࡇࡗن اਲਭੂںۛة اހٰۼۛ ૳૗ڞࡇࡗ ގ٢ اހߚܭޭة، ଽ଩ہܹ ࿯࿃ںܽ اހـݪߵد ܾۚا ژߵاߌߧܽ إଽଦٔؤه

.ًٔမັྮژ ܽษลوا اணடܭߵم ᅺᅲߌކߗ อ໹ٰݺ ٔᇦᇥ ،ޭᇔᇂਦਞا ژٔހࡇࡗن ا઒࡚ہ࿥ۉܽ واހٰۼۛ

Geometric PyTorch ౶ুׅ،ׅت إໝٌاد :2 اߋਃݘݦة 2 .5 .12
.෡ෆٰގ ࿯੝അߗںޞ ܽ੐ഈٔاހہں اภฏߌߵم ڞݪߵن أن PyTorch Geometric ގۉݺ GNN ގݪۇۂت ੝ഋߧކڂ
`torch_geometric.data.Data`. ૳૔ჱႚ ቙ቌإ ٔਗ਼അ ا઒࡚ٔص `NetworkX` ቟ሐٔاހہں ဋྑภฏا ڑݺ ษ༆ߵ ቙ቌإ ษ༃ۇٔج
(`edge_index`)، ቟ሐٔاހہں ဋྑภฏا ਣਞڞ޾ٔހںܽ وގߵࠦࡂ اހٰۼۛ، ୶୐ਛਗات tensor ގߵࠦࡂ إଽଦٔء ፈጴذ ੝೾޼ޑޓ
one- اࣇࣥࣳۉںݺ أ཮ٔدي ଺ଣںߧًٔ ࠦࡂގ୶୐اً ߌ࿯ߗۇཾۛم اހٰۼۛ، ୶୐ਛਗات ژٔހ࿯ߗہܽ اઓ࡚ۼںۼںܽ. ጺጴۇ޾࿯ں۽ٔت وގߵࠦࡂ

.78 ܽ௠ுٔاހۼ ቟ሺ ཐގߵࣂ ܾߵ ᄫᄝჽ اހٰޑކںٔت، ᇦᇗਦਞٔء hot encoding

GNN ୑ିݦذج ٖ؂ ؏סܞ :3 اߋਃݘݦة 3 .5 .12
اਣਞހۇ۽۰ٔںܽ ᅛᅉاހߚہ ގޓ ෡ෆژߧہۼۇ ଺ଣںߧًٔ ௠௎ߵذًིٔ ߌ࿯ߗۇཾۛم .ٔਗ਼അ ا઒࡚ٔ޹ܽ GNN ڑܽ ގٰޑٔر ษ༃ۛد اਧਞن
ศૉ۽ںܽ. ڞ޼ޑںۄٔت و࿯࿉ۇ܋ اਦਞوހںܽ اހٰۼۛة ގ୶୐ات ቙ቌوਦਞا اހߧہۼܽ ۚ཭ٗߌۇ (`GCNConv`). ܽ੐ഈٔاހہں
(اހࡇࡗཧٔرൾ൰ഺٔت ܽ੐೻ٔጨ጗اހ اހۇ޾࿯ںۥ ศૉޭིٔت و࿯࿉ۇ܋ اఽ఼స۽ںܽ اހۇ޼ޑںۄٔت ܾۚه ܽ੐ഈٔاހۉ اހߧہۼܽ ۚ཭ٗߌۇ

.79 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ڑߦ݀ޭ "ܗہ࿥ٷ"). و "ᇔᇂںۛ" ހـ logits
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1 import networkx as nx
2 import pandas as pd
3 import matplotlib.pyplot as plt
4 from collections import defaultdict
5
6 # Simulate process creation logs: parent_pid, child_pid, process_name, timestamp
7 # Add some suspicious activity: A legitimate process spawning a cmd.exe which then spawns an unusual process
8 process_logs = [
9 {'timestamp': '2025-08-16 10:00:00', 'parent_pid': 0, 'child_pid': 100, 'child_name': 'explorer.exe', 'is_malicious': 0},

10 {'timestamp': '2025-08-16 10:00:05', 'parent_pid': 100, 'child_pid': 101, 'child_name': 'chrome.exe', 'is_malicious': 0},
11 {'timestamp': '2025-08-16 10:00:10', 'parent_pid': 100, 'child_pid': 102, 'child_name': 'cmd.exe', 'is_malicious': 0}, # Normal explorer -> cmd
12 {'timestamp': '2025-08-16 10:00:15', 'parent_pid': 102, 'child_pid': 103, 'child_name': 'powershell.exe', 'is_malicious': 1}, # cmd -> powershell (often suspicious)
13 {'timestamp': '2025-08-16 10:00:20', 'parent_pid': 103, 'child_pid': 104, 'child_name': 'malicious_script.exe', 'is_malicious': 1}, # powershell -> malicious (clear anomaly)
14 {'timestamp': '2025-08-16 10:00:25', 'parent_pid': 101, 'child_pid': 105, 'child_name': 'notepad.exe', 'is_malicious': 0},
15 {'timestamp': '2025-08-16 10:00:30', 'parent_pid': 100, 'child_pid': 106, 'child_name': 'firefox.exe', 'is_malicious': 0},
16 ]
17 df_processes = pd.DataFrame(process_logs)
18
19 # Create a directed graph from parent-child relationships
20 G = nx.DiGraph()
21
22 # Add nodes with features (process names, initial malicious label for training/testing)
23 # Ensure all PIDs (parent and child) are added as nodes
24 all_pids = set(df_processes['parent_pid']).union(set(df_processes['child_pid']))
25 process_names = {0: 'System'} # PID 0 for System/init process
26 is_malicious_map = {0: 0}
27
28 # Collect all process names and their latest malicious status
29 for _, row in df_processes.iterrows():
30 process_names[row['child_pid']] = row['child_name']
31 # Label the child process if it's malicious. If a process is ever malicious, it stays malicious.
32 if row['is_malicious'] == 1:
33 is_malicious_map[row['child_pid']] = 1
34 elif row['child_pid'] not in is_malicious_map: # Only set if not already marked malicious
35 is_malicious_map[row['child_pid']] = 0
36
37 # Add nodes to the graph
38 for pid in all_pids:
39 G.add_node(pid, name=process_names.get(pid, f'Unknown_{pid}'),
40 label=is_malicious_map.get(pid, 0)) # Default to 0 (benign) if no label
41
42 # Add edges
43 for _, row in df_processes.iterrows():
44 G.add_edge(row['parent_pid'], row['child_pid'], timestamp=row['timestamp'])
45
46 print(f"Nodes in graph: {G.nodes(data=True)}")
47 print(f"Edges in graph: {G.edges(data=True)}")
48
49 # Optional: Visualize the graph
50 plt.figure(figsize=(10, 8))
51 pos = nx.spring_layout(G, k=0.5, iterations=50) # Layout for visualization
52 node_labels = {node: G.nodes[node]['name'] for node in G.nodes()}
53 node_colors = ['red' if G.nodes[node]['label'] == 1 else 'skyblue' for node in G.nodes()]
54
55 nx.draw_networkx_nodes(G, pos, node_color=node_colors, node_size=2000)
56 nx.draw_networkx_edges(G, pos, edge_color='gray', arrows=True)
57 nx.draw_networkx_labels(G, pos, labels=node_labels, font_size=8, font_weight='bold')
58 plt.title("Process Creation Graph with Malicious Nodes Highlighted (Red)")
59 plt.axis('off')
60 plt.show()

NetworkX. ژٔߌۇཾۛام اހߗ౐ౕྃت ގޓ اހٰޑކںٔت ଽଦਢਞٔء ቟ሐٔ੐അ ဋྑر ਗ਼അٔء :77 Listing
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ا۱݋ًوذ وۉ݋ٖ ಜ౯ا۱ظٌر :4 اߋਃݘݦة 4 .5 .12
੐അٔڛٔت ڞ٫ۚڑܽ ഫ೾اހۇۛر ᇔᆳކںܽ ੝ഋ޼ޑޓ .GNN ഫ೾رणऎ اਧਞن ௠௄ݪۄۄٔ واހہںٔڛٔت، اࣇ࣢ࣳߵذج ୶୐݀อ༆ ގ٢
اਛਗ޾ۄ۽ܽ، ഫ೾اހۇۛر ٩ۼۛ ৓ৈཬ (loss (ا઒࡚ߗٔرة اހۇ޾࿯ںۥ ܗߧٗ وܘߗٔب ጺጴۄޑߵذج، ቟ሐٔاހہں ဋྑภฏا
ٔ੐അو୸ଢ଼ڛਢਞا ܗߗٔرة ᅺᅬودا Adam ษૉُߗِّޓ ଺ଦۇཾۛم ا઒࡚ߧٗ. ܾۚا ހۇۼކںݺ اࣇ࣢ࣳߵذج أوزان ഠ೾ۛษ༆و
،ഫ೾اހۇۛر أਗ਼എٔء اހۇ޾࿯ںۥ. ਛਗ݀ٔم ۯںٔߌںٔن ܗںٔران ٔᇔᇒو ،Cross-Entropy Loss اਛਗۇۼٔߤٰܽ
ษ༆ۇߵي ጺጴۇٰޑࢤࢿ. ܹ౤౟ٰڞ ܜߵدة ގۛى ܽ۰ޭٰਛਗ اਣਞܗۇۂر ٩ۼۛ ৓ৈཬ دوري წ჊ଽଣ اࣇ࣢ࣳߵذج أداء ੝അۼںࢤࢿ ڛۼߵم

واހۇۼںࢤࢿ. ഫ೾اހۇۛر ཮ކۼܽ ৓ৈཬ 80 ܽ௠ுٔاހۼ

૩ુ݈ا۱ظٮ :5 اߋਃݘݦة 5 .5 .12
اਣਞܗۇۂر ܽཬߵᇔ஫஥ ቟ሺ ا઒࡚ہ࿥ۉܽ اހٰۼۛ ڞ޾࿯ںۥ ܽཬັປຄ ੝೾ٰࠇࠋ اࣇ࣢ࣳߵذج أن ഫ೾اހۇۛر ཮ކۼܽ ގޓ པໝٔاހۄ ڑߦُ݀ޭ
اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ .ፈጴᆀᅬ GNN ษ༆ۼںޞ ݘں۽ںܽ ቟ቐ ܾۄٔ ا࿥ྐྵภฏߗںܽ اހ۽ச୿ة ཬٔހںܽ. وणईۯܽ ษวں܇ წ჊ଽଣ
቟ሺ اހۄߦޭ ౐཭ౕل ގޓ أڑً޼ٔ وހـݪޓ (ٔጨጚކںᇔᆳ ဋྑا (ގۉݺ ا઒࡚ٔ޹ܽ ٔጨዱا୶୐௠ோ ۰ۼߡ ހ࿥߁ ٩ۼۛة წႚ ௠௑ۉںݺ

.ٔጨዮا୸୐ི ގ୶୐ات
቟ቐ ا઒࡚ہ࿥ۉܽ، ߌކߗކۇۄٔ ቟ሺ ،ፈጴذ وގ٢ اހٰٔدة. ቟ሺ ᇔᇂںۛة `cmd.exe` ᇔᆳކںܽ ڞݪߵن ގۉٔހۄٔ، ቟ሺ
੝೾ٰࠇࠋ `malicious_script.exe`. ހـ اਦਞ޹ݺ ቟ቐ णईورܾٔ ๮๓واހ `powershell.exe`، ހـ اਦਞ޹ݺ
- اހٰޑކںٔت إଽଦٔء ଺଩ކߗݺ - ቟቉ޭاހ۽ ቟ሐٔاހہں ဋྑޭጺጴ اస఼ాۛد اࣇ࣢ࣳߡ ܾۚا ڑߵ۰ޭه اᆀᅬي اހߗںٔق أن GNN
إߏٔرة ັྟ࿲ਗ਼ഋ ،GCN ߤہۼٔت ቟ሺ اภฏߌٔڎݺ ௠௑ޭ࠙ࡂ ᇔᆳކںܽ ౐཭ౕل ا઒࡚ہ࿥ٷ. اހ࿯ߚٔط ৓ৈཬ ۯߵي ގߪྔັ ܾߵ
࿲࿆ںྃܽ وིܾۛٔ. أ޹ކ݀ٔ ቙ቌإ ቟ሐٔاހہں ဋྑภฏا ୸ୗཬ اހߵراء ቙ቌإ `malicious_script.exe` ގޓ "ا઒࡚ہٷ"
.णँۛጨጚژٔހ ،቟ሃٔጨ጗اހ ا઒࡚ہ࿥ٷ اހۇۄ۽ںۚي اਛਗކۥ ۰ۼߡ وހ࿥߁ ،ܹᄠᄝჽٗژ اࣇ࣢ࣳߡ ܾۚا رژߡ اࣇ࣢ࣳߵذج ੝೾ٰࠇࠋ ،ፈጴᆀᅬ
቟ሺ ིۛاً ڑܽ ۯߵ GNNs ߏہჱ჊ت อ໹ٰݺ ގٔ ቟ቐ اస఼ాކںܽ ቟ሐٔاހہں ဋྑภฏا ࿯࿃ںܽ ގޓ اހۇٰࠇࠋ ৓ৈཬ اހۼۛرة ܾۚه

اਛਗޭا཮ݺ. ގۇٰۛدة اਛਗٰۼۛة اணடܭޑٔت اݘ࿲ߚٔف

୑ୂׅໞڮ
ݘںۥ ٔਗ਼೾رأ ހۼۛ .ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اހ౐ٰౕۯٔت ހۇཿކںݺ ܽᇦᇗٔઓ࡚ا اᇔᇒਦਞںܽ اހ۽޾ݺ ܾۚا ཐأوࣂ
ڞ۽౐ཬౕٔت دا཭ݺ ๬ํۇศ༆ ๮๓اހ اਛਗۇߧߵرة اணடܭޑٔت ݘߚۥ ቟ሺ ܽཿߗߧਛਗا اހۇۼކںۛڑܽ اހہںٔڛٔت წႚܾٔں ڞ۽ߚݺ
౐཭ౕل ގޓ ًٔမۯߵ ً ౕ౐཮ Graph Neural Networks ܽ੐ഈٔاހہں ܽ੐ഈاހٰ޾ہߵ اހߚہჱ჊ت ڞߵ۰ޭ ގٰۼۛة.

اਦਞގٔن. ހہںٔڛٔت اހ౐ٰౕڎۼںܽ اހہ࿯ںܽ ގޓ ގۂྔັة اހۇٰࠇࠋ ގޓ اਣਞਧਞت ෡ෆݪ௠௑
ذات أގۄںܽ ܽ੐ഈٔ੐അ رߌߵم ቙ቌإ اਦਞوހںܽ اހߗ౐ౕྃت ڑݺ ษ༆ߵ ގޓ ،ܹᄠᄝჽٗژ اހٰޑݺ ୸୐ߌ اߌۇݪߚ۽ۄٔ ހۼۛ
GNN أن ৙ৈاހٰޑ اਛਗྟັوع ཐأوࣂ اހणँۛጨጚات. ހـݪߚۥ GNN ୸୐وڞ۽ߗ ഫ೾رणऎو ਗ਼അٔء ቙ቌإ ،๨๐ٰގ
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౐཭ౕل ގޓ وހـݪޓ ،ᅺᅬގٰޫو أ཮ۛاث ቙ቌإ اހۄߦޭ ౐཭ౕل ގޓ ހ࿥߁ ا઒࡚ہ࿥ٷ اހ࿯ߚٔط णँۛษ༆ ੝೾ٰࠇࠋ أن ௠௄ݪޓ
௠௄ݪޓ اހۇۼۄںٔت، ܾۚه إڞۼٔن ౐཭ౕل ގޓ اހඞඃٔڛٔت. ෡ෆژ اภฏواژߡ ٔ݀Ⴜ჊ଽ଩ ๮๓اހ ا௠௎ਦਞٔط ৓ৈཬ اހۇٰޭف
ߌ౐ౕߌݺ ݘߚۥ ৓ৈཬ ۯٔدرة ژٔހߗںٔق وو٩ںًٔ ً ذჱႚء ୸ୟأݘ د۰ٔع أڛߦޑܽ ਗ਼അٔء ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ୸ଢ଼ా఼స

``` اਛਗۇۼۛގܽ. اހںߵم णँۛጨዱات ษ༆ۛد ๮๓اހ وا୸ଢ଼ਛਗاژߧܽ اᆁᅬۯںۼܽ اจ෯ਢਞاءات
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1 import torch
2 from torch_geometric.data import Data
3 from sklearn.preprocessing import LabelEncoder
4 from sklearn.model_selection import train_test_split
5
6 # Prepare node features: Convert process names to numerical features
7 # Simple one-hot encoding for demo. For real apps, use word embeddings or similar.
8 unique_process_names = list(set(node_labels.values()))
9 le_process = LabelEncoder()

10 le_process.fit(unique_process_names)
11
12 node_features_list = []
13 node_labels_list = []
14 node_to_idx = {node: i for i, node in enumerate(G.nodes())} # Mapping for consistent indexing
15
16 # Create feature matrix (X) and label vector (Y)
17 # Feature: one-hot encoding of process name
18 num_unique_process_names = len(unique_process_names)
19 for node_id in G.nodes():
20 process_name = G.nodes[node_id]['name']
21 encoded_name = le_process.transform([process_name])[0]
22 # Create a simple one-hot feature vector for the process name
23 feature_vector = [0] * num_unique_process_names
24 feature_vector[encoded_name] = 1
25 node_features_list.append(feature_vector)
26 node_labels_list.append(G.nodes[node_id]['label'])
27
28 x = torch.tensor(node_features_list, dtype=torch.float)
29 y = torch.tensor(node_labels_list, dtype=torch.long)
30
31 # Prepare edge_index: list of [source_node_idx, target_node_idx] pairs
32 edge_index_list = []
33 for u, v in G.edges():
34 edge_index_list.append([node_to_idx[u], node_to_idx[v]])
35 edge_index = torch.tensor(edge_index_list, dtype=torch.long).t().contiguous()
36
37 # Create PyTorch Geometric Data object
38 data_pg = Data(x=x, edge_index=edge_index, y=y)
39
40 print(f"\nPyTorch Geometric Data Object:\n{data_pg}")
41 print(f"Number of nodes: {data_pg.num_nodes}")
42 print(f"Number of edges: {data_pg.num_edges}")
43 print(f"Node features shape (x): {data_pg.x.shape}")
44 print(f"Edge index shape: {data_pg.edge_index.shape}")
45 print(f"Node labels shape (y): {data_pg.y.shape}")
46
47 # Create train/test masks for node classification
48 # Small dataset, so just split directly for demo
49 num_nodes = data_pg.num_nodes
50 train_mask = torch.zeros(num_nodes, dtype=torch.bool)
51 test_mask = torch.zeros(num_nodes, dtype=torch.bool)
52
53 # Manually set a few nodes for training and testing
54 train_indices = [node_to_idx[100], node_to_idx[101], node_to_idx[102], node_to_idx[105], node_to_idx[106]] # Benign for training
55 test_indices = [node_to_idx[103], node_to_idx[104]] # Malicious for testing
56 # For unseen anomalies, the model should generalize.
57 # In larger datasets, use train_test_split on node indices.
58
59 train_mask[train_indices] = True
60 test_mask[test_indices] = True
61
62 data_pg.train_mask = train_mask
63 data_pg.test_mask = test_mask
64
65 print(f"Train mask for nodes: {data_pg.train_mask.nonzero(as_tuple=True)[0].tolist()}")
66 print(f"Test mask for nodes: {data_pg.test_mask.nonzero(as_tuple=True)[0].tolist()}")

Geometric. PyTorch ੐അٔڛٔت ૳૔ჱႚ ቙ቌإ NetworkX ގޓ ቟ሐٔ੐അ ဋྑر ڑݺ ษ༆ߵ :78 Listing
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1 import torch.nn as nn
2 import torch.nn.functional as F
3 from torch_geometric.nn import GCNConv # For Graph Convolutional Network
4
5 class SimpleGCN(nn.Module):
6 def __init__(self, in_channels, hidden_channels, out_channels):
7 super().__init__()
8 # First GCN layer: processes input features and aggregates from neighbors
9 self.conv1 = GCNConv(in_channels, hidden_channels)

10 # Second GCN layer: takes hidden features and outputs final classification
11 self.conv2 = GCNConv(hidden_channels, out_channels)
12
13 def forward(self, x, edge_index):
14 # x: node feature matrix (num_nodes, in_channels)
15 # edge_index: graph connectivity in COO format (2, num_edges)
16
17 # First layer with ReLU activation
18 x = self.conv1(x, edge_index)
19 x = F.relu(x)
20 # Second layer (no activation here if used with CrossEntropyLoss which handles softmax internally)
21 x = self.conv2(x, edge_index)
22 return x # Logits for classification
23
24 # Instantiate the GCN model
25 # in_channels: number of features per node (from data_pg.x.shape[1])
26 # hidden_channels: number of features in the hidden layer (a design choice)
27 # out_channels: number of classes for node classification (e.g., 2 for benign/malicious)
28 in_channels = data_pg.x.shape[1]
29 num_classes_gnn = len(torch.unique(data_pg.y)) # Should be 2 (0 and 1)
30 model_gnn = SimpleGCN(in_channels=in_channels, hidden_channels=16, out_channels=num_classes_gnn)
31 print("\nGNN Model Architecture:\n", model_gnn)

.෡ෆاހۇ۽۰ٔںۇ ෡ෆژߧہۼۇ ଺ଣںߡ GCN ௠௎ߵذج ڑۥ ڞٰޭ :79 Listing

244



1 import torch.optim as optim
2 from sklearn.metrics import classification_report
3
4 device = torch.device("cuda" if torch.cuda.is_available() else "cpu")
5 model_gnn.to(device)
6 data_pg.to(device) # Move data to the same device as model
7
8 optimizer_gnn = optim.Adam(model_gnn.parameters(), lr=0.01)
9 criterion_gnn = nn.CrossEntropyLoss()

10
11 num_epochs_gnn = 200
12 print("\n--- Starting GNN Training ---")
13 for epoch in range(1, num_epochs_gnn + 1):
14 model_gnn.train()
15 optimizer_gnn.zero_grad()
16 out = model_gnn(data_pg.x, data_pg.edge_index)
17 loss = criterion_gnn(out[data_pg.train_mask], data_pg.y[data_pg.train_mask])
18 loss.backward()
19 optimizer_gnn.step()
20
21 # Evaluate on test set
22 model_gnn.eval()
23 with torch.no_grad():
24 pred = model_gnn(data_pg.x, data_pg.edge_index).argmax(dim=1)
25 correct = pred[data_pg.test_mask] == data_pg.y[data_pg.test_mask]
26 test_acc = int(correct.sum()) / int(data_pg.test_mask.sum())
27
28 if epoch % 20 == 0 or epoch == num_epochs_gnn:
29 print(f'Epoch: {epoch:03d}, Loss: {loss:.4f}, Test Accuracy: {test_acc:.4f}')
30
31 print("\nGNN Training complete.")
32
33 # Final evaluation on the test set
34 model_gnn.eval()
35 with torch.no_grad():
36 logits = model_gnn(data_pg.x, data_pg.edge_index)
37 final_preds = logits.argmax(dim=1)
38
39 # Get predictions and true labels for the test nodes
40 test_preds = final_preds[data_pg.test_mask].cpu().numpy()
41 test_true_labels = data_pg.y[data_pg.test_mask].cpu().numpy()
42
43 print("\n--- GNN Model Evaluation on Test Nodes ---")
44 print(classification_report(test_true_labels, test_preds, target_names=['Benign', 'Malicious']))
45
46 # Print predictions for all nodes
47 print("\nNode-level predictions:")
48 for i, node_id in enumerate(G.nodes()):
49 is_test_node = node_to_idx[node_id] in data_pg.test_mask.nonzero(as_tuple=True)[0].tolist()
50 label_status = " (Test Node)" if is_test_node else ""
51 true_label_text = "Malicious" if G.nodes[node_id]['label'] == 1 else "Benign"
52 predicted_label_text = "Malicious" if final_preds[node_to_idx[node_id]].item() == 1 else "Benign"
53 print(f" Process '{G.nodes[node_id]['name']}' (PID {node_id}){label_status}: True={true_label_text}, Predicted={predicted_label_text}")

أداڎܹ. وڞۼںࢤࢿ GCN ௠௎ߵذج ഫ೾رणऎ :80 Listing
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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٩ۼۛة წ჊ހ ڑݪߵن ܘںٷ graph ቟ሐٔاހہں ဋྑภฏا ࣇࣥࣳۉںݺ ڑۼܽ ߤޭ Adjacency List ا۱ظ໴ׅور ୑ଲׅ٠ڮ
ذات ܽ੐ഈٔاހہں ጺጴޭߌߵم ᅺᅬٰٔ۰ ڑۼܽ اހߧޭ ܾۚه ୸ୗوڞٰۇ .ٔணட اూ఼సٔورة اހٰۼۛ ᇔགྷ༩ں٢ ܽ௠ுٔۯ node

࿬଺ଦںًٔ. ᅺᅲاހۼކں اਣਞڞ޾ਣਞٔت
ဋྑภฏا ࣇࣥࣳۉںݺ ଺ُ଩ۇཾۛم (matrix (ގ޾۽ߵ۰ܽ ੳંژٰܽ ᅛᅉߏہ Adjacency Matrix ا۱ظ໴ׅور ۿܯٮݦ١ڮ
෡ෆژ edge ܽ۰ٔ཮ وܜߵد ቙ቌإ ෡ෆٰގ وᇔᆳߵد ޹ۥ ቟ሺ اਢਞد཭ٔل ୸୐ଽଜ ܘںٷ ،graph ቟ሐٔاހہں

.ᅺᅲۼٔژਛਗا nodes اހٰۼۛ
଺ଜۇཾۛގܹ ఉ௰ંੳي ᇔᆟہںߵࠦࡂ ܜ݀ٔز Command-and-Control (C2) Server ੿ੱ໰وا۱ظ ا۱٭ثׅدة ໞׅدم
bot- ژߵ࿯࿉ٵ ᅛᅉߏہ) ا୸ଢ଼ఽ఼సۯܽ اਦਞܜ݀ޫة ގޓ ᅛᅉߏہ ቙ቌإ ંੳواਦਞا ਢਞرߌٔل attacker اਛਗ݀ٔܜދ

.ٔጨ጗ގ اހہںٔڛٔت واߌۇۼۂل (net

graph representation ቟ሐٔ੐അ ௠௑ۉںݺ Control Flow Graph ੿ੱ໰ا۱ظ ۱ظ١ٌ܏ ᇐᆁׅا۱زث ོ༂එ඀ا
ގٔ وཧٔހۂً .ᅶᅲ٫ںଽ଩ أਗ਼എٔء ٔ݀ᡛކـ଺ଜ أن ᇔᆟہںߵࠦࡂ པႃٔڛ୸ୗހ ௠௄ݪޓ ๮๓اހ اਛਗޑݪۄܽ اހۇۄ۽ںۚ ގߗٔرات ਸ਼ਭੂں٢

.malware analysis ا઒࡚ہ࿥ۉܽ اހอૉ୸ୗںٔت ษ༆ކںݺ ቟ሺ ଺ُଜۇཾۛم
Directed Acyclic اᆁᅬوري ୸୐ཧ اਛਗߵིܹ ቟ሐٔاހہں ဋྑภฏا DAG اჲოوري ૩ુ໘ اঌঈݦ໣ڪ ᇐᆁׅا۱زث ོ༂එ඀ا
اอ༆ٔه ቟ሺ (edges (اઓ࡚ߵاف اਣਞڞ޾ਣਞٔت ᇔᇆں٢ ۰ںܹ ڞݪߵن graph ቟ሐٔ੐അ ဋྑر وܾߵ .Graph

وཧٔހۂً أจ෪ى. ੳંة ٔጨግإހ واހٰߵدة node ٩ۼۛة ގޓ ژٔހہۛء ଺଩ޑ܇ ގߗٔرات ڞߵིۛ ਣਞو ۛ཮وا
.provenance graphs ࿯౤ᎈጴߚٗ ܽ੐ഈٔاހہں اภฏߌߵم ቟ሺ ଺ُଜۇཾۛم ގٔ

اၗਗݪߵڛٔت ا٩ۇޑٔد ݘں۽ںܽ ௠௄ۉݺ graph ቟ሐٔ੐അ ဋྑر Dependency Graph ெ኱እךظ܂ׅد؂ڮ ᇐᆁׅا۱زث ོ༂එ඀ا
ܽ۰ٔ཮ وܜߵد اހہٰ޲. ٔጪྫྷٰژ ৓ৈཬ ،software libraries པႃا୸ୗاހ ގݪۇۂت ގۉݺ اఽ఼సۇކ۽ܽ،

ހںٰޑݺ. B ৓ৈཬ ڑٰۇޑۛ A أن ๮๐ٰڑ B ቙ቌإ A ގޓ edge

቟ሐٔ੐അ ဋྑر ቟ሺ node ހٰۼۛة اਦਞرۯٔم) ގޓ vector (ގۇܹྃ رᇔᆷࠃ ௠௑ۉںݺ Embedding ൒ഷا۱ظܭ܂
ဋྑภฏا წ჊ܾں ቟ሺ وގߵۯٰ݀ٔ ٔጨዮا୸୐ᝉอༀ ٔጨጚౕۯ౐ཬو اހٰۼۛة ᇦᇗٔت ਣਞހۇۼٔط ގ޾ޑދ وܾߵ .graph

.৙რ჊اހ ቟ሐٔاހہں
౐ཬౕۯٔت ௠௄ۉݺ graph ቟ሐٔ੐അ ဋྑر Function Call Graph اჲოوال ঔএܽظໝٌׅء ᇐᆁׅا۱زث ོ༂එ඀ا
པႃٔࠠࡂڛ ቟ሺ subroutines اހ۽٩ޭںܽ اจ෯ਢਞاءات أو functions اᆁᅬوال ෡ෆژ اਣਞߌۇཬۛٔء

اހอૉ୸ୗںܽ. اހߚں۽ޭة ގޓ اఽ఼సۇކ۽ܽ اฆ෯ਦਞاء ڞ۽ཬٔݺ ݘں۽ںܽ ހ۽݀ދ و଺ُଜۇཾۛم ᇔᆟہںߵࠦࡂ.
ގޓ ڛߵع .Graph Attention Network ܽ੐ഈٔاހہں ا࿲࿆ਣਞۂه ᅛᅉߏہ GAT ا۱زثׅ౹ুڮ اལ༷ঔএزׅه ჌Ⴚ݀ز
at- ا࿲࿆ਣਞۂه (أوزان اᇔᇒਦਞںܽ ގޓ ศૉۇކ۽ܽ ڑٔت ގߗۇߵ ศ໹޾޴ GNN ܽ੐ഈٔاހہں اހٰ޾࿬ںܽ اހߚہჱ჊ت
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اਣਞڞ޾ਣਞٔت ৓ৈཬ ୶୐ݘ୸ଢ଼ژٔހ ጺጴۄޑߵذج ଺ଜޑ܇ ٔᇦᇥ ،node اހٰۼۛة ୸୐ᝉગ࡚ان (tention weights

اހۇٰࠇࠋ. أਗ਼എٔء ᅺᅲ޹ ୸ୟݘਦਞا
Graph Convolutional Net- ܽ੐ഈٔاހہں اਣਞހۇ۽۰ٔںܽ ᅛᅉاހߚہ GCN ا۱زثׅ౹ুڮ ا۱ঔএظٮ١ׅثڮ ჌Ⴚا۱݋ز
౐཭ౕل ގޓ node اހٰۼۛة ٩ޓ ੝೾ٰࠇࠋ GNN ܽ੐ഈٔاހہں اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع .work

اਣਞހۇ۽۰ٔٔت ᇔᆳݺ ଽ଩ہܹ ڑۼܽ ژߧޭ ،૳૗ັྔٔہਛਗا ٔጨዮا୸୐ི ގޓ اހߗޑٔت ގٰࡇࡗގٔت ܽગٰ࡚ٔوގ ᇔགྷ༯ں٢
اހ޾ߵر. ቟ሺ اހہݪߗݺ و཮ۛات ৓ৈཬ convolutions

ގޓ ۰ڷܽ .Graph Neural Network ܽ੐ഈٔاހہں اހٰ޾࿬ںܽ ᅛᅉاހߚہ GNN ا۱زثׅ౹ুڮ ا۱סܯཝثڮ ჌Ⴚا۱݋ز
৓ৈཬ ᅺლ჊݀ںਛਗا اހہںٔڛٔت ৓ৈཬ ጺጴٰޑݺ ܗ޾ںً޾ٔ ގ޾ޑޑܽ deep learning اހٰޑںޞ اހۇٰࠇࠋ ௠௎ٔذج
اހہںٔڛٔت. ڛۼٔط ෡ෆژ واภฏواژߡ اހ౐ٰౕۯٔت ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ ،ٔጨ጗ގ واހۇٰࠇࠋ graph ቟ሐٔ੐അ ဋྑر წ჊ߏ
ގ޾ޑދ GNN framework ܽ੐ഈٔاހہں اހٰ޾࿬ںܽ ጺጴߚہჱ჊ت ᇔᆳݺ إߤٔر GraphSAGE إݕׅر
ഞഅٔڡ ཬۛد ގޓ ٩ںۄٔت ۚ཭أ ڑޞ ߤޭ ٩ޓ ڑٰޑݺ ིۛاً. اހـݪہ୸୐ة graphs ܽ੐ഈٔاހہں ጺጴޭߌߵم
اހـݪ۽ٔءة ቟ቌٔཬ ᅶᅲٰอ໹ ٔᇦᇥ ،ٔጨ጗ގ اਛਗٰࡇࡗގٔت ᇔགྷ༯ں٢ ݘں۽ںܽ وڞٰࠇࠋ node ٩ۼۛة წ჊ހ ا୸୐ᝉગ࡚ان ގޓ

ጺጴۇߵߌ٢. ًౕ౐وۯٔژ
Hyper- اހ۽ٔڎۼܽ ܽ੐ഈٔاހہں ጺጴޭߌߵم اހٰ޾࿬ںܽ ᅛᅉاހߚہ HNN ا۱ٮׅ׿٭ڮ ا۱زثׅ౹ুڮ ካእܞܽݦم ا۱סܯཝثڮ ჌Ⴚا۱݋ز
ིܽۚ௠௎ ٔጨ጗ݪ௠௄ ގۇۼۛގܽ neural network ٩޾࿬ںܽ ᅛᅉߏہ .graph Neural Network
hyper- اހ۽ٔڎۼܽ" "اઓ࡚ߵاف و଺଩ۇཾۛم .ܽ੐೻ٔاހۉۄ اހ౐ٰౕۯٔت ۰ۼߡ وހ࿥߁ ا٩ٔੂਸ਼ਭںܽ، اހ౐ٰౕۯٔت

.ۛ཮وا وۯٵ ቟ሺ nodes ෡ෆ٩ۼۛڞ ގޓ ୸ୟأݘ رژߡ ٔጨ጗ݪ௠௄ ๮๓اހ edges

ٔጨ጗ݪ௠௄ hypergraph اހ۽ٔڎޞ ቟ሐٔاހہں ဋྑภฏا ቟ሺ ގٰޑޑܽ edge ܽ۰ٔ཮ Hyperedge ا۱ٮׅ׿٭ڮ اߋ١ׅ਄ڮ
ގۇٰۛدة اހۇ۽౐ཬౕٔت ࣇࣥࣳۉںݺ و଺ُ଩ۇཾۛم ،ۛ཮وا وۯٵ ቟ሺ nodes اހٰۼۛ ގޓ ཬۛد أي رژߡ

اހඞඃٔڛٔت.
ގۉݺ ،machine learning ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج ۯۛرة Inductive Learning ᇐᅴܽظ٭ܞاঔএا ا۱ظסݸݼ
nodes ހٰۼۛ embeddings ڞ޼ޑںۄٔت ڞߵހںۛ أو ࿯࿉ہߪات إจ෯اء ৓ৈཬ ،GraphSAGE

.training phase ഫ೾اހۇۛر ᅺᅲ཮ંੳ ౐཭ౕل ۯہݺ ގޓ ࠙ࡂܾٔ ኢት णँིۛة
ގۉݺ ގۄߦޑܽ، دا཭ݺ ގޓ ࿯ྼߚٗ security risk ๮๐أގ ܗߧޭ Insider Threat ॊहໞاჲოا اኙኋ۱ٌࡲ࢔

ژܹ. اਛਗྮັح ᅶᅬو޹ߵ اߌۇཾۛام ແປ๽ء ܘߗٔژܹ، ا୸ଢ଼཭اق ኢና ގߗۇཾۛم أو ܗہ࿥ٷ ގߵߣۥ
اਛਗٔدڑܽ اਦਞܜ݀ޫة ގޓ ᅛᅉߏہ .Internet of Things اਦਞߏںٔء ഞഈ୸ଢ଼إڛ IoT اগএ݀ثׅء ಏ౹૩૎،إ
اਣਞڞ޾ٔل ހ٫ޭض أจ෪ى وڞۼۄںٔت པႃوࠠࡂا sensors اߌ࿲ߚٰٔر أܜ݀ޫة ٔጨያ པႃۛਛਗا ("اਦਞߏںٔء")

.ഞഈ୸ଢ଼ڛਢਞا ୸ୗཬ اจ෪ਦਞى واਦਞڛߦޑܽ اਦਞܜ݀ޫة ގ٢ اހہںٔڛٔت و੗ഋٔدل
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اઓ࡚޾ߵل ژٰۛ ،attackers اᇔᇆٔ݀ਛਗߵن ٔጨᖈۛཾۇ଺ଜ ๮๓اހ اހۇۼۄںܽ Lateral Movement اߋཝ༷ׅਈثڮ ჌Ⴈܞ਄اߋ
es- اਣਞގۇںٔزات ހۇ޾ٰںۛ จ෪آ ቙ቌإ ୸ଢ଼ᝉศૉق ގ޼ںۥ ގޓ ੝ഈౕፀጴۼٔل ،ᅛᅉاހߚہ ቙ቌإ ቟ቌأو و޹ߵل ৓ৈཬ

ۯںޑܽ. ੐അٔڛٔت ৓ৈཬ واހٰۉߵر calate privileges

৓ৈཬ machine learning ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ ߏٔڎٰܽ ጨᖈޑܽ Node Classification ا۱ס٭ٌ ؏ܯའثٖ
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ଺଩ޑںܽ ෡ෆوڞٰں اހۇ࿯ہߪ ܾߵ اணடۛف ڑݪߵن ܘںٷ graphs ܽ੐ഈٔاހہں اภฏߌߵم

.graph ቟ሐٔاހہں ဋྑภฏا ቟ሺ node ٩ۼۛة წ჊ހ "ᇔᇂںۛ") أو "ܗہ࿥ٷ"
categori- ڑܽ اހ۽ڷߵ اހہںٔڛٔت ڑݺ ษ༆ߵ ᇔᆳކںܽ One-Hot Encoding ا۱݈ׅڈ܄ اໟগএׅدي ૧ુۿ૩૎۱ا
اਦਞ޹۽ٔر ގޓ رᇔᆷںܽ vectors ގۇܭ݀ٔت ቙ቌإ اހ࿲ߗޑںٔت) أو اހ౤Ⴢ჊ٔت (ގۉݺ cal data
ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳߵذج input features إد཭ٔل ݘߗޑٔت ٔጨᖈاߌۇཾۛا ௠௄ݪޓ ๮๓واހ وا཮ਧਞٔد،

.machine learning model

أو اހہںٔڛٔت ཏ໐وڞٔر أ޹ݺ ࿲ྼۇہ٢ graph ቟ሐٔ੐അ ဋྑر Provenance Graph འ௕ዹእ݋׈ ᇐᆁׅا۱زث ོ༂එ඀ا
أن ๮๐ٰڑ B اઓ࡚ۛث ቙ቌإ A اઓ࡚ۛث ގޓ edge ܽ۰ٔ཮ وܜߵد اހߗ࿬ہںܽ. ਢਞߣ݀ٔر اހۄߦٔم أ཮ۛاث

B. ቟ሺ ࿬଺଩ڂ A
णँاހۇߵر ᅺᅲߌކߗ ቟ሺ ގۂྔັة ୸୐ཧ ا٩ۇޑٔدڑܽ Transitive Dependencies اঌঈظס؂ٌڮ اঔএךظ܂ׅد؂ׅت
A واၗਗݪۇہܽ A، اၗਗݪۇہܽ ৓ৈཬ ڑٰۇޑۛ ݆อૉٔࠠࡂڛ ჱႚن إذا اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ supply؛ chain
transitive dependency ގۇٰۛڑܽ ا٩ۇޑٔدڑܽ ᆁᅬڑܹ ݆อૉٔࠠࡂڛ ۰ٓن B، اၗਗݪۇہܽ ৓ৈཬ ڞٰۇޑۛ

B. اၗਗݪۇہܽ ৓ৈཬ
nodes اހٰۼۛ ۰ںܹ ௠௑ۉݺ graph ቟ሐٔ੐അ ဋྑر Vulnerability Graph ካእغלܞات ᇐᆁׅا۱زث ོ༂එ඀ا
اਛਗٰޭو۰ܽ، vulnerabilities اހۉ٫ޭات edges اઓ࡚ߵاف و௠௑ۉݺ اਦਞڛߦޑܽ أو པႃا୸ୗاހ ގݪߵڛٔت
ଽଦਢਞٔء ގًٰٔ exploits اߌۇਣਞౕ౐٫ت ཬۛة رژߡ attacker ౤ᎈጴ݀ٔܜދ ௠௄ݪޓ ݘںۥ ཐڑߵࣂ ٔᇦᇥ

.attack path อซߵم ގߗٔر
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13 ؉ׅب
ا۱زׅފޱي ძოঘএا و؏סݸݼ اঔএډظ܂۱ׅثڮ ا࠸ࡓࡤׅذج

Probabilistic Models ا۱غלܞات& ওএدارة Bayesian ML
اம஭னׅݕܞ ؂ׅت أو۱ݦ وක๷ٌࡲ࢔

ۿ٭ٌۿڮ
اހอૉ୸ୗںܽ اހۉ٫ޭات ގޓ ۰ںܹ ܾߵادة ਣਞ ۰ںً޼ٔ اਛਗߪߌߗٔت ڞߵاིܹ ،ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ
اހ۽ߵر. ৓ৈཬ ڡ٫ޭة წႚ إ޹౐ౕح اਛਗߗۇܩںݺ ގޓ واਛਗߵارد، ෡ෆߵߣ۽ਛਗوا اހߵۯٵ ษૉۛودڑܽ ގ٢ اणँۛગ࡚ة.
ژ۽ٰٔހںܽ. ٔጨዱٔڑ أوހߵ णँۛษ༆ ቟ሺ ژݺ ઓઉߗڂ، اހۉ٫ޭات णँۛษ༆ ቟ሺ ແྜ࿥ྐྵภฏا اހۇཿۛي ڑᇔᆍޓ ਣਞ ،቟ቌٔوژٔހۇ
Bayesian اހۂ࠙ࡀي ᅺᅬਧਞا وڞٰࠇࠋ probabilistic models اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج اހ۽޾ݺ ܾۚا ڑۼۛم
أڛߦޑܽ اਦਞߌٔހںڂ ܾۚه ಩ಀ಼ٔوز اހۇཿۛي. ܾۚا ਛਗߵاܜ݀ܽ ڑܽ ۯߵ ჴႚدوات machine learning
ގޓ اހۉ٫ޭات. ि॔ॕٔߤޭ ጺጴۇ࿯ہߪ ᅺᅬدਦਞا ৓ৈཬ ኢኃٔۯ ఴఙٔގںਗ਼೾د ጨዮ܋ ୸୐۰ހۇߵ ۛཬاހۼߵا ৓ৈཬ ܽ௠ுٔاހۼ ܽ੝അٔاހۉ اހ࿲ߗܭںݺ
اހۇۼۄںٔت ܾۚه ௠௑ݪّޓ ،ཐ໐ັྩ წ჊ଽଣ ෡ෆاހںۼ ཬۛم ིܽۚ௠௎و ܽཬގۇۄߵ ੐അٔڛٔت ގ޾ٔدر ގޓ اހۇٰࠇࠋ ౐཭ౕل

اఽ఼సٔߤޭ. ৓ৈཬ وގہ࿯ںܽ ً ذჱႚء ୸ୟأݘ ۯޭارات اศ༆ٔذ ގޓ اਦਞގޓ ۰ޭق
.ٔጨዱٔڑ أوހߵ णँۛษ༆و اހۉ٫ޭات ਢਞدارة ቟ቌٔܘۇޑਣਞا ୸୐اހۇ۽ݪ اߌۇཾۛام ݘں۽ںܽ اހ۽޾ݺ ܾۚا ݆౤౟ٰߌں
ศૉۇކ۽ܽ ގ޾ٔدر པႃد ݘں۽ںܽ وڞ۽݀ދ ،Bayesian Networks ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت أߌٔߌںٔت ߌ࿲ۇٰࠇࠋ
ᇔᆟںܽ اࣇ࣢ࣳٔذج ܾۚه ษ༆ۛد ݘںۥ وߌ୸ଢ଼ى ،threat intelligence اހणँۛጨጚات اߌۇܨۂرات ގޓ
଺ଣںߧܽ ڑܽ ژٔ࠙ࡀ ᅛᅉߏہ ހہۄٔء ژ੟೾ٔߵن ހ٫ܽ ژٔߌۇཾۛام ᇔᆳކںًٔ ًٔཬގྟັو ᄦᄝᄏߌۇ اހጨ጗ٔڑܽ، ษༀࡇࡗل .෡ෆاހںۼ ཬۛم
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ᇔᆳކںܽ. د٩ٔ۰ںܽ ጨᖈٔرات ቙ቌإ ڑܽ اހۄߦޭ اਛਗ۽ܾٔࢤࢿ ਣًਞߵษૉ اހۉ٫ޭات، ศૉٔߤޭ ڑٔت أوހߵ णँۛཿހۇ

ا۱غלܞات ࢰࣅࣆׅݕܞ ا۱ظའزݛ :ძ။ျ݋ঌঈا 1 .13
୸୐واހۇٗڡ وا઒࡚ߧߵرة، اਣਞߌۇ౐٫ౕل، ژۼٔژކںܽ اހۇ࿯ہߪ ܾߵ ጺጴۉ٫ޭات اਣਞߌ࿲ۂۯںܽ ౔ፀጴدارة ແྑٔߌਦਞا اணடۛف
اఽ఼సٔߤޭ وᏏدارة اਢਞ޹౐ౕح ܜ݀ߵد ڑٔت أوހߵ णँۛಸ಩౺ ౤ᎈጴߪߌߗܽ ܾۚا ଺ଜޑ܇ اހอૉ୸ୗںܽ. ጺጴٰںߵب اઓ࡚ۼںࡡࡸ

.ᅺᅲۇٗ޹ਛਗا اހۇཿۛڑٔت ގޓ णँٰۛاހ ࿬଺ଣڂ ޹ٰہܽ ጨᖈޑܽ ܾۚه ،ፈጴذ وގ٢ اணடܭߵم. وۯߵع ۯہݺ
ގߗۇߵى ਗ਼അ۽߁ ڡ٫ޭة წႚ ܽગٰ࡚ٔގ اਦਞގޓ ހ۽ޭق ௠௄ݪޓ ਣਞ ܾٔڎݺ. ٔጨ጗٩ اਛਗ۽ُ޾܇ اހۉ٫ޭات ત်ދ ،ًਣਞأو
أߌٔހںڂ ੝ഋߧߵر ษૉۛودة. ًٔ੟೾ۛ཮ اၗਗݪ࿲ߚ۽ܽ ጺጴۉ٫ޭات اހۇٔرศ໹ںܽ اހہںٔڛٔت ڞݪߵن ގٔ ཧٔހۂً ،ًٔ੐ഈٔڡ اઓ࡚ਢਞٔح.
੝೾ߧކڂ أ୸୐཭اً، .ፈጴذ ژٰۛ ٔጨዮ۰ۛߵጨጚߗ࿥ߌ ๮๓اހ ژٔހٰںߵب اހۇ࿯ہߪ اހ޾ٰڂ ގޓ อ໹ٰݺ ٔᇦᇥ ژ೰ೢᖹٔޭار، ෡ෆᇔᇆٔ݀ਛਗا
ܾۚه ଽ଩ޑݺ .ᅺᅲގݪۇޑ ୸୐ཧ ڞݪߵن ގٔ وཧٔހۂً ܽཬގۇۄߵ ގٰࡇࡗގٔت ގ޾ٔدر ෡ෆژ ٢ੂਸ਼ਭا ୸୐ۄ࿲ގߗ ۯޭار اศ༆ٔذ
اހ࿯ߚߧܽ، اਣਞߌۇਣਞౕ౐٫ت ܘߵل اހणँۛጨጚات اߌۇܨۂرات وގߵฆ෯ات اހ۽ۄںܽ، ا઒࡚ߧߵرة درིٔت اਛਗ޾ٔدر
اހۼۛر ܾۚا ߣݺ ቟ሺ ୸୐اހۇ۽ݪ ቟ሺ ແྑٔߌਦਞا اހۇཿۛي ڑᇔᆍޓ اਛਗۇٗࠩࡂ. ጺጴۄߦٔم ৙ৈ཭اᆁᅬا اހۇྃٔري واހߗںٔق
اހۇۄߦںޑںܽ. اఽ఼సٔߤޭ ڞۼކںݺ ቟ሺ ୸୐ڞٗڡ ୸ୗأݘ ٔணட ߌںݪߵن ܘںٷ اਛਗߵارد ހۇܨ޾ں޴ ෡ෆاހںۼ ཬۛم ގޓ ୸୐اހـݪہ

Proba- ا۱زׅފޱي ძოঘএا و؏סݸݼ اঔএډظ܂۱ׅثڮ ا࠸ࡓࡤׅذج ا۱ظ٭صثڮ: 2 .13
bilistic & Bayesian ML

اਛਗ޾ޑޑܽ ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ގޓ ގٰںۄܽ ۰ڷܽ ቙ቌإ ڛކྃٗ اހۉ٫ޭات، إدارة ቟ሺ اਛਗۇٗ޹ݺ ෡ෆاހںۼ ཬۛم ގ٢ ጺጴۇٰٔގݺ
اਣਞܘۇޑਣਞٔت. ގ٢ ጺጴٰޑݺ

Probabilistic Models اঔএډظ܂۱ׅثڮ ا࠸ࡓࡤׅذج 1 .2 .13
ژٔߌۇཾۛام ෡ෆاހںۼ ཬۛم ௠௑ۉݺ ᅺᅬآ ڞٰࠇࠋ ௠௎ٔذج ቟ቐ Probabilistic Models اঔএډظ܂۱ׅثڮ ا࠸ࡓࡤׅذج
،(point estimate ڛۼߧࠃ (ڞۼۛ࠙ࡂ ഞഅٔوڡ ۛ཮وا ࿯࿉ہߪ ኢኆۛڞۼ ގޓ ً ਣਞणई اਣਞܘۇޑਣਞٔت. ڑٔ޷ںٔت ر
པໍٔاހۄۇ ގޓ ܽཬߵᇔ஫஥ ڑ٢ اހۇߵز ܾۚا ڑߦُ݀ޭ .probability distribution اܘۇޑٔހںًٔ ڑًٰٔ ڞߵز ศ༆ُޭج ٔጨዮٓ۰
"5 .8" ቟ቐ اހۉ٫ޭة ܗߧߵرة درིܽ ژٗن اހۇ࿯ہߪ ًގޓ ਣਞणई اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ٔጨ጗ގ წႚ واܘۇޑٔހںܽ اਛਗޑݪۄܽ
30% و۰ޭ޹ܽ "ཬٔހںܽ"، اఽ఼సٔߤޭة ڞݪߵن ژٗن 60% ۰ޭ޹ܽ ژߵܜߵد ቟ቌٔܘۇޑਣਞا اࣇ࣢ࣳߵذج ࿲ྼۄہٗ ۯۛ ژٔހ޼ہߡ،
ศ༆ਣਞٔذ ୸୐ژݪۉ ๨๐أ٤ أߌٔߌًٔ ܾۚا ڑߵ۰ޭ "ގۄܨ۽޼ܽ". ڞݪߵن ژٗن 10% و۰ޭ޹ܽ "ގۇߵߌߧܽ"، ڞݪߵن ژٗن

ڛ۽ߗܹ. اހۇ࿯ہߪ ቟ሺ ጺጴۉۼܽ ގۼںٔߌًٔ ੝೾޼ޑޓ ਦਞڛܹ اހۼޭارات،
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Bayesian Networks ؂ڮ ا۱زׅފޱ ا۱݋زၢျت 2 .2 .13
Belief Network ا٩ਣਞۇۼٔد ᅛᅉߏہ ဋྑٔژ أڑً޼ٔ (اਛਗٰޭو۰ܽ Bayesian Network ؂ڮ ا۱زׅފޱ ჌Ⴚا۱݋ز
ا٩ਣਞۇޑٔدڑٔت ًٔမັྮژ ௠௑ۉݺ ๮๓اހ اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج ގޓ ߏٔڎ٢ ڛߵع ቟ቐ (Bayes Net ژٔ࠙ࡀ ᅛᅉߏہ أو
وܾߵ ،probabilistic graphical model ᇐᆽׅاډظ܂ ᇐᆥرܽݦ ୑ିݦذج ٔጨዮإ .[64] اਛਗۇ୸୐٫ات ෡ෆژ
ܽ੐೻اހٰߚߵا اਛਗۇ୸୐٫ات ෡ෆژ اހ౐ٰౕۯٔت ਢਞߣ݀ٔر ቟ሐٔاހہں ဋྑภฏا ࿯࿃ںܽ ଺଩ۇཾۛم ๮๓اހ ጺጴۄޑٔذج ཬٔم ގ޾ߧކ܇

.[41]
directed دوري ૩ુ໘ ۿݦ໣ڪّ ᇐᆁׅু౶ ོ༂ر წ჊ߏ ৓ৈཬ اࣇ࣢ࣳߵذج ਗ਼ഋߦࢤࢿ ڑࢱࢿ ڑܽ، اހۂ࠙ࡀ ᅛᅉاހߚہ ቟ሺ
ਸ਼ਭੂں٢ ڑݪߵن ܘںٷ ቟ሐٔ੐അ ဋྑر ܾߵ اᆁᅬوري ୸୐ཧ اਛਗߵིܹ ቟ሐٔاހہں ဋྑภฏا .acyclic graph (DAG)

واጨጚᜃਣਞٔء اጪྑਦਞދ، وا੗ഋٔع ٩ۼۛة، ٩ۄۛ اހہۛء اਛਗߗۇܩںݺ وގޓ (ጪྑދ) اอ༆ٔه (اઓ࡚ߵاف) اਣਞڞ޾ਣਞٔت
اހٰۼۛة. ڛ۽߁ ٩ۄۛ أจ෪ى ੳંة

.random variable ًٔ੐೻٩ߚߵا ގۇ୸୐٫اً ቟ሐٔاހہں ဋྑภฏا ቟ሺ ٩ۼۛة წႚ ௠௑ۉݺ :Nodes ا۱ס٭ٌُ •
اਦਞ޹ݺ". "أᇔᇒںܽ أو اߌۇ౐٫ౕل"، "ڞߵ۰ޭ أو ڡ٫ޭة"، "وܜߵد ୸୐ۇ٫ਛਗا ڑݪߵن أن ௠௄ݪޓ ߌںٔۯۄٔ، ቟ሺ

B ୸୐ۇ٫ਛਗا أن B اހٰۼۛة ቙ቌإ A اހٰۼۛة ގޓ (اހጪྜދ) اਛਗߵܜ݀ܽ ܽ۰ٔઓ࡚ا ๮๐ٰڞ :Edges اߋ਄ݦاف •
ᅺᅬٔ཮ اܘۇޑٔހںܽ ٩ޓ ߏ࿥ڷًٔ ୸ୗᝉศ༆ڛٔ A ᅺᅬٔ཮ ގ۰ޭٰܽ أจ෪ى، ژٰۂرة A. ୸୐ۇ٫ਛਗا ৓ৈཬ اܘۇޑٔހںًٔ .Bڑٰۇޑۛ
"቟ሴٔގਦਞا" ژਣਞٔߌۇਣਞۛل ଺଩ޑ܇ ۰݀ࠃ اਛਗٰۼۛة. اހߗ࿬ہںܽ اހ౐ٰౕۯٔت ࣇ࣢ིࣳۚܽ ᇦᇥۇٔزة ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت ڞُٰۛ
୸୐اހۇٗڡ ܽ۰ޭٰ௠ோ اస఼ాۇޑݺ اހߗ࿬ڂ (ଽ଩ܨں޴ "ا઒࡚ކࡢࡸ" واਣਞߌۇਣਞۛل اހߗ࿬ڂ) ܽ۰ޭٰ௠ோ ෡ෆٰގ ୸୐ٗڡ੝അ (اހۇ࿯ہߪ
቙ቌإ ژٔހۄߦޭ ގٔ ڛߦٔم ا୸ଢ଼཭اق ژٔܘۇޑٔހںܽ ጺጴۇ࿯ہߪ ᅛᅉߏہ اߌۇཾۛام ௠௄ݪۄۄٔ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اਛਗކܩߵظ).

णँིۛة. أގۄںܽ ڡ٫ޭة ৓ৈཬ اހٰۉߵر

Bayesian Machine Learning Tech- ا۱زׅފޱي ძოঘএا ؏סݸݼ ؏٭صثׅت 3 .2 .13
niques

୸୐اހۇ۽ݪ ৓ৈཬ ژۼۛرڞܹ ୶୐ൾ൰ഺ .ᅺᅬਧਞا ڞٰࠇࠋ წႚٔގߚ ৓ৈཬ اހۂ࠙ࡀي اਢਞܘ޾ٔء ڑߧہޞ ௠௎ߵذج ܾߵ اހۂ࠙ࡀي ᅺᅬਧਞا ڞٰࠇࠋ
اਛਗߗہۼܽ. ܽ۰ޭٰਛਗا པႃود ෡ෆاހںۼ ཬۛم ߣݺ ቟ሺ

Gaussian Processes ا۱לׅوܽثڮ ا۱ס܂۷ثׅت
non-parametric ڑܽ ୸ଢ଼ژٔراގ ୸୐ཧ ڑܽ ژٔ࠙ࡀ ڑۼܽ ߤޭ ቟ቐ Gaussian Process ا۱לׅوܽثڮ ا۱ס܂۷ثڮ
ڞٰࠇࠋ ގޓ ً ਣਞणई .[65] classification واހۇ޾࿯ںۥ regression اษ༃ਣਞۛار ጨᖈٔم ቟ሺ ཧٔހۂً ଺ُ଩ۇཾۛم
اਛਗޑݪۄܽ اᆁᅬوال ގޓ ჱႚގݺ ۰޼ٔء ৓ৈཬ اܘۇޑٔހںًٔ ڑًٰٔ ڞߵز اހ٫ٔوߌںܽ اހٰޑކںܽ ڞߵ۰ޭ وا཮ۛة، ᅺᅬدا ގٰٔގ౐ౕت
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ਦਞي .ٔጨዱہߪا࿯࿉ ގ٢ ෡ෆاހںۼ ހٰۛم ڑܽ ۯߵ ڞۼۛ࠙ࡂات ڞߵ۰ޭ ٔጨዮأ ቟ቐ ا࿥ྐྵภฏߗںܽ ٔጨዱ୶୐ގ اހہںٔڛٔت. ਗ਼ഋٔߌڂ ๮๓اހ
ܾۚا ቟ሺ اࣇ࣢ࣳߵذج ڡۼܽ ௠ோۛى ୸ୗᝉศ໹ڛٔ ،ًٔਗ਼೾ٔ੗ഋ أڑً޼ٔ وހـݪޓ ގۇߵۯًٰٔ ًིٔޭศૉ ۰ۼߡ ࿯࿉ۇ܋ ਣਞ ٔጨዮٓ۰ ،෡ෆٰގ ގ཭ۛݺ

ڛ۽ߗܹ. اހۇ࿯ہߪ ٩ޓ أᇔᇒںܽ ڑۼݺ ਣਞ اࣇ࣢ࣳߵذج ڡۼܽ ۰݀ދ أن ܘںٷ اఽ఼సٔߤޭ، ހۇۼںࢤࢿ ٫ጺጴٔڑܽ ۯࢤࢿّ ܾۚا اހۇ࿯ہߪ.

൒ഷا۱ث٭ ໝٌم ݔ۫ ᇐᆫ ૩ુۛا۱ظٮ ॄहໝ ૧ુۉ૩૎۱ا
ཬۛم ᇔᆟںܽ णँۛษ༆ ৓ৈཬ ᅺᅲۇٗ޹ਛਗا ٔጨዱۯۛر ቟ቐ ڑܽ اހۂ࠙ࡀ اਦਞߌٔހںڂ ਸ਼ਭੂں٢ اਦਞߌٔߌںܽ اހۼߵة ڛۼٔط إ཮ۛى
ގޓ ً ਣਞणई probability distributions اܘۇޑٔހںܽ ڑٰٔت ڞߵز ศ༆ُޭج ٔጨዮٓ۰ ڛߵۯ߄، ᄫᄝჽ .෡ෆاހںۼ
درིܽ ڞކࡡࡸ ܾۚا ๮๐ٰڑ ،๮๐أގ ᎂ፞ా఼స ژٔހ࿯ߗہܽ .single-point estimates ۰ޭدڑܽ ڛۼߧںܽ ڞۼۛ࠙ࡂات
଺ଜޑ܇ .ٔጨያ ا੗ഋޭਛਗߧܽ اਣਞܘۇޑਣਞٔت ގ٢ اਣਞܘۇޑਣਞٔت ގޓ ܽཬܭޑߵᇔᆟ وހـݪޓ ۛ཮وا ఋ௰ۯދ ހ࿥߁ اఽ఼సٔߤޭة
وأจ෪ى ٔணடౕ౐اߌۇ٫ ߌںࢱࢿ أڛܹ ᅢᄷߪਛਗا ߏہܹ ގޓ ڡ٫ޭة ෡ෆژ ୶୐௠௑ دۯܽ، ୸ୟأݘ ศૉٔߤޭ إدارة ژٔߌ୸ଢ଼اಜಀ಼ںܽ ܾۚا

ཧٔގ޼ܽ. ٔጨግ۰ ᅺᅬدਦਞا ڞݪߵن
(Priors (اঌঈ݈ز٭ׅت اߋ૩ૈᚺਃاء ۿסܞ١ڮ ໅࿴د

؂סׅت ؉۱ׅظݦز ଺ଜޑ߽ ގٔ ౐཭ౕل ގޓ اࣇ࣢ࣳߵذج ቟ሺ ا୸ୗᝉ઒࡚اء ގ۰ޭٰܽ པႃᆁᅬ رᇦᇗںܽ آހںܽ ڑܽ اހۂ࠙ࡀ اਦਞߌٔހںڂ ڞߵ۰ޭ
௠௄ۉݺ ቟ቌٔاܘۇޑ ڑ٢ ڞߵز ܾߵ اਛਗߗُہޞَ ."priors "اਛਗߗہۼٔت أو ،prior distributions اঌঈ݈ز٭ڮ
اਦਞގޓ ቟ሺ ୸୐ܗہ ڑٰۇۼۛ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ੐അٔڛٔت. أي ގ౐ౕܘߦܽ *ۯہݺ* ୸୐ގۇ٫ ܘߵل أوހںًٔ ا٩ۇۼٔداً
቟ቌܘߵا ڑߵގًٔ 30 ٤޼ߵن ቟ሺ ٔணடౕ౐اߌۇ٫ ڑࢱࢿ ཬٔم ގ۽݀ߵم إ੗എٔت اߌۇ౐٫ౕل ٔணட ๮๓اހ اހۉ٫ޭات أن ቟ሐا୸ୗاހߗں
اࣇ࣢ࣳߵذج ڑۼߵم ،ܽ཮ٔގۇ اހہںٔڛٔت ڞ޾ہ܇ ٩ۄۛގٔ ᇔᆟߗُہޞَ. ا٩ਣਞۇۼٔد ܾۚا ୶୐ࠦࡂގ ௠௄ݪޓ اހߵۯٵ. ގޓ 70%
٢ᇔགྷ༢ واᆀᅬي ،posterior distribution ঔএډ܏ ؂ד ؏ݦز ހ࿲ߚඞඃݺ اਛਗߗہޞ ا٩ਣਞۇۼٔد ܾۚا ഠ೾ۛಸ಩౺
،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ൾ൲ുޓ ڞۼۛر ਣਞ ا୶୐ਛਗة ܾۚه اހہںٔڛٔت. ގޓ ᅺᅬدਦਞوا ୸୐ࡼࢂࢆہ ቟ቌوਦਞا ا٩ਣਞۇۼٔد ෡ෆژ

.ဋྑٔ཮ أ޹ݺ ا୸ୗᝉ઒࡚اء ଎଀཮و ཧٔހۂً ڛٔدرة اणँۛગ࡚ة اހणँۛጨጚات ܘߵل اހہںٔڛٔت ڞݪߵن ܘںٷ

؉৐౯ׅݦن ۿۛظزׅت 4 .2 .13
:ٔᇔᇒ أࠠࡂزܾٔ ގޓ ا࿯࿌ۇٔن ގٰ݀ٔ. واހٰޑݺ اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج ހہۄٔء ژ੟೾ٔߵن ގݪۇۂت ގޓ णँٰۛاހ ੝ഋߵ۰ޭ

Probabilis- اਣਞܘۇޑٔހںܽ اภฏߌߵގںܽ اࣇ࣢ࣳٔذج ގ٢ ጺጴٰޑݺ ܗ޾ںً޾ٔ ގ޾ޑޑܽ ގݪۇہܽ pgmpy: •
اภฏߌߵގںܽ واࣇ࣢ࣳٔذج ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت ଽଦਢਞٔء أدوات ڞߵ۰ޭ .tic Graphical Models

.[6] ٔጨግކཬ اਣਞߌۇਣਞۛل وจ෯Ꮟاء ،ٔጨዱౕ౐ގٰٔގ وڞٰࠇࠋ اจ෪ਦਞى،

253



଺଩ޑ܇ .probabilistic programming اਣਞܘۇޑٔހںܽ ܽอૉ୸ୗጺጴ ڑܽ ۯߵ ގݪۇہܽ PyMC: •
ܗߵارزގںٔت ژٔߌۇཾۛام اਣਞߌۇਣਞۛل وจ෯Ꮟاء ศૉ޾޾ܽ ڑܽ ژٔ࠙ࡀ ܽ੐೻ٔإܘ޾ ௠௎ٔذج ࿬࿃ۄٔء ෡ෆߗۇཾۛގ౤ᎈጴ
Markov Chain Monte Carlo (MCMC) ჱႚرހߵ ৄ঩ॽގߵ ގٔرݘߵف ᅺᅲߌކߗ ގۉݺ ގۇۼۛގܽ

.[69]

ا۱ظݘزث٭ׅت 3 .13
وڞۼںࢤࢿ اހۉ٫ޭات إدارة ቟ሺ ا࿥ྐྵภฏߗںܽ اހۇཿۛڑٔت ގޓ णँٰۛاހ ܽગٰ࡚ٔਛਗ ًٔဣંੳ إߤٔراً اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج ڞۼۛم

اఽ఼సٔߤޭ.

ا۱غלܞات ؂ׅت أو۱ݦ ක๷ٌࡲ࢔ 1 .3 .13
اހٰޑކںܽ ܾۚه ੝ഋ޼ޑޓ اਢਞ޹౐ౕح. ܜ݀ߵد ހۇߵܜںܹ ጺጴۉ٫ޭات ఴఙٔގںਗ਼೾ᆁᅬا اހ࿥࿉୸ଢ଼ڂ ܾߵ ແྑٔߌਦਞا اހۇߧہںޞ

:቟ቌٔاܘۇޑ ௠௎ߵذج ቟ሺ ᅢᄷހںݺ ٔጨ጗ގ წႚ ڑٰޑݺ ގۇٰۛدة، ੐അٔڛٔت ގ޾ٔدر པႃد
Common Vulnerabilities and Expo- ا۱݋ׅ׿סڮ ٖ݀ၢျঌঈوا (ا۱غלܞات CVE •
෡ෆڞٰں ڑࢱࢿ .[75] ཬކۄًٔ اਛਗٰޭو۰ܽ اਦਞގۄںܽ واჱ჊ਛਗߏۥ ጺጴۉ٫ޭات ۯٔގߵس ܾߵ CVE اހـ :(sures

ڑݪߵن ގٔ وཧٔހۂً CVE-12345 -2023 ) اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) إد཭ٔل წ჊ހ णँޭ۰ ގٰޭف
Common Vulnerability ا۱݋ׅ׿סڮ ا۱غלܞات ફચڞث۫ (،ݗׅم CVSS णईرིܽ ًٔဠގ޾ܩߵ

اހ۽ۄںܽ. ٔጨዱߧߵر઒࡚ رᇔᆷࠃ ௠௑ۉںݺ وܾߵ ،(Scoring System

اߌۇ౐٫ౕل وܜߵد إن .[62] اހ޼ٰں۽ܽ པႃا୸ୗواހ اހٰٔގܽ ፀጴౕߌۇਣਞౕ౐٫ت أرߏںۥ Exploit-DB: •
اߌۇ౐٫ౕل اܘۇޑٔހںܽ ގޓ ୸୐ݘہ წ჊ଽଣ णँ࠙ࡀ Exploit-DB ގۉݺ ཬٔގܽ ੐അٔڛٔت ۯཬٔۛة ቟ሺ وߣںࡢࡸ

.෡ෆᇔᇆٔ݀ਛਗا ۯہݺ ގޓ اހۉ٫ޭة
Known Exploited Vulnerabil- ძუ݈ظלঌঈا اঌঈסܞو١ڮ (ا۱غלܞات KEV CISA ۱ׅॸॐݦج •
(CISA) اੳਦਞંڑݪںܽ اހۇܩۇںܽ اހہ࿯ںܽ وأގޓ ቟ሐا୸ୗاހߗں اਦਞގޓ ᅺᅬჱႚو ٔጨያ ษ༆ۇ۽ߠ ܽ௠ுٔۯ :(ities
ܾߵ اހණඃٔހߵج ܾۚا ቟ሺ ڡ٫ޭة إدراج .[19] اހߵاۯ٢ ቟ሺ ࿯࿃ߚٔط ٔணடౕ౐اߌۇ٫ ڞٗݘںۛ ኢና ๮๓اހ ጺጴۉ٫ޭات

وܘۼںࡡࡸ. ۰ߵري ܗߧޭ وܜߵد ৓ৈཬ ིۛاً ۯߵي ގߪྔັ
ذات ڡ٫ޭة ڞݪߵن ۯۛ اਛਗۇٗࠩࡂ. ጺጴۄߦٔم ڑܽ اހۇྃٔر اᇔᇒਦਞںܽ :Asset Criticality اগএܪ۫ أᅅᅃثڮ •
৓ৈཬ ގۇߵߌߧܽ ܗߧߵرة ذات ڡ٫ޭة ގޓ أۯݺ ڑܽ أوހߵ จ෫ج ୸୐ཧ ڞߧߵ࠙ࡂ ཭ٔدم ৓ৈཬ ཬٔހںܽ ܗߧߵرة

౤ᎈጴ݀ٔم. ܘںߵي ੐അٔڛٔت ۯཬٔۛة ཭ٔدم
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اހߵۯٵ ቟ሺ ౤ᎈጴٰࡇࡗގٔت ௠௄ݪޓ :ᇐᆺׅڍظ܂ঔএا ا۱ظݦاܪ۫ وׅܽ׿۫ واඞ๷ׅگׅت اኙኋ۱ٌࡲ࢔ات اܽظڙزׅرات •
ڞݪߵن أن ،෡ෆގۄںਦਞا ෡ෆاހۂܘۉ ގۄٔۯߚٔت أو اਛਗߦࠇࠋ ഫ೾اހߵ ގۄۇۛڑٔت ቟ሺ ഠ೾ٔد཮ਦਞا ގۉݺ ،৙ৈٰاހ۽

.ఴఙٔގںਗ਼೾د წ჊ଽଣ ގٔ ڡ٫ޭة اߌۇ౐٫ౕل اܘۇޑٔހںܽ ഠ೾ۛཿހۇ دހںݺ ௠ோۉٔژܽ

اඞ਺૩ૈ۱ثׅت ؏ݦرࡲ࢔ ძუ݈۷ܽ ৐౶לܞات ا۱ظའزݛ 2 .3 .13
اၗਗݪۇۂت ގޓ ގٰۼۛة ᅛᅉߏہ ৓ৈཬ ڞٰۇޑۛ ۰݀ࠃ اހ޾۽ޭ؛ ގޓ اހอૉ୸ୗںܽ اހۇߧہںۼٔت ਗ਼അٔء ڑࢱࢿ ގٔ ڛٔدراً
ጺጴۇߧہںޞ ศૉٔߤޭ ઼શ཭ ቙ቌإ اၗਗݪߵڛٔت ܾۚه ۛ཮أ ቟ሺ ڡ٫ޭة ڞߪدي أن ௠௄ݪޓ ا઒࡚ٔرܜںܽ. واހۇہٰںٔت
ܾۚه ቟ሺ ٔணடౕ౐اߌۇ٫ أو اހۉ٫ޭات ߣ݀ߵر اܘۇޑٔހںܽ ހۇۼںࢤࢿ اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج اߌۇཾۛام ௠௄ݪޓ .ܹᄠᄝჽٗژ
ا઒࡚ٔ޹ܽ اހอૉ୸ୗںٔت णँڞߵر ᅺᅲߌކߗ ศૉٔߤޭ وศ༆۽ںۥ ۰݀ދ ৓ৈཬ اਛਗߪߌߗٔت ۛཬٔ଺ଜ ٔᇦᇥ اਛਗۇٰۛڑܽ، اހۇہٰںٔت

.software supply chain risk ٔጨያ

اগএۿصثڮ واগএܪݦل ߭߳߸ݦادث ໯௕ዹእׅݕܞ ஥ஊׅۿثো౯ჲოا اལ۱݈ڞث۫ 3 .3 .13
๮๐أގ ཮ٔدث أو أ޹ݺ ܗߧߵرة درིܽ ഠ೾ۛษ༆ ቟ቌٔܘۇޑਣਞا ጺጴۄޑߵذج ௠௄ݪޓ .ܽ੝അٔڡ ހ࿥ߗٵ اఽ఼సٔߤޭ
ގٰޭو۰ܽ ڡ٫ޭة ژܹ أ޹ݺ أߣ݀ޭ إذا اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ णँིۛة. ގٰࡇࡗގٔت ڞߵ۰ޭ ގ٢ ژ೰ೢᖹٔޭار ގߗۇޑޭ
درིܽ ڑٔدة وز णँۛગ࡚ا اᆁᅬހںݺ ܾۚا اߌ࿲ںٰٔب ጺጴۄޑߵذج ௠௄ݪޓ ߤہںٰںܽ، ୸୐ཧ ߏہݪںܽ ੳંور ᅛᄷจ෫ ગઉٗة
ጺጴߦޭوف ଺ଜۇܭںڂ ڞݪںࡢࡸ ۰णईٔع ܾۚا ଺ଜޑ܇ ۰ߵري. ษ༆ۼںޞ ቙ቌإ ིܽٔઓ࡚ا ቙ቌإ ୸୐ଽଜ ٔᇦᇥ اਦਞ޹ݺ، ܗߧߵرة

اਛਗۇ୸୐٫ة.

ا۱غלܞات ওএدارة اঌঈٮظݦໟڮ ا۱زثׅ،ׅت ᅅଜଖݦໝׅت 4 .13
ގ޾ٔدر ގޓ णँٰۛاހ اߌۇཾۛام ෡ෆޑٔرߌ౤ᎈጴ ௠௄ݪޓ اހۉ٫ޭات، ਢਞدارة اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج واܗۇۂر ހہۄٔء

ࡼࢂࢋޑ݀ߵر. ܽ཮ٔۇਛਗا اހہںٔڛٔت
:(National Vulnerability Database ካእغלܞات ا۱ݦݕصثڮ ا۱زثׅ،ׅت (ໝׅ٠ٌة NVD •
ڑٰޫز .[59] اਛਗۇཿۛة اހߵਣਞڑٔت ཮ݪߵގܽ ቟ሺ اހۉ٫ޭات إدارة ހہںٔڛٔت ແྜ࿥ྐྵภฏا اਛਗߗۇߵدع
اހۉ٫ޭات، وڞ޾࿯ں۽ٔت CVSS، درིٔت ގۉݺ ੝അ۽ٔ޹ںݺ CVE ౐อ௣ౕت ቟ሺ اਦਞߌٔߌںܽ اਛਗٰࡇࡗގٔت

ཬٔގܽ. ڞߧہںۼٔت ܽอૉࠠࡂ واܜ݀ܽ ୸ୗཬ إހںܹ اހߵ޹ߵل ௠௄ݪޓ ౔ፀጴرߏٔدات. ورواژߡ
੐അٔڛٔت ٢ੂਸ਼ਭ Exploit-DB أرߏںۥ ቙ቌإ اހߵ޹ߵل ௠௄ݪޓ Exploit-DB: ౶ুׅ،ׅت ۿݦ൷ൠات •
઀ੳور اਛਗۇٗࠩࡂة، واਛਗۄ޾ܽ اਣਞߌۇ౐٫ౕل، ڛߵع ፈጴذ ቟ሺ ٔ௠ோ ࡼࢂࢋޑ݀ߵر، ܽ཮ٔۇਛਗا اਣਞߌۇਣਞౕ౐٫ت ܘߵل

اਛਗ۽݀ߵم. إ੗എٔت
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௠௑ۉݺ ๮๓اހ ژٔހۉ٫ޭات ގߵฆ෯ة ܽ௠ுٔۯ ڑߵ۰ޭ و ࡼࢂࢋޑ݀ߵر ގۇٔح اހණඃٔހߵج ܾۚا KEV: CISA ۱ׅॸॐݦج •
࿯࿃ߚٔط. ଺ُ଩ۇ٫ݺ ٔጨዮأ اਛਗٰޭوف ގޓ ܘںٷ ،ًٔ཮ٔઓ࡚إ ୸ୟݘਦਞا اހणँۛጨጚات

ᇔ஫஥ߵཬٔت إଽଦٔء اਛਗ۽ںۛ ގޓ ڑݪߵن ގٔ ཧٔހۂً ،ഫ೾ޭواހۇܭ ഫ೾اހۇۛر ٤ਦਞંاض اၢဋׅய஭னة: ا۱زثׅ،ׅت •
ཬۛد اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اਛਗߪߌߗܽ أ޹ߵل จ෯د ჱႚٔษૉة اހہںٔڛٔت ணடۚه ௠௄ݪޓ ศૉ޾޾ܽ. ੐അٔڛٔت
࿥࿃ڷܽ ቟ሺ ژਛਗٔޑٔرߌܽ ଺ଜޑ܇ ٔᇦᇥ اހणँۛጨጚات، اߌۇܨۂرات وގߵฆ෯ات (ٔጨጚںᇔᇒأ درིٔت ا઒࡚ߵادم،

ษૉݪߵގܽ.

اঔএډظ܂۱ׅثڮ اம஭னׅݕܞ ؂ׅت أو۱ݦ ක๷ٌࡲ࢔ :ॊहᅅᄤ ۿย༐وع 5 .13
اߌۇ౐٫ౕل ศૉٔߤޭ ހۇۼۛ࠙ࡂ `pgmpy` ގݪۇہܽ ژٔߌۇཾۛام ଺ଣںߧܽ ڑܽ ژٔ࠙ࡀ ᅛᅉߏہ ࿬࿃ۄٔء ߌۄۼߵم اਛਗྟັوع، ܾۚا ቟ሺ
቟ቌٔاܘۇޑ ڞۼںࢤࢿ ੝ഈਢਞٔج ᅺᅬدਦਞا ގޓ ศૉۇކ۽ܽ ۯߧ٢ ෡ෆژ ٢ੂਸ਼ਭا ݘں۽ںܽ اࣇ࣢ࣳߵذج ܾۚا ཐߌںߵࣂ أގۄںܽ. ڡ٫ޭة

౤ᎈጴཾٔߤޭ.
ا۱زثׅ،ׅت إໝٌاد 1 .5 .13

،቟ቌٔގۉ წ჊ଽଣ وގ޾ۄ۽ܽ ܘۼںۼںܽ ڡ٫ޭات ੐അٔڛٔت ৓ৈཬ اઓ࡚޾ߵل ހ޾ٰߵژܽ ڛߦޭاً ੐അٔڛٔت. ቙ቌإ ษ༃ۇٔج ،ًਣਞأو
ܾۚه اހہںٔڛٔت ܽཬߵᇔ஫஥ ቟ᇫٔཿߌۇ `pandas`. ژٔߌۇཾۛام ا޹ߧۄ٩ٔںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ ଽଦٓဠٔء ߌۄۼߵم
቟ሺ اހـݪߵد `Exploited_in_Wild`. اਛਗߗጨጚۛف: ގۇ୸୐٫ڛٔ وߌ࿲ۇ޼ޑޓ ጺጴۉ٫ޭات ศૉۇކ۽ܽ ܗ޾ٔڎ޴

ܾۚه. اހߵᇔᇒںܽ اހہںٔڛٔت ܽཬߵᇔ஫஥ ᆁᅬڑߵ 81 ܽ௠ுٔاހۼ
pgmpy ؉ׅܽظ໯ٌام ફઔثݘڮ اډظ܂۱ׅثڮ ໣ً୑ିڮ 2 .5 .13

ގ۰ޭٰܽ ৓ৈཬ ً ਗ਼അٔء اހߗ࿬ہںܽ اހ౐ٰౕۯٔت ގޓ ܽཬߵᇔ஫஥ ຿ྟ࿯ߌۄ ڑܽ. اހۂ࠙ࡀ ߏہݪۇۄٔ ࿯࿃ںܽ ߌۄཿۛد ،ፈጴذ ژٰۛ
቟ሺ وພງັه اߌۇ౐٫ౕل ڞߧߵ࠙ࡂ ཐၟޭਛਗا ގޓ اހٰٔހںܽ CVE درིܽ อ༆ٰݺ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ا୸ୗᝉ઒࡚اء.
اހٰߵاގݺ ৓ৈཬ ߌںٰۇޑۛ `Exploited_in_Wild`، ژܹ، اހۇ࿯ہߪ णँࠣࡂ اᆀᅬي ቟ሃٔጨ጗اހ ୸୐ۇ٫ਛਗا Exploit-DB.

اจ෪ਦਞى.
Condi- (CPDs) اย༐۱ݕثڮ اঔএډظ܂ঔএׅت ؂סׅت ؏ݦز णँۛษ༆ ཬކںۄٔ อ໹ڂ اހہ࿯ںܽ، णँۛษ༆ ژٰۛ
፲፞ڞ وܜߵد اܘۇޑٔހںܽ CPD ษ໹ۛد ٩ۼۛة. წ჊ހ tional Probability Distributions
ߌۄཿۛد اހۇߵ޷ںܩࠃ، اހٰޭض ܾۚا ቟ሺ اਦਞ޹ݺ. اހٰۼۛ ਣਞٔ཮ت ቙ቌإ ژٔހۄߦޭ ގٰںۄܽ، ᅺᅬٔ཮ ቟ሺ اހٰۼۛة
ܾۚه ڞٰࠇࠋ ௠௄ݪۄ݆ ۰ჱႚںܽ، ࿬࿃ںٔڛٔت ܘۼںࡡࡸ ގྟັوع ቟ሺ .ᅺᅬގٰۼߵ ا୸ଢ଼۰ا޷ٔت ৓ৈཬ ً ਗ਼അٔء ًٔမوणँ CPDs

٩ۄܹ. و଺ଜۇٰࠇࠋ اࣇ࣢ࣳߵذج ๮๐࿬ྼ 82 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد اހہںٔڛٔت. ގޓ ގۂྔັة CPDs
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1 import pandas as pd
2 import numpy as np
3 from pgmpy.models import BayesianNetwork
4 from pgmpy.factors.discrete import TabularCPD
5 from pgmpy.inference import VariableElimination
6
7 # Create a dummy dataset for vulnerabilities
8 # Features:
9 # CVE_Score_High: 0 (Low/Medium), 1 (High/Critical)

10 # Exploit_DB_Exists: 0 (No), 1 (Yes) - Is there a public exploit?
11 # CISA_KEV_Listed: 0 (No), 1 (Yes) - Is it in CISA's Known Exploited Vulnerabilities?
12 # Asset_Criticality_High: 0 (Low/Medium), 1 (High) - Is the affected asset highly critical?
13 # Target:
14 # Exploited_in_Wild: 0 (No), 1 (Yes) - Has it been observed exploited?
15
16 data_vuln = pd.DataFrame({
17 'CVE_Score_High': np.random.choice(, size=100, p=[0.6, 0.4]),
18 'Exploit_DB_Exists': np.random.choice(, size=100, p=[0.7, 0.3]),
19 'CISA_KEV_Listed': np.random.choice(, size=100, p=[0.9, 0.1]),
20 'Asset_Criticality_High': np.random.choice(, size=100, p=[0.5, 0.5])
21 })
22
23 # Simulate 'Exploited_in_Wild' based on other factors
24 # Higher chance of being exploited if CVE is high, ExploitDB exists, or CISA KEV listed.
25 # This is a simple heuristic for generating dependent data.
26 data_vuln['Exploited_in_Wild'] = (
27 (data_vuln['CVE_Score_High'] == 1) * 0.4 +
28 (data_vuln['Exploit_DB_Exists'] == 1) * 0.5 +
29 (data_vuln['CISA_KEV_Listed'] == 1) * 0.9 +
30 (data_vuln['Asset_Criticality_High'] == 1) * 0.3 +
31 np.random.rand(100) * 0.2
32 ).apply(lambda x: 1 if x > 0.5 else 0)
33
34 print("Dummy Vulnerability Data Head:\n", data_vuln.head())
35 print(f"\nExploited_in_Wild distribution: {data_vuln['Exploited_in_Wild'].value_counts()}")

ጺጴۉ٫ޭات وᇔᇒںܽ ੐അٔڛٔت ܽཬߵᇔ஫஥ إଽଦٔء :81 Listing

؂ׅت اগএو۱ݦ ۱ظ໰ٌࡲ࢔ ؏ݦܨثښݴ ך৳ض 3 .5 .13
णँۛཿހۇ اࣇ࣢ࣳߵذج اߌۇཾۛام ௠௄ݪޓ ݘںۥ 82 ܽ௠ுٔاހۼ ቟ሺ اਣਞߌۇਣਞۛل اߌۇ౐ٰౕގٔت ގޓ اఽ఼సޭིٔت ڞߦُ݀ޭ
،ٔጨያ ا઒࡚ٔ޹ܽ CVE درིܽ (ގۉݺ اਛਗٰޭو۰ܽ ٔጪྮܗ޾ٔڎ إد཭ٔل ௠௄ݪۄۄٔ ގٰںۄܽ، ڡ٫ޭة ਦਞي ڑٔت. اਦਞوހߵ
اࣇ࣢ࣳߵذج ษ໹ߗڂ ኢኖ .ᅺᅬدჴႚ ཬކںܹ) ڞߪࠩࡂ اᆀᅬي اਦਞ޹ݺ وأᇔᇒںܽ ގߵܜߵد، اߌۇ౐٫ౕل ܾۄٔك ჱႚن إذا وގٔ

اހߵاۯ٢. ቟ሺ ٔணடౕ౐اߌۇ٫ ߌںࢱࢿ اހۉ٫ޭة ژٗن اస఼ాۛث اਣਞܘۇޑٔل
اހۉ٫ޭات و޷٢ ߌںࢱࢿ ౔ፀጴ޹౐ౕح. ܽ੗ഋંੳ ܽ௠ுٔۯ ଽଦਢਞٔء اఽ఼సޭིٔت ܾۚه اਦਞގޓ ڑޞ ޭ۰ ߌ࿥ߗۇཾۛم
ணடۚا اހٰߦޑ߽ اހۼߵة ڞᇔᆍޓ .ܽ௠ுٔاހۼ ৓ৈཬأ ቟ሺ `Exploited_in_Wild` ހـ ৓ৈཬਦਞا اਣਞܘۇޑٔހںܽ ذات
ߌ࿬ںݺ ৓ৈཬ—اتणँۛጨጚاހ اߌۇܨۂرات ގޓ णँིۛة ގٰࡇࡗގܽ و޹ކٵ إذا اਗ਼೾ᆁᅬٔގںݪںܽ. ߤہںٰۇܹ ቟ሺ اހጨ጗܋
቙ቌإ णँིۛ ᅢᄷހںݺ ܾۚا إ޷۰ٔܽ ࿬࿃ߗٔߤܽ KEV—ٔݪۄۄ௠௄ CISA ਇয়ٔހߵج ቙ቌإ ڡ٫ޭة إ޷۰ٔܽ ௠௑ٵ اਛਗۉٔل،
ގߗۇߵى ቙ቌإ اހۉ٫ޭة ፲፞ڞ ਗ਼೾ۼݺ ۯۛ ٔᇦᇥ اހ۽ߵر، ৓ৈཬ ቟ቌٔܘۇޑਣਞا ڞۼۛ࠙ࡂه ഠ೾ۛಸ಩౺ اࣇ࣢ࣳߵذج ߌںۼߵم اࣇ࣢ࣳߵذج.
اހۄߦٔم ގޓ ୸୐ژݪۉ ڞݪں۽ًٔ ୸ୟأݘ ڑٔت اਦਞوހߵ णँۛཿހۇ ڛߦٔގًٔ ܾۚا ڑߵ۰ޭ ڑٔت. اਦਞوހߵ ܽ௠ுٔۯ ቟ሺ ୸୐ژݪۉ ৓ৈཬأ
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.ܾٔۛ཮و ܽ੝അٔاހۉ CVSS درིٔت ৓ৈཬ ڑٰۇޑۛ اᆀᅬي

൒ഷا۱ث٭ ໝٌم ᅅᄐثڮ ක๷ٌࡲ࢔ 4 .5 .13
uncertainty quan- ෡ෆاހںۼ ཬۛم ᇔᆟںܽ णँۛษ༆ ގ۽݀ߵم ގۂྔັ წ჊ଽଣ `pgmpy` ศૉޭིٔت ཐڞߵࣂ
اހჱ჊ގݺ ቟ቌٔܘۇޑਣਞا ڑ٢ اހۇߵز اࣇ࣢ࣳߵذج ڑۼۛم ،"ਣਞ" أو "ڛٰދ" ଺ଣںߧܽ إིٔژܽ ގޓ ً ਣਞणई .tification
= `P(Exploited_in_Wild=1) ڑٰںۛ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ `Exploited_in_Wild`. ୸୐ۇ٫ਛਗ

จ෪ਦਞى. `55 .0 = `P(Exploited_in_Wild=1) و وا཮ۛة ހۉ٫ޭة `95 .0
."ᅶᅬౕ౐اߌۇ٫ اస఼ాۇޑݺ "ގޓ أڛܹ ৓ৈཬ ጨግႼႚޑٔ ڞ޾࿯ںۥ ڑࢱࢿ ۰ۼۛ ،5 .0 ۯۛرܾٔ ଺ଣںߧܽ ٩ۇہܽ ଺ଦۇཾۛم ٔ਄য় إذا
቟ሺ ཬٔހںܽ ڡۼܽ ቙ቌوਦਞا ᅺᅬٔઓ࡚ا ௠௑ۉݺ دۯܽ. ୸ୟأݘ ڑܽ رؤ اހۼޭار ޹ٔڛ٢ ቟ቌٔܘۇޑਣਞا اจ෪ਢਞاج ௠௄ۄ܇ ،ፈጴذ وގ٢
اਣਞߌۇ౐٫ౕل أن ෡ෆ཮ ቟ሺ ݘہ୸୐؛ ෡ෆڑۼ ཬۛم ቙ቌإ ܽ੐ഈٔاހۉ ᅺᅬٔઓ࡚ا ୸୐ଽ଩ .ًٔမ۰ߵر ً إจ෯اء و੝ഋߧކڂ اਣਞߌۇ౐٫ౕل،
ۯޭارات ژศ༆ٔٔذ اਦਞގޓ ހۼٔدة ܾۚا ଺ଜޑ܇ ۯٔߤٰܽ. ހ࿥ߗٵ ᅺᅬدਦਞا ۰ٓن ཬۛގܹ، ގޓ ژۼކںݺ ًٔཿࠦࡂܜں ୸ୟأݘ
ٔ௠ோور أۯߵى، ᅺᅬدਦਞا ڞݪߵن ܘںٷ णँۛጨጚጺጴات أᇔᇒںܽ ୸ୟݘਦਞا ގߵاردܾދ وศ༆޾ں޴ ژఽ఼సٔٔߤޭ، ގߗ࿲ۄ୸୐ة

ཬٔلٍ. ෡ෆڑۼ ཬۛم اࣇ࣢ࣳߵذج ڑߦُ݀ޭ ܘںٷ णँۛጨጚጺጴات إ޷۰ٔںܽ ੳંاۯہܽ ᅺᅬིۛو

اߋ୑ୂׅਃڮ
.ܽ੟೾ۛઓ࡚ا اހۉ٫ޭات ਢਞدارة اހۂ࠙ࡀي ᅺᅬਧਞا وڞٰࠇࠋ اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج اߌۇཾۛام اހ۽޾ݺ ܾۚا اߌۇݪߚۥ
ގߗٔراً اހۇۼۄںٔت ܾۚه ڞۼۛم اਛਗۇٗ޹ݺ، ෡ෆاހںۼ وཬۛم ᅺᅲٔڎணடا ژٔހہںٔڛٔت ୶୐ൾ൰ഺ ۛጪྟގ ቟ሺ أڛܹ ٔਗ਼೾رأ ހۼۛ
رᇦᇗںًٔ، اणँۛગ࡚ة ᅺᅬدਦਞا པႃود اਛਗۇ୸୐٫ات ෡ෆژ اހ౐ٰౕۯٔت ௠௑ۉںݺ ౐཭ౕل ގޓ ۯۛގًٔ. ແྫྷ౤ᎈጴ ًٔ ৺য়وذ ގۄߦޑًٔ
቙ቌإ ܽ੝അٔاހۉ اఽ఼సٔߤޭ درིٔت ގޓ ژ੝ഈਣਞٔۼٔل Bayesian Networks ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت ހۄٔ ଺଩ޑ܇
ގۇہਗ਼೾ٔܽ—ގޓ ੐അٔڛٔت ގ޾ٔدر པႃᆁᅬ ًٔမۯߵ إߤٔراً ڞߵ۰ޭ ٔጨዮإ وڞݪں۽ںܽ. دਗ਼೾ٔގںݪںܽ ڑٔت أوހߵ णँۛษ༆ ᇔᆳކںܽ
޹ߵرة ቟ሺ—৙ৈٰاހ۽ اހߵۯٵ ቟ሺ اހणँۛጨጚات اߌۇܨۂرات ቙ቌإ اਦਞ޹ߵل وأᇔᇒںܽ اހ۽ۄںܽ CVE درིٔت

.ᅛᅉوގۇޑٔߌ وا཮ۛة ศૉٔߤޭ
۰݀ࠃ ۯߵة. ژݺ ޷ٰۥ ڛۼߧܽ ހ࿥ߗٵ ཐ໐ັྩ წ჊ଽଣ ෡ෆاހںۼ ཬۛم ིܽۚ௠௎ أن ቟ቐ ا࿥ྐྵภฏߗںܽ ا౐઒ౕ࡚޹ܽ
቟ሐا୸ୗاހߗں اਦਞގޓ ގߵارد وศ༆޾ں޴ ߏ۽۰ٔںܽ، ୸ୟأݘ ۯޭارات واศ༆ٔذ ڡۼۇۄٔ، ᇔᆟںܽ णँۛಸ಩౺ ހۄٔ ଺଩ޑ܇
௠௄ݪޓ `pgmpy`، ގۉݺ ގݪۇۂت ژٔߌۇཾۛام أڛܹ ৙ৈاހٰޑ اਛਗྟັوع أߣ݀ޭ ۰ٰٔހںܽ. ୸ୟأݘ წ჊ଽଣ اస఼ాۛودة

وੳંوڛܽ. ً ذჱႚء ୸ୟأݘ د۰ٔع أڛߦޑܽ ਗ਼അٔء ቟ሺ ۛཬٔ଺଩ ᇔᆳކںܽ أدوات ቙ቌإ اਛਗۇۼۛގܽ اਛਗ۽ܾٔࢤࢿ ܾۚه ܽᇔᇆࠦࡂ
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1 # Define the network structure (causal relationships)
2 # Example: Exploit_DB_Exists and CISA_KEV_Listed depend on CVE_Score_High
3 # Exploited_in_Wild depends on all other factors
4 model_bn = BayesianNetwork([
5 ('CVE_Score_High', 'Exploit_DB_Exists'),
6 ('CVE_Score_High', 'CISA_KEV_Listed'),
7 ('Exploit_DB_Exists', 'Exploited_in_Wild'),
8 ('CISA_KEV_Listed', 'Exploited_in_Wild'),
9 ('Asset_Criticality_High', 'Exploited_in_Wild')

10 ])
11
12 # Define Conditional Probability Distributions (CPDs)
13 # For simplicity, we'll manually define some CPDS. In a real scenario, these could be learned from data.
14 # CPD for CVE_Score_High (prior probability)
15 cpd_cve = TabularCPD(variable='CVE_Score_High', variable_card=2, values=[[0.6], [0.4]]) # P(CVE=0), P(CVE=1)
16
17 # CPD for Exploit_DB_Exists given CVE_Score_High
18 cpd_exploitdb = TabularCPD(variable='Exploit_DB_Exists', variable_card=2,
19 values=[[0.9, 0.3], # P(ExploitDB=0 | CVE=0), P(ExploitDB=0 | CVE=1)
20 [0.1, 0.7]], # P(ExploitDB=1 | CVE=0), P(ExploitDB=1 | CVE=1)
21 evidence=['CVE_Score_High'], evidence_card=)
22
23 # CPD for CISA_KEV_Listed given CVE_Score_High
24 cpd_cisa_kev = TabularCPD(variable='CISA_KEV_Listed', variable_card=2,
25 values=[[0.99, 0.05], # P(KEV=0 | CVE=0), P(KEV=0 | CVE=1)
26 [0.01, 0.95]], # P(KEV=1 | CVE=0), P(KEV=1 | CVE=1)
27 evidence=['CVE_Score_High'], evidence_card=)
28
29 # CPD for Asset_Criticality_High (prior probability)
30 cpd_asset_crit = TabularCPD(variable='Asset_Criticality_High', variable_card=2, values=[[0.5], [0.5]])
31
32 # CPD for Exploited_in_Wild given its parents
33 # Order of parents: [Exploit_DB_Exists, CISA_KEV_Listed, Asset_Criticality_High]
34 # values: P(Exploited=0|...), P(Exploited=1|...) for all parent combinations
35 # EDB, KEV, AC: (0,0,0), (0,0,1), (0,1,0), (0,1,1), (1,0,0), (1,0,1), (1,1,0), (1,1,1)
36 cpd_exploited_in_wild = TabularCPD(variable='Exploited_in_Wild', variable_card=2,
37 values=[
38 [0.95, 0.80, 0.70, 0.20, 0.50, 0.10, 0.05, 0.01], # P(Exploited=0 | ...)
39 [0.05, 0.20, 0.30, 0.80, 0.50, 0.90, 0.95, 0.99] # P(Exploited=1 | ...)
40 ],
41 evidence=['Exploit_DB_Exists', 'CISA_KEV_Listed', 'Asset_Criticality_High'],
42 evidence_card=)
43
44 # Add CPDs to the model
45 model_bn.add_cpds(cpd_cve, cpd_exploitdb, cpd_cisa_kev, cpd_asset_crit, cpd_exploited_in_wild)
46
47 # Check if the model is valid
48 print(f"\nIs the Bayesian Network valid? {model_bn.check_model()}")
49
50 # Perform inference
51 infer = VariableElimination(model_bn)
52
53 # Example inference: What is the probability of Exploited_in_Wild if CVE is High and Exploit DB Exists?
54 print("\n--- Bayesian Network Inference Examples ---")
55 query_1 = infer.query(variables=['Exploited_in_Wild'],
56 evidence={'CVE_Score_High': 1, 'Exploit_DB_Exists': 1})
57 print(f"\nP(Exploited_in_Wild | CVE_High=1, Exploit_DB_Exists=1):\n{query_1}")
58
59 # Example inference: What is the probability of Exploited_in_Wild if Asset Criticality is High?
60 query_2 = infer.query(variables=['Exploited_in_Wild'],
61 evidence={'Asset_Criticality_High': 1})
62 print(f"\nP(Exploited_in_Wild | Asset_Criticality_High=1):\n{query_2}")
63
64 # Example inference: What is the probability of Exploited_in_Wild if CISA KEV is Listed but CVE is Low?
65 query_3 = infer.query(variables=['Exploited_in_Wild'],
66 evidence={'CISA_KEV_Listed': 1, 'CVE_Score_High': 0})
67 print(f"\nP(Exploited_in_Wild | CISA_KEV_Listed=1, CVE_Score_High=0):\n{query_3}")

pgmpy ژٔߌۇཾۛام ଺ଣںߧܽ ڑܽ ژٔ࠙ࡀ ᅛᅉߏہ واߌۇ౐ٰౕم ਗ਼അٔء :82 Listing
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machine learn- ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ ௠௎ߵذج Bayesian Machine Learning ا۱زׅފޱي ძოঘএا ؏סݸݼ
෡ෆاހںۼ ཬۛم ߣݺ ቟ሺ ፀጴౕߌۇਣਞۛل Bayesian statistics ڑܽ اހۂ࠙ࡀ اਢਞܘ޾ٔءات ڑߧہޞ ing

اࣇ࣢ࣳߵذج. ቟ሺ رᇦᇗںًٔ اਛਗߗہۼܽ ا઒࡚ہ୸୐ة ܽ۰ޭٰਛਗا པႃود
proba- اਣਞܘۇޑٔހںܽ اࣇ࣢ࣳٔذج ގޓ ڛߵع Bayesian Network (Bayes Net) ؂ڮ ا۱زׅފޱ ჌Ⴚا۱݋ز
دوري ୸୐ཧ ގߵܜً݀ٔ ًٔ੐ഈٔ੐അ ًٔᇦᇗر (णँۛษ༆اً، graph ًٔ੐ഈٔ੐അ ًٔᇦᇗر ଺଩ۇཾۛم ๮๓اހ bilistic model
اਛਗۇ୸୐٫ات ގޓ ܽཬߵᇔ஫஥ ෡ෆژ اਣਞܘۇޑٔހںܽ اހۇہٰںٔت ࣇࣥࣳۉںݺ (Directed Acyclic Graph

.቟ሃંੳ წ჊ଽଣ
Cy- اހۇܩۇںܽ اހہ࿯ںܽ وأގޓ ቟ሐا୸ୗاހߗں اਦਞގޓ ᅺᅬჱႚو CISA ا۱ظښظثڮ ا۱زའثڮ وأۿ܄ ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ძოၢဋو
أੳંڑݪںܽ، ཮ݪߵގںܽ ᅺᅬჱႚو :bersecurity and Infrastructure Security Agency
known exploited ᅺᅲߗۇ٫ਛਗوا اਛਗٰޭو۰ܽ اਦਞގۄںܽ ጺጴۉ٫ޭات ژණඃٔހߵج ษ༆ۇ۽ߠ ،ٔጨዱٔواܜہ ෡ෆژ ގޓ

اހणँۛጨጚات. ڑٔت أوހߵ णँۛษ༆ ৓ৈཬ اਛਗߪߌߗٔت ਛਗߗཬٔۛة vulnerabilities

أو ིۛول CPD (Conditional Probability Distribution) اย༐۱ݕݴ اঔএډظ܂ׅل ؂ד ؏ݦز
৓ৈཬ ً ਗ਼അٔء ෡ෆٰގ ୸୐ގۇ٫ ᅺᅬٔ཮ اܘۇޑٔހںܽ ษ༆ۛد Bayesian Network ڑܽ اހۂ࠙ࡀ ᅛᅉاހߚہ ቟ሺ ᅺᅬدا

.ᅶᅬ اਦਞ޹ކںܽ اਛਗۇ୸୐٫ات ਣਞٔ཮ت
ۯٔގߵس CVE (Common Vulnerabilities and Exposures) ا۱݋ׅ׿סڮ ٖ݀ၢျঌঈوا ا۱غלܞات
اਛਗٰޭو۰ܽ واჱ჊ਛਗߏۥ cybersecurity vulnerabilities ܽ੐ഈا୸ୗاހߗں اਦਞގۄںܽ ጺጴۉ٫ޭات ۛ཮ގߵ

إد཭ٔل. წ჊ހ णँޭ۰ ގٰޭف ෡ෆڞٰں ڑࢱࢿ ܘںٷ ጺጴٰٔގܽ،
CVSS (Common Vulnerability Scoring System) اঌঈ݋૩૎ك ا۱غלܞات ફચڞث۫ ،ݗׅم

software vulnerabil- ࠠࡂอૉںܽ ހۉ٫ޭة اހۇۼۄںܽ ا઒࡚ߧߵرة ࣇࣥࣳۉںݺ ଺ଜۇཾۛم رᇔᆷࠃ ଺଩ܭںݺ ڛߦٔم
.ity

graph ቟ሐٔ੐അ ဋྑر DAG (Directed Acyclic Graph) اჲოوري ૩ુ໘ اঌঈݦ໣ڪ ᇐᆁׅا۱زث ོ༂එ඀ا
৓ৈཬ ษ༆ۇߵي ਣਞو ጪྑދ) ৓ৈཬ (ษ༆ۇߵي ގߵܜ݀ܽ (edges (اઓ࡚ߵاف اਣਞڞ޾ਣਞٔت ᇔᇆں٢ ۰ںܹ ڞݪߵن

.Bayesian Network ڑܽ اހۂ࠙ࡀ ᅛᅉߚہጺጴ ৙რ჊ںணடا اਦਞߌٔس წ჊ଽଜ ٔᇦᇥ ،cycles دورات
non-parametric Bayesian ގ౤౟ٰںܽ ਣਞ ڑܽ ژٔ࠙ࡀ ڑۼܽ ߤޭ Gaussian Process ا۱לׅوܽثڮ ا۱ס܂۷ثڮ
ގ۽ںۛة ቟ቐو اᆁᅬوال، ৓ৈཬ probability distribution اܘۇޑٔހںًٔ ڑًٰٔ ڞߵز ڞߵ۰ޭ method
ᅺᅲاހۼٔژ uncertainty estimates ෡ෆاހںۼ ཬۛم ੝അۼۛ࠙ࡂات ގ޾ܩߵژܽ اހۇ࿯ہߪات ހۇߵހںۛ ٫ጺጴٔڑܽ

اހᇔᆍࠃ. ጺጴۼںٔس
KEV (Known Exploited Vulnerabilities) Catalog ძუ݈ظלঌঈوا اঌঈסܞو١ڮ اগএۿصثڮ ا۱غלܞات ۱ׅॸॐݦج

اਦਞގۄںܽ اހۉ٫ޭات ษ༆ۛد CISA اހۇܩۇںܽ اހہ࿯ںܽ وأގޓ ቟ሐا୸ୗاހߗں اਦਞގޓ ᅺᅬჱႚو ٔጨያ ษ༆ۇ۽ߠ ܽ௠ுٔۯ
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୸୐ଽଜ ٔᇦᇥ ،෡ෆᇔᇆٔ݀ਛਗا ۯہݺ ގޓ و཮ٔހںًٔ ࿯࿃ߚٔط ٔணடౕ౐اߌۇ٫ ގޓ ᅢᄷٗاހۇ ኢና ๮๓اހ vulnerabilities

اઓ࡚ۼںࡡࡸ. ኢትٰٔاހ ቟ሺ اఽ఼సٔߤޭ ގޓ ིۛاً ཬٔلٍ ގߗۇߵى ቙ቌإ
ا઒࡚ߵارزގںٔت ގޓ ۰ڷܽ MCMC (Markov Chain Monte Carlo) ၢဋر۱ݦ ಏ౹ۿݦ ۿׅرۉݦف ძუ݈۷ܽ
probabilistic pro- اਣਞܘۇޑٔހںܽ ܽอૉ୸ୗاހ ގݪۇۂت ٔጨᖈۛཾۇ଺଩ ๮๓اހ اਛਗۇۼۛގܽ algorithms
اࣇ࣢ࣳٔذج ቟ሺ واઓ࡚ߗٔژٔت inference اਣਞߌۇਣਞۛل จ෯ਢਞاء PyMC ގۉݺ gramming

اਛਗٰۼۛة. Bayesian models ڑܽ اހۂ࠙ࡀ
اਛਗߗۇߵدع NVD (National Vulnerability Database) ا۱ݦݕصثڮ ا۱غלܞات ౶ুׅ،ׅت ໝׅ٠ٌة
vulnerability man- اਦਞގۄںܽ اހۉ٫ޭات إدارة ހہںٔڛٔت اਛਗۇཿۛة اހߵਣਞڑٔت ઓ࡚ݪߵގܽ ແྜ࿥ྐྵภฏا
଺଩ܭںݺ ڛߦٔم درིٔت ގۉݺ إ޷۰ٔںܽ ੝അ۽ٔ޹ںݺ CVE إدਣਞٔ཭ت ڑ୸ୟي واᆀᅬي ،agement

واހۇ޾࿯ں۽ٔت. CVSS scores اਛਗߚ୸ଢ଼ك اހۉ٫ޭات
اਣਞߌۇਣਞۛل وจ෯Ꮟاء وษ༆ކںݺ ଽଦਢਞٔء ܗ޾ںً޾ٔ ގ޾ޑޑܽ Python library ژ੟೾ٔߵن ގݪۇہܽ pgmpy
،Probabilistic Graphical Models اਣਞܘۇޑٔހںܽ اภฏߌߵގںܽ اࣇ࣢ࣳٔذج ৓ৈཬ inference

.Bayesian Networks ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت ፈጴذ ቟ሺ ٔ௠ோ
ศૉٔߤޭة درིܽ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ܽ੝അٔڡ وا཮ۛة ژۼںޑܽ ࿯࿉ہߪ Point Estimate ا۱ص٭ݘݴ ا۱ظ٭ٌފ޳
أو uncertainty ෡ෆاހںۼ ཬۛم ܘߵل ގٰࡇࡗގٔت أي ڑٰݪ߁ ਣਞ ("5 .8" ੗ഋކٝ risk score

اހۇ࿯ہߪ. ቟ሺ confidence اހۉۼܽ
،Bayesian statistics ژٔ࠙ࡀي إܘ޾ٔءات ቟ሺ Posterior Distribution اெ኱እډ܏ ؂ד ا۱ظݦز
اހہںٔڛٔت ۚ཭أ ژٰۛ ୸୐ۇ٫ਛਗ اస఼ాۛث probability distribution ቟ቌٔܘۇޑਣਞا ڑ٢ اހۇߵز ܾߵ ܾۚا
prior distri- اਛਗߗہޞ ڑ٢ اހۇߵز པႃد ౐཭ౕل ގޓ ᅶᅲඞඃଽ଩ ڑࢱࢿ ا٩ਣਞۇۂر. ቟ሺ اणँۛગ࡚ة ᅺᅬدਦਞا أو

اਛਗޭ޹ߵدة. اހہںٔڛٔت ގ٢ bution

probability distribu- ቟ቌٔاܘۇޑ ڑ٢ ڞߵز Prior Distribution (Prior) اঌঈ݈ز܏ ؂ד ا۱ظݦز
णँིۛة. ੐അٔڛٔت أو دހںݺ أي ގ౐ౕܘߦܽ ۯہݺ ގٔ ୸୐ގۇ٫ اܘۇޑٔހںܽ ܘߵل أوހںًٔ ا٩ۇۼٔداً ௠௄ۉݺ tion

اࣇ࣢ࣳߵذج. ቟ሺ رᇦᇗںًٔ ا઒࡚ہ୸୐ة ܽ۰ޭٰਛਗا པႃᆁᅬ ڑۼܽ ߤޭ ቟ቐو
ގޓ ཬٔގܽ ۰ڷܽ Probabilistic Graphical Model (PGM) ᇐᆽׅډظ܂ঔএا ᇐᆥܽݦඑ඀ا ا࠸ࡓࡤݦذج
اਛਗۇ୸୐٫ات ෡ෆژ اਣਞܘۇޑٔހںܽ اހ౐ٰౕۯٔت ࣇࣥࣳۉںݺ graph ቟ሐٔ੐അ ဋྑر ࿯࿃ںܽ ଺଩ۇཾۛم ๮๓اހ اࣇ࣢ࣳٔذج
ًٔཬڛߵ Bayesian Networks ڑܽ اހۂ࠙ࡀ اހߚہჱ჊ت ୸ୗڞٰۇ .random variables ܽ੐೻اހٰߚߵا

.PGM اਣਞܘۇޑٔހںܽ اภฏߌߵގںܽ اࣇ࣢ࣳٔذج ގޓ ژٔرزاً
๮๓اހ Machine learning ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج Probabilistic Models اঔএډظ܂۱ׅثڮ ا࠸ࡓࡤׅذج
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probability dis- ቟ቌٔاܘۇޑ ڑ٢ ڞߵز إจ෪اج ౐཭ౕل ގޓ uncertainty ෡ෆاހںۼ ཬۛم ௠௑ۉݺ
.ഞഅٔڡ ۛ཮وا ࿯࿉ہߪ ގޓ ً ਣਞणई ،ᅺᅲ఼ాۇޑసا པໍٔاހۄۇ ގޓ ܽཬߵᇔ஫஥ ৓ৈཬ tribution

probabilistic pro- اਣਞܘۇޑٔހںܽ ܽอૉ୸ୗጺጴ ڑܽ ۯߵ Python library ژ੟೾ٔߵن ގݪۇہܽ PyMC
Bayesian statistical ڑܽ ژٔ࠙ࡀ ܽ੐೻ٔإܘ޾ ௠௎ٔذج ਗ਼അٔء ގޓ ෡ෆߗۇཾۛގਛਗا ௠௑ݪޓ gramming

.inference اਣਞߌۇਣਞۛل وจ෯Ꮟاء ศૉ޾޾ܽ models
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3 ོ།ا۱٭
اগএۿ܄ ᇐᆫ ᇐᆺׅܪݘصঔএا اၢဋჱოء ۷ᅅᄤثׅت

ᇐᆁا૩ૈا۱݈ث
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቟ሺ ௠ோߗߪوހںܽ AI أڛߦޑܽ ܽᇔߵᆟوܘ و޹ںٔڛܽ وᏏدارة ັྟ࿯ހ ܽᇦᇗٔઓ࡚ا ഫഈߵاગ࡚ا اગ࡚ޫء ܾۚا ࿲ྼۄٔول
اਛਗߗۇޑޭ، واހۇۼںࢤࢿ ،MLOps ހـ اހٰޑކںܽ ഫഈߵاગ࡚ا ڑ٫ߧࠃ و اఽ఼సٔߤޭ. ཬٔހںܽ Cybersecurity ࿥࿃ڷٔت

``` اਛਗۉ୸୐ة. اਛਗߗۇۼہކںܽ واอ༆ਣਞܾٔٔت ا౐཭ਦਞౕۯںܽ، وا٩ਣਞۇۂرات
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14 ؉ׅب
اৎ౹ওএׅج: ᇊᆽإ ᇐᆽوগএا ا࠸ࡓࡤݦذج ۿ܄

ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ᇐᆫ ძოঘএا ؏סݸݼ ۷ᅅᄤثׅت
ۿ٭ٌۿڮ

ۯںޑܽ ઼શ઒࡚ .቙ቌأو ܗߧߵة อૉޭد ܾߵ ܽ੝അٔڡ ੐അٔڛٔت ܽཬߵᇔ஫஥ ৓ৈཬ ܜںۛ წ჊ଽଣ ڑٰޑݺ ᅺᅬآ ڞٰࠇࠋ ௠௎ߵذج ਗ਼അٔء إن
ڞݪߵن ގٔ وཧٔހۂً ودਗ਼೾ٔގںݪںܽ، ܘںܽ ࿥࿃ڷܽ ቟ሺ اࣇ࣢ࣳߵذج ܾۚا ັພງ อ໹ڂ ،቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ܘۼںۼںܽ
اހ۽޾ݺ ܾۚا ڑۼۛم ݘہ୸୐اً. ًٔမۛษ༆ ގߵڡߵق إ੝ഈٔج ڛߦٔم ቙ቌإ ቟ቌأو ௠௎ߵذج ގޓ ا੝ഈਣਞۼٔل ܾۚا ௠௄ۉݺ ގٰٔدڑܽ.
ގ޾ޑދ ศ༆޾޴ وܾߵ ،Machine Learning Operations (MLOps) ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت
اਦਞގޓ، อૉٔل ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ހۇ۽ٰںݺ اހ۽णँޭة اހ޾ٰߵژٔت ଺ଦۇݪߚۥ ߌߵف اހ۽ܭߵة. ܾۚه ހߗۛ
اၗਗݪߵڛٔت ߌ࿲ۇٰࠇࠋ .ܽཿاހ޾ܩں ୸୐ཧ ጺጴۇ࿯ہߪات اހٰٔހںܽ اఽ఼సٔߤޭ ቙ቌإ ژ೰ೢᖹٔޭار اਛਗۇߧߵرة اހणँۛጨጚات ގޓ णईءاً
اࣇ࣢ࣳٔذج، وᏏ޹ۛار اਛਗߪ௠௑ۇܽ، اހہںٔڛٔت أڛ࿥࿃ٔڂ ܗߧߵط ፈጴذ ቟ሺ ٔ௠ோ ،MLOps ܘںٔة ᆁᅬورة اਦਞߌٔߌںܽ
ັྟ࿯اހ ڞۼۄںٔت ߌۄ٫ߧࠃ ᄫᄝჽ .ིܽޭઓ࡚ا اਛਗޭاۯہܽ واߌ୸ଢ଼اಜಀ಼ںٔت ،(CI/CD) اਛਗߗۇޑޭ واހ࿲ߗކࢤࢿ واހۇჱ჊ގݺ
اჱႚᆀᅬء أڛߦޑܽ ਲਭੂٔڑܽ اਦਞߌٔߌںܽ اਦਞގۄںܽ واਛਗޑٔرߌٔت ،observability اਛਗޭاۯہܽ وۯٔژކںܽ ،ܽ੟೾ۛઓ࡚و޹ںٔڛܽا ັພງو ހہۄٔء اፀጴౕزގܽ واਛਗޑٔرߌٔت اਛਗۂدئ ߌۇ۽݀ދ اހ۽޾ݺ، ܾۚا ጨ጗ᜀٔڑܽ .ٔጪྜڛ۽ ቟቉ٔ޹ߧۄਣਞا

.቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ގ٩ۛߵގܽ وآގۄܽ ጺጴۇߧߵ࠙ࡂ ᅺᅲوۯٔژ ڑܽ ۯߵ د۰ٔع أڛߦޑܽ
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١ܞࡲ࢔ة ؂ٌක๷ׅت اগএۿ܄: ᇐᆫ ძოঘএا ؏סݸݼ ؏ٮסث۫ 1 .14
اހอૉ୸ୗںٔت ັພງ ቟ሺ ًٔ௠ுدا ڞߵིۛ ਣਞ ޹ٰߵژٔت ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ັພງ ௠௄ۉݺ
ܾۚه ۰݀ދ إن ࡼࢂࢆߧٗ. ིۛاً ގۄܨ۽޼ܽ ᇔ༿༯ݺ ۯۛرة ٔጨዤᆁᅬو ،ܽ੐೻ۛاཬو دਗ਼೾ٔގںݪںܽ، ۰ٔހہ࿥ڷܽ اހۇۼކںۛڑܽ.

.ᅺᅬٰٔ۰ MLOps ᇦᇥٔرߌٔت ਗ਼അٔء ษ༃ߵ ቙ቌوਦਞا ا઒࡚ߧߵة ܾߵ اހۇཿۛڑٔت
Drfit) Concept (Continuous ௕ዹእٮڱݦم اঌঈ݈ظ܂ܞ اක๴ঔএܞاف 1 .1 .14

୸୐ۇ٫౤ᎈጴ ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ୸୐ڞ٫ ߣܾٔޭة concept drift اৎ৊ڰ۳ިم اොຶݠاف ڑ޾ۥ ،ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ
واۯ٢ ܾۚا ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ .[27] اހߵۯٵ ௠ோޭور ژܹ، اހۇ࿯ہߪ اࣇ࣢ࣳߵذج ษ໹ٔول اᆀᅬي اਛਗߗጨጚۛف،
ގہۇச୿ة، ا୸ଢ଼཭اق ڞۼۄںٔت وڞߧߵ࠙ࡂ णँིۛة، ޷ٔرة པႃࠠࡂا ଽଦٓဠٔء ژ೰ೢᖹٔޭار اᇔᇆٔ݀ਛਗߵن ڑۼߵم ܘںٷ ގߗۇޑޭ.
ఴੱاހߧہں واހۄߦٔم اਛਗߗۇཾۛم ߌࡇࡗك ੝೾ߧߵر ڛ۽ߗܹ، اހߵۯٵ ቟ሺ اހـݪߚۥ. ހۇܭۄڂ ڞݪۇںጨዱჱ჊ދ ୸୐وڞ٫ں
৓ৈཬ ܹ੗೾رणऎ ኢና اᆀᅬي اࣇ࣢ࣳߵذج ڑݪߵن ۯۛ ڑܽ. اހۇྃٔر اހٰޑކںٔت ୸୐وڞ٫ णँིۛة པႃࠠࡂا ا٩ۇޑٔد ގ٢ أڑً޼ٔ
اݘ࿲ߚٔف ٔጨ጗ݪ௠௄ أڛߦޑܽ ੝೾ߧކڂ وܾۚا اހ٫ۛ. णँۛጨዱات ޷ۛ ௠௑ٔގًٔ ۰ٰٔل ୸୐ཧ اਦਞގ߁ णँۛጨዱات णँۛษ༆

.቟ሃٔوڞކۼ ގۇச୿ر წ჊ଽଣ اࣇ࣢ࣳٔذج ഫ೾رणऎ إཬٔدة وጪປຊںݺ اษ༃ਣਞޭاف

۱ׅໝثڮ) (඙਺ׅݕܞ اগএڈݘׅء ۫ᅅະຠ ॄहໝ اঌঈصڙٮܭڮ ا۱٭ٌرة 2 .1 .14
޹ٰہܽ. ڞߵازن ᇔᆳކںܽ ઼શศ໹ ٔᇦᇥ وܗںޑܽ، اਦਞގۄںܽ اހۇߧہںۼٔت ቟ሺ اࣇ࣢ࣳٔذج أܗߧٔء ٩ߵاۯڂ إن

ڑ޾ۄۥ ٩ۄۛގٔ اހჱ჊ذژܽ ܽ੐അٔอ໹ਢਞا ษ༆ۛث :(False Positives - FP) اၢျ۱ذ؉ڮ ا౶ׅඞ๪ওএুׅت •
ا੐അٔอ໹ਢਞٔت ގޓ ིۛاً ୸୐اހـݪہ اހٰۛد ڑߪدي ޷ٔر. أڛܹ ৓ৈཬ ᇔᇂںۛاً ଽଦٔߤًٔ ษวں܇ ୸୐ཧ წ჊ଽଣ اࣇ࣢ࣳߵذج
ߌںݺ ቟ሺ ෡ෆٔرۯཧ اਦਞގޓ ษૉކࡇࡗ ڑ޾ہ܇ ܘںٷ ،alert fatigue اܳٺྡྷٴዛዀ؇ت إر۱؇ق ቙ቌإ اހჱ჊ذژܽ
቟ሺ ٔ௠ோ ౔ፀጴߏٰٔرات، อ༆ܾٔކ݀ދ ቟ሺ ܾۚا ࿲ྼߗ࿬ڂ أن ௠௄ݪޓ .ܽཿاހ޾ܩں ୸୐ཧ اހۇ࿯ہጨግٔت ގޓ ގߗۇޑޭ
ގޓ ߤٔڎݺ ਣਞ ษ༆ۼںۼٔت ቟ሺ ۯںޑܽ ພຄັڑܽ ގߵارد وጨዤۛر اઓ࡚ۼںۼںܽ، ژணடٔܭޑٔت ا઒࡚ٔ޹ܽ ፲፞ڞ ፈጴذ

.[?] ٔጨዡورا
اਦਞܗߧٔء، أڛߵاع أܗߧޭ ቟ቐ اހჱ჊ذژܽ اހߗކہںܽ :(False Negatives - FN) اၢျ۱ذ؉ڮ ا۷݈۱زثׅت •
اݘ࿲ߚ۰ܹٔ ڑࢱࢿ ኢት ۛ཮وا णँۛጨዱ ڑߪدي أن ௠௄ݪޓ .৙ৈٰ۰ อซߵم اݘ࿲ߚٔف ቟ሺ اࣇ࣢ࣳߵذج ڑ۽ߚݺ ܘںٷ
ގٔ ཧٔހۂً اਛਗߪߌߗܽ. ހߗޑٰܽ ኢኃدا وྦྷັر ݘہ୸୐ة، ގٔހںܽ وܗߗٔرة ጺጴہںٔڛٔت، ቟ሖرჱႚ จ෪ق ቙ቌإ

اހჱ჊ذژܽ. ܽ੐അٔอ໹ਢਞا ڞႼ჊۽ܽ ގޓ ގ޼٩ٔ۽ܽ ژٗ޷ٰٔف ৓ৈཬأ اހჱ჊ذژܽ اހߗކہںܽ ڞႼ჊۽ܽ ڞݪߵن

268



ᇐᆺׅܪݘصঔএا اၢဋჱოء ॄहໝ ا۱סٌا౬ুڮ اଔଐڞ܂ׅت 3 .1 .14
቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ۰ٓن اจ෪ਦਞى، اਣਞٔూ఼సت ގޓ णँٰۛاހ ཬݪ߁ ৓ৈཬ
ގۇٰޑۛ წ჊ଽଣ ގ౐཭ౕۛت ܽཧٔژ޾ں اᇔᇆٔ݀ਛਗߵن ڑۼߵم أذ৺য়ٔء. ܗ޾ߵم ۯہݺ ގޓ ଽଦߡ წ჊ଽଣ ܽ۰ۛጨጚގߗ
ڑۼߵގߵن ۯۛ .[?] adversarial attack ሒᆶاܳأڎا ا୒ୖ۠ިم ဋྑٔژ ڞُٰޭف ᇦᇥٔرߌܽ ቟ቐو اࣇ࣢ࣳٔذج، ઒࡚ۛاع
቟ᇫٔษ༆ ߏہݪںܽ ੳંور ᅛᄷจ෫ إଽଦٔء أو اހـݪߚۥ ௠௎ߵذج ހۇྃٔوز اހ޼ٔرة པႃا୸ୗاހ ݘߵد ቟ሺ ߤ۽ںۥ ୸୐٫ں੝അ
ੳંاཬٔة ގ٢ اਦਞގۄںܽ اࣇ࣢ࣳٔذج ਗ਼അٔء อ໹ڂ أڛܹ ๮๐ٰڑ ܾۚا .ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم ހۇܭۄڂ اਲਭੂںۛة ا௠௎ਦਞٔط

اހۇ٩ౕ౐ڂ. ษૉٔوਣਞت ގۼٔوގܽ ৓ৈཬ ۯٔدرة ڞݪߵن ษༀںٷ اਛਗۇٔڛܽ،

ॊहا۱ٮס ا۱ݦ٠צ ᇐᆫ اগএداء 4 .1 .14
أގٔن ژߵاژܽ ৓ৈཬ อ໹ڂ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ڑܽ. ۰ߵر إจ෯اءات اศ༆ٔذ اਦਞގۄںܽ اਛਗ݀ٔم ގޓ णँٰۛاހ ੝ഋߧކڂ
ۯہݺ ،ܽ੐ഈٔاހۉ ގޓ أฆ෯اء ቟ሺ ቟ቌٔاܘۇں ڞ޾ںۛ ᅺᅬٔوษૉ ߌۇܩߦޭ ഞഈჱႚ إذا ގٔ ڞۼޭر أن ቟ሐو୸ଢ଼ހـݪਢਞا णँ୸ୗاހ
ฆ෫ގܽ وܘߦޭ णँۛษ༆ ఴఙاހߚہ ᎂ፞ߗ࿲اހ ގۄ٢ ڛߦٔم ৓ৈཬ อ໹ڂ اਛਗߗۇཾۛم. णँࠠࡂ ޹ۄۛوق ቙ቌإ ڞ޾ݺ أن
ۯںߵداً ིۛاً ގۄܨ۽޲ ا੝ഈۼٔل ࠠࡀގޓ ࿯࿉ہߪات ቙ቌإ ིܽٔઓ࡚ا ܾۚه ڞ޼٢ ا઒࡚ٔدم. ୸ଢ଼ᝉศ༆ق أن ۯہݺ ޷ٔرة

.ັྟ࿯اހ وܾۄۛߌܽ اހۇܩۇںܽ واހہ࿯ںܽ اࣇ࣢ࣳߵذج ڞٰۼںۛ ৓ৈཬ ݘہ୸୐ة

ׅኙ቟ݦاز؏ وໝٌم ا۱زثׅ،ׅت ࡼ࢔رة 5 .1 .14
اހߵۯٵ ษༀࡇࡗل ڛٔدرة. واਛਗۇߧߵرة اणँۛગ࡚ة ጺጴ݀ܭޑٔت واਛਗ޾ۄ۽ܽ اગ࡚ߵدة ཬٔހںܽ اހہںٔڛٔت ڞݪߵن ގٔ ཧٔހۂً
ژٔހ۽ٰݺ ا੝ഈۼࡇࡗا ۯۛ اᇔᇆٔ݀ਛਗߵن ڑݪߵن ۯۛ ،෡ෆٰގ ணடܭߵم ݘہ୸୐ة ੐അٔڛٔت ܽཬߵᇔ஫஥ وڞ޾࿯ںۥ ٢ᇔᇆ ۰ںܹ ڑࢱࢿ اᆀᅬي
ۛ཮ ቙ቌإ ގۇߵازڛܽ ୸୐ཧ ًٔ௠ுدا اਦਞގۄںܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ڞݪߵن ،ፈጴذ ৓ৈཬ ౐ཬౕوة णँིۛة. ڞۼۄںܽ ቙ቌإ
اހ޾ٰڂ ގޓ อ໹ٰݺ ᎂ፞઒࡚ا ܾۚا اਲਭੂںۛ. ࿯ጺጴߚٔط اணடٔڎݺ ژᏀᎫརٔދ ގۼٔرڛܽ ڛٔدرة اހ޼ٔرة ཮ਦਞٔ۰ۛاث .୸୐ݘہ
ا੐അٔอ໹ਢਞٔت ގޓ ིۛاً ୸୐ݘہ ཬۛد ڞߵހںۛ دون ژ۽ٰٔހںܽ اހۄٔدرة اணடܭߵم ۰ڷܽ णँۛษ༆ ٔጨ጗ݪ௠௄ ௠௎ٔذج ഫ೾رणऎ

اހჱ჊ذژܽ.
૩ુ݈ا۱ظٮ ٠ׅ؉۷ثڮ ᇊᆽإ اߋ໣ׅ਄ڮ 6 .1 .14

ጺጴۼںٔم اހۇܩۼںޞ. ቟ቐ اਦਞގޓ ᎂ፞ษૉ وߣں۽ܽ ۰ٓن ގٔ، ཮ۛث ٩ޓ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ੗೾ކٝ ٩ۄۛގٔ
اਦਞߌߵد اހ޾ۄۛوق ௠௎ߵذج إن ۯޭاره. اࣇ࣢ࣳߵذج ۚศ༆ا *ਛਗٔذا* ۰݀ދ ቙ቌإ ษ໹ۇٔܜߵن ގٔ ཧٔހۂً ژ۽ٰٔހںܽ، ፈጴढई
ߌںٔق، ୸୐۰ڞߵ ௠௄ݪۄܹ ௠௎ߵذج ގޓ णࣾٔ۰ة أۯݺ ܾߵ "޷ٔر" ࿬࿃ߗٔߤܽ ศ໹ޭج اᆀᅬي black-box model

ا੗ഋޭਛਗߧܽ اᆀᅬاఋ௰ة ܘۼޓ ڞۼۄںܽ ހۇۄ۽ںۚ PowerShell ଺ଜۇཾۛم ਦਞڛܹ اਛਗކۥ ܾۚا ٩ޓ اਢਞژ౐ౕغ ኢና" ގۉݺ
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ଫଃٺڰފይዧ اܳگ؇ًܭ ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء ڞۼۄںٔت ا٩ۇޑٔد ቙ቌإ ིܽٔઓ࡚ا ܾۚه د۰ٰٵ اހ޼ٔرة". པႃا୸ୗژٔހ ً ཬٔدة
اਦਞގۄںܽ. اހٰޑކںٔت ቟ሺ (Explainable AI - XAI)

(MLOps) ძოঘএا ؏סݸݼ ۷ᅅᄤثׅت ډثׅة دورة 2 .14
ᇔᆳކںٔت دور ܾߵ ܾۚا ގጨ጗ܭࠃ. ጨዮ܋ ا੗ഋٔع ڑކޫم ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ᅺᅬਧਞا ڞٰࠇࠋ ັພງ ษ༆ۛڑٔت ਛਗߵاܜ݀ܽ

.(MLOps) ᅺᅬਧਞا ڞٰࠇࠋ

(MLOps) ძოঘএا ؏סݸݼ ۷ᅅᄤثׅت 1 .2 .14
(De- اހۇߧߵ࠙ࡂ وᇔᆳކںٔت ،(ML) ᅺᅬਧਞا ڞٰࠇࠋ ෡ෆژ ٢ᇔགྷ༯ ๮๓اހ اਛਗޑٔرߌٔت ގޓ ܽཬߵᇔ஫஥ ቟ቐ MLOps

MLOps ގޓ اணடۛف .ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳߵذج ᅺᅲގჱ჊اހ اઓ࡚ںٔة دورة ਢਞدارة اހہںٔڛٔت وܾۄۛߌܽ ،vOps)

ጺጴۇߧߵ࠙ࡂ ᅺᅲوۯٔژ ގߵڡߵۯܽ ڑۼܽ ژߧޭ ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ഠ೾ۛษ༆و وੳંاۯہܽ ັພງو ਗ਼അٔء ᇔᆳކںܽ و࿬࿉ߗںߡ أ௠௑ۇܽ ܾߵ
ގۇச୿ر ቟ሧٔ੝ഈإ ᇔᆳݺ ୸୐ߌ ቙ቌإ اހہܩٷ ษ༃ߵ ގߵܜ݀ܽ ڑܽ णँو ᇔᆳކںܽ ގޓ اࣇ࣢ࣳٔذج ڞߧߵ࠙ࡂ ษ༆ߵل ٔጨዮإ .[42]

وގۇჱ჊ގݺ. وގߪ௠௑ٵ

(MLOps) ძოঘএا ؏סݸݼ ۱ס܂۷ثׅت اབ༪එ඀݈ثڮ ا࿈ঈۛݦ،ׅت 2 .2 .14
.ᅛᅉގۇޑٔߌ ܘںٔة دورة ଽଦਢਞٔء ގًٰٔ ڞٰޑݺ ر࿥ྐྵߗںܽ ގݪߵڛٔت ཬۛة ৓ৈཬ اހ۽ٰٔل MLOps إߤٔر ๨๐࿬ُྼ

ا۱زثׅ،ׅت أ،བ༴ׅ׳ ڈݘݦط ো౶ׅء
اਛਗߧࡇࡗژܽ ا઒࡚ߧߵات ᇔᇆں٢ ގ٢ ੝೾ٰٔގݺ ގߪ௠௑ٵ ᇔᆳݺ ୸୐ߌ ܾߵ data pipeline اܳٴ٭؇َ؇ت أَ؇྘ྲྀص ۊޔ
౐อ௣ౕت (ގۉݺ اਦਞوހںܽ اਦਞގۄںܽ اހہںٔڛٔت اߌ࿲ںٰٔب ፈጴذ وଽଜޑݺ .ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳߵذج اހہںٔڛٔت ཬਢਞۛاد
ᅺᅬزاਢਞ ࿲࿃ۄߦں۽݀ٔ ًٔཬގۇہߵ اހጨ጗ٔڑܽ)، ڛۼٔط ގޓ ژٰۛ ٩ޓ اހۼںٔس و੐അٔڛٔت ،ᅛᅉاހߚہ ฆ෫م واހۇۼٔط اހۄߦٔم،
واਣਞߌۇਣਞۛل. ഫ೾ۇۛرጺጴ ގۄٔߌہܽ ގ୶୐ات ቟ሺ ٔጨጚႼ჊ܾں وأ୸୐཭اً ގ࿲ߗޞ، ࿯࿉ߗںޞ ቙ቌإ ڑކ݀ٔ وษ༆ߵ اਦਞܗߧٔء،
௠௎ٔذج ڞ٫ۚي ๮๓اހ اހہںٔڛٔت وا଺଩ٔق ܜߵدة ހ޼ޑٔن ڑܽ ྦྷັور ڑܽ اހۼߵ اހہںٔڛٔت أڛ࿥࿃ٔڂ ܗߧߵط ୸ୗڞٰۇ

.ᅺᅬਧਞا ڞٰࠇࠋ
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ا૧ુঌঈات ൹ൠׅۿظ إમગׅء
ڑߵ۰ޭ .ᅺᅬਧਞا ڞٰࠇࠋ ގ୶୐ات ኢኆۛوڞۼ وᏏدارة ૳૗ޫހۇܨ ఉ௰ંੳي ގߗۇߵدع ܾߵ feature store ا଩ଃৎ৊ات ݁ٺ۠ݠ
ൾ൰േۉݺ ศૉۇކ۽ܽ. و۰ޭق ௠௎ٔذج ୸ୗཬ ژ೰ೢᖹٔޭار ٔጨᖈاߌۇཾۛا ௠௄ݪޓ ๮๓اހ ا୶୐ਛਗات ގޓ وގ޾ۄ۽ܽ ގߵ཮ۛة ܽཬߵᇔ஫஥
წႚ أਗ਼എٔء ا୶୐ਛਗات ܾۄۛߌܽ ގۄߧޞ ڛ۽߁ ڞߧہںޞ ڑ޼ޑޓ أڛܹ ቟ሺ ا୶୐ਛਗات ਛਗۇܭޭ ا࿥ྐྵภฏߗںܽ णࣾاހ۽ߵا إ཮ۛى
اހۇۛرഫ೾-ا઒࡚ۛގܽ اษ༃ޭاف ގۄ٢ ቟ሺ ܾۚا ۛཬٔ଺ଜ .৙ৈٰاހ۽ اހߵۯٵ ቟ሺ واਣਞߌۇਣਞۛل اࣇ࣢ࣳߵذج ഫ೾رणऎ ގޓ
ഫ೾اހۇۛر ࿥࿃ڷٔت ෡ෆژ اਣਞܗۇ۰ౕ౐ٔت ڞߪدي ܘںٷ ߏٔڎٰܽ ᅺლ჊ގߚ ቟ቐو ،training-serving skew

.[20] اࣇ࣢ࣳߵذج أداء ޷ٰۥ ቙ቌإ وا੝ഈਢਞٔج
ا࠸ࡓࡤׅذج إܪٌار

اࡺ࢕ࢦ؇ذج إݬڎار ੝೾޼ޑޓ .ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج إ޹ۛار أڑً޼ٔ อ໹ڂ ،Git ቟ሺ اހـݪߵد إ޹ۛار ڑࢱࢿ ᄫᄝჽ ௠௑ٔގًٔ
቟ሺ ٔ௠ோ ژܹ، ا੗ഋޭਛਗߧܽ اހߵ޹۽ںܽ اހہںٔڛٔت ގ٢ اࣇ࣢ࣳߵذج ގޓ إ޹ۛار წႚ ࿲࿉ہ٢ Model versioning
وا౤౟ٰਛਗٔت ،ٔጨግކཬ ܹ੗೾رणऎ ኢና ๮๓اހ اހہںٔڛٔت ܽཬޑߵూ఼స اస఼ాۛد واਢਞ޹ۛار ،ܹ੗೾ހۇۛر اਛਗߗۇཾۛم اހـݪߵد ፈጴذ
ᅺᅲጪྜاހ ژٔހٰߵدة و଺଩ޑ܇ ا੝ഈਢਞٔج، إཬٔدة ܽ੐ഈჱ჊إގ اਛਗޑٔرߌܽ ܾۚه ڞ޼ޑޓ اਦਞداء. وގۼ࿥ྼٔ߁ اހ۽ٔڎۼܽ،

.ًٔษลوا णऎۯںޞ ގߗٔر وڞߵ۰ޭ ،णँིۛ ௠௎ߵذج ۰ߚݺ إذا ߌٔژޞ ގߗۇۼޭ إ޹ۛار ቙ቌإ

ا࠸ࡓࡤׅذج اڈظزׅر أ୑ୂظڮ
MLOps أڛ࿥࿃ٔڂ ܗߡ ቟ሺ ቟ቌਧਞا اਣਞܗۇۂر ಩౳಼ٔوز णईۯܽ. اܗۇۂره อ໹ڂ ،णँིۛ ௠௎ߵذج إ޹ۛار ັພງ ۯہݺ
ᅺᅬاހٰۛا واܗۇۂر ا࿥ྐྵภฏߗںܽ، اހہںٔڛٔت ۯߧཬٔٔت ৓ৈཬ اਦਞداء ڞۼںࢤࢿ وଽଜޑݺ اހ࿬ߗںߧܽ. اᆁᅬۯܽ ઓઉߵ޹ٔت
اਧਞހںܽ اހ۽ܩߵ޹ٔت ܾۚه ڞ޼ޑޓ .ᅺᅲ఼ాۇޑసا ܽ੐೻اހٰۛا ا౐཭ۛਛਗౕت ޷ۛ اࣇ࣢ࣳߵذج ގۇٔڛܽ وڞۼںࢤࢿ ،୶୐ཿواހۇ

ا੝ഈਢਞٔج. ቙ቌإ ۰ۼߡ واਛਗߵڡߵۯܽ اગ࡚ߵدة ཬٔހںܽ اࣇ࣢ࣳٔذج ࠦࡂۯںܽ

ძოঘএا ؏סݸݼ ࠸ࡓࡤׅذج (CI/CD) اঌঈ݈ظ܂ܞ اঌঈ݈ظ܂ܞ/ا۷݈ལ۱ࠕ࠰ ا۱ظၢျۿ۫
أ௠௑ۇܽ ৓ৈཬ ڞٰޑ౐ౕن DevOps ގޓ ᇦᇥٔرߌۇٔن ٔᇔᇒ (CD) اৎ৊ފٺ݄ݠ واܳྥފܹࡗࡲ (CI) اৎ৊ފٺ݄ݠ اܳٺႤၽ݁ܭ
ހۇٰࠇࠋ CI/CD أڛ࿥࿃ٔڂ ܗߧߵط ڞݪںںۥ ڑࢱࢿ ،MLOps ቟ሺ .པႃا୸ୗاހ وᏏ޹ۛار واܗۇۂر ਗ਼അٔء ᇔᆳކںܽ
ݘߵد ڞߵ۰ޭ ٩ۄۛ اࣇ࣢ࣳߵذج ഫ೾رणऎ إཬٔدة ࿲࿃ߚ٫ںݺ ًٔ੐೻ٔڞކۼ ᅺᅬਧਞا ހۇٰࠇࠋ CI/CD أڛ࿥࿃ٔڂ ܗߡ ڑۼߵم .ᅺᅬਧਞا
࿲ྼں܇ ٔᇦᇥ ا੝ഈਢਞٔج، ቟ሺ وພງັه ،པໝٔاހۄ اࣇ࣢ࣳߵذج وᏏ޹ۛار آހںܽ، اܗۇۂرات وจ෯Ꮟاء णँིۛة، ੐അٔڛٔت أو

ጺጴۄޑٔذج. وގߵڡߵۯܽ ྑັڑٰܽ ੟೾ۛษ༆ٔت
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MLOps ۱ס܂۷ثׅت ۿཝ݈ݒ CI/CD أ،བ༴ׅ׳ ڈݒ
:๮๐أގ ߌںٔق ቟ሺ ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳߵذج ௠௎ߵذܜںًٔ آހںًٔ CI/CD أڛ࿥࿃ٔڂ ܗߡ اހۇٔހںܽ ا઒࡚ߧߵات ཐڞߵࣂ

أو ا୶୐ਛਗات ணடۄۛߌܽ ษૉߗّޓ ࠠࡂอૉࠃ ڛ޴ ގۉݺ ،णँིۛ ݘߵد णँاع ٓဠ ጨᖈۄۛس ڑۼߵم ا۱ـۛݦد: ࡲ࢔اع إ (1)
.Git ގۉݺ اਢਞ޹ۛارات ቟ሺ ଎଀ཿاހۇ ގߗۇߵدع ቟ሺ णँིۛة، ܗߵارزގںܽ

ًٔ੐೻ٔڞކۼ (CI) اਛਗߗۇޑޭ اހۇჱ჊ގݺ أڛ࿥࿃ٔڂ ܗߡ ٫ଽ଩ںݺ ቙ቌإ اणँਢਞاع ܾۚا ڑߪدي :CI મચלث۫ (2)
.GitHub Actions أو Jenkins ގۉݺ أداة ژٔߌۇཾۛام

ގޓ اਛਗ޾ۄ۽ܽ اਦਞގۄںܽ اހہںٔڛٔت أ཮ۛث اਦਞڛ࿥࿃ٔڂ ܗߡ ଺ଜܩڂ :ׅኙኈۿ وا۱ظښ٭܏ ا۱زثׅ،ׅت ක୔׳ (3)
.ٔጨጚౕގ౐وߌ ٔጨዱܜߵد ހ޼ޑٔن اހۇܩۼޞ ઓઉߵ޹ٔت وอ໹ޭي ގ୶୐ات ގۇܭޭ أو ੐അٔڛٔت ୸୐ᝉษༀة

اހـݪߵد ژٔߌۇཾۛام ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج ഫ೾رणऎ ཬٓဠٔدة ًٔ੐೻ٔڞކۼ اހۄߦٔم ڑۼߵم ا࠸ࡓࡤݦذج: ಜ౯ࡿ࢔ر إໝׅدة (4)
.ܽ੟೾ۛઓ࡚ا واހہںٔڛٔت णँۛગ࡚ا

ڞࢱࢿ ศૉ޾޾ܽ. اܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ ًٔ੟೾ۛ཮ اਛਗۛرب اࣇ࣢ࣳߵذج ڞۼںࢤࢿ ڑࢱࢿ ا࠸ࡓࡤݦذج: و؏٭ثࠕ࠰ اڈظزׅر (5)
ษૉۛدة ٩ۇۂت ގۼٔژݺ اހჱ჊ذژܽ) ا੐അٔอ໹ਢਞٔت وގٰۛل F1، درིܽ (ގۉݺ أداڎܹ ގۼ࿥ྼٔ߁ ގۼٔرڛܽ

཮ٔހںًٔ. ا࿯ਛਗߚߵر اࣇ࣢ࣳߵذج وأداء ގߗہۼًٔ
ᅶᅲܭں଺଩و إ޹ۛار ڑࢱࢿ اਣਞܗۇۂرات، ᇔᇆں٢ णँۛગ࡚ا اࣇ࣢ࣳߵذج اܜۇٔز إذا ا࠸ࡓࡤݦذج: وફચڞث۫ إܪٌار (6)
ڑܽ أࠩࡂ ۯߧٰܽ ૳૗ޫಷ಩౺ اހߗྃݺ ڑۼߵم .MLflow ގۉݺ model registry ஓ஁؇ذج ෠஖ܭ ቟ሺ

.ٔጨያ ا੗ഋޭਛਗߧܽ اހߵ޹۽ںܽ اހہںٔڛٔت وᇔᇆں٢ اࣇ࣢ࣳߵذج
اܗۇۂر ࿥࿃ڷܽ ቟ሺ ܾۚا ڑݪߵن ۯۛ .ًٔ੐೻ٔڞކۼ ގۄܹ اހۇܩۼޞ ኢና اᆀᅬي اࣇ࣢ࣳߵذج ັພງ ڑࢱࢿ :CD ยฏ෸ (7)
቙ቌإ ގۂྔັة أو (canary release اހඨඃٔري اਢਞ޹ۛار (ގۉݺ اਣਞܗۇۂرات ގޓ णँޫਛਗ ৙ৈ཮ંੳ

ا੝ഈਢਞٔج. ࿥࿃ڷܽ
اਦਞداء، णऎܾߵر ٩ޓ ษༀۉًٔ ژ೰ೢᖹٔޭار اࣇ࣢ࣳߵذج ੳંاۯہܽ ڞࢱࢿ ا੝ഈਢਞٔج، ᅺᅲ཮ંੳ ᅶᅬدܗߵ ग़॔िޭد اঌঈܞا٠زڮ: (8)
࿯࿉ہںܹ، إߤ౐ౕق ڑࢱࢿ ،ᅺლ჊ގߚ اݘ࿲ߚٔف ኢና إذا اਛਗߚღ჊ౕت. ގޓ ܾٔ୸୐ཧو اހہںٔڛٔت، واษ༃ޭاف

أจ෪ى. ੳંة اᆁᅬورة ੗ഋۛأ وۯۛ

وا۱ظའزثڪ ا࠸ࡓࡤׅذج ৤৳ا٠زڮ 3 .14
ژۼٔء ހ޼ޑٔن اᇔᇒਦਞںܽ ژٔހٝ ંੳأ اਛਗߗۇޑޭة اਛਗޭاۯہܽ .MLOps ܘںٔة دورة ጨዮٔڑܽ ހ࿥߁ اࣇ࣢ࣳߵذج ັພງ إن

.቟ሐا୸ୗاހߗں ౘፀጴގޓ ୸୐اހۇ٫ ྑັڑ٢ ۛጪྟਛਗا ቟ሺ ཭ٔ޹ܽ اހߵۯٵ، ௠ோޭور وގߵڡߵۯًٔ ً ਣਞٰٔ۰ اࣇ࣢ࣳߵذج
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ا࠸ࡓࡤݦذج اක๴ܞاف اۉལ݋ׅف 1 .3 .14
اހہ࿥ڷܽ ቟ሺ اހۇ୸୐٫ات ࿬଺ଣڂ ጺጴۄޑߵذج ڑܽ اހۇ࿯ہߪ اހۼߵة णऎܾߵر ቙ቌإ Model drift اࡺ࢕ࢦިذج اොຶݠاف ୸୐ଽଜ

أߌٔߌںܽ. ጨᖈޑܽ اษ༃ਣਞޭاف ٩ޓ ษༀۉًٔ اਛਗޭاۯہܽ ୸ୗڞٰۇ .ັྟ࿯اހ ژٰۛ
৓ৈཬ اਢਞد཭ٔل. ੐അٔڛٔت ڑ٢ ڞߵز ୸୐٫੝೾ ٩ۄۛގٔ ܾۚا ษ໹ۛث :(Data Drift) ا۱زثׅ،ׅت اක๴ܞاف •
ڑࢱࢿ ኢት اਛਗߚ۽ޭة اਛਗޭور ᅛᄷจ෫ ގޓ णँིۛاً ًٔཬڛߵ ఴఙاހߚہ ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم ࠙ࡂى ۯۛ اਛਗۉٔل، ߌ࿬ںݺ
ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ގۼٔرڛܽ data drift اܳٴ٭؇َ؇ت اොຶݠاف ੳંاۯہܽ ੝ഋ޼ޑޓ .ٔጨግކཬ ܹ੗೾رणऎ

.ഫ೾اހۇۛر ࿬࿃ںٔڛٔت اઓ࡚ںܽ اਢਞد཭ٔل ހہںٔڛٔت اਛਗٰںٔري) واษ༃ਣਞޭاف اਛਗۇߵߌߡ (ގۉݺ
෡ෆژ اހ౐ٰౕۯܽ ୸୐٫੝ഋ ٩ۄۛގٔ ܾۚا ษ໹ۛث ߌٔژۼًٔ، ذఋ௰ڛٔ ᄫᄝჽ :(Concept Drift) اঌঈٮڱݦم اක๴ܞاف •
ގ޾ۄۥ ศ༆ۛع ޷ٔرة ᅺᅬߵᇔᇂ ހۇٰہڷܽ णँིۛة ڑۼܽ ߤޭ اਛਗ݀ٔܜދ ۛอ໹ ۯۛ واఽ఼సޭིٔت. ا౐཭ۛਛਗౕت
଺ُଜۇۛل ގٔ ཧٔހۂً وހـݪۄܹ ގۂྔັة اਛਗ۽݀ߵم اษ༃ޭاف اݘ࿲ߚٔف ڑ޾ٰڂ .቟ቌٔઓ࡚ا اހ޼ٔرة པႃا୸ୗاހ

اਦਞداء. णऎܾߵر ގޓ ཬކںܹ
৓ৈཬ ގۂྔັة ୸ୟݘਦਞا اਛਗߪྔັ ܾߵ ܾۚا :(Performance Degradation) اগএداء ࡿ࢔گݦر •
واਣਞߌۇཬۛٔء، واᆁᅬۯܽ، F1، درིܽ ގۉݺ ا࿥ྐྵภฏߗںܽ اਦਞداء ގۼ࿥ྼٔ߁ ࿲࿉ہ٢ ੝೾޼ޑޓ .ᅺლ჊ގߚ وܜߵد
إߏٔرة اਛਗۼ࿥ྼٔ߁ ܾۚه ቟ሺ اਛਗߗۇޑޭ اศ༃ਣਞ۽ٔض ୸ୗڑٰۇ اހߵۯٵ. ௠ோޭور اހჱ჊ذژܽ ا੐അٔอ໹ਢਞٔت وގٰۛل

.ഫ೾رणऎ إཬٔدة ቙ቌإ ษ໹ۇٔج وۯۛ ގۇߵۯ٢ ܾߵ ᄫᄝჽ ڑٰޑݺ ڑٰۛ ኢት اࣇ࣢ࣳߵذج أن ৓ৈཬ ܽษลوا

ا۱زثׅ،ׅت ڍݦدة ۿ݋ெၗျت 2 .3 .14
ۯٔدرة اਛਗޭاۯہܽ أڛߦޑܽ ڞݪߵن أن อ໹ڂ ژ޾ޑٵ. اࣇ࣢ࣳߵذج أداء ੍ܽ೾دภฏا اހہںٔڛٔت ܜߵدة ڞۼߵض أن ௠௄ݪޓ
اਛਗ۽ۼߵدة اހۼࢤࢿ ቟ሺ اਛਗ۽ٔܜڷܽ ڑٔدة พฏا ގۉݺ اހߵاردة، اހہںٔڛٔت ۰णऎۼٔت ቟ሺ اਛਗߚღ჊ౕت اݘ࿲ߚٔف ৓ৈཬ
ܾۚه ࿲࿉ߗ࿬ڂ أن ௠௄ݪޓ اਛਗۇߵۯٰܽ. ୸୐ཧ اހہںٔڛٔت أڛߵاع أو اހۇٔހ۽ܽ، اހہںٔڛٔت ܘۼߵل أو อ௣ݺ، ގ޾ۛر ގޓ

.ܽཬັປຄ ٔጨጚગٰ࡚ٔގ وอ໹ڂ ގߵڡߵۯܽ ୸୐ཧ ࿯࿉ہߪات ژٰޑݺ اࣇ࣢ࣳߵذج ۯںٔم ቟ሺ اਛਗߚღ჊ౕت

ا۱ঘএثڮ ا۱ظའزثڪ أ،ݗ܂ڮ 3 .3 .14
อ໹ڂ اਦਞߌہߵع. أڑٔم ߤߵال ܽཬٔاހߗ ގۛار ৓ৈཬ اਛਗٰࡇࡗގٔت ހߵ཮ٔت ັྟ࿬اހ ࠙ࡂاۯڂ أن ৙ৈاހٰޑ ގޓ ހ࿥߁
৙Ꭶ፞ษૉ ቙ቌإ ڑܽ ۰ߵر إߏٰٔرات ਢਞرߌٔل اਛਗߚ౐٫ౕت ૳૗ڞݪߵ ڑࢱࢿ .቟ቌآ ࿯࿉ہںܹ ৓ৈཬ MLOps ڛߦٔم ଽଜۇޑݺ أن
إرߌٔل ڑࢱࢿ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ގߗہۼًٔ. ษૉۛدة ٩ۇۂت อ༆ٔوز ٩ۄۛ MLOps ແྑۛۄጨᖈو اਦਞގޓ
቟ሺ اਛਗ۽ۼߵدة اހۼࢤࢿ ގٰۛل อ༆ٔوز إذا أو 85 .0 دون ގٔ ቙ቌإ ጺጴۄޑߵذج F1 درིܽ اศ༃۽޼ٵ إذا ࿯࿉ہںܹ
أڛ࿥࿃ٔڂ ܗߡ ٫ଽ଩ںݺ أو ᅺლ჊ߚਛਗا ਢਞ޹౐ౕح ྑັڑٰܽ اߌۇྃٔژܽ ፈጴذ ࿲ྼں܇ .5% ແྜ࿥ྐྵر ੐അٔڛٔت ގ޾ۛر

.ഫ೾اހۇۛر إཬٔدة
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أᇔᇒںܽ ߌ࿬ڂ ཐڑߵࣂ ٔᇦᇥ اހߵۯٵ، ௠ோޭور اࣇ࣢ࣳߵذج أداء ੝೾ܾۛߵر أن ௠௄ݪޓ ݘںۥ 83 ቟ሺ اހۇ޾ߵر ཐڑߵࣂ
.૳૗ޭߗۇޑਛਗا واހۇ࿯ہںܹ اਛਗޭاۯہܽ

1 import matplotlib.pyplot as plt
2 import pandas as pd
3 import numpy as np
4
5 # Simulate dates over several months
6 dates = pd.to_datetime(pd.date_range(start='2025-01-01', periods=20, freq='W'))
7
8 # Simulate F1-scores, showing a period of stability followed by degradation
9 # and then a recovery after a hypothetical retraining

10 f1_scores = np.array([
11 0.92, 0.91, 0.90, 0.92, 0.89, 0.88, 0.87, 0.85, # Stable period
12 0.80, 0.75, 0.70, 0.65, 0.60, # Degradation
13 0.62, 0.65, 0.70, 0.80, 0.88, 0.91, 0.92 # Recovery after retraining
14 ])
15
16 plt.figure(figsize=(12, 6))
17 plt.plot(dates, f1_scores, marker='o', linestyle='-', color='blue', label='Model F1-score')
18 plt.axhline(y=0.85, color='red', linestyle='--', label='Alert Threshold (F1 < 0.85)')
19 plt.axvline(x=dates, color='green', linestyle=':', label='Start of Degradation')
20 plt.axvline(x=dates, color='purple', linestyle=':', label='Hypothetical Retraining Point')
21 plt.text(dates, 0.95, 'Concept Drift Starts', rotation=0, va='center', ha='left', color='green', fontsize=9)
22 plt.text(dates, 0.95, 'Retraining Deployed', rotation=0, va='center', ha='left', color='purple', fontsize=9)
23
24
25 plt.title('AI Model F1-score Over Time in Production (Simulated)')
26 plt.xlabel('Date'); plt.ylabel('F1-score')
27 plt.grid(True, linestyle=':', alpha=0.7)
28 plt.legend()
29 plt.tight_layout()
30 plt.show()

اހߵۯٵ ௠ோޭور اࣇ࣢ࣳߵذج أداء णऎܾߵر وڞ޾ߵر ჱႚٔษૉة :83 Listing

ย༐འ۱ا ا૩૎ܽاభ఍௱ثׅت 4 .14
واހۇܩۼޞ اఽ఼సٔߤޭ ހۇۼކںݺ دۯںۼܽ اߌ୸ଢ଼اಜಀ಼ںܽ ܘںܽ أގۄںܽ ࿥࿃ڷܽ ቟ሺ ژٗގٔن णँིۛ ௠௎ߵذج إ޹ۛار ັພງ ੝೾ߧކڂ

اހߚٔڎٰܽ. اਣਞߌ୸ଢ଼اಜಀ಼ںٔت ގޓ णँٰۛاހ اߌۇཾۛام ڑࢱࢿ اਦਞداء. ގޓ

(Containerization) ؂ׅت اߋ਄ׅو 1 .4 .14
ᆁᅬڑܹ ގٔ წႚ ގ٢ ܜۄڂ ቙ቌإ ܜۄۂً ڞߧہںޞ، ੝അٰہڷܽ ڞۼߵم ڞۼۄںܽ ቟ቐ Containerization ل؇ت اࠍ੆؇و
اࣇ࣢ࣳߵذج ٫ଽ଩ںݺ ڑ޼ޑޓ وܾۚا ڑܽ. ཮ٔو ଺଩ޑ߽ ᅺᅬގٰޫو وا཮ۛة و཮ۛة ቟ሺ و੗ഋٰںٔت، وގݪۇۂت ݘߵد ގޓ
ܜ݀ٔزي". ৓ৈཬ ڑٰޑݺ "إڛܹ წႚٔގߚ ௠௄ۄ٢ ٔᇦᇥ وا੝ഈਢਞٔج، واਣਞܗۇۂر اހۇߧߵ࠙ࡂ أਗ਼എٔء ௠௑ٔގًٔ اހہ࿥ڷܽ ڛ۽߁ ቟ሺ

Kubernetes .[22] ڑٔت اઓ࡚ٔو وᏏدارة ଽଦਢਞٔء ًٔཬߏںߵ ୸ୟݘਦਞا اਦਞداة ቟ቐ Docker اগএدوات: •
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୸ୗཬ ًٔ੐೻ٔڞކۼ ڑٔت ཮ٔو ቟ሺ اਛਗٰہٗة اހۇߧہںۼٔت وᏏدارة وڞߵߌں٢ ັྟ࿯ހ ଺଩ۇཾۛم ࿯࿉ߗںޞ ގۄ޾ܽ ቟ቐ
.[74] اਦਞܜ݀ޫة ގޓ ܽཬߵᇔ஫஥

أߌٔߌںܽ ڞۼۄںܽ อ໹ٰކ݀ٔ ٔᇦᇥ اހۇߵߌ٢، وۯٔژކںܽ اހۄۼݺ وۯٔژކںܽ ا଺଩ਣਞٔق ڑٔت اઓ࡚ٔو ڞߵ۰ޭ ا۱ٮݦا࡯࢔: •
.ܽ੟೾ۛઓ࡚ا MLOps ހٰޑކںٔت

A/B اڈظزׅر 2 .4 .14
'A' ቟ቌٔઓ࡚ا اࣇ࣢ࣳߵذج اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اࣇ࣢ࣳߵذج ގޓ ෡ෆۇކ۽ศૉ ૳૗إ޹ۛار ٫ଽ଩ںݺ ڑࢱࢿ ،A/B اۊٺٴ؇ر ቟ሺ
௠௎ߵذج، წႚ ቙ቌإ اઓ࡚ںܽ اਛਗޭور ᅛᄷจ෫ ގޓ ฆ෯ء ڞߵܜںܹ ڑࢱࢿ ا੝ഈਢਞٔج. ࿥࿃ڷܽ ቟ሺ ژٔހۇߵازي 'B') णँིۛ ཐૃં ੳو
اހჱ჊ذژܽ. ا੐അٔอ໹ਢਞٔت وގٰۛل اހـݪߚۥ ގٰۛل ގۉݺ ގۼ࿥ྼٔ߁ ৓ৈཬ ܜۄڂ ቙ቌإ ܜۄۂً أداጨዡޑٔ ގۼٔرڛܽ وڞࢱࢿ
ኢትٰٔاހ ࿥࿃ڷܽ ቟ሺ ܘۼًٔ أ۰޼ݺ णँۛગ࡚ا اࣇ࣢ࣳߵذج ჱႚن إذا ގٔ ܘߵل اހہںٔڛٔت ৓ৈཬ ኢኃٔۯ ۯޭار ژศ༆ٔٔذ ܾۚا ଺ଜޑ܇

ژٔހჱ჊ގݺ. ኢኆۛاހۼ ษૉݺ ษ໹ݺ أن ۯہݺ اઓ࡚ۼںࡡࡸ

Deployments) (Canary اങ೴۱ׅري ย༐འ۱ا ۷ᅅᄤثׅت 3 .4 .14
إ޹ۛار ߤޭح ڑޞ ߤޭ ٩ޓ اఽ఼సٔߤޭ ހۇۼކںݺ اߌ୸ଢ଼اಜಀ಼ںܽ ܾߵ canary deployment ا൛ശܳ؇ري ๤དྷྡྷܳا
أو ෡ෆߗۇཾۛގਛਗا ގޓ ིۛاً ޹୸୐٫ة ܽཬޑߵూ఼స णँۛગ࡚ا اࣇ࣢ࣳߵذج إ޹ۛار ڑࢱࢿ اހہۛاڑܽ، ቟ሺ ੗അߡء. णँིۛ ௠௎ߵذج
ܜںۛاً أداؤه ჱႚن إذا ݘۉڂ. ٩ޓ أداءه MLOps ڑޞ ޭ۰ ࠙ࡂاۯڂ "اހඨඃٔري"). ܽཬߵᇔ஫஥) اਛਗޭور ᅛᄷจ෫
ߣ݀ޭت إذا اਛਗޭور. ᅛᄷจ෫ წႚ ގ٢ ੝೾ٰٔގݺ ๨๓ܘ णऎرอ໹ںًٔ ڞٰޭ޷ܹ ڑٔدة ز ڑࢱࢿ ،წႚٔގߚ أي ࿬଺ଜڂ ኢትو

۰ۼߡ. اހ޾୸୐٫ة اހඨඃٔري ܽཬߵᇔ஫஥ ৓ৈཬ ୸୐اހۇٗڡ ގޓ ۛษ໹ ٔᇦᇥ ،ܽཬັປຄ اހߧޭح ཬݪ߁ ௠௄ݪޓ ،წႚٔގߚ

Deployments) (Blue/Green اඏ඀ر٠ׅء/اߋย༝ਃاء ย༐འ۱ا ۷ᅅᄤثׅت 4 .4 .14
ڞۼߵم "ا઒࡚ྫྷັاء". و "اพฏرۯٔء" ଺଩ޑ߽ ،෡ෆގۇߧٔژۼۇ إ੝ഈٔج ๮๓ڷ࿥࿃ ৓ৈཬ اઓ࡚۽ٔظ اਣਞߌ୸ଢ଼اಜಀ಼ںܽ ܾۚه ੝ഋ޼ޑޓ
ັພງ ڑࢱࢿ اઓ࡚ںܽ. اਛਗޭور ᅛᄷจ෫ წႚ ގ٢ و੝ഋٰٔގݺ ቟ቌٔઓ࡚ا اਛਗߗۇۼޭ اࣇ࣢ࣳߵذج إ޹ۛار ࿲࿃ߚ٫ںݺ اพฏرۯٔء اހہ࿥ڷܽ
.෡ෆߗۇཾۛގਛਗا ৓ৈཬ ୸୐اހۇٗڡ دون ژٔހჱ჊ގݺ اܗۇۂره ௠௄ݪޓ ܘںٷ ا઒࡚ྫྷັاء، اހہ࿥ڷܽ ቟ሺ णँۛગ࡚ا اࣇ࣢ࣳߵذج إ޹ۛار
ا઒࡚ྫྷັاء. ቙ቌإ اพฏرۯٔء ގޓ اހ۽ߵر ৓ৈཬ اਛਗޭور ᅛᄷจ෫ ڑݺ ษ༆ߵ ڑࢱࢿ ا઒࡚ྫྷັاء، اހہ࿥ڷܽ ܽษว ގޓ اހۇܩۼޞ ग़॔िޭد
اࣇ࣢ࣳߵذج أߣ݀ޭ إذا ڑܽ اހ۽ߵر ژٔހٰߵدة ଺ଜޑ܇ ٔᇦᇥ اਣਞߌۇٰۛاد، و޷٢ ቟ሺ اพฏرۯٔء ژٔހہ࿥ڷܽ اਣਞܘۇ۽ٔظ ڑࢱࢿ

.ັྟ࿯اހ ᇔᆳކںٔت أਗ਼എٔء اހٰޑݺ ٩ޓ اހۇߵۯۥ وۯٵ ގޓ اހጨ጗܋ ܾۚا ᎂ፞ڑۼ .წႚٔގߚ णँۛગ࡚ا
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ا࠸ࡓࡤׅذج ך܄ ૩૎ካእاڍד ۿݦؒݦ٠ڮ ا૩૎ܽاభ఍௱ثׅت 5 .4 .14
ߌٔژޞ ௠௎ߵذج إ޹ۛار ቙ቌإ وأގٔن ܽཬັປຄ اހ୸ଢ଼اܜ٢ ৓ৈཬ اހۼۛرة ܾߵ ັພງ اߌ୸ଢ଼اಜಀ಼ںܽ أي ގޓ ဋྑٔ཮ ฆ෯ء
أڛߦޑܽ اݘ࿲ߚ۽ٵ إذا .CI/CD أڛ࿥࿃ٔڂ ܗߡ ቟ሺ ܽอૉۛގ آހںܽ، ᇔᆳކںܽ ܾۚه ڞݪߵن أن อ໹ڂ وގߗۇۼޭ.
ا੐അٔอ໹ਢਞٔت ቟ሺ ཮ٔد ارڞ۽ٔع اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ًٔ੟೾ۛ཮ ພງັه ኢና ௠௎ߵذج ቟ሺ ܗߧ୸୐ة ᅺლ჊ގߚ اਛਗޭاۯہܽ
ܜںۛ إ޹ۛار จ෪آ ቙ቌإ اހ୸ଢ଼اܜ٢ ࿲࿃ߚ٫ںݺ ًٔ੐೻ٔڞކۼ اਦਞڛ࿥࿃ٔڂ ܗߡ ڑۼߵم أن อ໹ڂ จ෫ج)، ۰ߚݺ أو اހჱ჊ذژܽ

.๮๐ގਦਞا اਛਗߵۯۥ ৓ৈཬ اઓ࡚۽ٔظ ڑ޼ޑޓ ٔᇦᇥ ގٰޭوف،

ძოঘএا ؏סݸݼ গএ،ݗ܂ڮ اঌঈܞا٠زڮ ٠ׅ؉۷ثڮ 5 .14
ا઒࡚ٔرܜںܽ. ศૉޭིٔڞܹ ઓઉ޴ ౐཭ౕل ގޓ ጺጴۄߦٔم اᆁᅬا཭ކںܽ ᅺᅬٔઓ࡚ا ۰݀ދ ৓ৈཬ ژٔހۼۛرة اਛਗޭاۯہܽ ۯٔژކںܽ ઼શٰ੝ഋ
ހ࿲ߚܨں޴ ᅺᅲގ۽޾ ژٰۛ ٩ޓ ۯںٔس ੐അٔڛٔت ٢ᇔᇆ ܾۚا ๮๐ٰڑ ا੝ഈਢਞٔج، ቟ሺ ގٰۼۛ ᅺᅬآ ڞٰࠇࠋ ހۄߦٔم ژٔހ࿯ߗہܽ
،logs اހߗ౐ౕྃت ቟ቐ اਛਗޭاۯہܽ ހۼٔژކںܽ اހۉ౐ౕث اჱႚภฏࠖࡀ وᏏ޹౐ౕܘ݀ٔ. اਦਞܗߧٔء واߌۇݪߚٔف اਛਗߚღ჊ౕت

.metrics واਛਗۼ࿥ྼٔ߁ ،traces واހۇ࿲ۂٰت
(Logging) اལ۱݈ڞث۫ 1 .5 .14

ଽଜޑݺ ਣਞ .ᅺᅬਧਞا ڞٰࠇࠋ ڛߦٔم ގޓ زގۄںًٔ وศૉۇߵގܽ ᅺᅲގ۽޾ أ཮ۛاث ଺଩ܭںݺ Logging اܳྥފ۠٭ܭ ੝೾޼ޑޓ
واހۇۛۯںޞ، اਦਞܗߧٔء ހۇ޾ܩں܇ ۯںޑܽ ގٰࡇࡗގٔت أڑً޼ٔ ଽଜޑݺ ژݺ ઓઉߗڂ، واހۇཿۚ࠙ࡂات اਦਞܗߧٔء ܾۚا
اਣਞߌۇਣਞۛل. ا੝ഈۼٔل وزގޓ اࣇ࣢ࣳߵذج، وศૉޭིٔت اఽ఼సٔߤޭ، ቟ቌٔཬ ހۇ࿯ہߪ اస఼ాۛدة اਢਞد཭ٔل ގ୶୐ات ގۉݺ

وۯߵ٩݀ٔ. ژٰۛ اਢਞܗ۽ٔۯٔت ހۇཿކںݺ ڑܽ ྦྷັور اހۇۄߦࢤࢿ ܜںۛة اހߗ౐ౕྃت

(Tracing) ا۱ظལزד 2 .5 .14
ᇔᇆں٢ ୸ୗཬ ٔ݀ᡉޭ ษ༆ أਗ਼എٔء وا཮ۛة ੐അٔڛٔت ڛۼߧܽ أو ۛ཮وا ߤކڂ ਛਗۇٔژٰܽ ڑۼܽ ߤޭ Tracing اܳٺྥٴؕ ڑߵ۰ޭ
ٔጨያٰٔں࿲اߌ ގޓ ᅛᅉߏہ ฆ෫ގܽ ᅺᅲ཮ر اހۇ࿲ہ٢ ڑߦ݀ޭ أن ௠௄ݪޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ᅺᅬਧਞا ڞٰࠇࠋ ڛߦٔم ގݪߵڛٔت
ً وأ୸୐཭ا اࣇ࣢ࣳߵذج، اߌۇਣਞۛل ཭ۛގܽ ቙ቌإ ا୶୐ਛਗات، ژٔߌۇܨޭاج ੳંوراً اހہںٔڛٔت، أڛ࿥࿃ٔڂ ܗߡ ژߵاߌߧܽ
቟ሺ اਛਗٰۼۛة اހۇ۽౐ཬౕٔت و۰݀ދ اਦਞداء اܗۇۄٔۯٔت णँۛཿހۇ ൾ൲ുޓ ڑۼۛر ਣਞ اހۇ࿲ہ٢ ڑٰۛ اހۇ࿯ہںܹ. ڛߦٔم ቙ቌإ

.ܽཬߵزਛਗا اਦਞڛߦޑܽ
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(Metrics) ܲབ༭ׅ٭ঌঈا 3 .5 .14
ፈጴذ وଽଜޑݺ اހߵۯٵ. ௠ோޭور وأداڎܹ اހۄߦٔم ܽཿހ޾ ٰܽᇔ஫஥و ᇔᆟںܽ ۯںٔߌٔت ቟ቐ Metrics اৎ৊گ؇྘཯ݴ
واߌۇཾۛام اภฏߌߵގٔت، ܽગٰ࡚ٔގ ڑܽ/و཮ۛة ఉ௰ޭਛਗا ܽગٰ࡚ٔਛਗا و཮ۛة اߌۇཾۛام ގۉݺ اހ࿲ߚ٫ںކںܽ اਛਗۼ࿥ྼٔ߁
๮๓اހ اހۇ࿯ہጨግٔت ގٰۛل ގۉݺ ژٔࣇ࣢ࣳߵذج ا઒࡚ٔ޹ܽ اਛਗۼ࿥ྼٔ߁ ቙ቌإ ژਢਞٔ޷۰ٔܽ اހߧކۂت، ڛۼݺ وގٰۛل اᆀᅬاఋ௰ة،
زގۄںܽ ߌ౐ౕߌݺ ੐അٔڛٔت ۯཬٔۛة ቟ሺ اਛਗۼ࿥ྼٔ߁ ٢ᇔᇆ ཬٔدةً ڑࢱࢿ اހۇ࿯ہߪ. ڡۼܽ درིܽ ގۇߵߌߡ أو إଽଦٔؤܾٔ ڑࢱࢿ

اހۄߦٔم. ᅺᅬٔ཮ ৓ৈཬ اਛਗߗۇߵى ཬٔހںܽ ཬٔގܽ ڛߦޭة ୸୐۰ހۇߵ ގٰࡇࡗގٔت ހߵ཮ٔت ቟ሺ وڞ޾ߵرܾٔ

اঘএۿصڮ ძოঘএا ؏סݸݼ ۷ᅅᄤثׅت ᅗᅖׅرׅܽت 6 .14
ᇔᆳކںٔت ੝ഋ޼ޑޓ .ٔጨ጗ڞٗގں ۰ںܭڂ اਛਗߪߌߗܽ، دཬٔ۰ٔت ގޓ ແྑٔأߌ ฆ෯ء MLOps أڛߦޑܽ أن ٔ௠ோ

.ᅺᅬਧਞا ڞٰࠇࠋ ܘںٔة دورة ੳંا཮ݺ ᇔᇆں٢ ቟ሺ اਦਞގۄںܽ اਛਗޑٔرߌٔت أ۰޼ݺ པႃد اਧਞގۄܽ MLOps

ׅኙኋۿெுܽو ا۱زثׅ،ׅت ۿܯٌر 1 .6 .14
ގޓ أ޹ކ݀ٔ. ቙ቌإ ً ਣਞو޹ߵ اހہںٔڛٔت ࿲࿉ہ٢ ৓ৈཬ اހۼۛرة ๮๐ٰڑ Data provenance اܳٴ٭؇َ؇ت ݁ݱڎر
௠௄ݪޓ .ٔጨያ اހٰہٷ ڑࢱࢿ ኢትو ގߵڡߵۯܽ ގ޾ٔدر ގޓ ቟ሓٗڞ ഫ೾اހۇۛر ੐അٔڛٔت أن ގޓ ᅢᄷٗاހۇ ჱ჊௠ோن اᇔᇒਦਞںܽ
أਗ਼എٔء ܾٔ୸୐ڞ٫ں ڑࢱࢿ ኢት اހہںٔڛٔت أن ގޓ ጺጴۇܩۼޞ اਛਗߚ۽ޭة اހۇܭޫڎܽ ژٔߌۇཾۛام اހہںٔڛٔت ߌ౐ౕގܽ ৓ৈཬ اઓ࡚۽ٔظ
ڑܽ ྦྷັور ا୶୐ਛਗات จ෯ٔوގۇ اހہںٔڛٔت ୸୐ᝉษༀات ৓ৈཬ ڑܽ اހۼߵ اހߵ޹ߵل ޷ߵاژߡ أن ᄫᄝჽ اހۄۼݺ. أو ૳૗ޫاހۇܨ

.ٔጨያ اਛਗྮັح ୸୐ཧ اހۇٰۛڑ౐ౕت ਛਗۄ٢

ا۱زثׅ،ׅت أ،བ༴ׅ׳ ڈݘݦط ൒ഷ׈ۿ؏ 2 .6 .14
دا཭ݺ اހہںٔڛٔت ڛۼݺ ᇔᆳކںٔت ᇔᇆں٢ ୸୐۽ଽ଩ อ໹ڂ اހߗݪߵن. ᅺᅬٔ཮ ቟ሺو اހۄۼݺ أਗ਼എٔء اހہںٔڛٔت ᇔᇂٔڑܽ อ໹ڂ
ݘߵߵਣਞت ࠠࡂوڞ ژٔߌۇཾۛام اހہںٔڛٔت، ୸୐ᝉษༀة ቙ቌإ اހߗ౐ౕྃت ིٔގ٢ ގޓ ގۉݺ ،ᅺᅬਧਞا ڞٰࠇࠋ أڛ࿥࿃ٔڂ ܗߡ
૳૗ޫاހۇܨ أو اހہںٔڛٔت ୸୐ᝉษༀات أو اހہںٔڛٔت ۛཬۯߵا ቟ሺ اఽ఼సޫڛܽ اހہںٔڛٔت ୸୐۽ଽ଩ อ໹ڂ .TLS/SSL ގۉݺ

ژܹ. اਛਗྮັح ୸୐ཧ اހߵ޹ߵل ގޓ ٔጨጚ᛹ٔੂਲਭ اހߗݪߵن ᅺᅬٔ཮ ቟ሺ ቟ልٔཿاހߗ

ا࠸ࡓࡤׅذج ؏ݦ٠ثד 3 .6 .14
Model اࡺ࢕ࢦިذج ّިڢ٭ؕ ຿ྟ࿯ྼ ގߚ۽ޭ. წ჊ଽଣ ڞߵۯںٰܹ อ໹ڂ ษวۇܹ، ގޓ واހۇܩۼޞ اࣇ࣢ࣳߵذج ഫ೾رणऎ ژٰۛ
ގޓ اހۇܩۼޞ ጺጴۄߦٔم ௠௄ݪޓ ،ັྟ࿯ጺጴ اࣇ࣢ࣳߵذج ᇔ༿༯ںݺ ٩ۄۛ اࣇ࣢ࣳߵذج. ڑܽ أࠩࡂ ހۼߧٰܽ رᇔᆷںًٔ ڞߵۯںًٰٔ signing

୸ଢ଼ᝉศૉق. ဠٓ޹ۛار ޷ٔر წ჊ଽଣ ᅶᅬہۛا࿲اߌ ڑࢱࢿ ኢትو ৙ৈأ޹ اࣇ࣢ࣳߵذج أن ގޓ ᅢᄷٗۇጺጴ اހۇߵۯں٢ ܾۚا
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ካእص܂ׅذج اঘএۿ܄ ย༐འ۱ا 4 .6 .14
وڞۼކںݺ آގۄܽ، أߌٔߌںܽ ڑٔت ཮ٔو ޹ߵر اߌۇཾۛام ڑٰۛ وษૉ޾ۄܽ. ᅺᅬގٰޫو ࿥࿃ڷٔت ቟ሺ اࣇ࣢ࣳٔذج ັພງ อ໹ڂ
ژٗۯݺ ڑٔت اઓ࡚ٔو و٫ଽ଩ںݺ ،ܽ཮۽ۇߵਛਗا اਛਗۄ۰ٔۚ أو ڑܽ اހྫྷັور ୸୐ཧ པႃا୸ୗاހ ᅺᅬإزا ڑޞ ߤޭ ٩ޓ اணடܭߵم ߌߧ܇
اހٰޫل ގޓ إ޷۰ٔںܽ ߤہۼܽ اਲਭੂٔڑܽ و޷٢ ڑߵ۰ޭ أن ௠௄ݪޓ .ܽᇦᇗٔ཮ ᇦᇥٔرߌٔت ٔ݀Ⴜႚ اਛਗߧࡇࡗژܽ، اਣਞގۇںٔزات

اࣇ࣢ࣳߵذج. اߌۇਣਞۛل ހٰޑކںٔت

ಜ౯ا۱ظٌر ౶ুׅ،ׅت ફચ܂ࠕ࠰ ඞർ܂ׅت ܨٌ اໝׅ١ჲოׅت 5 .6 .14
޷ٔرة ੐അٔڛٔت ษༀۼޓ ဋྮ઒࡚ا ڑۼߵم ܘںٷ ܾߵ data poisoning attack اܳٴ٭؇َ؇ت ૭૜݄ࡗࡲ ෠඾ިم
أو ౤ᎈጴ݀ٔܜދ ཭ކࡢࡸ ژٔب إଽଦٔء ቙ቌإ ܾۚا ڑߪدي ۯۛ .[7] اࣇ࣢ࣳߵذج ۰ਢਞߗٔد ഫ೾اހۇۛر ܽཬߵᇔ஫஥ ቟ሺ ᇔᆳۛاً
واߌۇཾۛام ،ٔጨጚۼںਗ਼ഋو اހہںٔڛٔت ގޓ اހ޾ٔرم اހۇܩۼޞ اཬٔ۰ᆁᅬٔت ଽ଩ޑݺ اࣇ࣢ࣳߵذج. أداء णऎܾߵر ࿬࿃ߗٔߤܽ
቟ሺ ڑܽ ۯߵ ᇔགྷ༯ں٢ ߤޭق واߌۇཾۛام اހߚٔذة، ഫ೾اހۇۛر ٩ںۄٔت णँۛཿހۇ اހߚٔذة اހۼࢤࢿ ݘߚۥ ܗߵارزގںٔت

.federated learning ቟ቌاހ۽ںۛرا اހۇٰࠇࠋ ގۉݺ ܽཬߵزਛਗا اހۇٰࠇࠋ إཬۛادات

ძოঘএا ۱ظסݸݼ ا۱ظښظثڮ ካእزའثڮ ا۱ݦܪݦل ᇐᆫ ੿ੱ໰ا۱ظ 6 .6 .14
اਦਞدوار ቙ቌإ اਛਗߗ࿲ۄۛ اހߵ޹ߵل ቟ሺ ଎଀ཿاހۇ اߌۇཾۛام อ໹ڂ .ແྑٔأߌ ંੳأ اހߵ޹ߵل ቟ሺ اހ޾ٔرم ଎଀ཿاހۇ
ጨዤᆁᅬދ وا઒࡚ۛގٔت ෡ෆߗۇཾۛގਛਗا أن ހ޼ޑٔن (Role-Based Access Control - RBAC)

اހۇܩۇںܽ اހہ࿯ںܽ ގݪߵڛٔت ᇔᇆں٢ ৓ৈཬ ܾۚا ਗ਼೾ߧہޞ وߣٔڎ۽݀ދ. ਦਞداء ௠௑ٔގًٔ ٔጨዮۇٔܜߵษ໹ ๮๓اހ اਦਞذوڛٔت ۰ۼߡ
.ັྟ࿯اހ و࿥࿃ڷٔت اࣇ࣢ࣳٔذج و౐อ௣ౕت اހہںٔڛٔت وศૉٔزن اހـݪߵد ގߗۇߵدཬٔت ፈጴذ ቟ሺ ٔ௠ோ ،ᅺᅬਧਞا ހۇٰࠇࠋ

ძოঘএا ۱ظסݸݼ ا۱ظݦرࡲ࢔ ძუ݈۷ܽ أۿׅن 7 .6 .14
ގߗہۼًٔ اਛਗۛرژܽ واࣇ࣢ࣳٔذج اਛਗ޾ۛر ܽ཮ގ۽ۇߵ اၗਗݪۇۂت ގޓ ແྔء წႚ ᅺᅬਧਞا ڞٰࠇࠋ णँڞߵر ᅺᅲߌކߗ ଽ଩ޑݺ
اၗਗݪߵڛٔت ܾۚه ގޓ أي ቟ሺ أގۄںܽ ڡ٫ޭة ڞߪدي أن ௠௄ݪޓ .ັྟ࿯اހ وأدوات اހہںٔڛٔت ގ޾ٔدر ቙ቌإ
اਦਞގۄںܽ اހۉ٫ޭات ٩ޓ ษༀۉًٔ اހۇہٰںٔت ઓઉ޴ ގۉݺ اਛਗޑٔرߌٔت ڞٰۛ ࡼࢂࢆߧޭ. ܹᄠᄝჽٗژ اހۄߦٔم ڑ޲ ڞٰޭ ቙ቌإ
ގݪߵڛٔت ᇔᇆں٢ ߌ౐ౕގܽ ގޓ واހۇܩۼޞ ގߗہۼًٔ، اਛਗۛرژܽ ጺጴۄޑٔذج ގߵڡߵۯܽ ގ޾ٔدر واߌۇཾۛام اਛਗٰޭو۰ܽ،

.णँاހۇߵر ᅺᅲߌކߗ ෡ෆހۇٗގ ڑܽ ྦྷັور اހۉٔހٷ اހߧޭف
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า༂ׅܽأ MLOps أ،བ༴ׅ׳ ڈݒ :ॊहᅅᄤ ۿย༐وع 7 .14
෡ෆأداڞ ژٔߌۇཾۛام ๮๐أގ ࣇ࣢ࣳߵذج ގ࿬ߗߡ MLOps أڛ࿥࿃ٔڂ ܗߡ إཬۛاد ݘں۽ںܽ اਛਗྟັوع ܾۚا ཐڑߵࣂ
اࣇ࣢ࣳٔذج. وᏏدارة اހۇྃٔرب ހۇ࿲ہ٢ MLflow و اހہںٔڛٔت ਢਞ޹ۛار DVC اਛਗ޾ۛر: ๮๓ގ۽ۇߵܘ ෡ෆߏٔڎٰۇ

اހߗٔژۼܽ. اހ۽޾ߵل ގޓ ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ჱႚߏۥ ގ۽݀ߵم ଺ଦۇཾۛم ߌߵف

DVC ؉ׅܽظ໯ٌام ا۱زثׅ،ׅت وፀܪٌار اย༐ঌঈوع إໝٌاد :1 اߋਃݘݦة 1 .7 .14
ܜۄڂ ቙ቌإ ܜۄۂً DVC ڑٰޑݺ .ٔਗ਼ഋٔٔڛ੐അ ܽཬߵᇔ஫஥ ހۇ࿲ہ٢ اހہںٔڛٔت) إ޹ۛار ቟ሺ ଎଀ཿاހۇ) DVC ଺ଦۇཾۛم ،ًਣਞأو
Git ގߗۇߵدع إڡۼٔل دون واࣇ࣢ࣳٔذج، اހہںٔڛٔت ᇔ஫஥ߵཬٔت ގۉݺ اހـݪہ୸୐ة، اਛਗކ۽ٔت ਢਞ޹ۛار Git ގ٢
ގކۥ Git ࿲ྼۇہ٢ ੐അٔڛٔت. ގކۥ ࿲࿉ہ٢ ቟ሺ واހہۛء DVC ጨዱںڷܽ ݘں۽ںܽ 84 ቟ሺ ંੳواਦਞا ཐڞߵࣂ .[34]

ژٰںۛ. ૳૗ޫศ༆ ގߵۯ٢ ቟ሺ اހ۽ٰކںܽ اހہںٔڛٔت DVC णँ࠙ࡂ ࿥࿃ۄޑٔ ،.dvc ୸୐اހ޾٫ اހߵ޹۽ںܽ اހہںٔڛٔت
1 # Assume you have your dataset in a folder, e.g., 'data/emails.csv'
2 # 1. Initialize DVC in your project root
3 dvc init
4
5 # 2. Add your data file to DVC tracking. This creates a .dvc file
6 # and adds the data file to .gitignore, so Git only tracks the .dvc file.
7 dvc add data/emails.csv
8
9 # 3. Commit the .dvc file (and .gitignore) to Git

10 git add data/emails.csv.dvc .gitignore
11 git commit -m "Add raw email data with DVC"
12
13 # 4. (Optional) If you modify data, run 'dvc add' again and commit to Git
14 # dvc add data/emails.csv
15 # git commit -m "Update email data (v2)"

اހہںٔڛٔت وᏏ޹ۛار DVC ጨዱںڷܽ ંੳأوا :84 Listing

MLflow ؉ׅܽظ໯ٌام ا۱ظ໴ׅرب ༻ལزד :2 اߋਃݘݦة 2 .7 .14
ܽ཮ގ۽ۇߵ ގۄ޾ܽ ቟ቐ MLflow ௠௎ٔذܜۄٔ. ഫ೾رणऎ อ༆ٔرب ހ࿲ߗܭںݺ MLflow ଺ଦۇཾۛم ،ፈጴذ ژٰۛ
اࣇ࣢ࣳٔذج ັພງو اހـݪߵد، وڞٰہڷܽ اހۇྃٔرب، ࿲࿉ہ٢ ፈጴذ ቟ሺ ٔ௠ோ ،ᅺᅬਧਞا ڞٰࠇࠋ ܘںٔة دورة ਢਞدارة اਛਗ޾ۛر
(ގۉݺ اހ۽ٔڎۼܽ ا౤౟ٰਛਗٔت ހ࿲ߗܭںݺ MLflow اߌۇཾۛام ݘں۽ںܽ 85 ቟ሺ ແྮاހۄ པႃٔڛ୸ୗاހ ཐڑߵࣂ .[76]
ݘۼߧٰܽ ڛ۽ߗܹ اਛਗۛرب واࣇ࣢ࣳߵذج `f1_score`)، (ގۉݺ اਦਞداء وގۼ࿥ྼٔ߁ `n_estimators`)،

.པໍٔاހۄۇ ގۼٔرڛܽ ጪປ๽ݺ ٔᇦᇥ ،ഫ೾رणऎ ᅺᅬܜߵ წ჊ހ ގ۽޾ݺ อ௣ݺ إଽଦٔء ቙ቌإ ܾۚا ڑߪدي ڑܽ. أࠩࡂ
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1 import mlflow
2 import mlflow.sklearn # For logging scikit-learn models
3 from sklearn.ensemble import RandomForestClassifier
4 from sklearn.metrics import f1_score
5 from sklearn.model_selection import train_test_split
6 import pandas as pd
7 import numpy as np
8
9 # Assume a dummy dataset for demonstration (replace with your actual data)

10 X_dummy = np.random.rand(100, 10)
11 y_dummy = np.random.randint(0, 2, 100)
12 X_train, X_test, y_train, y_test = train_test_split(X_dummy, y_dummy, test_size=0.2, random_state=42)
13
14 # Set an MLflow experiment name
15 mlflow.set_experiment("Phishing Detector Training")
16
17 # Start an MLflow run
18 with mlflow.start_run():
19 # Log parameters
20 n_estimators = 100
21 max_depth = 10
22 mlflow.log_param("n_estimators", n_estimators)
23 mlflow.log_param("max_depth", max_depth)
24
25 # Train your model (e.g., RandomForestClassifier from previous chapters)
26 model = RandomForestClassifier(n_estimators=n_estimators, max_depth=max_depth, random_state=42)
27 model.fit(X_train, y_train)
28
29 # Make predictions and log metrics
30 y_pred = model.predict(X_test)
31 f1 = f1_score(y_test, y_pred)
32 mlflow.log_metric("f1_score", f1)
33 print(f"MLflow Run ID: {mlflow.active_run().info.run_id}")
34 print(f"Logged F1-score: {f1:.2f}")
35
36 # Log the trained model as an artifact
37 mlflow.sklearn.log_model(model, "phishing_model")
38
39 print("\nMLflow run completed. To view runs, run 'mlflow ui' in your terminal.")

MLflow ژٔߌۇཾۛام ഫ೾رणऎ ᅺᅬܜߵ ଺଩ܭںݺ :85 Listing

ا࠸ࡓࡤׅذج ۫ඞ୔ :3 اߋਃݘݦة 3 .7 .14
Model MLflow ቟ሺ ᅶᅲܭں଺଩و ً أداء اࣇ࣢ࣳٔذج أ۰޼ݺ णँۛษ༆ ௠௄ݪۄ݆ اހۇྃٔرب، ގޓ णँٰۛاހ إจ෯اء ژٰۛ
୸ୗཬ وڛۼކ݀ٔ ဠٓ޹ۛارܾٔ ፈጴ ଺ଜޑ܇ ٔᇦᇥ اࣇ࣢ࣳٔذج، ܘںٔة دورة ਢਞدارة ఉ௰ંੳي ఉ௰ંੳ ܾߵ اހߗྃݺ .Registry
ᅺᅬܜߵ ގޓ ௠௎ߵذج ଺଩ܭںݺ ݘں۽ںܽ 86 ቟ሺ اހـݪߵد ཐڑߵࣂ .Production و Staging ގۉݺ ੳંا཮ݺ

ا੝ഈਢਞٔج. ቟ሺ ፀጴౕߌۇཾۛام ًٔᇦᇗا و٩Ꮟߧٔڎܹ ،ഫ೾رणऎ

(ۿٮׅگث܂ݴ) า༂ׅܽগএا ย༐འ۱ا :4 اߋਃݘݦة 4 .7 .14
ߌ࿥ۇ޼ޑޓ اઓ࡚ۼںࡡࡸ، ኢትٰٔاހ ڑߵ ߌ࿥ۄٔر ቟ሺ .ັྟ࿯اހ ቟ቐ ا୸୐཭ਦਞة ا઒࡚ߧߵة ۰ٓن ގߗྃݺ، ௠௎ߵذج وܜߵد ގ٢
ணடۚا .Kubernetes ގۉݺ ጺጴۇߧߵ࠙ࡂ ᅺᅲۯٔژ ގۄ޾ܽ ৓ৈཬ وພງັه Docker ڑܽ ཮ٔو ቟ሺ اࣇ࣢ࣳߵذج ڞٰہڷܽ ፈጴذ
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1 # For this demo, let's re-run the previous training and register it automatically
2 # (Assuming the setup from the previous script exists)
3 with mlflow.start_run(run_name="Register_Best_Model") as run:
4 n_estimators = 150
5 max_depth = 12
6 mlflow.log_param("n_estimators", n_estimators)
7 mlflow.log_param("max_depth", max_depth)
8
9 model = RandomForestClassifier(n_estimators=n_estimators, max_depth=max_depth, random_state=42)

10 model.fit(X_train, y_train)
11 y_pred = model.predict(X_test)
12 f1 = f1_score(y_test, y_pred)
13 mlflow.log_metric("f1_score", f1)
14
15 # Register the model directly from this run
16 registered_model = mlflow.sklearn.log_model(
17 sk_model=model,
18 artifact_path="phishing_model",
19 registered_model_name="PhishingDetectorProd" # Name in the Model Registry
20 )
21 print(f"\nModel version {registered_model.version} of 'PhishingDetectorProd' registered.")
22 print(f"Access registered model at: {registered_model.model_uri}")
23
24 # To transition the model's stage (e.g., to Production) in a real workflow:
25 # from mlflow.tracking import MlflowClient
26 # client = MlflowClient()
27 # client.transition_model_version_stage(
28 # name="PhishingDetectorProd",
29 # version=registered_model.version,
30 # stage="Production"
31 # )
32 # print(f"Model version {registered_model.version} transitioned to Production.")

MLflow ௠௎ٔذج อ௣ݺ ቟ሺ ௠௎ߵذج ଺଩ܭںݺ :86 Listing

ގޓ اਛਗߗྃݺ اࣇ࣢ࣳߵذج ހۇܩޑںݺ اਛਗ۽ܾٔںޑںܽ اހٰޑކںܽ 87 ቟ሺ ແྮاހۄ པႃٔڛ୸ୗاހ ཐڑߵࣂ اހۇߵ޷ںܩࠃ، اހٰޭض
ڞߧہںޞ ቟ሺ ڞ޼ޑںۄܹ ߌںࢱࢿ اᆀᅬي ແྑٔߌਦਞا اਛਗۄߧޞ ܾߵ ܾۚا णँིۛة. ੐അٔڛٔت ৓ৈཬ ࿯࿉ہߪ ހٰޑݺ اހߗྃݺ

.Flask API ጨዮٔڑܽ ڛۼߧܽ ގۉݺ اࣇ࣢ࣳٔذج، ཭ۛގܽ

(ۿٮׅگث܂ݴ) اঌঈ݈ظ܂ܞ ಜ౯ا۱ظٌر :5 اߋਃݘݦة 5 .7 .14
૳૗ڞݪߵ ߌںࢱࢿ ،቟ሧٔ੝ഈإ ڛߦٔم ቟ሺ ژٔހჱ჊ގݺ. ܾۚا اހٰޑݺ ୸୐ߌ أ௠௑ۇܽ ܾߵ MLOps ހ٫ޫ ގޓ ୸୐཭ਦਞا اગ࡚ޫء
إގٔ — ୸୐ڞ٫ں اݘ࿲ߚٔف ٩ۄۛ .Git ގߗۇߵدع ਛਗޭاۯہܽ GitHub Actions ގۉݺ CI/CD ގۄ޾ܽ
٫ଽ଩ںݺ ߌںࢱࢿ — (.dvc ގކۥ ቟ሺ ୸୐٫ں੝അ إހںܹ (ଽଜٔر णँིۛ ੐അٔڛٔت إ޹ۛار णँاع إ أو णँིۛ ݘߵد د٢۰

:৙ৈڑ ٔ௠ோ وߌںۼߵم .ًٔ੐೻ٔڞކۼ CI/CD أڛ࿥࿃ٔڂ ܗߡ
اހہںٔڛٔت. أ཮ۛث ਣਞߌ୸ଢ଼داد pull dvc اߌۇཾۛام (1)

.MLflow ቟ሺ اހۇܭޭژܽ ଺ଜྃݺ اᆀᅬي ،ഫ೾ۇۛرጺጴ ແྮاހۄ པႃٔڛ୸ୗاހ ਗ਼ഋ۽ںۚ (2)
.णँۛગ࡚ا اࣇ࣢ࣳߵذج ਣਞܗۇۂر ጺጴۇۼںࢤࢿ ແྮڛ པႃٔࠠࡂڛ ٫ଽ଩ںݺ (3)

281



1 # This part is conceptual for demonstration of loading a model
2 # In a real Flask/FastAPI app, you would load the model once at startup.
3 import mlflow.pyfunc
4 import pandas as pd
5 import numpy as np
6
7 # This would normally be defined in your app's environment
8 # registered_model_uri = "models:/PhishingDetectorProd/1" # Example URI
9 # For this demo, we use the object from the previous step

10 registered_model_uri = registered_model.model_uri
11
12 # Load the model from the MLflow Model Registry
13 latest_production_model = mlflow.pyfunc.load_model(registered_model_uri)
14
15 # Simulate a new incoming email feature vector for prediction
16 # (Ensure the shape matches the training data)
17 num_features = X_train.shape
18 new_email_features = pd.DataFrame(np.random.rand(1, num_features), columns=[f'feature_{i}' for i in range(num_features)])
19
20 prediction = latest_production_model.predict(new_email_features)
21 print(f"\nPrediction for new email: {prediction} (0: Legitimate, 1: Phishing)")
22
23 print("\nConceptual deployment: Model loaded and ready for inference.")
24 print("In a real setup, this would be an API endpoint.")

ፀጴౕߌۇਣਞۛل ގߗྃݺ ௠௎ߵذج ᇔ༿༯ںݺ :87 Listing

اᆁᅬورة. ᄫᄝჽਢਞل ،ًٔ੐೻ٔڞކۼ ພງັه ٔ௠ோور ᅶᅲܭں଺଩ ۰ߗںࢱࢿ ގۇ۽ߵۯًٔ، णँۛગ࡚ا اࣇ࣢ࣳߵذج ჱႚن إذا (4)

اߋெுਃܪڮ
ᇔᆳކںܽ ا੝ഈਢਞٔج ގߗۇߵى ৓ৈཬ ቟ሐا୸ୗاހߗں ౘፀጴގޓ أداة ቙ቌإ ๮๕ษༀ ቟ቌأو ௠௎ߵذج ގޓ ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج ڛۼݺ ڑٰۛ
ހۼۛ .ᅺᅲ཮ภฏا ணடۚه اፀጴౕزم اਢਞߤٔر ڞߵ۰ޭ MLOps أن اހ۽޾ݺ ܾۚا أ࿬࿌ٵ ڑܽ. ྦྷັور ٔጨ጗وހـݪ ގٰۼۛة
౤ᎈጴ۽݀ߵم اਛਗߗۇޑޭ اษ༃ਣਞޭاف ፈጴذ ቟ሺ ٔ௠ோ اਦਞގޓ، อૉٔل ቟ሺ واހߚणँۛة اހ۽णँޭة اހۇཿۛڑٔت اߌۇݪߚ۽ۄٔ
اހۇཿۛڑٔت، ܾۚه ܽગٰ࡚ٔਛਗ اਛਗۂྔັة. ܽ੐೻اހٰۛا واணடܭޑٔت ౘፀጴܗߧٔء، اހٰٔހںܽ واހۇႼ჊۽ܽ ،concept drift
واހۇჱ჊ގݺ ا୶୐ਛਗات، จ෯ٔوގۇ اހہںٔڛٔت، أڛ࿥࿃ٔڂ ܗߧߵط ڞ٫ߧࠃ ๮๓اހ ،MLOps ܘںٔة دورة ੝അ۽޾ںݺ ᇔᆷۄٔ
ا٩ۇޑٔد ౐཭ౕل ގޓ .ܽᇦᇗٔઓ࡚ا اࣇ࣢ࣳٔذج وੳંاۯہܽ ،CI/CD for ML ᅺᅬਧਞا ހۇٰࠇࠋ اਛਗߗۇޑޭ واހ࿲ߗކࢤࢿ
وآގۄܽ، ౤ᎈጴޭاۯہܽ ᅺᅲۯٔژ أڛߦޑܽ وਗ਼അٔء canary releases ڑܽ اހඨඃٔر اਢਞ޹ۛارات ގۉݺ ັྟ࿯اހ اߌ୸ଢ଼اಜಀ಼ںٔت
ጺጴۇߧߵ࠙ࡂ. ᅺᅲوۯٔژ وގߵڡߵۯܽ ڑܽ ۯߵ أڑً޼ٔ ژݺ ઓઉߗڂ، ذݘںܽ ހ࿥ߗٵ ቟቉ٔا޹ߧۄ ذჱႚء دཬٔ۰ٔت إଽଦٔء ௠௄ݪۄ݆
اਢਞ޹ۛار أ௠௑ۇܽ ৓ৈཬ ڞٰޑݺ ๮๓اހ ،MLflow و DVC ގۉݺ أدوات ۯߵة ٩ޓ ܽా఼స ৙ৈاހٰޑ اਛਗྟັوع ۯۛم

و۰ٰٔل. ഠ೾ۛ཮ MLOps ᇔᆳݺ ୸୐ߌ أߌٔس წ჊ଽ଩و واހۇ࿲ہ٢،
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ژٔހۇߵازي اࣇ࣢ࣳߵذج ގޓ ෡ෆۇކ۽ۇศૉ ෡ෆܨۇ଺ଦ ٫ଽ଩ںݺ ٔጨግ۰ ڑࢱࢿ ັພງ اߌ୸ଢ଼اಜಀ಼ںܽ A/B Testing أ/ب اڈظزׅر
.቟ሃٔጨዮ ۯޭار اศ༆ٔذ ۯہݺ ގۂྔັ წ჊ଽଣ أداጨዡޑٔ ਛਗۼٔرڛܽ اઓ࡚ںܽ اਛਗޭور ᅛᄷจ෫ ৓ৈཬ

ܽཬٔد཭ ގ౐཭ౕۛت ଽଦਢਞٔء اᇔᇆٔ݀ਛਗߵن ٔጨᖈۛཾۇ଺ଜ ڞۼۄںܽ Adversarial Attack ا۱ظᅗᅕׅ໯ݴ اଔଐڞݦم
اჱႚᆀᅬء ௠௎ߵذج ઒࡚ۛاع ގ޾ޑޑܽ (ًౕ౐ۯކں ᅺᅬٰۛގ malware ܗہ࿥ۉܽ ࠠࡂอૉںٔت (ގۉݺ ގۇٰޑۛ წ჊ଽଣ

཭ٔߤࠁ. ࿲࿃ۄہߪ ጺጴۼںٔم ود۰ٰܹ AI model ቟቉ٔ޹ߧۄਣਞا
.෡ෆގۇߧٔژۼۇ إ੝ഈٔج ๮๓ڷ࿥࿃ ଺଩ۇཾۛم ັພງ اߌ୸ଢ଼اಜಀ಼ںܽ Blue/Green Deployment ย༝ڈগএزرق/اগএا ย༐འ۱ا
ڑࢱࢿ ގۄܹ، اހۇܩۼޞ وग़॔िޭد ፀጴౕܗۇۂر، ("ا઒࡚ྫྷັاء") اހ࿯ߚߧܽ ୸୐ཧ اހہ࿥ڷܽ ቟ሺ णँིۛ ௠௎ߵذج ັພງ ڑࢱࢿ
٩ޓ اހۇߵۯۥ وۯٵ ގޓ ᎂ፞ڑۼ ٔᇦᇥ ("اพฏرۯٔء")، ܽ௠௄ۛاހۼ اހہ࿥ڷܽ ގޓ اઓ࡚ںܽ اਛਗޭور ᅛᄷจ෫ ڑݺ ษ༆ߵ

اހٰޑݺ.
إߤ౐ౕق ڑࢱࢿ ܘںٷ اఽ఼సٔߤޭ ހۇۼކںݺ اߌ୸ଢ଼اಜಀ಼ںܽ Canary Deployment (ॵॐׅري) ا۱ظٌرඞ๪ݴ ย༐འ۱ا
أداؤه ჱႚن إذا اਛਗޭور. ᅛᄷจ෫ أو ෡ෆߗۇཾۛގਛਗا ގޓ ޹୸୐٫ة ٩ޭ۰ںܽ ܽཬޑߵూ఼స ً ਣਞأو णँིۛ ௠௎ߵذج

ࡼࢂࢋޑں٢. ً णऎرอ໹ںٔ ڞٰޑںޑܹ ڑࢱࢿ ܜںۛاً،
اਛਗޑٔرߌٔت ގޓ ܽཬߵᇔ஫஥ اਛਗߗۇޑޭ. واހ࿲ߗކࢤࢿ اਛਗߗۇޑޭ اހۇჱ჊ގݺ CI/CD اঌঈ݈ظ܂ܞ وا۷݈ལ۱ࠕ࠰ اঌঈ݈ظ܂ܞ ا۱ظၢျۿ۫
௠௑ਦਞۇܽ MLOps ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت ቟ሺ ڞݪںں۽݀ٔ ኢና ๮๓واހ اހอૉ୸ୗںٔت، ັພງو واܗۇۂر ހہۄٔء اਧਞހںܽ

.ٔ݀ᄠᄝჽٗژ machine learning model ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج ܘںٔة دورة
واఽ఼సޭིٔت اࣇ࣢ࣳߵذج ގ౐཭ౕۛت ෡ෆژ اހ౐ٰౕۯܽ ٔጨግ۰ ୸୐٫੝ഋ ߣܾٔޭة Concept Drift اঌঈٮڱݦم اක๴ܞاف
ژ೰ೢᖹٔޭار ܾۚا ษ໹ۛث ،cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ اހߵۯٵ. ௠ோޭور ܽཿاހ޾ܩں

णँིۛة. ڞݪۇںჱ჊ت اᇔᇆٔ݀ਛਗߵن ச୿ۇ࿬ྼ ܘںٷ
اཬਢਞۛادات) اၗਗݪۇۂت، (اހـݪߵد، ੗ഋٰںٔڞܹ وᇔᇆں٢ ڞߧہںޞ ᇔགྷ༯ں٢ ᇔᆳކںܽ Containerization ძَუ َܽ ْ اߋ਄ݦَ
،(ًౕ౐ގۉ Docker ఋ௰دو (ژٔߌۇཾۛام container ڑܽ ཮ٔو ଺଩ޑ߽ ᅺᅬގٰޫو وا཮ۛة و཮ۛة ቟ሺ

ގჱ჊ن. أي ቟ሺ ގ࿲ߗޞ წ჊ଽଣ ᅶᅲ٫ںଽ଩ ڑ޼ޑޓ ٔᇦᇥ
ا઒࡚޾ٔڎ޴ ศ༆ۇކۥ ٩ۄۛގٔ ษ໹ۛث اࣇ࣢ࣳߵذج أداء णऎܾߵر ގޓ ڛߵع Data Drift ا۱زثׅ،ׅت اක๴ܞاف
ܹ੗೾رणऎ ኢና ๮๓اހ اހہںٔڛٔت ٩ޓ ا੝ഈਢਞٔج ࿥࿃ڷܽ ቟ሺ اࣇ࣢ࣳߵذج ࠙ࡂأܾ ๮๓اހ اઓ࡚ںܽ ጺጴہںٔڛٔت ܽ੐೻ٔܘ޾ਢਞا

.ٔጨግކཬ
ڑކ݀ٔ وษ༆ߵ وਗ਼ഋߦں۽݀ٔ اਦਞوހںܽ اހہںٔڛٔت ژ౐੝അౕٔع ڑۼߵم ቟ቌآ ᇔᆳݺ ୸୐ߌ Data Pipeline ا۱زثׅ،ׅت ۿ݈ׅر
machine learning ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ߵذج ۯہݺ ގޓ ፀጴౕߌۇཾۛام ིܾٔޫة อ໹ٰކ݀ٔ ٔᇦᇥ وཬᏏۛادܾٔ،

.model

284



੐അٔڛٔت ษༀۼޓ اਛਗ݀ٔܜދ ۰ںܹ ڑۼߵم ๮๐أގ णँۛጨዱ Data Poisoning Attack ا۱زثׅ،ׅت ફચ܂ࠕ࠰ ඞർݦم
backdoors ཭ًކ۽ںܽ أژߵاژٔ ઼શศ໹ ٔᇦᇥ ۰ਢਞߗٔده، اࣇ࣢ࣳߵذج ഫ೾رणऎ ܽཬߵᇔ஫஥ ቟ሺ ً ྑັا ᅺᎠ፞ގ޼ أو ܗہ࿥ۉܽ

أداڎܹ. णऎܾߵر ቙ቌإ ڑߪدي أو
ٔጨጚٔހ཮ ቙ቌإ أ޹ކ݀ٔ ގޓ ގٰںۄܽ، ހہںٔڛٔت اਛਗߵڡޞ ཏ໐اހۇٔر Data Provenance ا۱زثׅ،ׅت ؂ڮ ۿܯٌر

.ٔጨጚوގߵڡߵۯں data integrity اހہںٔڛٔت ߌ౐ౕގܽ ހ޼ޑٔن اᇔᇒਦਞںܽ ژٔހٝ ંੳأ وܾߵ اઓ࡚ٔހںܽ،
ܜۄڂ ቙ቌًإ ܜۄۂ ଺଩ۇཾۛم أداة اހہںٔڛٔت. إ޹ۛارات ቟ሺ ଎଀ཿاހۇ DVC ا۱زثׅ،ׅت إܪٌارات ᇐᆫ ੿ੱ໰ا۱ظ
ٔጨ጗᛹ޫศ༆ دون اࣇ࣢ࣳٔذج، وގކ۽ٔت اހـݪہ୸୐ة اހہںٔڛٔت ᇔ஫஥ߵཬٔت وᏏ޹ۛار ਢਞدارة Git ܜٵ ގ٢

.Git repository ܜٵ ގߗۇߵدع ቟ሺ ގۂྔັة
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ਣਞٔอૉت ގޓ อૉٔل Explainable AI (XAI) ૩ુ݈ظٮካእ ا۱٭ׅ؉۫ ᇐᆺׅܪݘصঔএا اၢဋჱოء
ގ۽݀ߵގܽ ڑۼܽ ژߧޭ ٔጨዱۯޭارا ྔັح ٔጨ጗ݪ௠௄ ௠௎ٔذج ڞߧߵ࠙ࡂ ৓ৈཬ ఉ௰࠙ࡂ artificial intelligence

اހۇ࿯ہጨግٔت. ܽษว ގޓ اހۇܩۼޞ ቙ቌإ ษ໹ۇٔܜߵن ૳૗ᆀᅬا اਦਞގޓ ৙Ꭶ፞ా఼స ܘںߵي ંੳأ وܾߵ ،ັྟ࿬ጺጴ
اݘ࿲ߚٔف ቟ሺ ๮๐أގ ௠௎ߵذج ڑ۽ߚݺ ܘںٷ จ෫ج ܗߧٗ False Negative (FN) اߋਃׅݕݲ ෟ඾۷݈۱ا
phishing email ቟ቌٔܘۇںਣਞا ጺጴۇ޾ںۛ ቟ሐو୸ଢ଼إހـݪ णँࠠࡂ ௠ோޭور اހߗޑٔح ގۉݺ ܘۼںࡡࡸ، णँۛጨዱ

.network intrusion ᅛᅉߚہጺጴ ا୸ଢ଼཭اق ݘߚۥ ཬۛم أو
ᇔᇂںۛ ଽଦٔط ੝അ޾࿯ںۥ ๮๐أގ ௠௎ߵذج ۰ںܹ ڑۼߵم ܗߧٗ False Positive (FP) اߋਃׅݕݲ ᇐᅾׅඞ๪ওএا
alert اހۇ࿯ہጨግٔت إرܾٔق ቙ቌإ ڑߪدي ۯۛ ٔᇦᇥ ܗہ࿥ٷ، أڛܹ ৓ৈཬ ษวں܇ ୸୐ཧ წ჊ଽଣ ޷ٔر) ୸୐ཧ)

اਦਞގޓ. ৙Ꭶ፞ా఼స fatigue

features اހߗޑٔت ᅛᄷوގߚٔر وᏏدارة ૳૗ޫހۇܨ ఉ௰ંੳي ڛߦٔم Feature Store ا۱݈܂ׅت ඙਺ܜن
࿥࿃ڷٔت ෡ෆژ ا଺଩ਣਞٔق ڑ޼ޑޓ ٔᇦᇥ ،machine learning models ᅺᅬਧਞا ڞٰࠇࠋ ࣇ࣢ࣳٔذج ا࿯ਛਗߗۼܽ

وا੝ഈਢਞٔج. ഫ೾اހۇۛر
machine ᅺᅬਧਞا ڞٰࠇࠋ ܘںٔة دورة ਢਞدارة ގ޾ޑޑܽ اਛਗ޾ۛر ܽ཮ގ۽ۇߵ ގۄ޾ܽ MLflow ١޸߈ إل إم
اࣇ࣢ࣳٔذج وڞ٫ކںۥ اހۇྃٔرب ࿲࿉ہ٢ ፈጴذ ቟ሺ ٔ௠ோ اހጨ጗ٔڑܽ، ቙ቌإ اހہۛاڑܽ ގޓ learning lifecycle

.ັྟ࿯اހ ᇔᆳކںٔت وᏏدارة
machine learn- ᅺᅬਧਞا ڞٰࠇࠋ ෡ෆژ ٢ᇔགྷ༢ ศ༆޾޴ .ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت MLOps ძოঘএا ؏סݸݼ ۷ᅅᄤثׅت
௠௑ਦਞۇܽ data engineering اހہںٔڛٔت وܾۄۛߌܽ ،(DevOps) اހอૉ୸ୗںٔت وڞߧߵ࠙ࡂ ،ing

ا੝ഈਢਞٔج. ࿥࿃ڷܽ ቟ሺ ML models ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج و޹ںٔڛܽ ັພງو ਗ਼അٔء ᇔᆳކںܽ و࿬࿉ߗںߡ
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ً وཧٔހۂ ພງັه، ژٰۛ اހߵۯٵ ௠ோޭور اࣇ࣢ࣳߵذج أداء ቟ሺ اހٰٔم اศ༃ਣਞ۽ٔض Model Drift ا࠸ࡓࡤݦذج اක๴ܞاف
data drift اހہںٔڛٔت اษ༃ޭاف (أي اਦਞߌٔߌںܽ اހہ࿥ڷܽ أو اހہںٔڛٔت ቟ሺ ڞ٫ں୸୐ات ߌ࿬ہܹ ڑݪߵن ގٔ

.(concept drift اਛਗ۽݀ߵم اษ༃ޭاف أو
machine learn- ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ૳૗ޫހۇܨ ఉ௰ંੳي ގߗۇߵدع Model Registry ا࠸ࡓࡤׅذج ۫ඞ୔

اጨ጗ਛਗܭࠃ. ັྟ࿯واހ ژٔހۇ࿲ہ٢ ଺ଜޑ܇ ٔᇦᇥ ،ٔጨዱدارᏏو وᏏ޹ۛارܾٔ اਛਗۛرژܽ ing models

cryptographic ቟ሐو୸ଢ଼إހـݪ ڞߵۯں٢ ڞߧہںޞ ቟ሺ ൾ൰േۉݺ أގۄںܽ ᇦᇥٔرߌܽ Model Signing ا࠸ࡓࡤݦذج ؏ݦ٠ثד
ພງັه. ۯہݺ ژܹ اހٰہٷ ཬۛم ގޓ ᅢᄷٗواހۇ أ޹ٔހۇܹ ގޓ ጺጴۇܩۼޞ ގۛرب ௠௎ߵذج ৓ৈཬ signature

ษ༆ކںݺ ڑޞ ߤޭ ٩ޓ ގٔ ހۄߦٔم اᆁᅬا཭ކںܽ ᅺᅬٔઓ࡚ا ۰݀ދ ৓ৈཬ اހۼۛرة Observability ௕ዹእܞا٠زڮ ا۱٭ׅ؉۷ثڮ
،logs اހߗ౐ౕྃت وੳંاۯہܽ ٢ᇔᇆ ڑޞ ߤޭ ٩ޓ ཬٔدةً ፈጴذ ษ༆ۼںޞ ڑࢱࢿ و ا઒࡚ٔرܜںܽ، ศૉޭིٔڞܹ

.traces واਧਞڡٔر ،metrics واਛਗۼ࿥ྼٔ߁
ߌںٔߌܽ اਦਞدوار. ቙ቌإ اਛਗߗ࿲ۄۛ اހߵ޹ߵل ቟ሺ ଎଀ཿاހۇ RBAC اগএدوار ᇊᆽإ اལ݈ঌঈصٌ ا۱ݦܪݦل ᇐᆫ ੿ੱ໰ا۱ظ
وގߗߪوހںጨዱٔދ أدوارܾދ ৓ৈཬ ً ਗ਼അٔء ணடދ اਛਗྮັح ෡ෆߗۇཾۛގ౤ᎈጴ اހۄߦٔم ቙ቌإ اހߵ޹ߵل ڞۼںۛ أގۄںܽ

اਛਗߪߌߗܽ. دا཭ݺ اస఼ాۛدة
None
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15 ؉ׅب
ᇐᆫ اঌঈ݈ظ܂ܞ وا۱ظښ٭܏ ا࠸ࡓࡤݦذج ؏٭ثࠕ࠰

اগএۿصثڮ ا۱ס܂۷ثׅت ୺ୡا৳৤
ۿ٭ٌۿڮ

اހہ࿥ڷܽ ۰ࡢࡸ ژٰۛ. ࿯࿉ۇܹ ኢት ر཮ކۇܹ ۰ٓن اਦਞوހںܽ، ፀጴౕܗۇۂرات واܜۇںٔزه ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ਗ਼അٔء ग़॔िޭد
اਦਞގۄںܽ اހۼ޼ٔڑٔ ގ٢ ੝ഋٰٔގݺ ڑܽ ఉ௰ંੳ و཮ۛة ቟ቐو --- (SOC) اਦਞގۄںܽ اހٰޑކںٔت ఉ௰ޭਛਗ اਗ਼೾ᆁᅬٔގںݪںܽ
أن ௠௄ݪޓ اݘ࿲ߚ۰ٔ݀ٔ ৓ৈཬ ܹ੗೾رणऎ ኢና ๮๓اހ ۰ٔހणँۛጨጚات اހߵۯٵ. ௠ோޭور اࣇ࣢ࣳߵذج أداء ୸୐٫੝೾ أن ௠௄ݪޓ ---
اਦਞداء ގۼ࿥ྼٔ߁ اހ۽޾ݺ ܾۚا ಩౳಼ٔوز .୸୐٫੝ഋ أن ௠௄ݪޓ اހٰٔدڑܽ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ وܗ޾ٔڎ޴ ੝ഋߧߵر،
࿥࿃ڷܽ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳٔذج اਛਗߗۇޑޭ واހۇܩۼޞ ጺጴۇۼںࢤࢿ ܽᇦᇗٔઓ࡚ا اਛਗޑٔرߌٔت ਣਞߌۇݪߚٔف اਦਞوހںܽ
اઓ࡚ۼںࡡࡸ ৙ৈߚ٫ں࿲اހ ୸୐اހۇٗڡ ڞۼ࿥߁ ๮๓اހ اਣਞߌ୸ଢ଼اಜಀ಼ںٔت ৓ৈཬ ఉ௰୸୚ߌ اਦਞގۄںܽ. اހٰޑކںٔت ఉ௰ޭਛਗ ܘںܽ ٫ଽ଩ںކںܽ
اਛਗ۽݀ߵم اษ༃ޭاف اݘ࿲ߚٔف وߤޭق اਛਗۇۼۛގܽ، اހۇܩۼޞ ڞۼۄںٔت ߌ࿲ۇٰࠇࠋ اހۇݪںۥ. ৓ৈཬ وۯۛرڞܹ ጺጴۄޑߵذج
اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء اߌۇཾۛام وݘں۽ںܽ اઓ࡚ކۼܽ، ቟ሺ اހ࿬ྟັي اހٰۄྮັ ژۼٔء إ وأᇔᇒںܽ ގٰܹ، واހۇݪںۥ

اހۇܩۼںۼٔت. ෡ෆߗษ༆و اހۉۼܽ ހہۄٔء (XAI) ୸୐ۇ۽ߗጺጴ

اঌঈظ٭ٌۿڮ ا۱ظښ٭܏ ؏٭صثׅت 1 .15
ིܽٔษༀ ษ༃ޓ .ܽ੝അٔڡ اܗۇۂر ܽཬߵᇔ஫஥ ৓ৈཬ ܜںۛ أداء อૉޭد ގޓ ୸ୟأݘ ا੝ഈਢਞٔج ࿥࿃ڷܽ ቟ሺ ௠௎ߵذج ັພງ ੝೾ߧކڂ

اހۇٔرศ໹ںܽ. ژઓ࡚ٔߵادث ܹ੝ഈوގۼٔر اઓ࡚ںܽ اހہںٔڛٔت ৓ৈཬ ژٗގٔن أداڎܹ ހۇۼںࢤࢿ ߤޭق ቙ቌإ
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Canary Testing اങ೴۱ׅري اঔএڈظزׅر 1 .1 .15
٩ޭ۰ںܽ ܽཬߵᇔ஫஥ ৓ৈཬ णँིۛ ௠௎ߵذج ਢਞߤ౐ౕق اߌ୸ଢ଼اಜಀ಼ںܽ ܾߵ (Canary testing) اހඨඃٔري اਣਞܗۇۂر
๮๐أގ ڑޞ ހ۽ޭ ௠௄ݪޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اހჱ჊ގݺ. ັྟ࿯اހ ۯہݺ ا੝ഈਢਞٔج ੳંور ᅛᄷจ෫ ގޓ وੳંاۯہܽ ޹୸୐٫ة
ఴఙاހߚہ ᎂ፞ߗ࿲اހ ݘߚۥ ހۄߦٔم णँིۛ ௠௎ߵذج ౐཭ౕل ގޓ ژܹ ا઒࡚ٔ޹ܽ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ގޓ 5% ڞߵܜںܹ
وގٰۛل اઓ࡚ۼںۼںܽ، ا੐അٔอ໹ਢਞٔت وގٰۛل اހۇ࿯ہጨግٔت، ᏀᎫརދ دۯںۼܽ ௠ோۼٔرڛܽ ڑޞ اހ۽ޭ ڑۼߵم ኢኖ .(NIDS)

቟ሺ اਦਞداء ੳંاۯہܽ اస఼ాۛود اހۇٰޭض ܾۚا ࿲ྼں܇ ژܹ. اਛਗߵڡߵق ቟ቌٔઓ࡚ا اࣇ࣢ࣳߵذج ގ٢ ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت
اހۇ࿯ہጨግٔت ގޓ ܾٔڎݺ ۰ں޼ٔن ގۉݺ اހۄߧٔق، واߌٰܽ اހߗކہںܽ اހۇٗڡ୸୐ات ศૉٔߤޭ ڞۼކںݺ ގ٢ اઓ࡚ۼںࡡࡸ ኢትٰٔاހ

ا઒࡚ٔߤڷܽ.
A/B Testing أ/ب اڈظزׅر 2 .1 .15

ܘںٷ ژٔހۇߵازي، اࣇ࣢ࣳٔذج ގޓ ୸ୟأݘ أو ෡ෆܨۇ଺ଦ ٫ଽ଩ںݺ (A/B testing) أ/ب اܗۇۂر ੝೾޼ޑޓ
"أ" اࣇ࣢ࣳߵذج ੝೾ٰٔގݺ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اઓ࡚ںܽ. اਛਗޭور ᅛᄷจ෫ ގޓ ศૉۇކ۽ܽ ܽษ໹ັྔ ٔጨ጗ގ წႚ ੝ഋކࡡࡲ
ཐૃޭਛਗا (اࣇ࣢ࣳߵذج "ب" اࣇ࣢ࣳߵذج ੝೾ٰٔގݺ ࿥࿃ۄޑٔ اਛਗޭور، ᅛᄷจ෫ ގޓ 50% ގ٢ ا੝ഈਢਞٔج) ቟ሺ ቟ቌٔઓ࡚ا (اࣇ࣢ࣳߵذج
ا࿥ྐྵภฏߗںܽ اਦਞداء ގۼ࿥ྼٔ߁ ۯںٔس ෡ෆߚ٫ކ౤ᎈጴ اਛਗۂྔັة اਛਗۼٔرڛܽ ܾۚه ࿲࿉ں܇ اจ෪ਦਞى. 50% اހـ ގ٢ (णँۛગ࡚ا
཮ౘፀጴۛاث واਣਞߌۇཬۛٔء واᆁᅬۯܽ، اހـݪߚۥ، دۯܽ اਛਗۼ࿥ྼٔ߁ ܾۚه ଽ଩ޑݺ أن ௠௄ݪޓ ܜۄڂ. ቙ቌإ ܜۄۂً
ًٔษลوا ᇔᆟںًٔ ً ౕ౐دހں أ/ب اܗۇۂر ڑߵ۰ޭ اਣਞߌۇਣਞۛل. وزގޓ ا઒࡚ٔߤڷܽ، ا੐അٔอ໹ਢਞٔت وގਣਞٰۛت ا઒࡚ہ࿥ۉܽ،

اਛਗۇߧٔژۼܽ. اઓ࡚ۼںࡡࡸ ኢትٰٔاހ ߣޭوف ߣݺ ቟ሺ أ۰޼ݺ წ჊ଽଣ ڑߪدي ௠௎ߵذج أي णँۛཿހۇ

Backtesting with His- ا۱ظׅر඙๪ثڮ ؉۱ׅزثׅ،ׅت ஥ৢڍඑ඀ا اঔএڈظزׅر 3 .1 .15
torical Data

ኢት ڞٔرศ໹ںܽ أގۄںܽ ੐അٔڛٔت ৓ৈཬ णँིۛ ௠௎ߵذج أداء ੝അۼںࢤࢿ (Backtesting) ఴੱܜภฏا اਣਞܗۇۂر ڑۼߵم
ٔᇦᇥ ގٰޭو۰ܽ، པໍٔ੝ഈ ذات ߌٔژۼܽ أގۄںܽ ܘߵادث اހہںٔڛٔت ܾۚه ੝ഋ޼ޑޓ أن อ໹ڂ .ഫ೾اހۇۛر أਗ਼എٔء ࠙ࡂܾٔ
౐อ௣ౕت ࿬࿃ںٔڛٔت اࣇ࣢ࣳߵذج ڞ٫ۚڑܽ ௠௄ݪۄ݆ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اࣇ࣢ࣳߵذج. ހ۽ٰٔހںܽ ఴੱرܜ ژٗࠩࡂ ჱႚٔॖ॔िة ଺ଜޑ܇
اਢਞིٔژܽ ቟ሺ اހٰޑކںܽ ܾۚه ۛཬٔ଺଩ اਛਗߪᅢᄷة. ا୸ଢ଼཭ਣਞاق ܘߵادث ގޓ णँٰۛاހ ፈጴذ ቟ሺ ٔ௠ோ ჱႚގݺ، ཬٔم ਛਗۛة
اਛਗٰޭو۰ܽ؟" اހणँۛጨጚات ܾۚه ߌںݪ࿲ߚۥ ჱႚن ۰݀ݺ ཬٔم، ۯہݺ اࣇ࣢ࣳߵذج ܾۚا ٔਗ਼೾ᆁᅬ ჱႚن "ހߵ اހߗߪال: ৓ৈཬ

.ແྦྷٔਛਗا ގޓ وގߪᅢᄷة ܘۼںۼںܽ อซޑٔت ޷ۛ اࣇ࣢ࣳߵذج ܽษว ގޓ ጺጴۇܩۼޞ ڑܽ ۯߵ ڑۼܽ ߤޭ ٔጨዮإ
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Verified اঌঈݛდႨة اߋ਄٭ׅ׿܏ ۿ٭ׅ؉۫ ॊहا۱ٮס ا۱ݦ٠צ ᇐᆫ اগএداء ৤৳ا٠زڮ 4 .1 .15
Ground Truth

ܘۼںۼܽ ގ٢ اઓ࡚ںܽ ހۇ࿯ہߪاڞܹ اਛਗߗۇޑޭة اਛਗۼٔرڛܽ ގޓ ቟ሓٗڑ ቟ቌٔઓ࡚ا اࣇ࣢ࣳߵذج ਦਞداء دۯܽ ୸ୟݘਦਞا اਛਗۼںٔس إن
ٔጨᖈۛڞۼ ๮๓اހ اਛਗߪᅢᄷة اހۄ࿲ںྃܽ ቟ቐ اਛਗߪᅢᄷة اઓ࡚ۼںۼܽ ܾۚه .(verified ground truth) ގߪᅢᄷة
(sandbox ᅺᅬގٰޫو ࿥࿃ڷܽ ቟ሺ اਛਗߚہߵܾܽ اਛਗކ۽ٔت ษ༆ކںݺ أو ،෡ෆڑ ັྟ࿬اހ اਦਞގޓ ৙Ꭶ፞ษૉ ގۉݺ ގߵڡߵۯܽ ގ޾ٔدر
ߏہܹ أداء ژߧٔۯܽ اހۇۼۄںܽ ܾۚه ڞߵ۰ޭ ا઒࡚ٔرܜںܽ. اހणँۛጨጚات اߌۇܨۂرات ౐཭ౕ޹ٔت أو ،analysis)
৓ৈཬ اઓ࡚޾ߵل ڑݪߵن ގٔ ཧٔހۂً :୸୐ݘہ ۛษ༆ ڑߵིۛ ،ፈጴذ وގ٢ ا੝ഈਢਞٔج. ࿥࿃ڷܽ ቟ሺ اࣇ࣢ࣳߵذج ᆁᅬۯܽ ڑܽ ۰ߵر
ٔᇦᇥ وۯۇًٔ، اހ࿬ྟັي اހۇཿކںݺ ଺ଜۇ٫ޭق وژߧںڷًٔ. ޹ٰۂً أੳંاً ৙ৈٰاހ۽ اހߵۯٵ ቟ሺ اਛਗߪᅢᄷة اઓ࡚ۼٔڎޞ ଺଩ޑںٔت

ގۄܹ. واހۇܩۼޞ اࣇ࣢ࣳߵذج ࿯࿉ہߪ ෡ෆژ ୸୐཭ٗڞ وܜߵد ཧٔހۂً ๮๐ٰڑ

Concept Drift ۿסڪ وا۱ظۛثٖ اঌঈٮڱݦم اක๴ܞاف اۉལ݋ׅف 2 .15
Detection & Adaptation

و੝೾ߧߵر णँིۛة، ڞۼۄںٔت اᇔᇆٔ݀ਛਗߵن ச୿ۇ࿬ྼ ژ೰ೢᖹٔޭار. اހہںٔڛٔت ۛጪྟގ ୸୐٫੝೾ ،቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ
ܘںٷ ،concept drift اৎ৊ڰ۳ިم اොຶݠاف ဋྑٔژ اހߦܾٔޭة ܾۚه ڞُٰޭف اހٰٔدي. اਛਗߗۇཾۛم ߌࡇࡗك
اᇔᇒਦਞںܽ ގޓ اࣇ࣢ࣳߵذج. أداء णऎܾߵر ቙ቌإ ڑߪدي ٔᇦᇥ اހߵۯٵ، ௠ோޭور ጺጴہںٔڛٔت ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ୸୐٫੝ഋ

۰ٰٔހںۇܹ. ৓ৈཬ ࡼࢂࢇ۽ٔظ اࣇ࣢ࣳߵذج وڞݪںںۥ اษ༃ਣਞޭاف ܾۚا اݘ࿲ߚٔف ჱ჊௠ோن

اක๴ঔএܞاف ঔএۉལ݋ׅف أᅅᄤ܏ ا૩૎ܽاభ఍௱ثׅت 1 .2 .15
اਛਗ۽݀ߵم اษ༃ޭاف ٩ޓ ގጨ጗ܭࠃ წ჊ଽଣ ጺጴـݪߚۥ اਛਗۇۼۛގܽ واਦਞߌٔހںڂ ا઒࡚ߵارزގںٔت ގޓ णँٰۛاހ ڞߵིۛ

.[27]
ގޓ ގ୶୚ހۼܽ ڛ۰ٔۚة ৓ৈཬ ا઒࡚ߵارزގںܽ ܾۚه ۰ٔษ༆ߠ WINdowing): (ADaptive ADWIN •
෡ෆ٩ޭ۰ںۇ ෡ෆڛ۰ٔۚڞ ෡ෆژ ܽ੐೻ٔܘ޾ਢਞا اਛਗۼٔرڛܽ ڑޞ ߤޭ ٩ޓ اษ༃ਣਞޭاف ڞݪ࿲ߚۥ .ܽ੟೾ۛઓ࡚ا اހہںٔڛٔت
أو اਛਗۇߵߌߡ (ގۉݺ ෡ෆاހ۽٩ޭںۇ ෡ෆاހۄ۰ٔۚڞ ܗ޾ٔڎ޴ ഞഈჱႚ إذا .୸ୗݘਦਞا اހۄ۰ٔۚة ܾۚه دا཭ݺ
੝അۼކں޴ ڞۼߵم ኢኖ اษ༃ޭاف. ཮ۛوث ቙ቌإ ୸୐ଽ଩ ADWIN ۰ٓن ،୸୐ݘہ წ჊ଽଣ ศૉۇކ۽ܽ (૳૗ٔاހۇہ

.ܽ௠௄ۛواހۼ اਦਞۯۛم ا௠௎ਦਞٔط ۰ٰٔل წ჊ଽଣ ގۇۄٔߌںܽ ا཮ਦਞۛث، اހہںٔڛٔت ቙ቌإ ٔጨዱۚ۰ٔڛ
اࣇ࣢ࣳߵذج ܗߧٗ ގٰۛل ੳંاۯہܽ ৓ৈཬ DDM ఉ௰ࠦࡂ Method): Detection (Drfit DDM •
ا઒࡚ߧٗ ގٰۛل ارڞ۽٢ إذا ࡼࢂࢆߧٗ. اਛਗٰںٔري واษ༃ਣਞޭاف اਛਗۇܩޭك اਛਗۇߵߌߡ ษ༆ߗڂ اހߵۯٵ. ௠ோޭور
ٔጨዮٓ۰ اਛਗۇߵߌߡ)، ۰ߵق ڡ౐ౕڡܽ أو ڑٔن ގٰںٔر اษ༃ޭا۰ٔن اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ގٰںۄܽ ٩ۇہܽ ۰ߵق ቟ቌٔઓ࡚ا
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وۯۛ دۯܽ أۯݺ أ޹ہ܇ اࣇ࣢ࣳߵذج أن ቙ቌإ ܾۚا ୸୐ଽଜ اษ༃ޭاف. اݘ࿲ߚٔف إߏٔرة أو ษ༆ۚ࠙ࡂاً ઼શڞߧ
.ഫ೾رणऎ إཬٔدة ቙ቌإ ษ໹ۇٔج

اހٰޑކںٔت ቟ሺ ቟ሃٔܘ޾ਢਞا ଎଀ཿاހۇ ڞۼۄںٔت ଺ُ଩ۇཾۛم (SPC): ا۱ס܂۷ثׅت ᇐᆫ ᇐᅴׅډܯওএا ੿ੱ໰ا۱ظ •
اހ޾ۄ٩ٔںܽ، اગ࡚ߵدة ੳંاۯہܽ ގޓ اਛਗۼۇ࿬ߗܽ ،(Statistical Process Control - SPC)
଎଀ཿاހۇ ศૉߧߡ ဋྑ࠙ࡂ اހہںٔڛٔت. ڑٰٔت وڞߵز اࣇ࣢ࣳߵذج أداء ގۼ࿥ྼٔ߁ ਛਗޭاۯہܽ ଎଀ཿاހۇ ศૉߧߧٔت
ܾۚه ཭ٔرج اਛਗۼںٔس ษ༆ޭك إذا .৓ৈوߌ۽ ཬކںٔ ଎଀ษ༆ ཮ۛود و੝೾޼ޑޓ اހߵۯٵ ௠ோޭور ގۼںٔߌًٔ
اษ༃ޭاف اހߗںٔق ܾۚا ቟ሺ ๮๐ٰڑ ގٔ وܾߵ اހߗںߧޭة، ٩ޓ ཭ٔرིܽ ᇔᆳކںܽ ቙ቌإ ୸୐ଽଜ ۰ٓڛܹ اઓ࡚ۛود،

اਛਗ۽݀ߵم.
ގ٢ اހߵاردة اހہںٔڛٔت ᇦᇗٔت ڑ٢ ڞߵز ގۂྔັة ڑۼܽ اހߧޭ ܾۚه ڞۼٔرن ۿزย༅ׅة: ا۱زثׅ،ׅت ؂ד ؏ݦز ৤৳ا٠زڮ •
ݘߵਛਗߵ٤ߵروف- اܗۇۂر ގۉݺ ،ܽ੐೻ٔܘ޾ਢਞا ፀጴౕܗۇۂرات ௠௄ݪޓ اਦਞ޹ކںܽ. ഫ೾اހۇۛر ੐അٔڛٔت ڑ٢ ڞߵز
෡ෆۇކ۽ศૉ ڑٰٔن اހۇߵز ჱႚن إذا ގٔ णँۛษ༆ ،(Kolmogorov-Smirnov test) ୸୐ᇦᇗڛߵف
ގߪྔັ وܾߵ ڞ୸୐٫ت، ۯۛ اਦਞߌٔߌںܽ اހہںٔڛٔت أن ቙ቌإ ୸୐اހـݪہ اਣਞܗۇ౐ౕف ୸୐ଽଜ .୸୐ݘہ წ჊ଽଣ

اษ༃ਣਞޭاف. ৓ৈཬ ۯߵي

ا۱ظۛثߓߩ وا۱ظסݸݼ ا۱ঘএثڮ ಜ౯ا۱ظٌر إໝׅدة ۿ݋לெுت 2 .2 .15
଺଩ۇཾۛم ིۛاً. ژߧںڷܽ ڑܽ اހںۛو اਣਞߌۇྃٔژܽ ڞݪߵن ގٔ ཧٔހۂً اਛਗ۽݀ߵم، اษ༃ޭاف ٩ޓ اހـݪߚۥ ڑࢱࢿ ٩ۄۛގٔ
ܾۚا ڑ޼ޑޓ .ًٔ੐೻ٔڞކۼ اࣇ࣢ࣳߵذج ഫ೾رणऎ إཬٔدة ᇔᆳކںܽ ހہۛء آހںܽ ഫ೾رणऎ إཬٔدة ގߚ౐٫ౕت ܽ੟೾ۛઓ࡚ا اਦਞڛߦޑܽ

اਦਞداء. णऎܾߵر ਛਗߵاܜ݀ܽ णँིۛة ࿬࿃ںٔڛٔت اࣇ࣢ࣳߵذج ഠ೾ۛษ༆
(اਛਗٰޭوف adaptive learning اܳٺܝ٭ࠕࠫ اܳٺأ޺޾ ڑߵ۰ޭ ،ᅺᅲގჱ჊اހ ഫ೾اހۇۛر إཬٔدة ഫഈིٔ ቙ቌإ
ގޓ ഫ೾اހۇۛر إཬٔدة ގޓ ً ਣਞۛ۰ہ دਗ਼೾ٔގںݪںܽ. ୸ୟأݘ ًٔྃጨዮ اހ୶ଢ଼اणँي) اހۇٰࠇࠋ أو ഞഈ୸ଢ଼ڛਢਞا ୸ୗཬ ژٔހۇٰࠇࠋ أڑً޼ٔ
଺ଜޑ܇ .ٔ݀ગٰ࡚ٔڞ णँིۛة ੐അٔڛٔت ۯߧٰܽ წႚ ގ٢ ژ೰ೢᖹٔޭار ٔጨዱٔ౤౟ٰގ ഠ೾ۛಸ಩౺ اހۇݪں۽ںܽ اࣇ࣢ࣳٔذج ڞۼߵم اހ޾۽ޭ،

اހہںٔڛٔت. ۰णऎޞ ቟ሺ واਛਗߗۇޑޭة اހߧ۽ں۽ܽ اހۇ٫ں୸୐ات ގ٢ ݘ۽ٔءة ୸ୟوأݘ أྑັع ੝അݪںۥ ܾۚا
ހـݪں۽ںܽ ًٔษลًوا ਣਞٔގۉ (DDM) اษ༃ਣਞޭاف اݘ࿲ߚٔف ڑۼܽ ߤޭ ގޓ ቙ሣގߗۇߵ ቟ሴܗߵارز ษ༆ކںݺ ڑۼۛم

.ፈጴذ ᇔᆳݺ
اހہںٔڛٔت ڛۼٔط ৓ৈཬ اࣇ࣢ࣳߵذج ࿯࿉ہߪ ܗߧٗ ގٰۛل ژ೰ೢᖹٔޭار اހۄߦٔم ࿲ྼۇہ٢ اߋਃݘ׈: ۿסٌل ৤৳ا٠زڮ (1)

.ܽ཮ٔގۇ اਛਗߪᅢᄷة ٔጨጚܘۼںۼ ڞ޾ہ܇ ๮๓اހ اހߵاردة
ਛਗٰۛل اਛਗٰںٔري ގۇߵߌߡ  اษ༃ਣਞޭاف ษༀߗٔب ڑۼߵم ا۱ظ໰ًފ޳/اක๴ঔএܞاف: ؂ׅت ۿ݈ظݦ ॄहໝ اߋ਄ٮׅظ (2)

ގߗۇۼޭة. ڞٔرศ໹ںܽ ڛ۰ٔۚة ގۛى ৓ৈཬ ا઒࡚ߧٗ
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ษ༃ౕፀጴޭاف ෡ෆٰގ ௠ோ޼٩ٔۥ اਛਗۇߵߌߡ ቟ቌٔઓ࡚ا ا઒࡚ߧٗ ގٰۛل อ༆ٔوز إذا ا۱ظ໰ًފ޳: اۉལ݋ׅف (3)
቙ቌإ ܾۚا ୸୐ଽଜ ษ༆ۚ࠙ࡂاً. اހۄߦٔم ڑ޾ۛر ڑٔن)، ގٰںٔر اษ༃ޭا۰ٔن اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اਛਗٰںٔري

أدق. ੳંاۯہܽ ቟቉ۛۇ଺ଜو اษ༃ޭاف ཮ۛوث اܘۇޑٔل
اษ༃ޭا۰ٔت 3 اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ৓ৈཬأ ٩ۇہܽ ا઒࡚ߧٗ ގٰۛل อ༆ٔوز إذا اක๴ঔএܞاف: اۉལ݋ׅف (4)
اਛਗ۽݀ߵم. اษ༃ޭاف ٩ޓ رᇦᇗںًٔ اހۄߦٔم ڑٰކޓ ،ᅺᅲڑ ߤߵ ހ۽୸ଢ଼ة اހۇཿۚ࠙ࡂ ގۄߧۼܽ ቟ሺ ژࡡࡸ أو ڑܽ) ގٰںٔر
ጨᖈۄۛس ቙ቌإ ࿯࿉ہںܹ إرߌٔل أو اࣇ࣢ࣳߵذج ഫ೾رणऎ إཬٔدة ގۉݺ آހںܽ، اߌۇྃٔژܽ ቙ቌإ اจ෯ਢਞاء ܾۚا ڑߪدي

.(MLOps) ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳކںٔت

Human-in-the-Loop اߋ۷਄٭ڮ ᇐᆫ اફગওএׅن ؉ݦڍݦد ا۱ظښ٭܏ 3 .15
(HITL) Validation

ا୸ୗᝉ઒࡚ة པႃد ڑٰۛ ا઒࡚ߧٗ. ގޓ ގٰ޾ߵގܽ ހ࿥ߗٵ ٔጨ጗ހـݪ ڑܽ، ۯߵ أدوات ቟ቐ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج
اހۇ࿯ہߪات، ܽษว ގޓ واހۇܩۼޞ اࣇ࣢ࣳߵذج، أداء ෡ෆހۇܩߗ ًٔမྦྷັور أੳંاً ᅺᅬਧਞا ڞٰࠇࠋ ᇔᆳݺ ୸୐ߌ ቟ሺ اހ࿬ྟັڑܽ

اހۄߦٔم. ቟ሺ اހۉۼܽ وਗ਼അٔء

اඑ඀اڍסڮ ا۱ظל؂ًڮ وآ۱ثׅت اߋ۷਄٭ڮ ᇐᆫ اફગওএׅن 1 .3 .15
واჱႚᆀᅬء ᅺᅬਧਞا ذჱႚء ෡ෆژ ٢ᇔགྷ༯ ᇔᆳކںܽ ܾߵ Human-in-the-Loop (HITL) اࠍ੆ܹگ۰ ሒᇭ ا૭૙৕৑؇ن
وڑ޾ܩܩߵن وಸ಩౳ۼۼߵن ࠙ࡂاܜٰߵن اਦਞގޓ ৙Ꭶ፞ษૉ أن ܾۚا ๮๐ٰڑ اਦਞގۄںܽ، اހٰޑކںٔت ఉ௰ંੳ ቟ሺ اހ࿬ྟັي.
أو ا઒࡚ߧߵرة ཬٔހںܽ ཮ౘፀጴۛاث ཭ٔص წ჊ଽଣ ጨᖈދ ܾۚا ࿯࿃ߚٔط. ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ศૉޭིٔت

ގۄܨ۽޼ܽ. ڡۼܽ اࣇ࣢ࣳߵذج ᆁᅬى ٔጨግ۰ ڑݪߵن ๮๓اހ ጺጴۇ࿯ہߪات
:৙ৈڑ ٔ௠ோ ෡ෆ፪፞ཿ౤ᎈጴ ଺଩ޑ܇ ᅺᅬٰٔ۰ راܜٰܽ ڞ٫ۚڑܽ ཮ކۼٔت ቙ቌإ ษ༃ۇٔج ،ፈጴذ อ༃ਢਞٔح

୶୐ں௠௑ ڑޞ ߤޭ ٩ޓ اࣇ࣢ࣳߵذج أܗߧٔء ڞ޾ܩں܇ ෡ෆ፪፞ཿ౤ᎈጴ ௠௄ݪޓ اߋਃׅݕبڮ: ا౶ׅඞ๪ওএুׅت/ا۷݈۱زثׅت ૧ુث୑ୂ •
཭ٔߤࠁ). ๮ํߌކ) ܹ੝೾ڞ۽ߵ ኢና อซߵم णँۛษ༆ أو (ᇔᇂںۛ) ཭ٔߤࠁ ቟ልٔอ໹إ ژٗڛܹ ࿯࿉ہںܹ

ศૉۇކ۽ܽ، أڛߵاع ቙ቌإ اணடܭޑٔت ڑ޾ۄۥ ࣇ࣢ࣳߵذج ژٔހ࿯ߗہܽ ا۱ܯښث໰ڮ: ૩ુ໘ ا۱ظܯའثٮׅت ؏ܯښثٸ •
ഫ೾ັປຊ" ቙ቌإ اހ۽ۛڑܽ" པႃࠠࡂا" ୸୐ڞ٫ں اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ษวں܇ ୸୐ཧ ڞ޾࿯ںۥ ୸୐ڞ٫ں ᎂ፞ཿ౤ᎈጴ ௠௄ݪޓ

اހہںٔڛٔت").
णँིۛة ੐അٔڛٔت ހۄۼٔط اਛਗߪᅢᄷة اઓ࡚ۼںۼܽ ଺଩ޑںٔت ୸୐۰ڞߵ ෡ෆ፪፞ཿ౤ᎈጴ ௠௄ݪޓ ໣ٌࡲ࢔ة: ફચ܂ثׅت ૩ુݦ١؏ •

ۯںޑܽ. णँིۛة ഫ೾رणऎ ᅺᅲأގۉ ઼શศ໹ ٔᇦᇥ ގߪᅢᄷة، ୸୐ཧ أو
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ڡۼܽ درིܽ ܘߗڂ ܽ੗ഋંੳ ෡ෆ፪፞ཿ౤ᎈጴ اހۇ࿯ہጨግٔت ኢኆۛڞۼ ጺጴۄߦٔم ௠௄ݪޓ اঌঈܞاڍסڮ: ؂ׅت أو۱ݦ ක๷ٌࡲ࢔ •
ܗߧߵرة. أو ᇔᆮߵً޷ٔ ୸ୟݘਦਞا اހۇ࿯ہߪات ৓ৈཬ ا࿲࿆ۂܾ݀ދ ୶୐ݘ୸ଢ଼ژ ணடދ ଺ଜޑ܇ ٔᇦᇥ اࣇ࣢ࣳߵذج،

Active Learning اའ۱݋ݒ ا۱ظסݸݼ 2 .3 .15
(HITL) اઓ࡚ކۼܽ ቟ሺ ا଺ଦਢਞٔن ᇔᆳކںܽ อ໹ٰݺ ᅺᅬਧਞا ڞٰࠇࠋ ቟ሺ ጨዮ܋ ܾߵ Active learning اܳྡྷލޔ اܳٺأ޺޾
ჱႚढईء اࣇ࣢ࣳߵذج ଺ଜۇٰࠇࠋ اހ࿬ྟັڑܽ، ౤ᎈጴޭاܜٰܽ ቟ሃ٩ߚߵا წ჊ଽଣ اހہںٔڛٔت اܗۇںٔر ގޓ ً ਣਞۛ۰ہ ݘ۽ٔءة. ୸ୟأݘ
ڑߧކڂ ۯۛ ހۇܩߗ࿥ۄܹ. إ۰ٔدة ୸ୟݘਦਞا ߌۇݪߵن ๮๓اހ اणँۛગ࡚ة اހہںٔڛٔت ڛۼٔط ހ࿲ߗޑںܽ ພຄັي ᎂ፞ษૉ ގޓ
ᎂ፞ڞۼ ۯޭاره. ཮ۛود ގޓ ژٔހۼޭب ڞۼ٢ ๮๓اހ ፲፞ڞ أو ٔጨዮٗଽଣ ࠦࡂدداً ୸ୟݘਦਞا ܾߵ ᅺᅲގۉਦਞ ଺଩ޑںٔت اࣇ࣢ࣳߵذج
ڑܽ ັྟ࿬اހ ا୸ୗᝉ઒࡚ة ୶୐ࠦࡂݘ ౐཭ౕل ގޓ ڑܽ اހںۛو اހ࿲ߗޑںܽ وܜ݀ۛ ڞႼ჊۽ܽ ގޓ ୸୐ݘہ წ჊ଽଣ اਣਞߌ୸ଢ଼اಜಀ಼ںܽ ܾۚه

اࣇ࣢ࣳߵذج. ෡ෆߗษ༆ ގޓ ປ๽ັع ٔᇦᇥ ،ٔጨግإހ ིܽٔઓ࡚ا ଽ଩ۇۛ ܘںٷ ژٔހ޼ہߡ
ߌ࿬ںݺ ৓ৈཬ) اހߵۯٵ ௠ோޭور اࣇ࣢ࣳߵذج أداء ৓ৈཬ اހ࿬ྟັڑܽ اภฏاܜٰܽ اހۇ٫ۚڑܽ ܾۚه ୸୐ڞٗڡ ۯںٔس ౐཭ౕل ގޓ
౤ᎈጴߪߌߗٔت ௠௄ݪޓ ،(HITL ڞ޾ܩںཿٔت ގޓ ޭጪྔ ژٰۛ ا઒࡚ٔߤڷܽ ا੐അٔอ໹ਢਞٔت اศ༃۽ٔض ࿲࿉ہ٢ اਛਗۉٔل،

.ܽ੐ഈاހۇٰٔو اހٰޑކںٔت ܾۚه ቟ሺ اਣਞߌ࿲ۉޑٔر ࠙ࡂ ୸ୗڞ

Explainable ௉኱እۿ܄ ૩ુ݈ظٮካእ ا۱٭ׅ؉۫ ᇐᆺׅܪݘصঔএا اၢဋჱოء 4 .15
AI (XAI) for Security

ৎ৊؇ذا ۰݀ދ ቙ቌإ ษ໹ۇٔܜߵن ژ۽ٰٔހںܽ، و଺ଜۇཾۛގߵڛܹ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ቟ሺ اਦਞގޓ ษૉކࡇࡗ ੟೾ޞ ఴఙހـ
ሒᇼ؇ݬޚٷ৖৑ا اႤ၍ᄳᄟء .(XAI) ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ܾۛف ܾߵ ܾۚا ގٰںۄًٔ. ۯޭاراً ۚಷ಩౳
෡ෆߗۇཾۛގਛਗا ۛཬٔ଺଩ ๮๓اހ اਦਞߌٔހںڂ ގޓ ܽཬߵᇔ஫஥ ܾߵ (Explainable AI - XAI) ଫଃٺڰފይዧ اܳگ؇ًܭ
اਦਞߌߵد" "اހ޾ۄۛوق اਛਗٰۼۛة اࣇ࣢ࣳٔذج ཭ٔ޹ܽ ،ᅺᅬਧਞا ڞٰࠇࠋ ௠௎ٔذج ศૉޭིٔت ୸୐وڞ۽ߗ ۰݀ދ ৓ৈཬ ෡ෆྟັڑ࿬اހ

اހٰޑںۼܽ. اހٰ޾࿬ںܽ اހߚہჱ჊ت ގۉݺ (”black-box” models)

ෟශۿগএا ካእ݈ثׅق ؏٭صثׅت 1 .4 .15
.๮๐ގਦਞا اހߗںٔق ቟ሺ ཭ٔص წ჊ଽଣ ގ۽ںۛة ڑܽ اހۼߵ XAI ڞۼۄںٔت ގޓ णँٰۛاހ ୸ୗڞٰۇ

ພຊັح اਦਞހٰٔب، ڑܽ ڛߦޭ ቙ቌإ اߌ࿲ۄٔداً exPlanations): Additive (SHapley SHAP •
෡ෆٰގ ހۇ࿯ہߪ ܽᇦᇗ წ჊ހ أᇔᇒںܽ ۯںޑܽ ෡ෆڞٰں ڑޞ ߤޭ ٩ޓ ᅺᅬآ ڞٰࠇࠋ ௠௎ߵذج أي ศૉޭིٔت SHAP

ษ༃ߵ اހۇ࿯ہߪ د٢۰ ቟ሺ ܽᇦᇗ წႚ ܽᇔᇒٔގߗ ގۛى ،৙ৈߏٔژ ۯںޑܽ ଺଩ޑ߽ ๮๓اހ اހۼںޑܽ، ܾۚه ڞߦُ݀ޭ .[48]
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(ހۇ࿯ہߪ ษૉކںܽ ڞ۽ߗ୸୐ات ኢኆۛڞۼ SHAP ހـ ௠௄ݪޓ "ܗہ࿥ٷ"). اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ގٰںۄܽ ࿲࿆ںྃܽ
ཬٔم). წ჊ଽଣ اހߗޑٔت (أᇔᇒںܽ ਛਗٔཬںܽ وڞ۽ߗ୸୐ات (ۛ཮وا

ພຊັح Explanations): Model-agnostic Interpretable (Local LIME •
ڑۼٔرب ܗߧࠃ) ௠௎ߵذج (ގۉݺ ୸୐ۇ۽ߗጺጴ وۯٔژݺ أ଺ଣߡ ௠௎ߵذج إଽଦٔء ڑޞ ߤޭ ٩ޓ ࿯࿉ہߪاً LIME
୸୐ڞ٫ں ڑޞ ߤޭ ٩ޓ ڞٰޑݺ .[66] اస఼ాۛد اހۇ࿯ہߪ ፈጴᆀᅬ اూ఼సٔورة اਛਗۄߧۼܽ ቟ሺ اਛਗٰۼۛ اࣇ࣢ࣳߵذج ߌࡇࡗك
ڞٗڡ୸୐اً ୸ୟݘਦਞا اހߗޑٔت ٩ޓ ڑݪߚۥ ٔᇦᇥ اހۇ࿯ہߪ، ୸୐ڞ٫ ݘں۽ںܽ وގ౐ౕܘߦܽ ً ౕ౐ۯކں اਢਞد཭ٔل ᇦᇗٔت

اހ۽ޭدي. اހۼޭار ፈጴذ ቟ሺ
اހۇ۽ߗ୸୐ات ܾۚه ڞ޾ۥ Explanations): (Counterfactual ۱޸߈ا٠ד اঌঈܭׅدة ا۱ظٮ૩ુ݈ات •
ܾۚا ୶୐ں௠௑ ኢና" اਛਗۉٔل: ߌ࿬ںݺ ৓ৈཬ اࣇ࣢ࣳߵذج. ࿯࿉ہߪ ୸୐ڑ٫ أن ߏٗڛܹ ގޓ ا౐཭ۛਛਗౕت ቟ሺ ୸୐ڞ٫ں أ޹٫ޭ
ހჱ჊ن ،445 ގޓ ً ਣਞणई 80 اހߵܜ݀ܽ ގۄ۽ۚ ჱႚن ހߵ وހـݪޓ ܗہ࿥ٷ، أڛܹ ৓ৈཬ ఴఙاހߚہ اਣਞڞ޾ٔل

اࣇ࣢ࣳߵذج. ۯޭار ཮ۛود ۰݀ދ ৓ৈཬ ෡ෆ፪፞ా఼సا ܾۚا ۛཬٔ଺ଜ ᇔᇂںۛ." أڛܹ ৓ৈཬ ڞ޾࿯ں۽ܹ ኢና ۯۛ
࿯࿉ہߪ إߣ݀ٔر อૉޭد ގޓ ً ਣਞۛ۰ہ اࣇ࣢ࣳߵذج. ቟ሺ ෡ෆاހںۼ ཬۛم ڞߵ޹ںݺ ܾߵ XAI ގޓ จ෪آ ແྜ࿥ྐྵر ഫഈིٔ
࿯࿃ߗہܽ "ڡۼܽ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ڡۼܽ درིܽ أڑً޼ٔ اހۄߦٔم ڑۼۛم أن อ໹ڂ "ᇔᇂںۛ")، أو ("ܗہ࿥ٷ" ቟ሃٔਗ਼എ
اހۉۼܽ ގۄܨ۽޼ܽ اހۇ࿯ہߪات ৓ৈཬ ୶୐ݘ୸ଢ଼اހ ގ٢ ษ༆ۼںۼጨዱٔދ، ڑٔت أوހߵ णँۛษ༆ ෡ෆ፪፞ཿ౤ᎈጴ ܾۚا ࿲ྼں܇ .("95%

ۯںޑܽ. ୸ୟأݘ اހ࿬ྟັڑܽ اภฏۯٔژܽ وڞݪߵن ڑۼںۄًٔ أۯݺ اࣇ࣢ࣳߵذج ڑݪߵن ܘںٷ
ܽ੐೻اހٰߚߵا اހ٫ٔژܽ ௠௎ߵذج ࿯࿉ہߪات ୸୐ހۇ۽ߗ SHAP ڞߧہںޞ ݘں۽ںܽ 88 ܽ௠ுٔاހۼ ቟ሺ اހـݪߵد ཐڑߵࣂ

.Random Forest

اগএۿصثڮ اগএدوات ۿד ا۱ظၢျۿ۫ 5 .15
ᇔᆳݺ ୸୐ߌ ቟ሺ ౐଺ଣౕߌܽ ศૉޭིٔڞܹ པႃد ڑࢱࢿ ٩ۄۛގٔ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳߵذج اઓ࡚ۼںۼںܽ اހۼںޑܽ ಸ಩ಀۼޞ
اჱႚᆀᅬء ٩ޓ ܽอ༆ٔاހۄ اภฏؤى ڞݪߵن أن ᇦᇢٔن ܾߵ اணடۛف .቟ቌٔઓ࡚ا (SOC) اਦਞގۄںܽ اހٰޑކںٔت ఉ௰ંੳ
ᎂ፞ڑۼ و ا௠௑ਦਞۇܽ ގޓ णँ࠙ࡀ ٔᇦᇥ اਦਞގۄںܽ، اਦਞدوات ۯہݺ ގޓ ᅺᅬߵጪປຄ واހۇۄ۽ںۚ ፀጴౕߌ౐ጨጚౕك ᅺᅲۯٔژ ቟቉ٔ޹ߧۄਣਞا

اހںۛوي. ۛ݀ગ࡚ا ގޓ

SIEM ؏ၢျۿ۫ 1 .5 .15
(Security Information and Event ا৙৑݁؇ن وأ༡ڎاث ݁أߺࠊ݁؇ت إدارة أڛߦޑܽ ڞۼߵم
اހۇܩۇںܽ اހہ࿯ںܽ أษ༃ٔء ᇔᇆں٢ ގޓ اހߗ౐ౕྃت ੐അٔڛٔت وษ༆ކںݺ ౺಩಼ޑں٢ Management - SIEM)
წ჊ଽଣ SIEM ۯۛرات ڞٰޫ࠙ࡀ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳٔذج ௠௄ݪޓ اਛਗߪߌߗܽ. ቟ሺ اਛਗٰࡇࡗގٔت ހۇݪۄߵހߵܜںٔ

౐཭ౕل: ގޓ ୸୐ݘہ
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1 import shap
2 import numpy as np
3 import pandas as pd
4 from sklearn.ensemble import RandomForestClassifier
5 from sklearn.model_selection import train_test_split
6 from sklearn.datasets import make_classification
7 import matplotlib.pyplot as plt
8
9 # 1. Create a synthetic cybersecurity dataset

10 X, y = make_classification(n_samples=200, n_features=10, n_informative=5,
11 n_redundant=0, n_classes=2, random_state=42)
12 feature_names = [f"feature_{i}" for i in range(X.shape)]
13 X_df = pd.DataFrame(X, columns=feature_names)
14 y_df = pd.Series(y)
15
16 # Split data
17 X_train, X_test, y_train, y_test = train_test_split(X_df, y_df, test_size=0.2, random_state=42)
18
19 # 2. Train a simple sklearn model
20 model_xai = RandomForestClassifier(n_estimators=100, random_state=42)
21 model_xai.fit(X_train, y_train)
22 print("RandomForestClassifier trained for XAI demo.")
23
24 # 3. Create a SHAP explainer
25 explainer = shap.TreeExplainer(model_xai)
26
27 # 4. Calculate SHAP values for the test set
28 shap_values = explainer.shap_values(X_test)
29 print(f"\nSHAP values shape (for class 0, class 1): {shap_values.shape}, {shap_values.shape}")
30 print("Expected value for class 1 (malicious):", explainer.expected_value)
31
32 # 5. Visualize a single prediction's explanation
33 test_preds = model_xai.predict(X_test)
34 malicious_indices = np.where(test_preds == 1)
35 if len(malicious_indices) > 0:
36 example_idx = malicious_indices # Take the first one
37 print(f"\nExplaining prediction for test example index {example_idx} (True Label: {y_test.iloc[example_idx]}, Predicted Label: {test_preds[example_idx]})")
38
39 shap.initjs()
40 shap.force_plot(explainer.expected_value, shap_values[example_idx,:], X_test.iloc[example_idx,:],
41 matplotlib=True, show=False)
42 plt.title(f"SHAP Force Plot for a Malicious Prediction (Example {example_idx})")
43 plt.tight_layout()
44 plt.show()
45
46 # 6. Summary plot (overall feature importance)
47 print("\n--- SHAP Summary Plot (Overall Feature Importance) ---")
48 shap.summary_plot(shap_values, X_test, plot_type="bar", show=False)
49 plt.title("SHAP Feature Importance for Malicious Class (Class 1)")
50 plt.tight_layout()
51 plt.show()
52
53 shap.summary_plot(shap_values, X_test, show=False)
54 plt.title("SHAP Beeswarm Plot for Malicious Class (Class 1)")
55 plt.tight_layout()
56 plt.show()

وأᇔᇒںܽ ۛ཮وا ހۇ࿯ہߪ ৙ৈڞ۽޾ں ٩ંض ގ٢ اࣇ࣢ࣳߵذج، ࿯࿉ہߪات ހྟັح SHAP ڞߧہںޞ :88 Listing
ཬٔم. წ჊ଽଣ اހߗޑٔت

ا઒࡚ٔم. SIEM ࿯࿉ہںܹ ቙ቌإ ۯࢤࢿ ߌںٔق إ޷۰ٔܽ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳߵذج ௠௄ݪޓ ا۱ظའزኙቾׅت: إޚ޳اء •
أو phishing"`، "likely `"classfiication": ގۉݺ ގٰࡇࡗގٔت ڑ޼ںۥ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ
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port"`. destination "unusual `"explanation": أو ،`95 .0 `"anomaly_score":.ۚۇۄ۽ںጺጴ ᅺᅲۯٔژ ڑܽ ۰ߵر رؤى ෡ෆ፪፞ా఼సا ܾۚا ௠௄ۄ܇
(ގۉݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ܾٔᆁᅬڑߵ ๮๓اހ اᆁᅬرིٔت اߌۇཾۛام ௠௄ݪޓ ا۱ٮܞز: ؂ׅت أو۱ݦ ක๷ٌࡲ࢔ •
اހۇ࿯ہጨግٔت د٢۰ ڑࢱࢿ .ًٔ੐೻ٔڞކۼ اހۇ࿯ہጨግٔت ا੝ഈߦٔر ܽ௠ுٔۯ ڑٔت أوހߵ णँۛཿހۇ اఽ఼సٔߤޭ) أو اހۉۼܽ درིٔت
اހۇ࿯ہጨግٔت إرܾٔق ܽઓઉჱ჊ގ ৓ৈཬ ۛཬٔ଺ଜ ٔᇦᇥ ڑܽ، اހ۽ߵر ڑܽ ັྟ࿬اހ ౤ᎈጴޭاܜٰܽ ৓ৈཬਦਞا ቙ቌإ اހۉۼܽ ཬٔހںܽ

.ًਣਞأو ིܽޭઓ࡚ا اઓ࡚ߵادث ܽગٰ࡚ٔގ ڑ޼ޑޓ و

SOAR اལ۱݋לث۫ ۉظབزׅت ؏ၢျۿ۫ 2 .5 .15
(Security Orchestration, Automa- ا৙৑݁؇ن ۰ً؇༶واݿٺ وأஓ஄ٺ۰ ོྡྷފ٭ݑ ގۄ޾ٔت ଺ُ଩ۇཾۛم
اހ࿲ߚ٫ںݺ ݘۇ࿥ۂت ဋྑٔژ اਛਗٰޭوف ،๮๐ގਦਞا اހٰޑݺ ୸୐ߌ ௠௑ਦਞۇܽ tion, and Response - SOAR)

ڑܽ ۯߵ وގ౐཭ౕۛت ގߚ౐٫ౕت ௠ோۉٔژܽ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࿯࿉ہߪات ڞݪߵن أن ௠௄ݪޓ .(playbooks)
ܾۚه. اހ࿲ߚ٫ںݺ ހـݪۇ࿥ۂت

቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ގޓ اހۉۼܽ ቟ቌٔཬ ހۇ࿯ہߪ ௠௄ݪޓ ا۱ঘএثڮ: اঔএܽظ໴ׅ؉ڮ إ൹ൠاءات મચלث۫ •
ذჱႚء ௠௎ߵذج اݘ࿲ߚۥ إذا اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .SOAR ٫ଽ଩ںݺ ݘۇ࿥ڂ ގۂྔັة ٫ଽଜݺ أن
ܾۚا ઀٩ل اހ࿲ߚ٫ںݺ ހـݪۇ࿥ڂ ۰ںޑݪޓ ،99% ੟അۼܽ ጨዮٔڑܽ ڛۼߧܽ ৓ৈཬ ޷ٔرة པႃࠠࡂا ቟቉ٔا޹ߧۄ

.णँۛጨጚاހ ا࿲࿆ߚٔر ਛਗۄ٢ ᅛᅉاހߚہ ٩ޓ ًٔ੐೻ٔڞކۼ اਛਗ޼ںۥ
ގۉݺ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ٩ޓ ܽอ༆ٔاހۄ اภฏؤى ڞ٫ۚڑܽ ௠௄ݪޓ SOAR: اལ۱݋לث۫ ۉظབزׅت إޚ޳اء •
اހ࿲ߚ٫ںݺ ݘۇ࿥ۂت ቟ሺ ژܹ، ا੗ഋޭਛਗߧܽ MITRE ATT&CK ڞۼۄںٔت أو اਛਗۇߵۯ٢ اணடܭߵم ڛߵع

ودਗ਼೾ٔގںݪںܽ. ً ذჱႚء ୸ୟأݘ اߌۇྃٔژٔت ෡ෆࣇࣥࣳݪ SOAR

ًٔ੐೻ٔڞކۼ ఋ௰اढऎ إଽଦٔء ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ހۇ࿯ہጨግٔت ௠௄ݪޓ أڑً޼ٔ. أจ෪ى أدوات ቙ቌإ اހۇჱ჊ގݺ ܾۚا ௠௄ۇۛ
(Indicators of Compromise ا୸ଢ଼཭ਣਞاق ގߪྔັات ڞ٫ۚڑܽ و௠௄ݪޓ اઓ࡚ߵادث، إدارة أڛߦޑܽ ቟ሺ
๮ใ࿥اހہ اހۄߦٔم ୸ୗཬ اހـݪߚۥ ෡ෆހۇܩߗ اހणँۛጨጚات اߌۇܨۂرات ގۄ޾ٔت ቟ሺ ًٔ੟೾ۛ཮ اၗਗݪ࿲ߚ۽ܽ - IOCs)

.ܹᄠᄝჽٗژ ๮๐ގਦਞا

XAI و اක๴ঔএܞاف اۉལ݋ׅف :ॊहᅅᄤ ۿย༐وع 6 .15
ਣਞݘ࿲ߚ۰ܹٔ، ଺ଣںߧܽ ܽ੐೻ٔإܘ޾ ڑۼܽ ߤޭ وਗ਼ഋ۽ںۚ اਛਗ۽݀ߵم، اษ༃ޭاف ჱႚٔษૉة ݘں۽ںܽ اਛਗྟັوع ܾۚا ཐڑߵࣂ

اਛਗۄܩ۰ޭܽ. اހہںٔڛٔت ގ٢ اހۇٰٔގݺ ቟ሺ اࣇ࣢ࣳߵذج ۰ߚݺ ߌ࿬ڂ ހ۽݀ދ XAI واߌۇཾۛام
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اঌঈٮڱݦم اක๴ܞاف ၢဋׅක਺ة :1 اߋਃݘݦة 1 .6 .15
ഫ೾رणऎ ኢና ๮๓اހ اހٰٔدڑܽ اހߦޭوف `baseline_data` ௠௑ۉݺ ੐അٔڛٔت. ๮๓ߵ٩ᇔ஫஥ ଽଦٓဠٔء ڛۼߵم ،ًਣਞأو
ཐڞߵࣂ اਦਞߌٔߌںܽ. اހہںٔڛٔت أ௠௎ٔط ٔጨግ۰ ڞ୸୐٫ت णँིۛة ࿥࿃ڷܽ `drfited_data` و௠௑ۉݺ .ٔጨግކཬ اࣇ࣢ࣳߵذج
ڑݪߵن اਦਞߌٔߌںܽ اހہںٔڛٔت ৓ৈཬ اਛਗۛرب اࣇ࣢ࣳߵذج أن ཐوڞߵࣂ اހہںٔڛٔت ܾۚه إଽଦٔء ݘں۽ںܽ 89 ܽ௠ுٔاހۼ

اਛਗۄܩ۰ޭܽ. اހہںٔڛٔت ৓ৈཬ ޷ٰں۽ًٔ أداؤه
1 import numpy as np
2 import pandas as pd
3 from sklearn.ensemble import RandomForestClassifier
4 from sklearn.metrics import accuracy_score, f1_score
5 from scipy.stats import ks_2samp
6 import matplotlib.pyplot as plt
7
8 # 1. Generate baseline data (e.g., normal network traffic features)
9 np.random.seed(0)

10 baseline_data = np.random.normal(loc=0, scale=1, size=(500, 5))
11 baseline_labels = np.random.randint(0, 2, 500)
12
13 # 2. Generate drifted data (new attack patterns, different feature distribution)
14 drifted_data = np.random.normal(loc=1, scale=1.5, size=(500, 5))
15 drifted_data[:, 0] += 2 # Significant shift in feature_0
16 drifted_data[:, 1] -= 1 # Shift in feature_1
17 drifted_labels = np.where(drifted_data[:, 0] > 1, 1, 0) # Feature_0 now determines label
18
19 # Combine into DataFrames for clarity
20 feature_names_drift = [f'f_{i}' for i in range(5)]
21 df_baseline = pd.DataFrame(baseline_data, columns=feature_names_drift)
22 df_drifted = pd.DataFrame(drifted_data, columns=feature_names_drift)
23
24 # Train a model on baseline data
25 model_drift_detection = RandomForestClassifier(n_estimators=50, random_state=42)
26 model_drift_detection.fit(df_baseline, baseline_labels)
27 print("Model trained on baseline data.")
28
29 # Evaluate model performance on baseline and then on drifted data
30 baseline_pred = model_drift_detection.predict(df_baseline)
31 print(f"\nPerformance on Baseline Data - Accuracy: {accuracy_score(baseline_labels, baseline_pred):.2f}, F1: {f1_score(baseline_labels, baseline_pred):.2f}")
32
33 drifted_pred = model_drift_detection.predict(df_drifted)
34 print(f"Performance on Drifted Data - Accuracy: {accuracy_score(drifted_labels, drifted_pred):.2f}, F1: {f1_score(drifted_labels, drifted_pred):.2f}")
35 print("\nNoticeable drop in performance on drifted data.")

اศ༃۽ٔض وᏏߣ݀ٔر ෡ෆۇކ۽ۇศૉ ੐അٔڛٔت ๮๓ߵ٩ᇔ஫஥ إଽଦٔء ڑޞ ߤޭ ٩ޓ اਛਗ۽݀ߵم اษ༃ޭاف ჱႚٔษૉة :89 Listing
اਦਞداء.

اක๴ঔএܞاف اۉལ݋ׅف ౼োٮثً :2 اߋਃݘݦة 2 .6 .15
ݘߵਛਗߵ٤ߵروف-୸୐ᇦᇗڛߵف اܗۇۂر ଺ଦۇཾۛم اษ༃ਣਞޭاف. ਣਞݘ࿲ߚٔف ଺ଣںߧܽ آހںܽ ࿲࿃ۄ۽ںۚ ڛۼߵم ،ፈጴذ ژٰۛ
ۯںޑܽ ୸୐ଽ଩ واਛਗۄܩ۰ޭܽ. اਦਞߌٔߌںܽ اހہںٔڛٔت ๮๓ߵ٩ᇔ஫஥ ෡ෆژ ܽᇦᇗ წႚ ڑ٢ ڞߵز ਛਗۼٔرڛܽ ෡ෆۇ࿯ހٰں (KS test)

৓ৈཬ णँل ٔᇦᇥ ศૉۇކ۽ܽ، ڑٰٔت ڞߵز ގޓ ގٗܗߵذڞٔن ෡ෆۇ࿯اހٰں أن ቙ቌإ (05 .0 > (ཬٔدةً اހ޾୸୐٫ة p-value
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ܽ௠ுٔاހۼ ቟ሺ ཐގߵࣂ اހـݪߵد ጺጴۄޑߵذج. F1 درིܽ ቟ሺ ୸୐ݘہ اศ༃۽ٔض أي أڑً޼ٔ ࠣࡂاۯڂ اษ༃ޭاف. وܜߵد
.90

1 # Compare feature distributions between baseline and drifted data
2 print("\n--- Drift Detection (Kolmogorov-Smirnov Test) ---")
3 for i, feature in enumerate(feature_names_drift):
4 statistic, p_value = ks_2samp(df_baseline[feature], df_drifted[feature])
5 print(f"Feature '{feature}': KS Statistic={statistic:.3f}, P-value={p_value:.3f}")
6 if p_value < 0.05: # Common threshold for statistical significance
7 print(f" -> Drift detected in feature '{feature}' (p-value < 0.05).")
8
9 # Visualize feature distribution shift

10 plt.figure(figsize=(12, 5))
11 plt.subplot(1, 2, 1)
12 plt.hist(df_baseline['f_0'], bins=30, alpha=0.7, label='Baseline f_0', color='blue')
13 plt.hist(df_drifted['f_0'], bins=30, alpha=0.7, label='Drifted f_0', color='red')
14 plt.title('Distribution of Feature_0 (Drift)')
15 plt.legend()
16 plt.subplot(1, 2, 2)
17 plt.hist(df_baseline['f_1'], bins=30, alpha=0.7, label='Baseline f_1', color='blue')
18 plt.hist(df_drifted['f_1'], bins=30, alpha=0.7, label='Drifted f_1', color='red')
19 plt.title('Distribution of Feature_1 (Drift)')
20 plt.legend()
21 plt.tight_layout()
22 plt.show()
23
24 # Basic performance degradation monitoring
25 initial_f1 = f1_score(baseline_labels, baseline_pred)
26 current_f1 = f1_score(drifted_labels, drifted_pred)
27 f1_drop = initial_f1 - current_f1
28 if f1_drop > 0.1: # Example threshold for significant drop
29 print(f"\nSignificant F1-score drop detected: {f1_drop:.2f}. Consider retraining!")

اษ༃ޭاف ٩ޓ ጺጴـݪߚۥ اਦਞداء وੳંاۯہܽ ݘߵਛਗߵ٤ߵروف-୸୐ᇦᇗڛߵف اܗۇۂر اߌۇཾۛام :90 Listing
اਛਗ۽݀ߵم.

اߋਃׅݕبڮ ا۱ظܯའثٮׅت ॄहໝ XAI ؏ݘزث܏ :3 اߋਃݘݦة 3 .6 .15
౐཭ౕل ގޓ اਛਗۄܩ۰ޭܽ. اހہںٔڛٔت ގ٢ اހۇٰٔގݺ ቟ሺ اࣇ࣢ࣳߵذج ڑ۽ߚݺ ৎ৊؇ذا ހ۽݀ދ SHAP ଺ଦۇཾۛم اਧਞن،
اษ༃ਣਞޭاف. ࿬଺ଣڂ اࣇ࣢ࣳߵذج ࠦࡂژ݆ ๮๓اހ اހߗޑٔت ࠣࡂى أن ௠௄ݪۄۄٔ ཭ٔߤࠁ، წ჊ଽଣ ڞ޾࿯ں۽ܹ ኢና ࿯࿉ہߪ ྔັح
୸୐ڞ۽ߗ إଽଦٔء ݘں۽ںܽ 91 ܽ௠ுٔاހۼ ཐڞߵࣂ اࣇ࣢ࣳߵذج. ෡ෆߗษ༆و اਦਞܗߧٔء ހۇ޾ܩں܇ ܽᇦᇗٔ཮ ڑܽ رؤ ܾۚا ڑߵ۰ޭ

اਛਗۄܩ۰ޭܽ. اހہںٔڛٔت ৓ৈཬ إจ෯اؤه ኢና ෡ෆٰގ ހۇ࿯ہߪ SHAP

اঌঈٮׅگث܂ݴ SIEM/SOAR ؏ၢျۿ۫ :4 اߋਃݘݦة 4 .6 .15
اਦਞގۄںܽ. اހٰޑކںٔت ఉ௰ંੳ ᇔᆳݺ ୸୐ߌ ቟ሺ པໍٔاހۄۇ ܾۚه པႃد ݘں۽ںܽ ቟ሺ ਗ਼ഈߦޭ أ୸୐཭اً،

اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اษ༃ޭا۰ًٔ KS اܗۇۂر ڑݪ࿲ߚۥ ٩ۄۛގٔ SIEM: ᇊᆽإ اක๴ঔএܞاف ༻འزثڪ •
ا࿯ਛਗߗޞ اހۇ࿯ہںܹ، ܾۚا .SIEM ڛߦٔم ቙ቌإ ቟ቌآ ࿯࿉ہںܹ إرߌٔل ௠௄ݪޓ ،(`05 .0 > `p_value
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1 import shap # Ensure shap is imported
2 # This code assumes model_drift_detection, df_drifted, drifted_labels
3 # and drifted_pred are available from the previous steps.
4 test_preds = drifted_pred # Use predictions on drifted data
5 misclassified_idx = np.where((test_preds == 1) & (drifted_labels == 0))
6 if len(misclassified_idx) == 0:
7 misclassified_idx = np.where((test_preds == 0) & (drifted_labels == 1))
8 if len(misclassified_idx) == 0:
9 print("\nNo misclassified examples found for XAI.")

10 example_to_explain_idx = 0
11 is_misclassified = "Not explicitly misclassified"
12 else:
13 example_to_explain_idx = misclassified_idx
14 is_misclassified = "Misclassified (Predicted Benign, True Malicious)"
15 else:
16 example_to_explain_idx = misclassified_idx
17 is_misclassified = "Misclassified (Predicted Malicious, True Benign)"
18
19 print(f"\n--- Explaining a Prediction on Drifted Data ({is_misclassified}) ---")
20 explainer_xai = shap.TreeExplainer(model_drift_detection)
21 shap_values_example = explainer_xai.shap_values(df_drifted.iloc[[example_to_explain_idx]])
22
23 shap.initjs()
24 shap.force_plot(explainer_xai.expected_value, shap_values_example, df_drifted.iloc[example_to_explain_idx],
25 matplotlib=True, show=False)
26 plt.title(f"SHAP Force Plot for Drifted Data Example (Index {example_to_explain_idx})")
27 plt.tight_layout()
28 plt.show()
29
30 print(f"\nOriginal Feature Values for Example {example_to_explain_idx}:\n{df_drifted.iloc[example_to_explain_idx]}")
31 print(f"Model Predicted: {model_drift_detection.predict(df_drifted.iloc[[example_to_explain_idx]])}, True: {drifted_labels[example_to_explain_idx]}")
32 print("\nObservation: XAI helps show why the model made its prediction on drifted data.")

اހ޼ߵء ଺଩ކںߡ ގ٢ اਛਗۄܩ۰ޭܽ، اހہںٔڛٔت ৓ৈཬ اࣇ࣢ࣳߵذج ࿯࿉ہߪ ހྟັح SHAP اߌۇཾۛام :91 Listing
ا઒࡚ٔߤࠁ. ڞ޾࿯ں۽ܹ اܘۇޑٔل ߌ࿬ڂ ৓ৈཬ

:቟ቌٔހۇჱႚ ੗೾ۛو أن ௠௄ݪޓ ،JSON ژـ
}

,Detected" Drfit "Model "alert_type":
,"NIDS_Model_v2.1 " "model_id":

,"f_0" "feature_affected":
,001 .0 "p_value":

retraining." trigger or source data "Investigate "recommendation":
{

XAI ୸୐ڞ۽ߗ إ޷۰ٔܽ ௠௄ݪޓ ܗہ࿥ٷ، ژٗڛܹ ًٔဩۛ཮ اࣇ࣢ࣳߵذج ୶୐௠௄ ٩ۄۛގٔ SOAR: ۱ـ XAI إޚ޳اء •
෡ෆ፪፞ཿ౤ᎈጴ اઓ࡚ٔدث ੐അٔڛٔت ڑ୸ୟي ܾۚا .SOAR و SIEM أدوات ቙ቌإ اਛਗޭߌݺ اހۇ࿯ہںܹ ቙ቌإ

اਧਞހںܽ. اހ࿲ߚ٫ںݺ وݘۇ࿥ۂت
}

,"EVT45678" "event_id":
,"Malicious" "model_prediction":
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,88 .0 "confidence":
} "explanation":

,"high_positive_contribution" "f_0":
,"moderate_positive_contribution" "f_2":

"low_negative_contribution" "f_3":
,{

{... ,5 .0 - "f_1": ,1 .3 {"f_0": "raw_features":
{

أྑັع أގۄںܽ ᇔᆳކںٔت ࿲ྼں܇ ٔᇦᇥ ጺጴۇۄ۽ںۚ، ᅺᅲۯٔژ اߌۇܨۂرات ቙ቌإ اਛਗޭاۯہܽ ศૉޭིٔت اހۇჱ჊ގݺ ܾۚا ษ໹ߵل
اߌ࿲ۄٔرة. ୸ୟوأݘ

୑ୂׅໞڮ
ܹ཮ٔྃހۄ ڑܽ وܘںߵ ގߗۇޑޭة ᇔᆳކںܽ ܾߵ ژݺ وا཮ۛة، ਛਗޭة ጨᖈޑܽ ހ࿥߁ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ڞۼںࢤࢿ إن
ྦྷັوري ંੳأ اਦਞوހںܽ ັྟ࿯اހ ގۼ࿥ྼٔ߁ อ༆ٔوز أن اހ۽޾ݺ ܾۚا ཐأوࣂ ܘۼںࡡࡸ. أގۄںܽ ᇔᆳކںٔت ఉ௰ંੳ ቟ሺ
اހۇܩۼޞ ڞۼۄںٔت اߌۇݪߚ۽ۄٔ ހۼۛ .቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ގ٩ۛߵم ژܹ وގߵڡߵق ۰ٰٔل د۰ٔع ৓ৈཬ ࡼࢂࢇ۽ٔظ
ڞߵ۰ޭ ๮๓واހ ،(backtesting) ఴੱܜภฏا واਣਞܗۇۂر (A/B testing) أ/ب اܗۇۂر ގۉݺ اਛਗۇۼۛގܽ
(concept اਛਗ۽݀ߵم اษ༃ޭاف ਣਞݘ࿲ߚٔف اጨ጗ਛਗܭںܽ اਦਞߌٔހںڂ و۰޾ކۄٔ ౘፀጴداء. واۯٰںܽ ڞۼںںޑٔت
،ፈጴذ ৓ৈཬ ౐ཬౕوة ژ೰ೢᖹٔޭار. ୸୐ۇ٫ਛਗا اހणँۛጨጚات ۛጪྟގ ގ٢ اࣇ࣢ࣳٔذج ڞݪںںۥ ڑ޼ޑޓ ٔᇦᇥ ،drift)

واჱႚᆀᅬء (Human-in-the-Loop) اઓ࡚ކۼܽ ቟ሺ ا଺ଦਢਞٔن ژߵܜߵد ጺጴۇܩۼޞ ဋྑٔઓ࡚ا اᆁᅬور ৓ৈཬ أᅢᄷڛٔ
اᇔᆳਦਞޞ. اހۇܩۼںۼٔت ෡ෆݪ௠௑و اᆁᅬۯܽ، ෡ෆߗษ༆و اހۉۼܽ، ਗ਼അٔء ቟ሺ (XAI) ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا
౤ᎈጴߪߌߗٔت ௠௄ݪޓ اਦਞގۄںܽ، اਦਞدوات ߌ౐ౕߌݺ ቟ሺ ܾۚه اਛਗߗۇޑޭ اހۇܩۼޞ اߌ୸ଢ଼اಜಀ಼ںٔت པႃد ౐཭ౕل ގޓ
቟ሺ ܘۼًٔ أذ৺য়ٔء ჱႚັء ྔ ڞݪߵن وأن وގߵڡߵۯܽ، ڑܽ ۯߵ ٔጨያ ا઒࡚ٔ޹ܽ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ژۼٔء ᇦᇢٔن

None.቟ሐا୸ୗاހߗں ا۰ᆁᅬٔع
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واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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AI ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ގޓ ୸ୟأݘ أو ෡ෆܨۇ଺ଦ ਛਗۼٔرڛܽ ڑۼܽ ߤޭ A/B Testing أ/ب اڈظزׅر
წႚ ٩ંض ڑࢱࢿ أ۰޼ݺ. ً أداء ڑۼۛم ٔጨዤأ णँۛཿހۇ اઓ࡚ںܽ اހہںٔڛٔت ৓ৈཬ ގۇߵازٍ წ჊ଽଣ model

اހہںٔڛٔت. ᅛᄷจ෫ أو ෡ෆߗۇཾۛގਛਗا ގޓ ศૉۇކ۽ܽ ܽษ໹ັྟހ ܽཾ଺ଦ
ڑߧކڂ ܘںٷ machine learning ቟ቌਧਞا اހۇٰࠇࠋ ቟ሺ اߌ୸ଢ଼اಜಀ಼ںܽ Active Learning اའ۱݋ݒ ا۱ظסݸݼ
ᇔᆳކںܽ อ໹ٰݺ ٔᇦᇥ إ۰ٔدة، ୸ୟݘਦਞا اणँۛગ࡚ة اހہںٔڛٔت ڛۼٔط ڞ޾࿯ںۥ ا଺ଦਢਞٔن ގޓ ჱႚढईء اࣇ࣢ࣳߵذج

ݘ۽ٔءة. ୸ୟأݘ ഫ೾اހۇۛر
AI model ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ۰ںܹ ڑۼߵم ጨዮ܋ Adaptive Learning ا۱ظۛثߓߩ ا۱ظסݸݼ
.ᅺᅲގჱႚ ഫ೾رणऎ إཬٔدة ا੝ഈߦٔر ًގޓ ਣਞणई ،ٔணடو޹ߵ ۰ߵر اणँۛગ࡚ة ژٔހہںٔڛٔت ژ೰ೢᖹٔޭار ڛ۽ߗܹ ഠ೾ۛಸ಩౺
online or incremental اހ୶ଢ଼اणँي اހۇٰࠇࠋ أو ഞഈ୸ଢ଼ڛਢਞا ୸ୗཬ ژٔހۇٰࠇࠋ أڑً޼ٔ ܾۚا ڑُٰޭف

.learning

ጺጴـݪߚۥ ଺଩ۇཾۛم ܗߵارزގںܽ :(ADaptive WINdowing اހۇݪں۽ںܽ (اހۄߵا۰ۚ ADWIN ੤ੈأدو
ጺጴہںٔڛٔت ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ގۼٔرڛܽ ౐཭ౕل ގޓ concept drift اਛਗ۽݀ߵم اษ༃ޭاف ٩ޓ

اਦਞۯۛم. اހہںٔڛٔت ގ٢ "ڛ۰ٔۚة") (ᇦᇢޓ ܽ੟೾ۛઓ࡚ا
ፈጴذ ቟ሺ ٔ௠ோ اހۇٔرศ໹ںܽ، اހہںٔڛٔت ৓ৈཬ ގٔ ௠௎ߵذج أداء ڞۼںࢤࢿ ᇔᆳކںܽ Backtesting ஥ৢڍඑ඀ا اঔএڈظزׅر

.ແྦྷٔਛਗا ቟ሺ أداڎܹ ݘں۽ںܽ ჱႚٔా఼సة اހߗٔژۼܽ، اਦਞގۄںܽ اઓ࡚ߵادث
ڞߵܜںܹ ڑޞ ߤޭ ٩ޓ ژٗގٔن णँིۛ ௠௎ߵذج ਢਞ޹ۛار اߌ୸ଢ଼اಜಀ಼ںܽ Canary Testing اങ೴۱ׅري اঔএڈظزׅر
اހჱ჊ގݺ. اਢਞߤ౐ౕق ۯہݺ أداڎܹ ਛਗޭاۯہܽ ً ਣਞأو إހںܹ اઓ࡚ںܽ اހہںٔڛٔت ᅛᄷจ෫ ގޓ ޹୸୐٫ة ٩ޭ۰ںܽ ܽཬߵᇔ஫஥
اހߵۯٵ، ௠ோޭور ጺጴہںٔڛٔت ܽ੐೻ٔܘ޾ਢਞا ا઒࡚޾ٔڎ޴ ٔጨግ۰ ୸୐٫੝ഋ ߣܾٔޭة Concept Drift اঌঈٮڱݦم اක๴ܞاف
اހہںٔڛٔت ਦਞن اਛਗۛرب AI model ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج أداء णऎܾߵر ቙ቌإ ڑߪدي ٔᇦᇥ

ཬކںܹ. ܹ੗೾رणऎ ኢና ގٔ ގ٢ ੝ഋߧٔژޞ ڞٰۛ ኢት اणँۛગ࡚ة
أ޹٫ޭ ڑ޾ۥ ୸୐اހۇ۽ߗ ގޓ ڛߵع Counterfactual Explanations ۱޸߈ا٠ד اঌঈܭׅدة ا۱ظٮ૩ુ݈ات
୸୐ཧ" ቙ቌإ "޷ٔر" ގޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اࣇ࣢ࣳߵذج ۯޭار ހٰݪ߁ ا౐཭ۛਛਗౕت ቟ሺ ގߧࡇࡗب ୸୐ڞ٫ں

޷ٔر").
:(Drift Detection Method اษ༃ਣਞޭاف ݘߚۥ ڑۼܽ (ߤޭ DDM اක๴ঔএܞاف ۉ݋ٖ ؂٭ڮ ݕܞ
concept drift اਛਗ۽݀ߵم اษ༃ޭاف ཮ۛوث ቙ቌإ ୸୐ଽ଩و اࣇ࣢ࣳߵذج ܗߧٗ ގٰۛل ࠦࡂاۯڂ ܗߵارزގںܽ

.୸୐ݘہ წ჊ଽଣ ا઒࡚ߧٗ ގٰۛل زاد إذا
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:(Human-in-the-Loop اઓ࡚ކۼܽ ቟ሺ اހ࿬ྟັي (اހۇ཭ۛݺ HITL اߋ۷਄٭ڮ ᇐᆫ اย༐ཝ۱ي ۫ໞٌا۱ظ
واހۇܩۼޞ ௠ோޭاܜٰܽ اਦਞގޓ ษૉކࡇࡗ ڑۼߵم ܘںٷ اހ࿬ྟັي، واჱႚᆀᅬء ᅺᅬਧਞا ذჱႚء ෡ෆژ ٢ᇔགྷ༯ ᇔᆳކںܽ

.AI model ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ศૉޭིٔت وڞ޾ܩں܇ ܽษว ގޓ
أฆ෯اء :(Indicators of Compromise ا୸ଢ଼཭ਣਞاق (ގߪྔັات IOCs ا૩૎ໞঔএاق ۿݛย༅ات
቙ቌإ ୸୐ଽ଩ ๮๓اހ اހۄߧٔۯٔت، أᇦᇗٔء أو اਛਗކ۽ٔت อ༆ޫڎٔت أو IP ૳૗٩ۄٔو ގۉݺ اᇔᆷภฏںܽ، ᅺᅬدਦਞا ގޓ

ا୸ଢ଼཭اۯ݀ٔ. ኢና ۯۛ ܽ੐അٔߌߵ཮ ᅛᅉߏہ أن
Kolmogorov- ݘߵਛਗߵ٤ߵروف-୸୐ᇦᇗڛߵف (اܗۇۂر KS Test ۉݦঌঈݦוݦروف-૩ુᅗᅈ،ݦف اڈظزׅر
اހہںٔڛٔت ގޓ ٩ں࿯ۇٔن ഞഈჱႚ إذا ގٔ णँۛཿހۇ ଺ଜۇཾۛم ቟ሃٔإܘ޾ اܗۇۂر :(Smirnov Test

concept اਛਗ۽݀ߵم اษ༃ޭاف ٩ޓ ጺጴـݪߚۥ ଺ଜۇཾۛم ގٔ وཧٔހۂً ڑ٢، اހۇߵز ڛ۽߁ ގޓ ڞ੐ഋٗٔن
اਦਞ޹ކںܽ. ഫ೾اހۇۛر ࿬࿃ںٔڛٔت اणँۛગ࡚ة اހہںٔڛٔت ގۼٔرڛܽ ౐཭ౕل ގޓ drift

Local Interpretable اࣇ࣢ࣳߵذج ٩ޓ ᅺᅲوގߗۇۼ ୸୐ۇ۽ߗጺጴ ᅺᅲۯٔژ ษૉކںܽ (ڞ۽ߗ୸୐ات LIME ሓᇷঔএ
اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞۼۄںٔت ގޓ ڞۼۄںܽ :(Model-agnostic Explanations

ܘߵل وގ۽݀ߵم أ଺ଣߡ ௠௎ߵذج إଽଦٔء ڑޞ ߤޭ ٩ޓ ގٰۼۛ ࣇ࣢ࣳߵذج وا཮ۛاً ࿯࿉ہߪاً ພຊັح XAI ୸୐ۇ۽ߗጺጴ
اస఼ాۛدة. ᅺᅬٔઓ࡚ا ፲፞ڞ

Network Intrusion ఴఙاހߚہ ᎂ፞ߗ࿲اހ ݘߚۥ (ڛߦٔم NIDS ஥ஊا۱݋ز ዳዏ݈ལ۱ا ۉ݋ٖ ،ݗׅم
اਛਗߚہߵܾܽ اଽଦਦਞߧܽ ٩ޓ ษༀۉًٔ ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ࠙ࡂاۯڂ ڛߦٔم :(Detection System

اހ࿯ߚٔط. ܾۚا ގۉݺ اݘ࿲ߚٔف ٩ۄۛ ࿯࿉ہጨግٔت ڑ޾ۛر و
ڞۼۄںܽ :(SHapley Additive exPlanations ৙ৈހߚٔژ اਛਗ޼۰ٔܽ (اހۇ۽ߗ୸୐ات SHAP ׅ݀ب
࿯࿉ہߪ وພຊັح اਦਞހٰٔب ڑܽ ڛߦޭ ቙ቌإ ࿲଺଩ۄۛ XAI ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞۼۄںٔت ގޓ
.ܽ੐೻ٔጨ጗اހ اހۄ࿲ںྃܽ ቟ሺ ٔጨጚᇔᇒٔގߗ ގۛى ཐڑߵࣂ ٔᇦᇥ ގ୶୐ة، წ჊ހ أᇔᇒںܽ ۯںޑܽ ෡ෆڞٰں ౐཭ౕل ގޓ اࣇ࣢ࣳߵذج
Security Information and Event اਦਞގٔن وأ཮ۛاث ގٰࡇࡗގٔت (إدارة SIEM ܽثࠕ࠰
୸ୗཬ ศૉۇކ۽ܽ ގ޾ٔدر ގޓ اހߗ౐ౕྃت ੐അٔڛٔت ᎂ፞ษ໹و ڑ޾ۄۥ و ٢ᇔགྷ༢ ڛߦٔم :(Management

اਦਞގۄںܽ. اހणँۛጨጚات ٩ޓ ጺጴـݪߚۥ اਛਗٰࡇࡗގٔت ހۇݪۄߵހߵܜںٔ اހۇܩۇںܽ اހہ࿯ںܽ
Security Orchestration, Au- اਦਞގۄںܽ واਣਞߌۇྃٔژܽ وا௠௑ਦਞۇܽ (اހۇ࿯ߗںޞ SOAR ܽݦار
(ݘۇ࿥ۂت اਦਞގۄںܽ اހٰޑݺ ۰णऎۼٔت أ௠௑ۇܽ ৓ৈཬ ۛཬٔ଺଩ ގۄ޾ܽ :(tomation, and Response

اਦਞގۄںܽ. واހٰޑކںٔت اਦਞدوات ศૉۇކۥ པႃد ౐཭ౕل ގޓ (playbooks اހ࿲ߚ٫ںݺ
ఉ௰ંੳ :(Security Operations Center اਦਞގޓ ᇔᆳކںٔت ఉ௰ંੳ) SOC اগএۿ܄ ۷ᅅᄤثׅت ୺ୡ৳৤
௠ோޭاۯہܽ cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ୸ଢ଼ᝉษૉ ގޓ ڑޞ ޭ۰ ڑۼߵم ܘںٷ ఉ௰ંੳي ۯںٔدة

.ٔணட واਣਞߌۇྃٔژܽ وษ༆ކںކ݀ٔ وݘߚ۽݀ٔ اਦਞގۄںܽ اઓ࡚ߵادث
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Statistical Process Con- ጺጴٰޑކںٔت ܽ੐೻ٔܘ޾ਢਞا (اਛਗޭاۯہܽ SPC ካእס܂۷ثׅت اওএډܯ౬ׅুڮ اঌঈܞا٠زڮ
ਛਗޭاۯہܽ ଎଀ཿاހۇ ศૉߧߧٔت ଺଩ۇཾۛم اગ࡚ߵدة، ੳંاۯہܽ ގޓ ً ౕ౐أ޹ ގߗۇߵ཮ٔة ڑۼܽ، ߤޭ :(trol

إذا concept drift اਛਗ۽݀ߵم اษ༃ޭاف ቙ቌإ واਢਞߏٔرة اހߵۯٵ ௠ோޭور اࣇ࣢ࣳߵذج أداء ގۼ࿥ྼٔ߁
اਛਗۇߵۯٰܽ. اઓ࡚ۛود ٩ޓ จ෪ܜٵ

:(Explainable AI ୸୐ۇ۽ߗጺጴ اހۼٔژݺ ቟቉ٔ޹ߧۄਣਞا (اჱႚᆀᅬء XAI ૩ુ݈ظٮካእ ا۱٭ׅ؉۫ ᇐᆺׅܪݘصঔএا اၢဋჱოء
وڞۼۄںٔت ߤޭق إଽଦٔء ৓ৈཬ ఉ௰࠙ࡂ artificial intelligence ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ቟ሺ อૉٔل
machine ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ٔጨጊߚ࿯࿉ ๮๓اހ واఽ఼సޭིٔت པໍٔاހۄۇ ژ۽݀ދ ັྟ࿬اހ ෡ෆߗۇཾۛގ౤ᎈጴ ଺଩ޑ܇

.ٔጨያ واހۉۼܽ learning models
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16 ؉ׅب
ᇐᆫ واߋ਄ݦᅅᄐڮ وا٠ெுໞগএثׅت اߋਃܯݦܪثڮ

ᇐᆁا૩ૈا۱݈ث ௉኱እۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء
ۿ٭ٌۿڮ

اހٰޑںۼܽ اހۇཿۛڑٔت ܽગٰ࡚ٔގ أڑً޼ٔ ཬކںۄٔ อ໹ڂ ا٩ٔ۰ᆁᅬںܽ، أڛߦޑۇۄٔ ᇦᇤࢤࢿ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء པႃणऋ ࿥࿃ۄޑٔ
ހߵ ๨๓ܘ ،቟቉ٔا޹ߧۄ ذჱႚء ڛߦٔم أي إن ࿯࿉ߚٗ. ๮๓اހ وا઒࡚޾ߵ޹ںܽ واހۼٔڛߵن ژ౐཭ਦਞౕٔۯںٔت اਛਗۇٰކۼܽ
ษ໹ݺ. ٔᇦᇥ ୸ୟأݘ ศૉٔߤޭ ઼શศ໹ أن ௠௄ݪޓ أ౐཭ౕۯںًٔ، ގٰںڂ وހـݪۄܹ اހۇۼۄںܽ، اހۄٔܘںܽ ގޓ ގۇۼۄًٔ ჱႚن
଺ଜۇݪߚۥ اਦਞߌٔߌںܽ. اઓ࡚ۼߵق واጨጚᜃٔك ގጨ጗ܭࠃ، ୶୐ᝉษ༆ وᏏد཭ٔل اހۉۼܽ، წႚ٘ڞ ቙ቌإ ڑߪدي أن ௠௄ݪޓ
اఽ఼సٔߤޭ إدارة ݘں۽ںܽ ߌۄۛرس ذݘںܽ. د۰ٔع أڛߦޑܽ ހہۄٔء ܽᇦᇗٔઓ࡚ا اހۇۼۄںܽ ୸୐ཧ اਦਞژٰٔد اހ۽޾ݺ ܾۚا
اਦਞގޓ ཮ࡇࡗل أن ހ޼ޑٔن ڑܽ ۯߵ ܽᇔߵᆟܘ وଽଦᏏٔء اਛਗٰۼۛة، ܽ੐ഈاހۼٔڛߵ اਦਞߤޭ ގ٢ واހۇٰٔގݺ ا౐཭ਦਞౕۯںܽ،
أڑً޼ٔ. ژٔހۉۼܽ وིۛ࠙ࡂة ᅺᅬގߗߪو ژݺ ઓઉߗڂ، ᅺᅬٰٔ۰ ހ࿥ߗٵ ቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ا٩ۛਛਗߵގܽ ቟ሐا୸ୗاހߗں
،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ا౐཭ਦਞౕۯںܽ اఽ఼సٔߤޭ ۰݀ދ ቟ሺ ا࿥ྐྵภฏߗںܽ اހۇٰࠇࠋ أܾۛاف ൾ൰േۉݺ
أڛߦޑܽ واܗۇۂر اᆁᅬا཭ކںܽ، ܽᇔߵᆟ ઓ࡚ا წႚܾٔں وਗ਼ഋ۽ںۚ ا࿥ྐྵภฏߗںܽ، ܽ੐ഋٔواހߗںٔߌ ܽ੐ഈاހۼٔڛߵ ౘፀጴߤޭ واਣਞގۇۉٔل

ا౐཭ਦਞౕۯںܽ. اހۉ٫ޭات ٩ޓ ษༀۉًٔ ቟ሹٔہ࿲اߌ წ჊ଽଣ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء

ا٠ெுໞগএثڮ اம஭னׅݕܞ إدارة 1 .16
إدارة ੝ഋߧކڂ णँޭ۰ة أ౐཭ౕۯںܽ ا٩ۇۂرات ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ັພງ ୸୐੟೾
ٔணட ڞݪߵن أن ௠௄ݪޓ آހںܽ ۯޭارات ۚಷ಩ಀو ศลޑܽ ੐അٔڛٔت ᇔ஫஥ߵཬٔت ৓ৈཬ اਦਞڛߦޑܽ ܾۚه ڞٰޑݺ دۯںۼܽ.
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وษ༆ކںކ݀ٔ ᅺᅲ఼ాۇޑసا ا౐཭ਦਞౕۯںܽ اఽ఼సٔߤޭ णँۛཿހۇ اߌ࿲ۂۯںًٔ ًٔྃጨዮ اਛਗߗߪول اހۇۄ۽ںۚ ੝೾ߧކڂ وܗںޑܽ. ጨዱۛ཮ٔ.٩ߵاۯڂ ގޓ واހۇܨ۽ںۥ

اঌঈܜدوج اঔএܽظ໯ٌام ॄहໝ اৈ౼૩૎ঌঈڮ اঘএׅؒر 1 .1 .16
اਣਞߌۇཾۛام ᅺლ჊ގߚ ܾߵ ౘፀጴގޓ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء اߌۇཾۛام ቟ሺ ڑܽ ఉ௰ޭਛਗا ا౐཭ਦਞౕۯںܽ اހۇཿۛڑٔت ۛ཮أ
อซߵގںܽ. ٤ਦਞંاض ۰ᆁᎎጴٔع اਛਗߧߵرة اހۇۼۄںٔت ڞߵߣںۥ إཬٔدة ܽ੐ഈჱ჊إގ ݘں۽ںܽ ቙ቌإ ܾۚا ୸୐ଽଜ اਛਗޫدوج.
ਛਗߗཬٔۛة ًٔ੐೻ٔڞކۼ པႃا୸ୗاހ ڡ٫ޭات ਣਞݘ࿲ߚٔف ގ޾ޑދ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ܾߵ ፈጴذ ৓ৈཬ ގۉٔل ୸୐཭
ጺጴٰۉߵر ًٔမۯߵ ًٔ཮ౕ౐ߌ ٔጪྜڛ۽ اਦਞداة ܾۚه ڞ޾ہ܇ ܗہ࿥ۉܽ، ᅺᅲཬٔ۰ ܜ݀ܽ णँ ቟ሺ إ޹౐ౕܘ݀ٔ. ৓ৈཬ ૳૗ߧߵرਛਗا
إจ෯اء ௠௄ݪޓ وژਛਗٔۉݺ، اணடܭޑٔت. ቟ሺ ٔጨᖈߌۇཾۛاਣਞ zero-day exploits اހ޾۽ޭ ڑߵم ڡ٫ޭات ৓ৈཬ
phishing detection algorithms ቟ቌٔܘۇںਣਞا اހۇ޾ںۛ ݘߚۥ ઒࡚ߵارزގںٔت ཬݪߗںܽ ܾۄۛߌܽ
ڞߧߵراً ୸ୟأݘ phishing campaigns ቟ቌٔاܘۇں ڞ޾ںۛ ౐ᇔᇂౕت ଽଦਢਞٔء ቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ܽཬ۰ۛߵਛਗا
ގ٢ ጺጴۇٰٔގݺ أ౐཭ౕۯںܽ ᇦᇥٔرߌٔت ቟ሐا୸ୗاހߗں اਦਞގޓ อૉۇޑ٢ ߤߵر اఽ఼సٔߤޭ، ܾۚه ਢਞدارة .[?] ܽཧંاوੳو

اઓ࡚ߗٔߌܽ. اਛਗٰࡇࡗގٔت
ގݪ࿲ߚ۽ܽ ࠠࡂอૉںܽ ڡ٫ޭة ٩ޓ اਢਞژ౐ౕغ ᇦᇥٔرߌܽ ܾߵ Responsible Disclosure اঌঈ݈ݛول ا١ওএܯׅح
وᏏ޹ۛار ଽଦਢਞٔء وۯۇًٔ اਛਗߵرد ܾۚا ௠௄ۄ܇ اਛਗۇٗࠩࡂ. اހۄߦٔم ፈጴٔގ أو اਛਗߵرد ቙ቌإ و཭ٔص ގۂྔັ წ჊ଽଣ ًٔ੟೾ۛ཮
ིܽٔઓ࡚وا اਦਞڛߦޑܽ ෡ෆڞٗގ ܾۛف ෡ෆژ اހጨ጗܋ ܾۚا ڑߵازن ጺጴٰٔގܽ. ގٰޭو۰ܽ اހۉ٫ޭة ڞ޾ہ܇ أن ۯہݺ ڞ޾ܩں܇

.෡ෆᇔᇆٔ݀ਛਗا ۯہݺ ގޓ واߌ٢ ڛߧٔق ৓ৈཬ اހۉ٫ޭة اߌۇ౐٫ౕل ގۄ٢ ቙ቌإ
اހणँۛጨጚات ਛਗٰࡇࡗގٔت اਛਗۄߦދ اހۇۂدل ੝ഋ޼ޑޓ Vulnerability Sharing ا۱غלܞات ჌Ⴈۿ݋ׅر
واހۇཿކںݺ اਛਗٰࡇࡗގٔت ੗ഋٔدل ఉ௰ંاੳ ގۉݺ ގۄߦޑٔت ڞߵ۰ޭ ގߵڡߵۯܽ. ᇔ஫஥ߵཬٔت دا཭ݺ اހۉ٫ޭات و੐അٔڛٔت
ۯߧٔع ቟ሺ ჱႚັت ྟጺጴ ގۄ޾ܽ Information Sharing and Analysis Centers (ISACs)
ܾۚا ڑٰޫز ڞߵاܜ݀݀ٔ. ๮๓اހ اހणँۛጨጚات ܘߵل اਛਗٰࡇࡗގٔت ހۇۂدل اހ޾ܩںܽ) واཬภฏٔڑܽ ڑݺ اࣇࣥࣳߵ (ގۉݺ ෡ෆٰގ

ا٩ਦਞ޼ٔء. ᇔᇆں٢ دཬٔ۰ٔت ቟቉ٔੂਸ਼ਭا اހጨ጗܋

اߋਃܯݦܪثڮ ඙਺ׅوف 2 .1 .16
اހہںٔڛٔت ގޓ ᅺᅲܾٔڎ ᇔᆟںٔت ܽગٰ࡚ٔގ ቙ቌإ ቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ا٩ۛਛਗߵގܽ اਦਞގޓ أڛߦޑܽ ษ༆ۇٔج ގٔ ཧٔހۂً
اਛਗߗۇཾۛم ଽଦٔط و౐อ௣ౕت ،network traffic ᅛᅉاހߚہ ੳંور ᅛᄷจ෫ ፈጴذ ቟ሺ ٔ௠ோ ،ᅺᅬٰٔ۰ ހۇݪߵن
اހہںٔڛٔت ܾۚه ษ༆ۇߵي أن ௠௄ݪޓ .system events اހۄߦٔم وأ཮ۛاث ،user activity logs

ا઒࡚޾ߵ޹ںܽ. ৓ৈཬ ݘہ୸୐ة ศૉٔߤޭ ઼શศ໹ ٔᇦᇥ ܘߗٔߌܽ، ศ௦޾ںܽ ގٰࡇࡗގٔت ৓ৈཬ
re-identify individuals ا١গএܞاد ؂ڮ گݦ ක๷ٌࡲ࢔ إໝׅدة ৓ৈཬ اހۼۛرة ܾߵ ا࿥ྐྵภฏߗںܽ اఽ఼సٔوف ۛ཮أ
૳૗٩ۄٔو ގۉݺ اਦਞގۄںܽ اހہںٔڛٔت ڞݪߚۥ ਣਞ ۯۛ ڑܽ. اணடߵ ᅺᅬ݀ߵอૉ ٔጨዮأ ڑُٰۇۼۛ ჱႚن ๮๓اހ اހہںٔڛٔت ގޓ
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login اᆁᅬܗߵل ހ࿲ߗܭںݺ اพฏގۄںܽ اހߧߵاژ٢ أو device identifiers اਦਞܜ݀ޫة ގ۰ޭٰٔت أو IP
اހہںٔڛٔت ᇔ஫஥ߵཬٔت པႃد ౐཭ౕل ގޓ ،ፈጴذ وގ٢ ގۂྔັ. წ჊ଽଣ اހߚܨ޴ ڑܽ ܾߵ ٩ޓ timestamps

቙ቌإ ڑߪدي ٔᇦᇥ ،෡ෆٰގ ژ۽ޭد اހ࿯ߚٔط رژߡ ౤ᎈጴ݀ٔܜދ ௠௄ݪޓ ࡼࢂࢋޑ݀ߵر، ܽ཮ٔގۇ أจ෪ى ގٰࡇࡗގٔت ގ٢ ܾۚه
ࡼࢂࢆ޾ߵ޹ںܽ. ୸୐ܗߧ จ෪ق

اਦਞߌٔߌںܽ: ا઒࡚޾ߵ޹ںܽ ގۂدئ ๮๐࿬࿉ اਛਗۄߦޑٔت ৓ৈཬ อ໹ڂ اఽ఼సٔߤޭ، ܾۚه ਛਗߵاܜ݀ܽ
٢ᇔᇆ ۰ۼߡ ཬކں݆ อ໹ڂ أڛܹ ৓ৈཬ اਛਗہۛأ ܾۚا ਗ਼೾޴ :Data Minimization ا۱زثׅ،ׅت ؏٭۷ث۫ •
إذا ษૉۛد. ๮๐أގ ܾۛف ހۇܩۼںޞ اፀጴౕزގܽ اހߚܨ޾ںܽ اހہںٔڛٔت ގޓ ઼શߧਛਗا ቙ሐدਦਞا ۛઓ࡚ا ܽગٰ࡚ٔوގ

.ፈጴढई اހۼںٔم ۰ںܭڂ ศ௦޾ںܽ، ੐അٔڛٔت دون ގٔ ጨᖈޑܽ إอ༃ٔز ௠௄ݪޓ ჱႚن
৓ৈཬ اހۇٰޭف ௠௄ݪޓ ਣਞ ษༀںٷ اހہںٔڛٔت ୸୐ڞ٫ں ᇔᆳކںܽ ቟ቐ :Anonymization ؂ڮ اଔଐݦ إڈٮׅء •
ጺጴٰݪ߁. ۯٔژݺ ୸୐ཧ ڑݺ اހۇܩߵ ܾۚا ڑݪߵن أن อ໹ڂ ގۂྔັ. ୸୐ཧ أو ގۂྔັ წ჊ଽଣ ،ٔጨ጗ގ ا۰ਦਞޭاد

اހہںٔڛٔت. ܽཬߵᇔ஫஥ ގޓ ௠௑ٔގًٔ اހߚܨ޾ںܽ ا۰ޭٰਛਗٔت ᇔᇆں٢ ᅺᅬإزا اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ
۰ޭٰ௠ோٔت ڑ۽ںܽ اހۇٰޭ اਛਗٰࡇࡗގٔت اހٰޑކںܽ ܾۚه ࿲଺଩ہۛل :Pseudonymization اঌঈ݈ظסׅر ོ༂ঔএا •
ڑۥ ڞٰޭ ࠠࡂۯދ اਛਗߗۇཾۛم ဋྑا اߌ࿲ہۛال اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ގߗۇٰٔرة. أᇦᇗٔء أو ا޹ߧۄ٩ٔںܽ،
وހـݪޓ أ௠௎ٔط، ٩ޓ ษༀۉًٔ اހہںٔڛٔت ษ༆ކںݺ اਛਗޑݪޓ ގޓ ࠙ࡀال ਣਞ `User-1138 ̀. ގۉݺ ቟ሃ٩ߚߵا
ᆁᅬى ჱႚن إذا ጺጴٰݪ߁ ᅺᅲۯٔژ اހٰޑކںܽ ܾۚه ڑܽ، اணடߵ إܗ۽ٔء ཬݪ߁ ৓ৈཬ ᇔ஧஥ںܽ. ڞߦݺ اހ۽ޭد ڑܽ ܾߵ

.৙ৈ޹ਦਞا ژਛਗٰٔޭف اਛਗߗۇٰٔر ဋྑਣਞا ࠙ࡂژߡ اᆀᅬي اਛਗ۽ۇٔح ቙ቌإ اހߵ޹ߵل ܘޞ اހߚܨ޴
اਦਞގۄںܽ اހٰޑކںٔت ڞކ୶ଢ଼م أن อ໹ڂ ߌہޞ، ގٔ ቙ቌإ ژਢਞٔ޷۰ٔܽ ا۱زثׅ،ׅت: ؂ׅᅅᄳڮ ঌঈزׅدئ اঔএۿظغׅل •
ౘፀጴގޓ ٰٔ݀ᇔᇆ ኢና ๮๓اހ اހہںٔڛٔت اߌۇཾۛام ఴ੬ہ࿯ྼ ਣਞ) اހ٫ޭض णँۛษ༆ ގۉݺ ܽศ௣اภฏا ژਛਗٔۂدئ
،(ٔጨግإހ ིܽٔઓ࡚ا ཬۛم ٩ۄۛ اހہںٔڛٔت ཮ۚف (อ໹ڂ ૳૗ޫاހۇܨ णँۛษ༆و ڑޞ)، اހ࿲ߗߵ ٤ਦਞંاض

اਣਞގۇۉٔل). إ੗എٔت ৓ৈཬ ۯٔدرة اਛਗۄߦޑܽ ڞݪߵن أن (อ໹ڂ ᅺᅬߗٔءਛਗوا
ᇐᆥݦارزਃاߋ ૧ુ໰ا۱ظ 3 .1 .16

ގۇ୶୐ཿة པໍٔ੝ഈ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ࿯ྼۇ܋ ٩ۄۛގٔ Algorithmic bias ᇐᆥݦارزਃاߋ ૧ુ໰ا۱ظ ษ໹ۛث
اਛਗߗۇཾۛގܽ اހہںٔڛٔت ގޓ ୶୐ཿاހۇ ܾۚا ࿯ྼߚٗ ގٔ ཧٔހۂً ގٰںۄܽ. ᇔ஫஥ߵཬٔت أو ۰ਦਞޭاد ᅺᅬٔدཬ ୸୐ཧو ގጨ጗ܭࠃ წ჊ଽଣ
ᅺᅲۉᇦᇥ ڞݪޓ ኢት أو اހۇٔرศ໹ںܽ ڑܽ ັྟ࿬اހ اހۇ୶୐ཿات ڞٰݪ߁ ഫ೾اހۇۛر ੐അٔڛٔت ഞഈჱႚ إذا اࣇ࣢ࣳߵذج. ഫ೾ހۇۛر

ڑٰޫزܾٔ. و اހۇ୶୐ཿات ፲፞ڞ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ੝೾ٰࠇࠋ ۰ߗߵف اઓ࡚ۼںࡡࡸ، ኢትٰٔጺጴ
اਛਗۉٔل: ߌ࿬ںݺ ৓ৈཬ وܗںޑܽ. ٩ߵاۯڂ ፈጴᆀᅬ ڑݪߵن أن ௠௄ݪޓ ،቟ሐا୸ୗاހߗں اਦਞގޓ ߌںٔق ቟ሺ

insider threat detection model اᆁᅬا཭ކںܽ اހणँۛጨጚات ݘߚۥ ௠௎ߵذج ڑۼߵم ۯۛ •
ގߵۯ٢ أو د௠௄ߵ٤ંا۰ںܽ ۰ڷܽ ގޓ ෡ෆߵߣ۽ਛਗا ୶୐ںൾ൰ു ގۇ୶୐ཿة ڞٔرศ໹ںܽ ੐അٔڛٔت ৓ৈཬ ܹ੗೾رणऎ ኢና اᆀᅬي
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୸୐ཧ णऎۯںޞ ቙ቌإ ܾۚا ڑߪدي ཬٔހںܽ. ศૉٔߤޭ ذوو أጨዮދ ৓ৈཬ ގۇۄٔߌڂ ୸୐ཧ წ჊ଽଣ ෡ෆٰގ ቟ሺܜ٫ޭا
ގٰٔدڑܽ. ᇔᆳݺ و࿥࿃ڷܽ ཬٔدل

network intrusion detection sys- ᅛᅉاހߚہ ا୸ଢ଼཭اق ݘߚۥ ڛߦٔم ഫ೾رणऎ ڑࢱࢿ ۯۛ •
أن ௠௄ݪޓ ،ፈጴᆀᅬ ࿲࿆ںྃܽ .ۛ཮وا ဋྜހۼ ቟ሧاࣇ࣢ࣳߵذ اހ࿯ߚٔط ގޓ ੐അٔڛٔت ৓ৈཬ ແྑٔأߌ წ჊ଽଣ tem

ศૉۇކ۽ܽ، ᇔᆳݺ ژ௠௎ٗٔط จ෪آ ဋྜހۼ false positives اހჱ჊ذژܽ اढऋਢਞارات ގޓ ݘہ୸୐اً ཬۛداً ᆁᅬڑߵ
اਦਞގޓ. ৙Ꭶ፞ా఼స alert fatigue اހۇ࿯ہጨግٔت إرܾٔق ቙ቌإ ڑߪدي ٔᇦᇥ

ᅺᅲޑۉਛਗا ୸୐ཧ اਦਞڛߦޑܽ أو اూ఼సޑߵཬٔت ގޓ اઓ࡚ۼںۼںܽ اހणँۛጨጚات اݘ࿲ߚٔف ቟ሺ اࣇ࣢ࣳߵذج ڑ۽ߚݺ ۯۛ •
اހߚٔذ. ଽଦٔߤ݀ٔ ੗೾ۛو ݘںۥ أणईاً ੝೾ٰࠇࠋ ኢት ਦਞڛܹ ჱႚفٍ წ჊ଽଣ

ଽ଩ޑݺ .቟ሹౕ౐཭ਦਞا ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞߧߵ࠙ࡂ ގޓ ጨᖈޑًٔ ฆ෯ءاً ቟ሴߵارز઒࡚ا ୶୐ཿاހۇ ގޓ اހۇܨ۽ںۥ ڑٰۛ
اਢਞڛ޾ٔف ގۼ࿥ྼٔ߁ واߌۇཾۛام ،ᅺᅲۉᇦᇥو ܽཬގۇۄߵ ഫ೾رणऎ ੐അٔڛٔت اߌۇཾۛام ا࿥ྐྵภฏߗںܽ اਣਞߌ୸ଢ଼اಜಀ಼ںٔت
اਛਗ޾ޑޑܽ ا઒࡚ߵارزގںٔت واܗۇںٔر اਛਗۇ୶୐ཿة، པໍٔاހۄۇ ٩ޓ ษༀۉًٔ اࣇ࣢ࣳٔذج ਛਗޭاܜٰܽ fairness metrics

.[?] ٔጪྜڛ۽ ቟ቐ ܽཬގۇۄߵ اਦਞڛߦޑܽ ܾۚه ๮๐࿬࿉ ๮๓اހ اހ۽ޭق أن ގޓ ᅢᄷٗواހۇ اਢਞڛ޾ٔف، ހۇٰޫ࠙ࡀ

وا۱٭ׅ،ݦ౹ুڮ ا۱݈ثׅׅܽ౼ুڮ اগএݕܞ 2 .16
ގޓ णँا୶ଢ଼ގ ژٰۛد ษૉݪߵم ۰݀ߵ ۰ޭاغ. ቟ሺ ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ັພງ ڑࢱࢿ ਣਞ
.቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء اਛਗߗߪول واਣਞߌۇཾۛام ٔጨ጗وأގ اހہںٔڛٔت ܗ޾ߵ޹ںܽ ৓ৈཬ ఉ௰ࠦࡂ ๮๓اހ ཐໍواހࡇࡗا ෡ෆاހۼߵاڛ

.቟ሐۯٔڛߵ ގߧކڂ ܾߵ ژݺ اܗۇںٔرမًٔ؛ ހ࿥߁ اਦਞߤޭ ጨያۚه اਣਞހ୶ଢ଼ام إن

اঔএۿظغׅل ۿظݘ۷زׅت ൒ഷ؉ ا۱ظص٭۫ 1 .2 .16
.቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ଺଩ۇཾۛم ๮๓اހ ౤ᎈጴۄߦޑٔت ݘہ୸୐اً ًٔမۛษ༆ اހਛਗٰٔںܽ ཐໍހࡇࡗا اਛਗٰۼۛ ۛጪྟਛਗا ቟ሺ اހۇۄۼݺ ௠௄ۉݺ
๮๐ٰڑ ٔᇦᇥ ،extraterritorial reach اਢਞۯކںޑںܽ اઓ࡚ۛود ཭ٔرج ڛߧٔق ෡ෆاހۼߵاڛ ணடۚه ڑݪߵن ގٔ ཧٔހۂً
.ᆁᅲاހہ ፈጴذ ๮๐ގߵاߤ ศ༆޴ ੐അٔڛٔت ၷٰ࡚ٔڞ ഞഈჱႚ إذا จ෪آ ᆁᅲژ ෡ෆހۼߵاڛ ศ༆޼٢ ۯۛ ގٔ ᆁᅲژ ቟ሺ ᅛᄷັ ྔ أن

ڞٗڡ୸୐اً. ୸ୟݘਦਞا ܽ੐ഈاހۼٔڛߵ اਦਞߤޭ ژٰ޲ ߌ࿯ߗۇٰޭض

(GDPR) ا۱زثׅ،ׅت ؂ׅ঳ণঞڮ ا۱סׅۿڮ اක๧ெ኱እڮ 2 .2 .16
(General Data Protection Regulation - GDPR) ا۱زثׅ،ׅت ؂ׅ঳ণঞڮ ا۱סׅۿڮ اක๧ெ኱እڮ
أษ༃ٔء ᇔᇆں٢ ቟ሺ ގۄߦޑܽ أي ৓ৈཬ ਗ਼ഋߧہޞ .[25] ቟ልوروਦਞا اษ༆ਣਞٔد ގޓ اހہںٔڛٔت ਲਭੂٔڑܽ ڞٔرศ໹ࠃ ۯٔڛߵن ቟ቐ
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቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ژٔހ࿯ߗہܽ .቟ልوروਦਞا اษ༆ਣਞٔد ቟ሺ ෡ෆۼںޑਛਗا ۰ౘፀጴޭاد اހߚܨ޾ںܽ اހہںٔڛٔت ၷٰ࡚ٔڞ ኢትٰٔاހ
ގۉݺ ގۂدئ ڞ۽ޭض ۰݀ࠃ .୸୐ݘہ اހہںٔڛٔت ਲਭੂٔڑܽ اހٰٔގܽ ܽษ໶ౕፀጴا ୸୐ڞٗڡ ۰ٓن ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ
቟ሺ ا઒࡚޾ߵ޹ںܽ ᇔᇂٔڑܽ ਗ਼അٔء ੝ഋߧކڂ ๮๓اހ ،privacy by design اހۇ޾ޑࢤࢿ" ܘߗڂ "ا઒࡚޾ߵ޹ںܽ
ጺጴۼޭارات right to explanation "୸୐اހۇ۽ߗ ቟ሺ "اઓ࡚ޞ ا۰ਦਞޭاد ௠௑ۄ܇ ᄫᄝჽ اހہۛاڑܽ. ގۄۚ اਦਞڛߦޑܽ
اჱႚᆀᅬء ࣇ࣢ࣳٔذج explainability ୸୐اހۇ۽ߗ ۯٔژކںܽ ৓ৈཬ ގۂྔັة آڡٔر ᅶᅬ ٔᇦᇥ اਧਞހںܽ، اਦਞڛߦޑܽ ܾٔۚಷ಩ಀ ๮๓اހ

޷ٔر. أڛܹ ৓ৈཬ ᅗᄷߌࡇࡗ ڞ޾ۄۥ أو اਛਗߗۇཾۛم و޹ߵل ௠௑ۄ٢ ۯۛ ๮๓اހ ቟቉ٔ޹ߧۄਣਞا

(CCPA) ۱ၢဋثٮݦر౹ুׅ ᇐᆫ ዣዏኙኋ݈ঌঈا ڈܯݦܪثڮ ٠ׅ،ݦن 3 .2 .16
،(California Consumer Privacy Act - CCPA) ۱ၢဋثٮݦر౹ুׅ ᇐᆫ ዣዏኙኋ݈ঌঈا ڈܯݦܪثڮ ٠ׅ،ݦن
California Privacy Rights Act -) ٔ੐ഈހں۽ߵرჱႚ ቟ሺ ا઒࡚޾ߵ޹ںܽ ܘۼߵق ۯٔڛߵن و཭ކں۽ۇܹ
ݘہ୸୐ة ߌںߧޭة ෡ෆކـݪጨጚߗਛਗا ௠௄ۄ܇ اਛਗۇཿۛة اހߵਣਞڑٔت ቟ሺ اހߵਣਞڑܽ ގߗۇߵى ৓ৈཬ ۯٔڛߵن ܾߵ ،(CPRA
๮๓اހ اހߚܨ޾ںܽ اހہںٔڛٔت ގ۰ޭٰܽ ቟ሺ اઓ࡚ޞ ٔ੐ഈހں۽ߵرჱႚ ߌჱ჊ن ௠௄ۄ܇ .[72] اހߚܨ޾ںܽ ގٰࡇࡗގጨዱٔދ ৓ৈཬ
ڞ޾ޑࢤࢿ อ໹ڂ .ٰٔ݀੐അ ቟ሺ اਣਞߏ୸ଢ଼اك إހ٫ٔء ቟ሺ واઓ࡚ޞ اހہںٔڛٔت، ፲፞ڞ ཮ۚف ቟ሺ واઓ࡚ޞ ጨ጗٩ދ، ٰٔ݀ᇔᇆ ڑࢱࢿ

ܾۚه. ෡ෆކـݪጨጚߗਛਗا ܘۼߵق ހۇކہںܽ اਛਗߗۇཾۛم ੐അٔڛٔت ᎂ፞ษ༆و ٢ᇔགྷ༯ ๮๓اހ اਦਞގޓ أڛߦޑܽ

(NIS2) 2 واঌঈס޸߈ۿׅت ا۱݋زၢျت أۿ܄ ؏ݦڍثڪ 4 .2 .16
Network and Information Security Direc-) 2 واঌঈס޸߈ۿׅت ا۱݋زၢျت أۿ܄ ؏ݦڍثڪ
቟ሐا୸ୗاހߗں اਦਞގޓ و޷٢ ڞٰޫ࠙ࡀ ቙ቌإ ጨዤۛف ቟ልوروਦਞا اษ༆ਣਞٔد ގߗۇߵى ৓ৈཬ ۯٔڛߵن ܾߵ (tive 2 - NIS2

essential services اਦਞߌٔߌںܽ وا઒࡚ۛގٔت critical infrastructure ڑܽ اઓ࡚ںߵ اހۇܩۇںܽ ๨๐ہጺጴ
اހۇܩۇںܽ واހہ࿯ںܽ اހ޾ܩںܽ واཬภฏٔڑܽ واހۄۼݺ اހߧٔۯܽ ގۉݺ ۯߧཬٔٔت ቟ሺ اਛਗۄߦޑٔت ৓ৈཬ ڑ۽ޭض .[26]
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ڞކٰڂ اணடٔގܽ. اઓ࡚ߵادث ٩ޓ واਢਞژ౐ౕغ أۯߵى أގۄںܽ ୸୐اژणऎ ਗ਼ഋ۽ںۚ اᇔᆷภฏںܽ
ጺጴـݪߚۥ ގۇۼۛގܽ ۯۛرات ୸୐۰ڞߵ ౐཭ౕل ގޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اਛਗۇߧކۂت، ܾۚه ڞކہںܽ ቟ሺ ر࿥ྐྵߗںًٔ دوراً
automated ࡼࢂࢇߵادث اਧਞހںܽ واਣਞߌۇྃٔژܽ advanced threat detection اހणँۛጨጚات ٩ޓ
ڞߧߵراً، ୸ୟأݘ أގۄںܽ ڞۼۄںٔت ๮๐࿬ހۇ ًٔ੐ഈۯٔڛߵ دا۰ًٰٔ ۰ٰކںًٔ NIS2 ڞߵܜںܹ ઼શศ໹ .incident response

.቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ፈጴذ ቟ሺ ٔ௠ோ

(ᇐᅾوروগএا (اක๷ঔএׅد ᇐᆺׅܪݘصঔএا اၢဋჱოء ٠ׅ،ݦن 5 .2 .16
ر࿥ྐྵߗںܽ ᅺᅬٔوษૉ أول ܾߵ (EU AI Act) ᇐᅾوروগএا اක๷ঔএׅد ۿ܄ اঌঈ٭૩૎ح ᇐᆺׅܪݘصঔএا اၢဋჱოء ٠ׅ،ݦن
risk-based اఽ఼సٔߤޭ ৓ৈཬ ًٔ௠ுٔۯ ًٔྃጨዮ ๨๐ہ࿲ྼ .[24] ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ߏٔގݺ ቟ሐۯٔڛߵ إߤٔر ଽଦਢਞٔء
୸୐ཧ) اఽ఼సٔߤޭ ގޓ ศૉۇކ۽ܽ ڑٔت ގߗۇߵ ቙ቌإ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ڑ޾ۄۥ ܘںٷ ،approach
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቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞߧہںۼٔت ގޓ णँٰۛاހ ڞ޾࿯ںۥ ڑࢱࢿ أن ཐၟޭਛਗا ގޓ .(ᅺᅲں࿢޷ ษૉۛودة، ཬٔހںܽ، ،ᅺᅬގۼہߵ
৓ৈཬ اހۼٔڛߵن، إڛ۽ٔذ أو ڑܽ اઓ࡚ںߵ اހۇܩۇںܽ ๨๐اހہ ቟ሺ اਛਗߗۇཾۛގܽ ፲፞ڞ ཭ٔ޹ܽ ،቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ
اހہںٔڛٔت، ܽᇔߵᆟ ษༀ ઼શٰ੝ഋ ޹ٔرގܽ ގۇߧކۂت اਦਞڛߦޑܽ ܾۚه ߌۇߵاིܹ .high-risk اఽ఼సٔߤޭ" "ཬٔހںܽ ٔጨዮأ

.቟ልوروਦਞا اษ༆ਣਞٔد ߌߵق ቟ሺ ܾٔັພງ ڑࢱࢿ أن ۯہݺ واਦਞގޓ واᆁᅬۯܽ، واਛਗۇٔڛܽ، اހ࿬ྟັي، واਢਞྔັاف

ا۱ঘএثڮ ا۱٭ܞارات ඙๷ঔএׅذ ا۱٭ׅ،ݦ౹ুڮ اঘএׅؒر 6 .2 .16
automated decision- اਧਞހںܽ اހۼޭارات اศ༆ٔذ ৓ৈཬ ୶୐ݘ୸ଢ଼اހ وܾߵ ཐໍاހࡇࡗا ܾۚه ቟ሺ ގߚ୸ଢ଼ك ܗںߡ ܾۄٔك
- ގٔ ศ௦޴ ৓ৈཬ ᇦᇥٔڡݺ ୸୐ڞٗڡ أو ቟ሐۯٔڛߵ ୸୐ڞٗڡ ᅶᅬ ۯޭاراً ቟቉ٔا޹ߧۄ ذჱႚء ڛߦٔم ۚಷ಩౳ ٩ۄۛގٔ .making

- ৙ৈ཭دا णँۛጨጚݘ ژܹ ގߚ࿲ہܹ ଽଦٔط ৓ৈཬ ً ਗ਼അٔء ގߵߣۥ ܘߗٔب ًٔ੐೻ٔڞކۼ ڑۼ۽ݺ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ߵذج ގۉݺ
ژ౐ౕغ (إ transparency اހߚ۽۰ٔںܽ ቙ቌإ ིܽٔઓ࡚ا ܾۚه ଽ଩ޑݺ ގٔ ཧٔހۂً .ܽ੐ഈاހۼٔڛߵ اਣਞހ୶ଢ଼اގٔت ڞ۽ٰںݺ ڑࢱࢿ
اހۼޭار)، وراء اਛਗۄߧޞ ୸୐۰ڞߵ) explainability ୸୐اހۇ۽ߗ وۯٔژކںܽ ،(቟ቌآ ۯޭار اศ༆ٔذ ኢና ژٗڛܹ اހߚܨ޴
቟ሺ ژٔހߧٰޓ ጺጴߚܨ޴ (اހߗޑٔح right to human intervention اހ࿬ྟັي اހۇ཭ۛݺ ቟ሺ واઓ࡚ޞ

إ଺ଦٔن). أގٔم اހۼޭار

اߋ਄ݦᅅᄐڮ أݕܞ 3 .16
اჱႚᆀᅬء ັພງو ڞߧߵ࠙ࡂ ހۇߵܜںܹ دا཭ކںܽ ܽᇔߵᆟܘ أߤޭ ᅺᅬߗߪوਛਗا اਛਗۄߦޑٔت ຿ྟ࿯࿉ ،቟ሐاހۼٔڛߵ اਣਞގۇۉٔل ഫഈིٔ ቙ቌإ
ཬٔހںܽ ا౐཭ਦਞౕۯںܽ اਦਞܾۛاف ڞ୸ଢ଼ܜދ ووڡٔڎޞ وᇔᆳކںٔت ގۂدئ ގޓ اਦਞߤޭ ܾۚه ੝ഋݪߵن .቟቉ٔ޹ߧۄਣਞا

ގ౤౟ߵߌܽ. ٫ଽ଩ںކںܽ ᇦᇥٔرߌٔت ቙ቌإ اਛਗߗۇߵى

ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ᇐᆫ اঌঈ݈ݛول ᇐᆺׅܪݘصঔএا اၢဋჱოء ۿزׅدئ 1 .3 .16
دورة ੳંا཮ݺ ގޓ ᅺᅲ཮ંੳ წႚ ڞߵིܹ ๮๓اހ اਦਞߌٔߌںܽ اਛਗۂدئ ގޓ ܽཬߵᇔ஫஥ ৓ৈཬ اހۼߵي ܽᇔߵᆟ ઓ࡚ا إߤٔر ๨๐࿬ُྼ

اਛਗۂدئ: ܾۚه ଽ଩ޑݺ أن อ໹ڂ .቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ܘںٔة
ڑܽ. ୶୐ں௠௑ أو ގۇ୶୐ཿة པໍٔ੝ഈ اހۄߦٔم ࿯ྼۇ܋ ਣਞأ อ໹ڂ :Fairness اওএ،ܯׅف •

اჱႚᆀᅬء ڛߦٔم وۯޭارات و੐അٔڛٔت ᇔᆳކںٔت ڞݪߵن أن อ໹ڂ :Transparency ا۱݋ٮ١ׅثڮ •
ጺጴۇۛۯںޞ. ᅺᅲوۯٔژ ގ۽݀ߵގܽ ቟቉ٔ޹ߧۄਣਞا

པໍٔ੝ഈ ٩ޓ ౤ᎈጴߗߪوހںܽ ܽษลوا ܗߧߵط ܾۄٔك ڞݪߵن أن อ໹ڂ :Accountability ძო݈ׅءঌঈا •
ڑ۽ߚݺ. ٩ۄۛގٔ ཭ٔ޹ܽ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڛߦٔم
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اணடܭޑٔت ᇔ༿༯ݺ ৓ৈཬ وۯٔدراً ،ًٔဣંੳو آގۄًٔ اހۄߦٔم ڑݪߵن أن อ໹ڂ :Robustness اঌঈظׅ،ڮ •
ގۇߵۯٰܽ. ୸୐ཧ ߣޭوف ߣݺ ቟ሺ ގߵڡߵق წ჊ଽଣ واਦਞداء ܽ੐೻اހٰۛا

ڑۼܽ ژߧޭ ۯޭاراڞܹ ྔັح ৓ৈཬ ۯٔدراً اހۄߦٔم ڑݪߵن أن อ໹ڂ :Explainability ૩ુ݈ا۱ظٮ ٠ׅ؉۷ثڮ •
اހණඃٔب. ܾۚا ቟ሺ ڛٔۯߚۄٔه ގ۽݀ߵم وܾߵ ۰݀ޑ݀ٔ، ັྟ࿬ጺጴ ௠௄ݪޓ

ژٔߌۇཾۛام اހہۛاڑܽ، ގۄۚ اހߚܨ޾ںܽ اހہںٔڛٔت ਲਭੂٔڑܽ اހۄߦٔم ڞ޾ޑࢤࢿ อ໹ڂ :Privacy اߋਃܯݦܪثڮ •
اਛਗߗۇٰٔرة. واᇦᇗਦਞٔء اހہںٔڛٔت ڞۼކںݺ ގۉݺ ڞۼۄںٔت

࿥࿃ڷٔت ቟ሺ ພງັه ٩ۄۛ ཭ٔ޹ܽ ގۼ޾ߵد، ୸୐ཧ ྦྷັراً اހۄߦٔم ࿬଺ଜڂ ਣਞأ อ໹ڂ :Safety اெு݈۱ۿڮ •
.ིܽจ෫

ا࠸ࡓࡤׅذج" "؉ݘ٠ׅׅت ؏ݘݦފ޳ 2 .3 .16
ڞٰࠇࠋ ௠௎ߵذج ܘߵل أߌٔߌںܽ ގٰࡇࡗގٔت ڞߵ۰ޭ وގߵ཮ۛة ۯ޾୸୐ة و੐എۼܽ ቟ቐ Model Card ا࠸ࡓࡤݦذج ؉ݘ٠ׅڮ
ߏ۽۰ٔںܽ اࣇ࣢ࣳߵذج ژߧٔۯܽ ڞۼۛم اހߧٰٔم، ৓ৈཬ ܽ੐೻اހ٫ۚا اހۼںޑܽ ގކ޾ޞ ୸୐ݘہ ۛ཮ ቙ቌإ ଽ଩ہܹ .[55] ᅺᅬਧਞا

ཬٔدةً: ੝ഋ޼ޑޓ وأداڎܹ. اࣇ࣢ࣳߵذج ގݪߵڛٔت ܘߵل
ཬކںܹ. اਛਗ۽ޭو޷ܽ واހۼںߵد ጺጴۄޑߵذج اਛਗۼ޾ߵدة اਣਞߌۇཾۛاގٔت •

اఽ఼సۇކ۽ܽ ෡ෆߗۇཾۛގਛਗا ᇔ஫஥ߵཬٔت ܘߗڂ ᅺᅲގ۽޾ ،Performance metrics اਦਞداء ގۼ࿥ྼٔ߁ •
.ᅺᅲ఼ాۇޑసا اހۇ୶୐ཿات ٩ޓ ጺጴـݪߚۥ اހߦޭوف أو

اਛਗߗۇཾۛގܽ. training data ഫ೾اހۇۛر ੐അٔڛٔت ܘߵل ڞ۽ٔ޹ںݺ •
.ᅺᅲ఼ాۇޑసا واఽ఼సٔߤޭ ا౐཭ਦਞౕۯںܽ ا٩ਣਞۇۂرات •

.቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڞߧߵ࠙ࡂ ቟ሺ ᅺᅬߗٔءਛਗوا اހߚ۽۰ٔںܽ ހۇٰޫ࠙ࡀ ᇔᆳކںܽ أداة اࣇ࣢ࣳٔذج ژߧٔۯٔت ڞُٰۛ

ا۱زثׅ،ׅت" ள஭ன܂ݦໝׅت ا۱زثׅ،ׅت "ක඘ׅ׿ٖ 3 .3 .16
ක඘ثٮڮ .ٔጨጔ᛹ހۇۛر اਛਗߗۇཾۛގܽ اހہںٔڛٔت ᇔ஫஥ߵཬٔت ษ༆ۇٔج ፈጴᅡᄷ ڞߵ੐എޞ، ቙ቌإ اࣇ࣢ࣳٔذج ษ༆ۇٔج ᄫᄝჽ ௠௑ٔގًٔ
૳૗واހۇݪߵ اᆁᅬا٢۰ ڞ۽ّ޾ݺ و੐എۼܽ ቟ቐ Datasheet for a Dataset ا۱زثׅ،ׅت ள஭ன܂ݦໝڮ ا۱زثׅ،ׅت
๮ใߚ࿯ގ اਛਗޑٔرߌܽ ܾۚه ଽ଩ܭ٢ .[29] اހہںٔڛٔت ܽཬޑߵూ఼స ٔጨያ اਛਗߵྩົ واਣਞߌۇཾۛاގٔت ٢ੂਸ਼ਭا وᇔᆳކںܽ
৓ৈཬ اހ޼ߵء و଺଩ކںߡ وਗ਼ഋߦں۽݀ٔ، اހہںٔڛٔت ٢ᇔᇆ ݘں۽ںܽ ଽଣٗن ෡ෆ۰ٔߏ۽ ڑݪߵڛߵا أن ৓ৈཬ اހہںٔڛٔت ᇔ஫஥ߵཬٔت
ܜߵدة ڞݪߵن ܘںٷ ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ژٔހ࿯ߗہܽ .ᅺᅲۇޑษૉ ۯںߵد أو ୶୐ᝉษ༆ات أي
ൾ൲ുޓ ڞۼۛر ਣਞ ܽᇔߵᆟܘ أداة اހہںٔڛٔت ษวٔڎۥ ڞٰۛ ۯ޾ߵى، أᇔᇒںܽ ذات data quality اހہںٔڛٔت

.ٔጨጚౕءގ౐وގ اހہںٔڛٔت ߌ౐ౕގܽ ހ޼ޑٔن
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"ᇐᆺׅܪݘصঔএا اၢဋჱოء ૩ુؒ׈؏ "؏٭ثث܂ׅت إ൹ൠاء 4 .3 .16
وษ༆ކںݺ णँۛཿހۇ ގۄߦޑܽ ᇔᆳކںܽ ܾߵ AI Impact Assessment ᇐᆺׅܪݘصঔএا اၢဋჱოء ૩ુؒ׈؏ ؏٭ثࠕ࠰
إڛܹ ພງັه. ڢٴܭ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ހۄߦٔم ᅺᅲ఼ాۇޑసا ܽ੐ഈواހۼٔڛߵ وا౐཭ਦਞౕۯںܽ اూ఼సۇޑٰںܽ اਧਞڡٔر وศ༆۽ںۥ
ހۄߦٔم ژٔހ࿯ߗہܽ ހٰޑކ݀ދ. ᅺᅲ఼ాۇޑసا اހٰߵاۯڂ ቟ሺ ୸୐اހۇ۽ݪ ৓ৈཬ اހ۽ޭق ୸ୗᝉอ໹ اఽ఼సٔߤޭ ਢਞدارة ቟ሹٔہ࿲اߌ ૳૗ޭ௠௑
৙ৈ཭اᆁᅬا णँۛጨጚاހ ௠௎ߵذج ގޓ ᅺᅲاހۂߤ اጨዱਣਞٔގٔت ศૉٔߤޭ ڞۼںࢤࢿ ፈጴذ ੝೾޼ޑޓ ۯۛ ،๮๐أގ ቟቉ٔا޹ߧۄ ذჱႚء

اހہںٔڛٔت. ٢ੂਸ਼ਭ णँིۛة ڑۼܽ ހߧޭ ا઒࡚޾ߵ޹ںܽ ৓ৈཬ ܽ੗ഋ୸ଢ଼ਛਗا اਧਞڡٔر أو insider threat model

ᇐᆺׅܪݘصঔএا ၢဋჱዿእء اঌঈ݈ݛول اᅅᄳগএܞ اঔএڈظزׅر 4 .16
ਣਞܗۇۂر اணடܭޑٔت ჱႚٔษૉة ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اހۇۼކںۛي red-teaming ޭᇔᇂਦਞا اਣਞܗۇۂر ੝೾޼ޑޓ
Responsible AI ᇐᆺׅܪݘصঔএا ၢဋჱዿእء اঌঈ݈ݛول اᅅᄳগএܞ اঔএڈظزׅر ڑݪںۥّ اਛਗۄߦޑܽ. دཬٔ۰ٔت
اހۉ٫ޭات ٩ޓ ษༀۉًٔ ቟ሹٔہ࿲اߌ წ჊ଽଣ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ਣਞܗۇۂر اਛਗ۽݀ߵم ܾۚا Red-Teaming

಩౳಼ٔوز اਣਞߌۇཾۛام. ߌߵء ܽ੐ഈჱ჊ގᏏو ،biases واހۇ୶୐ཿات ،ethical vulnerabilities ا౐཭ਦਞౕۯںܽ
أو อૉۇޑٰںًٔ ྦྷັراً ࿬଺଩ڂ ژߧޭق اހۄߦٔم ڑ۽ߚݺ أن ௠௄ݪޓ ݘںۥ ਣਞߌۇݪߚٔف اހہܩٵ ๮๐اހۇۼ اਣਞܗۇۂر

أ౐཭ౕۯںًٔ.
ᇐᆪׅزལܽঔএا ا۱ظ໰ٌࡲ࢔ 1 .4 .16

أن ۯہݺ ቟ሹٔہ࿲اߌ წ჊ଽଣ اހ޼ٰۥ ڛۼٔط णँۛษ༆ ܾߵ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ޭᇔᇂਦਞا اਣਞܗۇۂر ގޓ اணடۛف
ษ໹ٔول ܘںٷ adversarial process ܽ੐೻ۛاཬ ᇔᆳކںܽ ܾۚه ྦྷັر. ቟ሺ اހ࿲ߗ࿬ڂ أو ٔணடౕ౐اߌۇ٫ ௠௄ݪޓ
ษ໹ٔول ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .቟ሹౕ౐཭أ ގۄߦߵر ގޓ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڛߦٔم ݘྜັ ศૉ޾޴ ڑޞ ޭ۰
إܗ۽ٔء ᅺᅬزاਢਞ ߤޭق إอ໹ٔد أو ୶୐ཿގۇ ۯޭار ศ༆ਣਞٔذ اࣇ࣢ࣳߵذج ศ༆ۛع إد཭ٔل ੐അٔڛٔت ܽཧٔ޹ں ޭᇔᇂأ ڑޞ ޭ۰

اހۄߦٔم. ٔጨᖈۛཾۇ଺ଜ ๮๓اހ اހہںٔڛٔت ڑܽ ܾߵ

؂ݦگׅت اབ݈۱صׅر ඙๷ݘثݒ 2 .4 .16
scenario ؂ݦگׅت اབ݈۱صׅر ඙๷ݘثݒ ܾߵ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ޭᇔᇂਦਞا اਣਞܗۇۂر ቟ሺ ا࿥ྐྵภฏߗںܽ اଽଦਦਞߧܽ ۛ཮أ
اჱႚᆀᅬء ڛߦٔم اߌۇཾۛام إߌٔءة ٔጨግ۰ ௠௄ݪޓ ا୸ଢ଼۰ا޷ںܽ ގߵاۯۥ وษ༆ކںݺ ੝അߧߵ࠙ࡂ ڑޞ اހ۽ޭ ڑۼߵم .planning

:ፈጴذ ଽଜޑݺ ۯۛ ߌކہںܽ. པໍٔ੝ഈ ቙ቌإ ڑߪدي أن أو ቟቉ٔ޹ߧۄਣਞا
vulnerability اހۉ٫ޭات ཐીٔਛਗ اਣਞߌۇཾۛام اਛਗޫدوིܽ اހߧہںٰܽ ጨᖈٔܜދ ۰ںܹ ଺ଜۇ٫ݺ ڑߵ ߌ࿥ۄٔر •

اހۄߧٔق. واߌ٢ อซߵم ހߚޓ scanner
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اހणँۛጨጚات اߌۇܨۂرات ਛਗۄ޾ܽ ഫ೾اހۇۛر ࿬࿃ںٔڛٔت ᅺᅬوᆁᅬ ڞٔژٰܽ ᅺᅲཬٔ۰ ܜ݀ܽ ۰ںܹ ٩ౕ౐੝ഋڂ ڑߵ ߌ࿥ۄٔر •
.ٔጨጚߧଽଦأ ਢਞܗ۽ٔء threat intelligence platform

ܹਗ਼೾ڞݪߵ ኢና اᆀᅬي anomaly detection system اހߚۚوذ ݘߚۥ ڛߦٔم ۰ںܹ ڑۼߵم ڑߵ ߌ࿥ۄٔر •
ߤߵارئ. ᅺᅬٔ཮ أਗ਼എٔء ڑܽ اઓ࡚ںߵ اਛਗߗ࿲ߚࡢࡲ ގٰۛات ౐ཧٓဠౕق ཭ٔߤࠁ წ჊ଽଣ

.ٔணட واਣਞߌۇٰۛاد اހہܩۇܽ اހۇۼۄںܽ ୸୐ཧ اఽ఼సٔߤޭ ڞߵۯ٢ ৓ৈཬ اਛਗۄߦޑٔت اހٰޑކںܽ ܾۚه ۛཬٔ଺଩

اย༘গএار ۷ක๷ث۫ 3 .4 .16
.harm analysis ย༘௉኱እار ۿኙኈڞثًׅ ெًு۷ثක๷ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ޭᇔᇂਦਞا اਣਞܗۇۂر ੝೾޼ޑޓ أ୸୐཭اً،
اހߗކہںܽ اހٰߵاۯڂ ੝അۼںࢤࢿ ڑޞ اހ۽ޭ ڑۼߵم णँۛษ༆ه، ኢና ษૉۇޑݺ اߌۇཾۛام ߌߵء أو ۰ߚݺ ڑߵ ߌ࿥ۄٔر წ჊ހ
privacy ا઒࡚޾ߵ޹ںܽ จ෪وۯٔت ގۉݺ اਦਞྦྷັار، ގޓ واߌٰܽ ܽཬߵᇔ஫஥ ቟ሺ اހۄߦޭ ፈጴذ ଽଜޑݺ .ᅺᅲ఼ాۇޑసا
ڞߪدي ๮๓اހ ᅺᅲاހۂߤ واጨዱਣਞٔގٔت ،෡ෆߗۇཾۛގਛਗا ގޓ ގٰںۄܽ ᇔ஫஥ߵཬٔت ޷ۛ ڑܽ ୶୐اࣇࣥࣳں པໍٔواހۄۇ ،breaches
౐཭ౕل ގޓ .critical infrastructure ڑܽ اઓ࡚ںߵ اހۇܩۇںܽ ๨๐اހہ ቟ሺ واހ۽ߚݺ اހߵߣٔڎۥ، ۰ۼۛان ቙ቌإ
቟቉ٔا޹ߧۄ ذჱႚء أڛߦޑܽ وਗ਼അٔء اހۇܨ۽ںۥ ܜ݀ߵد ڑٔت أوހߵ णँۛษ༆ ౤ᎈጴۄߦޑٔت ௠௄ݪޓ اހྫྷັر، اܘۇޑٔހںܽ ۰݀ދ

وގߗߪوހںܽ. ًٔဣٔأގ ୸ୟأݘ

اߋ୑ୂׅਃڮ
al- ܗߵارزގںٔت อૉޭد ގޓ ୸ୟأݘ ቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ގ٩ۛߵގܽ ᅺᅬٰٔ۰ ቟ሐا୸ୗߌں أގޓ أڛߦޑܽ ਗ਼അٔء ੝೾ߧކڂ
ا౐཭ਦਞౕۯںܽ ژਛਗٔۂدئ وގߗۇޑޭاً ᇔᆳںۼًٔ اހ୶ଢ଼اގًٔ ੝೾ߧކڂ إڛܹ ศลޑܽ. ੐അٔڛٔت وᇔ஫஥ߵཬٔت ގۇߧߵرة gorithms
اჱႚᆀᅬء ਦਞدوات اਣਞߌۇཾۛام اਛਗޫدوིܽ اހߧہںٰܽ ۰ٓن ،ٔਗ਼೾رأ ᄫᄝჽ ڑܽ. اހۼߵ ܽᇔߵᆟ ઓ࡚وا ا઒࡚޾ߵ޹ںܽ وᇔᇂٔڑܽ
ܗ޾ߵ޹ںܽ ጨዱۛد ๮๓اހ واఽ఼సٔߤޭ ،algorithmic bias ቟ሴߵارز઒࡚ا ୶୐ཿاހۇ ܽ੐ഈჱ჊ގᏏو ،቟቉ٔ޹ߧۄਣਞا
ܘںٔة دورة णईاڑܽ ގۄۚ ٔጨጚગٰ࡚ٔގ อ໹ڂ ڑܽ ఉ௰ંੳ ษ༆ۛڑٔت ቟ቐ ژݺ ܾٔގߚںܽ؛ ਣਞٔ཮ت ހ࿥ߗٵ ا۰ਦਞޭاد

اހۇߧߵ࠙ࡂ.
GDPR اހہںٔڛٔت ਲਭੂٔڑܽ اހٰٔގܽ ܽษ໶ౕፀጴا ގۉݺ ܽ੐ഈاހۼٔڛߵ ౘፀጴߤޭ اਛਗٰۼۛة ᅛᅉاހߚہ ቟ሺ اހۇۄۼݺ ڑٰۛ ኢት
ގߗۇߵى ৓ৈཬ ጺጴٰޑݺ أߌٔߌںًٔ ގߧކۂً أ޹ہ܇ ژݺ ،ًٔမاܗۇںٔر اހۼٔدم AI Act ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء وۯٔڛߵن
ގޓ ڡۼ۰ٔܽ ઼શ཭ ৓ৈཬ ਗ਼ഋߧߵي ٔጨዮإ اਣਞގۇۉٔل. อૉޭد ಩ಀ಼ٔوز اઓ࡚ۼںۼںܽ اਛਗߗߪوހںܽ ۰ٓن ،ፈጴذ وގ٢ .ኢትٰٔاހ
وษวٔڎۥ model cards اࣇ࣢ࣳٔذج ژߧٔۯٔت ގۉݺ ᇔᆳކںܽ ܽᇔߵᆟܘ ژٗدوات ގ٩ۛߵގܽ ቟ሹౕ౐཭ਦਞا ቟቉اހߵ
ჱႚᆀᎎጴء ቟ሹٔہ࿲ߌਣਞا ޭᇔᇂਦਞا واਣਞܗۇۂر datasheets for datasets اހہںٔڛٔت ూ఼సޑߵཬٔت اހہںٔڛٔت
ਗ਼അٔء ௠௄ݪۄۄٔ ᇔᆳކۄٔ، ୸୐ߌ ቟ሺ اਛਗޑٔرߌٔت ܾۚه པႃد ౐཭ౕل ގޓ .AI red-teaming ቟቉ٔ޹ߧۄਣਞا
ڑٰۇޑۛ .ٔጨግ۰ ڛ޼ٰ݀ٔ ๮๓اހ ژٔހۉۼܽ وིۛ࠙ࡂة وߏ۽۰ٔܽ ᅺᅬٔدཬ ژݺ ઓઉߗڂ، ڑܽ ۯߵ ހ࿥ߗٵ ذݘںܽ د۰ٔع أڛߦޑܽ

௠ோߗߪوހںܽ. اჱ჊੝അਣਞر ৓ৈཬ ٔਗ਼ഋۯۛر ৓ৈཬ ቟ሐا୸ୗاހߗں اਦਞގޓ ގߗۇۼہݺ
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቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ቟ልوروਦਞا اษ༆ਣਞٔد ގޓ ގۼ୸ଢ଼ح ቟ሐۯٔڛߵ إߤٔر AI Act ᇐᆺׅܪݘصঔএا اၢဋჱოء ٠ׅ،ݦن
ܘߗڂ AI systems ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ڑ޾ۄۥ artificial intelligence
୸୐اހـݪۉ ڑۼ٢ ๮๓واހ اఽ఼సٔߤޭ، ཬٔހںܽ اހۇߧہںۼٔت ৓ৈཬ ޹ٔرގܽ ގۇߧކۂت ڑ۽ޭض و اఽ఼సٔߤޭ ގߗۇߵى

.cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ อૉٔل ቟ሺ ٔጨ጗ގ
وศ༆۽ںۥ وษ༆ކںݺ णँۛཿހۇ ގۄߦޑܽ ᇔᆳކںܽ AI Impact Assessment ᇐᆺׅܪݘصঔএا اၢဋჱოء ૩ુؒ׈؏ ؏٭ثࠕ࠰
ۯہݺ AI system ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ހۄߦٔم ᅺᅲ఼ాۇޑసا ܽ੐ഈواހۼٔڛߵ وا౐཭ਦਞౕۯںܽ اూ఼సۇޑٰںܽ اਧਞڡٔر

ພງັه.
AI model ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ٔጨግ۰ ࿯ྼۇ܋ ߣܾٔޭة Algorithmic Bias ᇐᆥݦارزਃاߋ ૧ુ໰ا۱ظ

.ᅺᅲۉᇦᇥ ୸୐ཧ أو ގۇ୶୐ཿة ੐അٔڛٔت ৓ৈཬ ܹ੗೾رणऎ ኢና ਦਞڛܹ ཧٔހۂً ގጨ጗ܭࠃ، წ჊ଽଣ ގۇ୶୐ཿة པໍٔ੝ഈ
ܽ੐ഈჱ჊إގ ཬۛم ހ޼ޑٔن اހہںٔڛٔت ୸୐ހۇ٫ں ጺጴٰݪ߁ ᅺᅲاހۼٔژ ୸୐ཧ اހٰޑކںܽ Anonymization ؂ڮ اଔଐݦ إڈٮׅء

ގۂྔັ. ୸୐ཧ أو ގۂྔັ წ჊ଽଣ ߌߵاء ،ٔጨ጗ގ ا۰ਦਞޭاد ৓ৈཬ اހۇٰޭف
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڛߦٔم ಷ಩౳ۚه ۯޭار Automated Decision-Making ᇐᆽঘএا ا۱٭ܞار ا඙๷ׅذ
ގٔ، ศ௦޴ ৓ৈཬ ᇦᇥٔڡݺ ୸୐ݘہ ୸୐ڞٗڡ أو ቟ሐۯٔڛߵ ୸୐ڞٗڡ ᅶᅬ ڑݪߵن و ພຄັي ཭णऎݺ دون AI system

ษૉۛدة. ܽ੐ഈۯٔڛߵ اހ୶ଢ଼اގٔت ቙ቌإ ڑߪدي ٔᇦᇥ
Cal- ٔ੐ഈހں۽ߵرჱႚ ቟ሺ ፲፞ጨጚߗਛਗا ܗ޾ߵ޹ںܽ ۯٔڛߵن CCPA ۱ၢဋثٮݦر౹ুׅ ᇐᆫ ዣዏኙኋ݈ঌঈا ڈܯݦܪثڮ ٠ׅ،ݦن
ܘۼߵۯًٔ ෡ෆކـݪጨጚߗਛਗا ௠௄ۄ܇ ఴఙંڑੳأ وਣਞڑܽ ۯٔڛߵن ifornia؛ Consumer Privacy Act
.ٔ݀۰ۚ཮ وߤކڂ ٰٔ݀ᇔᇆ ڑࢱࢿ ๮๓اހ اހہںٔڛٔت ގ۰ޭٰܽ ቟ሺ اઓ࡚ޞ ፈጴذ ቟ሺ ٔ௠ோ اހߚܨ޾ںܽ، ގٰࡇࡗގጨዱٔދ ৓ৈཬ
Cali- ٔ੐ഈހں۽ߵرჱႚ ቟ሺ ا઒࡚޾ߵ޹ںܽ ܘۼߵق ۯٔڛߵن CPRA ۱ၢဋثٮݦر౹ুׅ ᇐᆫ اߋਃܯݦܪثڮ ډ٭ݦق ٠ׅ،ݦن
፲፞ጨጚߗਛਗا ܗ޾ߵ޹ںܽ ۯٔڛߵن ཭ކۥ اᆀᅬي اހۼٔڛߵن وܾߵ fornia؛ Privacy Rights Act
.ٔ੐ഈހں۽ߵرჱႚ ቟ሺ ا઒࡚޾ߵ޹ںܽ ཐໍوހߵا ෡ෆކـݪጨጚߗਛਗا ܘۼߵق ڑߵߌ٢ ܘںٷ ،CCPA ٔ੐ഈހں۽ߵرჱႚ ቟ሺ
اਛਗߪߌߗٔت ৓ৈཬ อ໹ڂ أڛܹ ৓ৈཬ ਗ਼೾޴ اᆀᅬي ا઒࡚޾ߵ޹ںܽ ގہۛأ Data Minimization ا۱زثׅ،ׅت ؏٭۷ث۫
ษૉۛد ٤ંض ހۇܩۼںޞ اፀጴౕزގܽ اހߚܨ޾ںܽ اހہںٔڛٔت ގޓ ઼શߧਛਗا ቙ሐدਦਞا ۛઓ࡚ا ܽગٰ࡚ٔوގ ٢ᇔᇆ.ܹژ وގྮັح
ܘߵل ᅺᅲގ۽޾ ގٰࡇࡗގٔت ڞߵ۰ޭ و੐എۼܽ Datasheet for a Dataset ౶ুׅ،ׅت ள஭ன܂ݦໝڮ ౶ুׅ،ׅت ක඘ثٮڮ
اހߚ۽۰ٔںܽ ހۇٰޫ࠙ࡀ اਛਗۼ޾ߵد ٔጨᖈواߌۇཾۛا ٰٔ݀ᇔᇆ وᇔᆳކںܽ ٔጨ጗᛹وڞݪߵ dataset اހہںٔڛٔت ܽཬߵᇔ஫஥ دوا٢۰

اހߗކࢤࢿ. واހۇٰٔގݺ
ڞߵߣںۥ إཬٔدة ௠௄ݪޓ ܘںٷ ቟ሹౕ౐཭ਦਞا اހۇཿۛي Dual-Use Problem اঌঈܜدوج اঔএܽظ໯ٌام ძ။ျۿ݋
اހۉ٫ޭات ৓ৈཬ ጺጴٰۉߵر AI ቟቉ٔا޹ߧۄ ذჱႚء اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) ቟቉ٔ۰د ހ٫ޭض ڞߧߵ࠙ࡂܾٔ ኢና ڞۼۄںܽ

وอซߵގںܽ. ܗہ࿥ۉܽ อซޑٔت ٤ਦਞંاض ڞ޾ܩںܩ݀ٔ) أིݺ ގޓ vulnerabilities اਦਞގۄںܽ
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General Data Pro- اހہںٔڛٔت ਲਭੂٔڑܽ اހٰٔގܽ ܽษ໶ౕፀጴا GDPR ا۱زثׅ،ׅت ؂ׅ঳ণঞڮ ا۱סׅۿڮ اක๧ெ኱እڮ
اހߚܨ޾ںܽ اހہںٔڛٔت ܽગٰ࡚ٔގ ਗ਼೾ߦދ ቟ልوروਦਞا ษ༆ౕፀጴٔد ڞٔرศ໹ࠃ ۯٔڛߵن tection؛ Regulation

اހہںٔڛٔت. ܾۚه ގ٢ ੝ഋٰٔގݺ ގۄߦޑܽ أي ৓ৈཬ ڑߪࠩࡂ ٔᇦᇥ ،቟ልوروਦਞا اษ༆ਣਞٔد دا཭ݺ ۰ౘፀጴޭاد
ا઒࡚޾ߵ޹ںܽ จ෪وۯٔت ގۉݺ ،ᅺᅲ఼ాۇޑసا اހߗކہںܽ ጺጴٰߵاۯڂ ގጨ጗ܭࠃ ڞۼںࢤࢿ Harm Analysis اย༝۱ر ۷ක๷ث۫
AI sys- ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڛߦٔم اߌۇཾۛام ߌߵء أو ۰ߚݺ ٩ޓ ದಀ಼ދ أن ௠௄ݪޓ ๮๓اހ ،୶୐اࣇࣥࣳں أو

.tem

Information Shar- وษ༆ކںކ݀ٔ اਛਗٰࡇࡗގٔت ੗ഋٔدل ఉ௰ંاੳ ISACs و۷ක๷ث۷ڱׅ اঌঈס޸߈ۿׅت ౼ৈׅدل ୺ୡا৳৤
ހۇۂدل ގٰںۄܽ ܽཬٔ޹ۄ ቟ሺ ჱႚັت ྟጺጴ ގۄ޾ܽ ڞߵ۰ޭ ގۄߦޑٔت ing؛ and Analysis Centers
vulnerability اਦਞގۄںܽ اހۉ٫ޭات و੐അٔڛٔت threat intelligence اހणँۛጨጚات ގٰࡇࡗގٔت

ގߵڡߵۯܽ. ࿥࿃ڷܽ ቟ሺ data

ڞٰࠇࠋ ௠௎ߵذج ܘߵل وߏ۽۰ٔܽ أߌٔߌںܽ ގٰࡇࡗގٔت ڞߵ۰ޭ ގߵ཮ۛة و੐എۼܽ Model Card ا࠸ࡓࡤݦذج ؉ݘ٠ׅڮ
اਦਞداء وގۼ࿥ྼٔ߁ اਛਗۼ޾ߵدة اߌۇཾۛاގٔڞܹ ፈጴذ ቟ሺ ٔ௠ோ ،machine learning model ᅺᅬਧਞا

ا౐཭ਦਞౕۯںܽ. وا٩ਣਞۇۂرات
2 واਛਗٰࡇࡗގٔت اހߚہჱ჊ت أގޓ ڞߵܜںܹ NIS2 Directive 2 واঌঈס޸߈ۿׅت ا۱݋زၢျت أۿ܄ ؏ݦڍثڪ
ގߗۇߵى ৓ৈཬ ۯٔڛߵن Network؛ and Information Security Directive 2
ڑܽ اઓ࡚ںߵ اހۇܩۇںܽ ጺጴہ࿯ںܽ cybersecurity ቟ሐا୸ୗاހߗں اਦਞގޓ ގۇߧކۂت ڑٰޫز ቟ልوروਦਞا اษ༆ਣਞٔد
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގۉݺ ގۇۼۛގܽ أގۄںܽ ཮ࡇࡗل ا٩ۇޑٔد ቙ቌإ ٢۰णँ ٔᇦᇥ اਦਞߌٔߌںܽ، وا઒࡚ۛގٔت

.AI

ਲਭੂٔڑܽ اހٰٔގܽ ܽษ໶ౕፀጴا ގۉݺ ཐໍހߵا ڞ۽ޭ޷ܹ ގہۛأ، Privacy by Design ا۱ظܯ܂ࠕ࠰ ډ݈׳ اߋਃܯݦܪثڮ
اਦਞڛߦޑܽ ڞ޾ޑࢤࢿ ቟ሺ اހہںٔڛٔت وᇔᇂٔڑܽ ا઒࡚޾ߵ޹ںܽ ގ୶୐ات ਗ਼അٔء ੝೾ߧކڂ ،GDPR اހہںٔڛٔت

اހہۛاڑܽ. ގۄۚ واހٰޑކںٔت
اހߚܨ޾ںܽ اਛਗٰࡇࡗގٔت اߌ࿲ہۛال ᇔᆳކںܽ Pseudonymization اঌঈ݈ظסׅرة) (اལ۱݈܂ثڮ اඏ඀ا׿ٮڮ ؂ڮ اଔଐݦ إڈٮׅء
ܾۚه ،anonymization ڑܽ اணடߵ إܗ۽ٔء ཬݪ߁ ৓ৈཬ ގߗۇٰٔرة). (أᇦᇗٔء ا޹ߧۄ٩ٔںܽ ۰ޭٰ௠ோٔت

ގۄ۽޾ݺ. ގ۽ۇٔح ቙ቌإ اހߵ޹ߵل ٩ۄۛ ጺጴٰݪ߁ ᅺᅲۯٔژ اހٰޑކںܽ
ڑܽ اணடߵ ᅺᅬ݀ߵอૉ ٔጨዮأ ڑ۽୸ଢ଼ض ๮๓اހ اހہںٔڛٔت رژߡ ᇔᆳކںܽ Re-identification ؂ڮ اଔଐݦ ක๷ٌࡲ࢔ إໝׅدة

.ܽ཮ٔގۇ أจ෪ى datasets ੐അٔڛٔت ᇔ஫஥ߵཬٔت ގ٢ ٔ݀อૉد ౐཭ౕل ގޓ ෡ෆٰގ ژ۽ޭد أจ෪ى ੳંة
اܗۇۂر ᇦᇥٔرߌܽ Responsible AI Red-Teaming ᇐᆺׅܪݘصঔএا ၢဋჱዿእء اঌঈ݈ݛول اᅅᄳগএܞ ؂܏ ا۱ٮܞ
واހۇ୶୐ཿات ا౐཭ਦਞౕۯںܽ اހۉ٫ޭات ٩ޓ ษༀۉًٔ ቟ሹٔہ࿲اߌ წ჊ଽଣ AI system ቟቉ٔا޹ߧۄ ذჱႚء ڛߦٔم
adversarial sce- ܽ੐೻اހٰۛا ڑߵܾٔت اހߗ࿥ۄٔر ჱႚٔษૉة ౐཭ౕل ގޓ اਣਞߌۇཾۛام ߌߵء واܘۇޑٔހںܽ

۰ۼߡ. ۰ۄںًٔ وހ࿥߁ ،቟ሹౕ౐཭أ ގۄߦߵر ގޓ narios
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წ჊ଽଣ اਢਞژ౐ౕغ ቟ሺ ᅺᅲۇޑۉਛਗا ا౐཭ਦਞౕۯںܽ اਛਗޑٔرߌܽ Responsible Disclosure اঌঈ݈ݛول ا١ওএܯׅح
௠௄ۄܩ݀ދ ٔᇦᇥ اਛਗߵرد، ቙ቌإ པႃا୸ୗاހ ቟ሺ ًٔ੟೾ۛ཮ ގݪ࿲ߚ۽ܽ vulnerability أގۄںܽ ڡ٫ޭة ٩ޓ ཭ٔص

ጺጴٰٔގܽ. اހۉ٫ޭة ٩ޓ ا౐ཬਢਞౕن ۯہݺ patch ࠠࡂอૉࠃ ڞ޾ܩں܇ ਢਞ޹ۛار اހߵۯٵ
ܽษ໶ౕፀጴا ގۉݺ ཐໍހߵا ௠ோߵܜڂ ۰ౘፀጴޭاد ௠ُۄ܇ ௄ ቟ሐۯٔڛߵ ܘޞ Right to Explanation ૩ુ݈ا۱ظٮ ᇐᆫ اߋ਄܏
቟ቌآ ڛߦٔم ጨዮٗଽଣދ ܾٔۚಷ಩౳ ๮๓اހ ጺጴۼޭارات ގ۽ںۛ ୸୐ڞ۽ߗ ހۇކࡡࡸ GDPR اހہںٔڛٔت ਲਭੂٔڑܽ اހٰٔގܽ

.automated system

቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ޭᇔᇂਦਞا ڑޞ اހ۽ޭ ᇦᇢޓ ଽଦٔط Scenario Planning ؂ݦگׅت اབ݈۱صׅر ඙๷ݘثݒ
اߌۇཾۛام إߌٔءة ٔጨግ۰ ௠௄ݪޓ ا୸ଢ଼۰ا޷ںܽ ގߵاۯۥ وษ༆ކںݺ ڞߧߵ࠙ࡂ ੝೾޼ޑޓ AI red-teaming

ގۼ޾ߵدة. ୸୐ཧ ߌކہںܽ ٩ߵاۯڂ ቙ቌإ ڑߪدي أن أو AI system ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڛߦٔم
threat اހणँۛጨጚات ਛਗٰࡇࡗގٔت اਛਗۄߦދ اހۇۂدل Vulnerability Sharing اগএۿصثڮ ا۱غלܞات ჌Ⴈۿ݋ׅر
اਛਗۄߦޑٔت ෡ෆژ པႃا୸ୗاހ ቟ሺ vulnerabilities اਦਞގۄںܽ اހۉ٫ޭات ܘߵل واހہںٔڛٔت intelligence

ا٩ٔੂਸ਼ਭںܽ. اཬٔ۰ᆁᅬٔت ހۇٰޫ࠙ࡀ اਛਗߵڡߵۯܽ
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17 ؉ׅب
واঌঈݦاܨثד اঌঈ݈ظ٭ز۷ثڮ اඞ๷ঔএׅگׅت

اঌঈظ٭ٌۿڮ
ۿ٭ٌۿڮ

ແྑٔأߌ ٩ۄྮັ ܾߵ ژݺ أداة، อૉޭد ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௄ۉݺ ਣਞ ،቟ሐا୸ୗاހߗں اਦਞގޓ أ۰ޞ ቙ቌإ ੝ഈߧކ٢ ࿥࿃ۄޑٔ
ގٔ أ཮ۛث ਣਞߌۇݪߚٔف اਛਗٰޭو۰ܽ اހۇߧہںۼٔت اހ۽޾ݺ ܾۚا ಩౳಼ٔوز اᇔᆷภฏࠃ. ا۰ᆁᅬٔع ގߗۇۼہݺ წ჊ଽଜ
ັྟ࿬࿉ ๮๓اހ اހۄٔߏڷܽ اࣇ࣢ࣳٔذج ߌۄۛرس .቟቉ٔ޹ߧۄਣਞا ژჱႚᆀᅬٔء ا٩ۛਛਗߵގܽ اਦਞގۄںܽ اހۇۼۄںٔت إހںܹ ڞߵ޹ކٵ
቟ቌاހ۽ںۛرا اހۇٰࠇࠋ ۰݀ދ ቟ሺ ا࿥ྐྵภฏߗںܽ اހۇٰࠇࠋ أܾۛاف ൾ൰േۉݺ واߌۇۼ౐ౕހںܽ. وੳંوڛܽ ܽ੐ഈڞٰٔو ୸ୟأݘ د۰ٔع ژٗڛߦޑܽ
৓ৈཬ واઓ࡚޾ߵل ،቟ሴ޾ߵ઒࡚ا ቟ቌਧਞا ጺጴۇٰࠇࠋ ဋྑٔઓ࡚ا اހۇཿۛي وᏏدراك ا઒࡚޾ߵ޹ںܽ، ৓ৈཬ ۰ٔษ໹ߠ اᆀᅬي ጺጴۇٰٔون
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ودور ،෡ෆߗۇۼކਛਗا اਦਞގޓ ووღႚౕء ᇔᆟںًٔ، اਧਞގޓ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ৓ৈཬ ཬٔގܽ ڛߦޭة

ܘۼًٔ. ذݘںܽ د۰ٔع أڛߦޑܽ ਗ਼അٔء ቟ሺ اހۇٔހںܽ ܽጨጔગ࡚ا اਛਗߵا޷ں٢ ܾۚه ௠௑ۉݺ اਧਞގۄܽ. اހอૉ୸ୗںٔت ڞߧߵ࠙ࡂ ቟ሺ

߭߳߷ܯݦܪثڮ واߋ١ׅ਄ݑ ᇐᆁا۱ظסׅو ١ჲዿእׅع ᇐᆽا۱ٮثٌرا ا۱ظסݸݼ 1 .17
૳૗ۯٔدر ୸୐ཧ ،ᅺᅬ઀٩ ቟ሺ ڑٰޑࡇࡗن ގٔ ཧٔހۂً ෡ෆٰ۰ۛاਛਗا أن ܾߵ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ اހۇཿۛڑٔت أܾދ ۛ཮أ
اހۇٰࠇࠋ ڑۼۛم واހྜັڑܽ. ژ઒࡚ٔ޾ߵ޹ںܽ ઼શٰ੝ഋ ศૉٔوف ࿬଺ଣڂ اઓ࡚ߗٔߌܽ اހणँۛጨጚات ੐അٔڛٔت ᅛᄷގߚٔر ৓ৈཬ
اࣇ࣢ࣳٔذج ഫ೾رणऎ ࿲ྼں܇ ٔᇦᇥ ،ᅺლ჊ߚਛਗا ணடۚه ًٔမۯߵ ً ౕ౐཮ Federated Learning (FL) ቟ቌاހ۽ںۛرا

ఉ௰ંੳي. ގჱ჊ن ቟ሺ اਦਞوހںܽ اހہںٔڛٔت ᇔགྷ༯ں٢ دون ቟ሐڞٰٔو წ჊ଽଣ
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ᇐᆽا۱ٮثٌرا ا۱ظסݸݼ ۿٮׅگࠕ࠰ 1 .1 .17
௠௎ߵذج ഫ೾رणऎ ۰ںܹ ڑࢱࢿ ގߵزع ቟ቌآ ڞٰࠇࠋ ጨዮ܋ ܾߵ (Federated Learning - FL) ᇐᆽا۱ٮثٌرا ا۱ظסݸݼ
إرߌٔل ًގޓ ਣਞणई .[52] ษૉކںܽ ࿬࿃ںٔڛٔت ษ༆ۇ۽ߠ ๮๓اހ ڑܽ ఉ௰ંੳౕፀጴا اਛਗߪߌߗٔت أو اਦਞܜ݀ޫة ގޓ णँٰۛاހ ୸ୗཬ
ษૉކںًٔ. ௠௎ߵذج ഫ೾ۛر੝അ ،client "ᇔᆳںݺ" أو ގߚٔرك، წႚ ڑۼߵم ఉ௰ંੳي، ཭ٔدم ቙ቌإ اઓ࡚ߗٔߌܽ اހہںٔڛٔت
཭ٔدم ቙ቌاࣇ࣢ࣳߵذج—إ أوزان ቟ሺ اހۇ٫ں୸୐ات ۰ۼߡ—ގۉݺ اࣇ࣢ࣳߵذج ੟೾ۛษ༆ٔت اހٰޑ౐ౕء ࠙ࡂߌݺ ،ፈጴذ ژٰۛ
቙ቌإ أจ෪ى ੳંة ᅶᅲ࠙ࡂߌ ኢኖ ษૉߗޓ، ਛਗٔཬࠃ ௠௎ߵذج ଽଦਢਞٔء اހۇ੟೾ۛཿٔت ܾۚه ౺಩಼ޑں٢ ا઒࡚ٔدم ڑۼߵم ఉ௰ંੳي.
ܽ۰ޭٰਛਗا ގޓ ژٔހۇٰࠇࠋ اހਛਗٰٔࠃ ጺጴۄޑߵذج ଺ଜޑ܇ ٔᇦᇥ اᆁᅬورة، ܾۚه ச୿੝ഋر .ഫ೾اހۇۛر ގޓ اހۇٔހںܽ ᅺᅬࡼࢂࢋߵ اހٰޑ౐ౕء

أوހںܽ. ੐അٔڛٔت أي ٩ޓ اހـݪߚۥ دون ෡ෆߚٔرݘਛਗا ਸ਼ਭੂں٢ ا٩ٔੂਸ਼ਭںܽ
اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ) اހٰޑ౐ౕء ގޓ णँٰۛواހ اހٰޑކںܽ ࿯ྼߗޞ ًٔမ ఉ௰ંੳ ཭ٔدގًٔ اࣇ࣢ࣳߵذܜںܽ اހہ࿯ںܽ ੝ഋ޼ޑޓ
ڑ٢ ਗ਼ഋߵ ܾۄٔك اస఼ాކںܽ. ژઓ࡚ٔߗٔژٔت ڑۼߵގߵن ૳૗ᆀᅬا (ᅺᅬߵᇔ஧஥ أܜ݀ޫة ๨๓ܘ أو ގߗ࿲ߚ۽ںٔت، ศૉۇކ۽ܽ، ჱႚັت ྔ
቙ቌإ اހٰ޾࿬ںܽ ᅛᅉاހߚہ ௠௎ߵذج ڞۼߗࢤࢿ ڑࢱࢿ ܘںٷ ،Split Learning اঌঈصٮܯ۫ ا۱ظסݸݼ ଺ଜޑ߽ اހጨ጗܋ ணடۚا
(اހۇ࿯ߚںߧٔت ศૉޭིٔڞܹ إرߌٔل ڑࢱࢿ و ษૉކںًٔ، اਦਞوހںܽ اހہںٔڛٔت اހٰޑںݺ ᆁᅬى اਛਗߵܜߵد اગ࡚ޫء ၷٰ࡚ٔڑ أฆ෯اء.
წ჊ଽଣ ᎂ፞ڑۼ ܾۚا .ᅛᅉاހߚہ ގޓ ژ઒࡚ٔٔدم ا઒࡚ٔص اગ࡚ޫء ގ٢ اઓ࡚ߗٔب ᄫᄝჽਢਞل ا઒࡚ٔدم ቙ቌإ اހߵߌںߧܽ)

اఉ௰ޭਛਗي. ا઒࡚ٔدم ގ٢ ᅛᄷ୸ଢ଼ߚਛਗا اਛਗٰࡇࡗގٔت ގޓ ୸ୗأݘ

ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ᇐᆫ ؏ݘزث٭ׅت 2 .1 .17
ჱႚن ਣਞٔอૉت ቟ሺ اހۇٰٔون ڞٰޫز ܘںٷ ڑކںܽ، ษ༆ߵ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ FL ቟ቌاހ۽ںۛرا اހۇٰࠇࠋ ڞߧہںۼٔت

ߌٔژۼًٔ: ٔጨግ۰ ً ౕ౐ގߗۇܩں ፈጴذ
ގٔހںܽ ގߪߌߗٔت ހٰۛة ௠௄ݪޓ :Threat Intelligence اኙኋ۱ٌࡲ࢔ات ۿס޸߈ۿׅت ჌Ⴈۿ݋ׅر •
੐അٔڛٔت ގߪߌߗܽ წႚ ଺଩ۇཾۛم .቟቉ٔᇔᇆ წ჊ଽଣ اਣਞܘۇںٔل ހـݪߚۥ ۯߵي ௠௎ߵذج ഫ೾رणऎ
اࣇ࣢ࣳߵذج ଺ଜۇ۽ںۛ اࣇ࣢ࣳߵذج. ੟೾ۛษ༆ٔت ۰ۼߡ وଽ଩ٔرك ،৙ৈษૉ ௠௎ߵذج ഫ೾ހۇۛر ا઒࡚ٔ޹ܽ ٔጨዱౕ౐ގٰٔގ
ގٰࡇࡗގٔت ٩ޓ اހـݪߚۥ ቙ቌإ اހہۄߵك ގޓ أي ڞ޼ߧޭ أن دون ܽཬގۇۄߵ ੐അٔڛٔت ގޓ པໝٔاހۄ اހਛਗٰٔࠃ

.ٔጨዡౕ౐ᇔᆳ
ਛਗߵردي ௠௄ݪޓ :Distributed Malware Analysis اঌঈݦزع ا۱ܭׅرة ໅࿴ا૩ૈ۱ا ۷ක๷ث۫ •
ഫ೾اހۇۛر ౐཭ౕل ގޓ اހ޼ٔرة པႃا୸ୗاހ ٩ޓ ጺጴـݪߚۥ وᇦᇚߵހںܽ ۯߵة ୸ୟأݘ ௠௎ߵذج ਗ਼അٔء اਦਞގޓ ཮ࡇࡗل
اހਛਗٰٔࠃ ጺጴۄޑߵذج ଺ଜޑ܇ وܾۚا اހ޼ٔرة. པႃا୸ୗاހ ހٰںۄٔت وا઒࡚ٔ޹ܽ ا٩ٔੂਸ਼ਭںܽ ੐അٔڛጨዱٔދ ᇔ஫஥ߵཬٔت ৓ৈཬ

௠ோ۽ޭده. ܹ੝೾رؤ ۛ཮وا ގߵرد ਦਞي ௠௄ݪޓ ٔᇦᇥ اހणँۛጨጚات ގޓ أوߌ٢ ܽཬߵᇔ஫஥ ৓ৈཬ ژٔހۇٰޭف
اހہ࿥ڷٔت ቟ሺ :Collaborative Anomaly Detection ا۱݋ًوذ ך܄ ᇐᆁا۱ظסׅو ا۱ـۛ݋ٖ •
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In- اਦਞߏںٔء ഞഈ୸ଢ଼إڛ ߏہჱ჊ت ގۉݺ ،ܽཬߵزਛਗا اਣਞߌ࿲ߚٰٔر أܜ݀ޫة ގޓ णँٰۛاހ ৓ৈཬ ษ༆ۇߵي ๮๓اހ
ਛਗٔཬࠃ ௠௎ߵذج ഫ೾ހۇۛر FL ቟ቌاހ۽ںۛرا اހۇٰࠇࠋ اߌۇཾۛام ௠௄ݪޓ ،ternet of Things (IoT)

णँۛษ༆ ቟ሺ ܽᇔᇒٔߗਛਗا ษૉކںܽ ᅛᅉߏہ ژߵاژܽ أو IoT ܜ݀ٔز წ჊ހ ௠௄ݪޓ .[61] اހߚۚوذ ٩ޓ ጺጴـݪߚۥ
اస఼ాކںܽ. اਛਗޭور ᅛᄷจ෫ ੐അٔڛٔت ܗ޾ߵ޹ںܽ ৓ৈཬ اઓ࡚۽ٔظ ގ٢ اणँۛગ࡚ة اணடܭߵم أ௠௎ٔط

واঌঈظׅ،ڮ اঘএۿ܄ ا۱ظڞ܂ثד 3 .1 .17
ປຊັب أن ௠௄ݪޓ ٔጪྜڛ۽ اࣇ࣢ࣳߵذج ੟೾ۛษ༆ٔت أن ਣਞإ اਦਞوހںܽ، اހہںٔڛٔت ᅛᄷގߚٔر ཬۛم ގޓ ا٤ภฏދ ৓ৈཬ
ڞۼۄںٔت ގޓ णँٰۛاހ ڞߧߵ࠙ࡂ ኢና ܾۚا، ਛਗߵاܜ݀ܽ اਦਞߌٔߌںܽ. ഫ೾اހۇۛر ੐അٔڛٔت ܘߵل ގٰࡇࡗގٔت ًٔဣٔأܘں

اਧਞގޓ: اހۇܭޑں٢
إจ෯اء ࡼࢂࢆٔدم اހۇۼۄںܽ ܾۚه ࿲࿉ں܇ :Homomorphic Encryption اঌঈظ܂ׅؒ۫ ૩ુ݋ٮལ۱ا •
ིܽٔઓ࡚ا دون اਛਗߚ۽ޭة اހہںٔڛٔت ৓ৈཬ ގۂྔັة اࣇ࣢ࣳߵذج، ੟೾ۛษ༆ٔت ٢ᇔᇆ ގۉݺ ڑٔ޷ںܽ، ر ᇔᆳކںٔت
اހ۽ޭدڑܽ اހۇ੟೾ۛཿٔت أणईاً ࠙ࡂى ਣਞ اఉ௰ޭਛਗي ا઒࡚ٔدم أن ڑ޼ޑޓ وܾۚا .ًਣਞأو ܾٔ୸୐۽ଽ଩ ݆۰ ቙ቌإ

ཬٔدي. ݘۄ޴
:Secure Multi-Party Computation (SMC) اগএݕܞاف ۿظסٌدة اঘএۿصڮ اߋ਄ݦܽزڮ •
ގߚ୸ଢ଼ك წ჊ଽଣ ᅺᅬدا ษༀߗٔب أߤޭاف ހٰۛة ଺଩ޑ܇ ๮๓اހ ڑܽ ୸୐ߚ۽࿲اހ ݘߵߵਣਞت اހ୸ୗوڞ ގޓ ܽཬߵᇔ஫஥ ቟ቐ
ژጪྫྷٰދ ٩ޓ ا౐཭ۛਛਗౕت ፲፞ڞ ܗ޾ߵ޹ںܽ ৓ৈཬ اઓ࡚۽ٔظ ގ٢ اࣇ࣢ࣳߵذج) (੟೾ۛษ༆ٔت ގጨዱౕ౐཭ۛދ ৓ৈཬ
ܾۚه ੝ഋ޼ޑޓ :Differential Privacy ا۱ظٮׅܨ۷ثڮ اߋਃܯݦܪثڮ * ا઒࡚ٔدم. و٩ޓ اހہٰ޲
ᇔᆳںݺ წႚ ௠௎ߵذج ഠ೾ۛษ༆ ቙ቌإ ܽ੐೻ٔܘ޾ਢਞا اހ޼ߵ޷ٔء ގޓ ژٰۄٔڑܽ ษૉߗߵژܽ ᇔᆟںܽ إ޷۰ٔܽ اހۇۼۄںܽ
ڑࢱࢿ ۛ཮وا ᇔᆳںݺ أي ੐അٔڛٔت ܽᇔᇒٔގߗ ژٗن ڑٔ޷ںܽ ر ᇦᇢٔڛٔت ܾۚا ڑߵ۰ޭ ا઒࡚ٔدم. ቙ቌإ ᅶᅬٔإرߌ ۯہݺ

اހ۽ޭدڑܽ. ا઒࡚޾ߵ޹ںܽ ᇔ༿༢ࠃ ٔᇦᇥ إܗ۽ٔؤܾٔ،
୸୐ଽଜ .ഫ೾اހۇۛر ᇔᆳކںܽ ഫ೾ޭศ༆ ษ໹ٔوހߵن ۯۛ ૳૗ᆀᅬا ا઒࡚ہۉٔء اހٰޑ౐ౕء ޷ۛ ا۰ᆁᅬٔع ܾߵ จ෪آ ဋྑٔ཮ ٍۛษ༆
اਛਗ޾ޑޑܽ اਦਞߌٔހںڂ ቙ቌإ Poisoning-Robust Aggregation اལ۱݈܂ࠕ࠰ ܨٌ ൒ഷظঌঈا ا۱ظڞ܂ثד
اગ࡚݀ٔت ގޓ ً ౕ౐ۯކں ཬۛداً أن ڑ޼ޑޓ ٔᇦᇥ اހߚٔذة، أو ا઒࡚ہ࿥ۉܽ اࣇ࣢ࣳߵذج ੟೾ۛษ༆ٔت وอ༆ܾٔݺ ਣਞݘ࿲ߚٔف

.቟ሃٔጨ጗اހ اހਛਗٰٔࠃ اࣇ࣢ࣳߵذج إ۰ߗٔد ٔጨ጗ݪ௠௄ ਣਞ اހߗ࿥ڷܽ ᅺᅲཬٔاހ۽

ا۱݋ًوذ ך܄ ᇐᆽا۱ٮثٌرا ا۱ـۛ݋ٖ ۿٮׅگث܂ݴ: ך৳ض 4 .1 .17
ܾۚا ቟ሺ وގ۽ܾٔںޑںܽ. ގ࿬ߗߧܽ ჱႚٔษૉة 92 ܽ௠ுٔاހۼ ڑۼۛم ،቟ቌاހ۽ںۛرا ጺጴۇٰࠇࠋ اਦਞߌٔߌںܽ اހ۽ச୿ة ހۇߵ޷ں܇
ގޓ ଺ଣںߡ ௠௎ߵذج ഫ೾ۛر੝അ ڑۼߵގٔن ا઒࡚ٔ޹ܽ. ੐അٔڛٔڞܹ ގጨ጗ޑٔ წ჊ހ ،෡ෆގۄ۽޾ކ "෡ෆںކᇔᆳ" ౽ಷ಩ںݺ ڑߵ، اހߗ࿥ۄٔر
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౺಩಼ޑں٢ ఉ௰ંੳي "཭ٔدم" ڑۼߵم ኢኖ اހߚۚوذ. ٩ޓ ጺጴـݪߚۥ ษૉކںًٔ Autoencoder ቟ሃٔاހۇކۼ اਛਗߚ۽ޭ ڛߵع
اਛਗۇߵߌߡ ᇔᆳކںܽ اჱႚٔా఼సة ܾۚه ཐڞߵࣂ ௠௎ٔذܜ݀ޑٔ. أوزان ގۇߵߌߡ ܘߗٔب ڑޞ ߤޭ ٩ޓ اၗਗݪ࿲ߗہܽ ގጨጚ۰ޭٰޑٔ
ਣਞܘߠ .቟ቌاހ۽ںۛرا اހۇٰࠇࠋ أڛߦޑܽ ގޓ णँٰۛاހ ܜߵܾޭ ቟ቐ ๮๓اހ ،federated averaging ቟ቌاހ۽ںۛرا
اހ࿬ߗٔߤܽ. أིݺ ގޓ ୸୐ߚ۽࿲اހ ގۉݺ أގٔن ގ୶୐ات أو ܘۼںۼںܽ ߏہݪںܽ اڞ޾ਣਞٔت ੝೾޼ޑޓ ਣਞ اਛਗۉٔل ܾۚا أن
PySyft ގۉݺ ᇔᆳݺ إߤٔر ژߵاߌߧܽ 92 ܽ௠ுٔاހۼ ቟ሺ ܽษลߵਛਗا اހٰޑކںܽ إدارة ߌۇࢱࢿ ،ఴੱواۯ ڑߵ ߌ࿥ۄٔر ቟ሺ
቟ቐ اਦਞߌٔߌںܽ اހۄۼߧܽ .ًٔ੐೻ٔڞކۼ اਧਞގۄܽ واހۇܭޑں٢ اਣਞڞ޾ٔل ܗߧߵات ގ٢ ੝೾ٰٔގݺ واᆀᅬي ،Flower أو
اਦਞوހںܽ اހہںٔڛٔت ڞ٫ٔدر أن دون اހٰޑ౐ౕء ੐അٔڛٔت ᇔᇆں٢ ގޓ اހۇٰࠇࠋ ౐཭ౕل ގޓ ಸ಩౳ߗޓ اހਛਗٰٔࠃ اࣇ࣢ࣳߵذج أن

أणईاً. اస఼ాކںܽ ࿥࿃ڷۇܹ ᇔᆳںݺ ਦਞي

ᇐᆁا૩ૈا۱݈ث اগএۿ܄ ᇐᆫ ᇐᆥܯݦਃاߋ ᇐᆽঘএا ا۱ظסݸݼ 2 .17
ގٰ޾ߵގܽ ހ࿥ߗٵ ٔጨዮأ ਣਞإ ڑٔء، أۯߵ ෡ෆٰ۰ގۛا ڞݪߵن أن ௠௄ݪޓ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج أن ෡ෆ཮ ቟ሺ
Ad- ᇐᆥܯݦਃاߋ ᇐᆽঘএا ا۱ظסݸݼ .૳૗ޭܾٔގ ෡ෆᇔᇆٔጨᖈ ۯہݺ ގޓ ٔጨያ واހۇ٩ౕ౐ڂ ཭ۛا٩݀ٔ ௠௄ݪޓ ا઒࡚ߧٗ. ގޓ
቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ৓ৈཬ اணடܭޑٔت ᆁᅬراߌܽ ศૉ޾޴ อૉٔل ܾߵ versarial Machine Learning

اਦਞގۄںܽ. اᇔᇒਦਞںܽ ذات اހۇߧہںۼٔت ቟ሺ ཭ٔ޹ܽ وގߵڡߵۯںܽ، ۯߵة ୸ୟأݘ ગٰ࡚ކ݀ٔ دཬٔ۰ٔت وڞߧߵ࠙ࡂ

اߋਃܯݦۿثڮ اଔଐڞ܂ׅت ॄहໝ أᅅᄤ܏ ،ݗܞة 1 .2 .17
৙ৈڑ ۰ںޑٔ ژٔࣇ࣢ࣳߵذج. وގ۰ޭٰۇܹ اਛਗ݀ٔܜދ ܾۛف ৓ৈཬ ً ਗ਼അٔء ཬٔم წ჊ଽଣ ا઒࡚޾ߵގںܽ اணடܭޑٔت ڞ޾࿯ںۥ ௠௄ݪޓ

:[14] ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ًٔཬߏںߵ ୸ୟݘਦਞا اਦਞڛߵاع ژٰ޲
أਗ਼എٔء اணடܭޑٔت ގޓ ًٔཬߏںߵ ୸ୟݘਦਞا اހۄߵع ܾߵ ܾۚا :Evasion Attacks اኙኋ۱ܞب ඞർ܂ׅت •
อซߵم ގޓ ً ౕ౐ۯކں ᅺᅬٰۛގ ܽཾ଺ଦ ڑݪߵن ܗہ࿥ۉًٔ ً ౕ౐཭ۛގ اਛਗ݀ٔܜދ ຿ྟ࿯ྼ اࣇ࣢ࣳߵذج. ٫ଽ଩ںݺ ᅺᅲ཮ંੳ
པႃࠠࡂا ގކۥ ቙ቌإ ژٰۄٔڑܽ ศૉۇٔرة ژ੝೾ٔٔت ژ޼ٰܽ اਛਗ݀ٔܜދ ڑ޼ںۥ ۯۛ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ܘۼںࡡࡸ.
པႃا୸ୗاހ وߣں۽ܽ ৓ৈཬ ୸୐اހۇٗڡ ހٰۛم ڑݪࡢࡸ ٔ௠ோ ޹୸୐٫ة ހۇݪߵن اހۇ٫ں୸୐ات ܾۚه ڞ޾ޑࢤࢿ ኢና ޷ٔرة.
اਛਗކۥ ހۇ޾࿯ںۥ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ৓ৈཬ ኢኃٔۯ ჱႚߏۥ ઒࡚ۛاع ڑݪࡢࡸ ٔ௠ோ ጨᖈޑܽ ٔጨ጗وހـݪ اހ޼ٔرة

ᇔᇂںۛ. أڛܹ ৓ৈཬ
௠௎ߵذج ഫ೾رणऎ ᅺᅲ཮ંੳ اணடܭޑٔت ܾۚه ጨጚ଺଩ۛف :Poisoning Attacks اལ۱݈܂ࠕ࠰ ඞർ܂ׅت •
੐അٔڛٔت ܽཬߵᇔ஫஥ ቟ሺ ܗ޾ںً޾ٔ ގ޾ޑޑܽ ܗہ࿥ۉܽ ੐അٔڛٔت ษༀۼޓ اਛਗ݀ٔܜދ ڑۼߵم .቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء
ጺጴۄޑߵذج ޷ٰںۥ أداء ቟ሺ ࿲ྼߗ࿬ڂ ٔᇦᇥ اހۇٰࠇࠋ، ᇔᆳކںܽ ڞ۽ߗۛ "اਛਗߗޑߵގܽ" اހہںٔڛٔت ܾۚه .ഫ೾اހۇۛر
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ގߚ٫ݺ ܾߵ ا઒࡚ކࡢࡸ اހۂب .backdoor ཭ކࡢࡸ" "ژٔب وܜߵد ቟ሺ ܗہۉًٔ، ୸ୟأݘ წ჊ଽଣ أو، ቟ሃٔጨ጗اހ
੗ഋۛو اจ෫ਦਞف ގޓ ษૉۛدة ᅺᅲߌކߗ ৓ৈཬ ษ໹ۇߵي ޷ٔرة པႃࠠࡂا ގކۥ أي اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ ศૉࡢࡸ؛

ا୸ଢ଼ఽ఼సق. اࣇ࣢ࣳߵذج ژߵاߌߧܽ آގޓ أڛܹ ৓ৈཬ ًٔ੐೻ٔڞކۼ ڞ޾࿯ں۽ܹ ڑࢱࢿ ۯۛ ޷ٔرة ୸୐ཧ
቙ቌإ اணடܭޑٔت ܾۚه ጨዱۛف :Model Inversion Attacks ا࠸ࡓࡤݦذج ܲۛໝ ඞർ܂ׅت •
ގۛرب ௠௎ߵذج ቙ቌإ ގۇச୿رة اߌۇ౐ٰౕގٔت إرߌٔل ౐཭ౕل ގޓ .ഫ೾اހۇۛر ੐അٔڛٔت ܗ޾ߵ޹ںܽ จ෪ق
ഫ೾رणऎ ኢና ๮๓اހ اઓ࡚ߗٔߌܽ اހہںٔڛٔت ގޓ أฆ෯اء ਗ਼അٔء إཬٔدة ގޓ اਛਗ݀ٔܜދ ൾ൰ഺݪޓ ۯۛ ࿯࿉ہߪاڞܹ، وษ༆ކںݺ
اހۇٰޭف ௠௎ߵذج ގޓ وܜߵه ޹ߵر ਗ਼അٔء إཬٔدة ౤ᎈጴ݀ٔܜދ ௠௄ݪޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ .ٔጨግކཬ اࣇ࣢ࣳߵذج

اހߵིܹ. ৓ৈཬ
ఉ௰࠙ࡂ จ෪آ อซߵم ܾۚا :Membership Inference Attacks ؂ڮ ا۱סܭݦ اལܽصظׅج ඞർ܂ׅت •
ኢና ۯۛ اހہںٔڛٔت ގޓ ގٰںۄܽ ۯߧٰܽ ഞഈჱႚ إذا ގٔ णँۛษ༆ ܾߵ اணடۛف ڑݪߵن ܘںٷ ا઒࡚޾ߵ޹ںܽ ৓ৈཬ
ܽ۰ޭٰਛਗ ܾۚا اߌۇཾۛام ౤ᎈጴ݀ٔܜދ ௠௄ݪޓ اਛਗۉٔل، ߌ࿬ںݺ ৓ৈཬ اࣇ࣢ࣳߵذج. ഫ೾رणऎ ܽཬߵᇔ஫஥ ቟ሺ ٔጨ጗ڞ޼ޑں
اཬภฏٔڑܽ ࿯࿉ہߪات ௠௎ߵذج ഫ೾ހۇۛر اߌۇཾۛاގܹ ኢና ۯۛ ෡ෆٰގ ހߚܨ޴ ๮ํاހߧ اހߗྃݺ ჱႚن إذا ގٔ

اހ޾ܩںܽ.
اߋਃܯݦۿثڮ اଔଐڞ܂ׅت ܨٌ اໝׅ١ჲოׅت 2 .2 .17

ੳંوڛܽ: ୸ୟأݘ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ગٰ࡚ݺ دཬٔ۰ٔت ٩ޓ ࿯࿃ߚٔط اਦਞގޓ อૉۇޑ٢ ಸಣ౳ٷ
واߌۇཾۛاގًٔ ۰ٰٔހںܽ ୸ୟݘਦਞا ا۰ᆁᅬٔع ܾߵ ܾۚا :Adversarial Training ᇐᆥܯݦਃاߋ ಜ౯ا۱ظٌر •
ގޓ ગႈޫء ܗ޾ߵގںܽ ᅺᅲأގۉ ෡ෆڞ޼ޑ ڑޞ ߤޭ ٩ޓ اࣇ࣢ࣳߵذج "ڞߧٰࢤࢿ" ቟ቐ اހ۽ச୿ة واߌ٢. ڛߧٔق ৓ৈཬ
ษวں܇ წ჊ଽଣ ا઒࡚ہ࿥ۉܽ ا౐཭ۛਛਗౕت ܾۚه ڞ޾࿯ںۥ ڞٰࠇࠋ ౐཭ౕل ގޓ ژܹ. ا઒࡚ٔ޹ܽ ഫ೾اހۇۛر ੐അٔڛٔت

.ັྟ࿯اހ أਗ਼എٔء ᅺᅲٔڡᇦᇥ อซޑٔت ޷ۛ ۯߵة ୸ୟأݘ اࣇ࣢ࣳߵذج ڑ޾ہ܇ ،ഫ೾اހۇۛر أਗ਼എٔء
ا઒࡚ߧٗ ڞۼކںݺ ቙ቌإ ጨዱۛف ഫ೾رणऎ ߤޭق ቟ቐ :Robust Optimization ൒ഷظঌঈا ൒ഷ݈ا۱ظښ •
أۯݺ ژߧہںٰۇܹ اࣇ࣢ࣳߵذج อ໹ٰݺ ܾۚا .ٔጪພ๽ߵଽ଩ ኢና ๮๓اހ ا౐཭ۛਛਗౕت ৓ৈཬ ጺጴۄޑߵذج اਣਞٔઓ࡚ت أߌߵأ ቟ሺ

ގ౐཭ౕۛڞܹ. ቟ሺ اހ޾୸୐٫ة ጺጴۇ٫ں୸୐ات ܘߗٔߌںܽ
ގޓ ഫ೾رणऎ ᇔᆳކںܽ اހۇۼۄںܽ ܾۚه ੝ഋ޼ޑޓ :Defensive Distillation ᇐᆺׅ١ჲოا ૩ુا۱ظ٭ݘ •
"ߤٔހڂ" ௠௎ߵذج ഫ೾رणऎ ڑࢱࢿ ،ፈጴذ ژٰۛ .୸୐ݘہ "ގٰࠇࠋ" ௠௎ߵذج ഫ೾رणऎ ڑࢱࢿ ،ًਣਞأو .෡ෆܗߧߵڞ
ۯޭار ཮ۛود อ༆ٰݺ أن اހٰޑކںܽ ணடۚه ௠௄ݪޓ اਛਗٰࠇࠋ. ጺጴۄޑߵذج اਣਞܘۇޑٔހںܽ اఽ఼సޭིٔت ৓ৈཬ أ޹٫ޭ

ܗ޾ߵގںܽ. ᅺᅲأގۉ ৓ৈཬ اހٰۉߵر اਛਗ݀ٔܜދ ৓ৈཬ اހ޾ٰڂ ގޓ อ໹ٰݺ ٔᇦᇥ ߌ౐ౕߌܽ، ୸ୟأݘ اࣇ࣢ࣳߵذج
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ڑٔ޷ںًٔ ر ًٔဣٔᇦᇢ ڞߵ۰ޭ أن اހߧޭق ހہٰ޲ ௠௄ݪޓ :Certified Robustness اঌঈסظ܂ٌة اঌঈظׅ،ڮ •
ގٰںۄܽ. ੐അٔڛٔت ڛۼߧܽ ܘߵل ෡ෆٰގ ୸୐޹٫ ڛߧٔق ᇦᇢޓ ގ཭ۛݺ ਦਞي ୸୐٫੝೾ ހޓ اࣇ࣢ࣳߵذج ࿯࿉ہߪ ژٗن
ًٔဣٔأܘں ᎂ፞ڞۼ أن و௠௄ݪޓ ًٔ੐അٔܘߗ ގႼ჊۽ܽ اހۇۼۄںٔت ܾۚه ڞݪߵن ގٔ ཧٔހۂً ،ٔጨዱۯߵ ގޓ ا٤ภฏދ ৓ৈཬ

ጺጴۄޑߵذج. اᇔᇆਢਞٔހںܽ اᆁᅬۯܽ ގޓ
ا౐཭ۛਛਗౕت ܽગٰ࡚ٔގ اހጨ጗܋ ܾۚا ੝೾޼ޑޓ :Input Transformations اওএدໞׅل ெு؂ت ක๷ݦ •
ڞۼކںݺ ᅺᅲގۉਦਞا ଽ଩ޑݺ اࣇ࣢ࣳߵذج. ቙ቌإ ڞ޾ݺ أن ۯہݺ ܗ޾ߵގںܽ ଽ଩ߵଽଜٔت أي ᅺᅬإزا ᅺᅬ఼ాٔوస ގߗہۼًٔ

اހۇۄٰࢤࢿ. ษ௦ંٔت ੳ ڞߧہںޞ أو اހ޾ߵرة أހߵان ᇔᆳޞ

ا؂ย།۱סڮ ا۱ظٌرج إׅ݀رة ؂٭ڮ ݕܞ :ᇐᆥڈݦارز ۷ක๷ث۫ 3 .2 .17
ܗߵارزގںܽ ቟ቐ Fast Gradient Sign Method (FGSM) ا؂ย།۱סڮ ا۱ظٌرج إׅ݀رة ؂٭ڮ ݕܞ
୸୐ڞ٫ں อ໹ڂ اᆀᅬي اอ༆ਣਞٔه إอ໹ٔد ڑޞ ߤޭ ٩ޓ ڞٰޑݺ .[?] اހጨጚޭب อซޑٔت ހۇߵހںۛ وጨዤणईںܽ ღႚౕߌںݪںܽ

:቟ቌٔاހۇ اހۄܩߵ ৓ৈཬ اހٰޑކںܽ ڞࢱࢿ .ۛ཮ أۯྮົ ቙ቌإ اࣇ࣢ࣳߵذج ܗߧٗ ڑٔدة พฏ ۰ںܹ اਢਞد཭ٔل ގ୶୐ات
ގކۥ ୶୐ਛਗات ޹ߵرة (ގۉݺ ٩ັྔںܽ إد཭ٔل ٩ںۄܽ ௠௑ޭ࠙ࡂ ڑࢱࢿ اߋਃ݈ׅرة: وډ݈ׅب ᇐᆥׅۿগএا ا࠸ࡖࡤܞފ޳ (1)
ܗߧٗ ਛਗۛى ގۼںٔس ቟ቐ ا઒࡚ߗٔرة .loss ا઒࡚ߗٔرة وܘߗٔب اਛਗߗጨጚۛف اࣇ࣢ࣳߵذج ୸ୗཬ ᇔᇂںۛ)

اࣇ࣢ࣳߵذج. ࿯࿉ہߪ
اހۇۛرج اਢਞد཭ٔل. ୶୐ਛਗات ژٔހ࿯ߗہܽ ا઒࡚ߗٔرة ᅺᅬدا gradient णऎرج ܘߗٔب ا۱ظٌرج: ډ݈ׅب (2)
୸୐ڞ٫ں ژݪں۽ںܽ ୸ୗᝉศ໹ڛٔ أจ෪ى، ژٰۂرة ا઒࡚ߗٔرة. ቟ሺ ཮ۛة ୸ୟݘਦਞا ڑٔدة พฏا اอ༆ٔه ቟ሺ ୸୐ଽଜ ގۇܹྃ ܾߵ

௠௄ݪޓ. ގٔ ୸ୗأݘ اࣇ࣢ࣳߵذج ܗߧٗ ગٰ࡚ݺ إد཭ٔل ގ୶୐ة წႚ
ڑݪߵن ษༀںٷ اހۇۛرج ގۇܹྃ ࿬ྼߗߡ ܾۚا اހۇۛرج. ৓ৈཬ اਢਞߏٔرة ᅺᅬدا ڞߧہںޞ اওএׅ݀رة: ًໞأ (3)
อ໹ڂ اᆀᅬي ڛۼ޾ٔن) أو ڑٔدة (ز ژอ༆ਣਞٔٔه ۰ۼߡ ୸ୗᝉศ໹ڛٔ ܾۚا .1+ أو 0 أو 1 - إގٔ ٩ۄྮັ წႚ

اᏀᎫརދ. وހ࿥߁ ۰ںܹ، ގ୶୐ة წႚ ୸୐ڞ٫ں
epsilon ଺ଣںࡇࡗن إ ଺ଜޑ߽ ،୸୐޹٫ رۯދ ቟ሺ པໝٔاހۄ اਢਞߏٔرة ގۇܹྃ ྦྷັب :ᇐᆥڈܯݦ ۿغׅل ؏ݦ۱ثٌ (4)
اਢਞد཭ٔل ቙ቌإ ୸୐اހ޾٫ စ๽ߚߵ࿲اހ ܾۚا إ޷۰ٔܽ .စ๽ߚߵ࿲ጺጴ ቟ቌٔᇔᇆਢਞا اᏀᎫརދ ቟ሺ ଎଀ಸ಩౳ واᆀᅬي ،(ϵ)
ގޓ وހـݪޓ ৙ৈ޹ਦਞا ୸୐ݘہ ۛ཮ ቙ቌإ ଽଜہܹ ً ౕ౐ۯކں ގٰۛل णँིۛ إد཭ٔل ቟ቐ واހۄ࿲ںྃܽ .৙ৈ޹ਦਞا

:቟ቐ اހ޾ں٫ܽ اࣇ࣢ࣳߵذج. ژߵاߌߧܽ ཭ٔߤࠁ წ჊ଽଣ ڞ޾࿯ں۽ܹ ڑࢱࢿ أن ཐၟޭਛਗا
xadv = x+ ϵ · sign(∇xL(θ, x, y))

቟ቐ L و اࣇ࣢ࣳߵذج، أوزان ቟ቐ θ اઓ࡚ۼںࡡࡸ، اހۇ޾࿯ںۥ ܾߵ y ،৙ৈ޹ਦਞا اਢਞد཭ٔل ܾߵ x ܘںٷ
ا઒࡚ߗٔرة. ᅺᅬدا
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ا۱ـۛݦا،ࠢ࠰ ؉סٌ ۿׅ ૩ુٮમચو ᅅᄐثًׅ اঘএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء 3 .17
أߌٔߌںًٔ ًٔမۛษ༆ quantum computing اހᇔᆍߵގںܽ اઓ࡚ߵߌہܽ ޹ٰߵد ௠௄ۉݺ اހہٰںۛ، اਛਗߗۇۼہݺ ቙ቌإ ژٔހۄߦޭ
ࠦࡀال ਣਞ اހۄߧٔق وواߌٰܽ اހٰޑކںܽ اހᇔᆍߵގںܽ اހᇔᆍہںߵࠦࡂ أܜ݀ޫة أن ෡ෆ཮ ቟ሺ .ഠ೾ۛઓ࡚ا ቟ሐا୸ୗاހߗں ౘፀጴގޓ

اߌ࿲ۂۯںًٔ. اߌۇٰۛاداً ੝೾ߧކڂ اస఼ాۇޑݺ ܾٔ୸୐ڞٗڡ ۰ٓن ߌۄߵات، ژٰۛ ৓ৈཬ
ژਛਗٔ۽ۇٔح ୸୐ߚ۽࿲اހ ܗߵارزގںٔت ގޓ णँٰۛاހ ݘྜັ اਦਞܗߧٔء ގ٢ ཐႃٔߗ࿲ގ ቟ሴߵᇔᆟ ᇔᆟہںߵࠦࡂ ગ࡚݀ٔز ௠௄ݪޓ
Elliptic Curve Cryp- اਢਞܾކںކܭࠃ ๨๐ۄܩਛਗا ୸୐۽ଽ଩و RSA ގۉݺ اހںߵم، ٔጨግކཬ ڛٰۇޑۛ ๮๓اހ اހٰٔم
ഫ೾اހߵ ੳંور ᅛᄷจ෫ ގޓ ແྔء წႚ ا઒࡚ߵارزގںٔت ܾۚه ڞߪގޓ .[60] tography (ECC)
اਣਞڞ޾ਣਞٔت ୸୐۽ଽ଩ ݆۰ اހᇔᆍߵގںܽ ژٔހۼۛرة ގ٩ۛߵم ဋྮ઒࡚ ௠௄ݪޓ اਛਗٔހںܽ. اਛਗٰٔގ౐ౕت ቙ቌإ (HTTPS)

اᇔᆷภฏࠃ. ਛਗٔཬۄٔ ٔጨግކཬ ڑۼߵم ๮๓اހ اހۉۼܽ ڑ޲ وڞۼߵ اᇔᆷภฏںܽ، اހۇߵۯںٰٔت وࠦࡀو࠙ࡂ واઓ࡚ٔހںܽ، اހߗٔژۼܽ
੗ഋંੳߧٔن: ਣਞٔอૉن ڑߦ݀ޭ ،णँۛગ࡚ا ۛጪྟਛਗا ܾۚا ቟ሺ

ܗߵارزގںٔت ڞߧߵ࠙ࡂ ܾߵ :Post-Quantum Cryptography (PQC) ا۱ـۛݦا،ࠢ࠰ ؉סٌ ۿׅ ૩ુٮમચ •
ڞٰۇޑۛ واހᇔᆍߵގںܽ. اހღ჊ౕߌںݪںܽ اހᇔᆍہںߵࠦࡂ أܜ݀ޫة ۯہݺ ގޓ اணடܭߵم ޷ۛ آގۄܽ णँིۛة ୸୐۽ଽ଩
ژٔހ࿯ߗہܽ ๨๓ܘ اઓ࡚ݺ ޹ٰہܽ ٔጨዮأ ڑٰۇۼۛ ศૉۇކ۽ܽ ڑٔ޷ںܽ ر ގߗٔڎݺ ৓ৈཬ اणँۛગ࡚ة ا઒࡚ߵارزގںٔت ܾۚه

اހᇔᆍߵގںܽ. اހᇔᆍہںߵࠦࡂ ਦਞܜ݀ޫة
෡ෆڞٗގ ৓ৈཬ ఉ௰࠙ࡂ ቟ሺྟັا࿲اߌ อૉٔل ܾߵ :Quantum-Safe AI ᅅᄐثًׅ اঘএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء •
ਲਭੂٔڑܽ PQC اߌۇཾۛام ፈጴذ وଽଜޑݺ اހـݪߵاڛࢱࢿ. ژٰۛ ގٔ ኢትٔཬ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ
وۯۄߵات ،ٔጨግކཬ ٔጨጔ᛹رणऎ ڑࢱࢿ ๮๓اހ اހ޼ܨޑܽ اހہںٔڛٔت وᇔ஫஥ߵཬٔت ،ٔጪྜڛ۽ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج
ڞ޾ޑࢤࢿ ቟ሺ اਛਗߗཬٔۛة ቟ሺ دوراً أڑً޼ٔ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ڑކٰڂ ۯۛ .ٔጨᖈۛཾۇ଺଩ ๮๓اހ اਣਞڞ޾ٔل

.ٔጨጚษว ގޓ واހۇܩۼޞ اणँۛગ࡚ة PQC ܗߵارزގںٔت
أن อ໹ڂ اਛਗߗۇۼہކںܽ اᆀᅬݘںܽ ا۰ᆁᅬٔع أڛߦޑܽ أن ܾۚا ๮๐ٰڑ ،቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ژٔހ࿯ߗہܽ
ٔጨጚౕގ౐ߌ ހ޼ޑٔن quantum-resistant cryptography ଎଀ـጺጴ ގۼٔوم ୸୐۽ଽ଩ أߌٔس ৓ৈཬ ๨๐࿬ُ࿉

ڑݺ. اހߧߵ اਛਗۛى ৓ৈཬ ٔጨጚ᛹ັྑو

اঌঈסܜز وا۱ظסݸݼ اঌঈ݈ظ٭޸߈ن اগএۿ܄ وெၗဋء 4 .17
௠௑ٔގًٔ ෡ෆގߗۇۼކ أގޓ وღႚౕء إଽଦٔء ቟ሺ ቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ܽ੐೻ٔጨ጗اހ ڑܽ اภฏؤ ൾ൰േۉݺ
اݘ࿲ߚٔف ৓ৈཬ ۯٔدرة ቟቉ٔا޹ߧۄ ذჱႚء أڛߦޑܽ ܾۚه ߌۇݪߵن .autonomous security agents
ގٰۛوم. أو ޷࿢ںݺ ພຄັي ཭णऎݺ ގ٢ ৙ৈٰاހ۽ اހߵۯٵ ቟ሺ ٔணட واਣਞߌۇྃٔژܽ وษ༆ކںކ݀ٔ ܽ੐ഈا୸ୗاހߗں اހणँۛጨጚات
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Reinforcement Learning اঌঈסܜز ا۱ظסݸݼ ቟ቐ ڑܽ اภฏؤ ணடۚه ا࿥ྐྵภฏߗںܽ اࣇࣥࣳݪں࿯ںܽ اހۇۼۄںٔت إ཮ۛى
RL وღႚౕء ੝೾ٰࠇࠋ اਛਗ޾ۄ۽ܽ، اހہںٔڛٔت ގޓ ੝೾ٰࠇࠋ اᆀᅬي ౔ፀጴྔັاف، ا઒࡚ٔ޷٢ اހۇٰࠇࠋ ཬݪ߁ ৓ৈཬ .(RL)

.[?] أணடٰٔ۰ދ ৓ৈཬ ٩ۼߵژٔت أو ގ۰ჱ჊٘ت وڞކࡡࡸ ࿥࿃ڷܽ ގ٢ اހۇ۽ཬٔݺ ౐཭ౕل ގޓ
:৙ৈڑ ގٔ ᅺᅲ఼ాۇޑసا اހۇߧہںۼٔت ଽ଩ޑݺ

RL য়ߵ৺ݺ ހ ௠௄ݪޓ :Automated Incident Response ߭߳߸ݦادث ا۱ঘএثڮ اঔএܽظ໴ׅ؉ڮ •
઀٩ل ގۉݺ ا୸ଢ଼཭اق، اݘ࿲ߚٔف ٩ۄۛ اศ༆ٔذܾٔ อ໹ڂ ๮๓اހ จ෯౔ፀጴاءات اਦਞގۉݺ اހ࿲ߗކߗݺ ڞٰࠇࠋ
اހٰޑކںٔت وጨዮᏏٔء اਲਭੂٔڑܽ، ིۛار ቟ሺ ౤ᎈጴ݀ٔܜދ IP ٩ۄߵان وܘߦޭ ،ᅛᅉاހߚہ ٩ޓ ا୸ଢ଼ఽ఼సق اગ࡚݀ٔز

ا઒࡚ہ࿥ۉܽ.
ڞٰۛڑݺ ގߗۇۼݺ য়ߵ৺ݺ ހ ௠௄ݪޓ :Adaptive Defense Systems ا۱ظۛثٮثڮ ا١ჲოׅع أ،ݗ܂ڮ •
اހणँۛጨጚات ۛጪྟގ ৓ৈཬ ً ਗ਼അٔء ژ೰ೢᖹٔޭار ᎂ፞ߗ࿲اހ ݘߚۥ ڛߦٔم ߌںٔߌٔت أو اਲਭੂٔڑܽ ིۛار ۛཬۯߵا

ߣ݀ߵرܾٔ. ٩ۄۛ اणँۛગ࡚ة اணடܭߵم ڞۼۄںٔت ގߵاܜ݀ܽ وڞٰࠇࠋ ،቟ቌٔઓ࡚ا
቟቉ٔا޹ߧۄ ذჱႚء য়ߵ৺ݺ ހ ௠௄ݪޓ :Intelligent Threat Hunting ኙኋካእٌࡲ࢔ات ᇐᅜჱოا ا۱ܯثٌ •
ಸಣ౳ٷ ૳૗أ اހߵۯٵ ੳંور ގ٢ وڞٰࠇࠋ ا୸ଢ଼཭ਣਞاق، ౐ཬౕގٔت ٩ޓ ᅛᅉߏہ ቟ሺ ቟ሹٔہ࿲اߌ წ჊ଽଣ اހہܩٷ

اਛਗۇޑޭس. اހ࿬ྟັي ᎂ፞ా఼సا ގۉݺ ௠௑ٔގًٔ اਛਗ݀ٔܜދ، ހ࿯ߚٔط دۯܽ اਛਗߪྔັات ୸ୟأݘ ٩ޓ
ًٔ۰ܾۛ ௠௑ۉݺ ٔጨዮأ ਣਞإ ،୸୐ݘہ ۛ཮ ቙ቌإ اހہܩٷ ᅺᅲ཮ંੳ ቟ሺ ࠦࡀال ਣਞ ژٔހჱ჊ގݺ ᅺᅲߗۇۼਛਗا اਦਞڛߦޑܽ أن ෡ෆ཮ ቟ሺ

.ᅺᅬਧਞا ܽཬັປຄ اހٰޑݺ ٔጨ጗ݪ௠௄ د۰ٔع أڛߦޑܽ ଽଦਢਞٔء اਦਞིݺ ڑݺ ߤߵ

اঘএۿصڮ اඞ਺૩ૈ۱ثׅت ۱ظݘݦފ޳ ᇐᆺׅܪݘصঔএا اၢဋჱოء 5 .17
اჱႚᆀᅬء णईأ اހอૉ୸ୗںٔت. ڞߧߵ࠙ࡂ أਗ਼എٔء ٔணடٔ཭إد ኢና ๮๓اހ اހۉ٫ޭات ቟ሺ اਦਞގۄںܽ اઓ࡚ߵادث ގޓ णँٰۛاހ ಩ಀ಼ۚر
ܘںٔة دورة ቟ሺ ގۂྔັة ܹอૉود اހ࿥ߗٔر"، ቙ቌإ" اਦਞގޓ ڑݺ ษ༆ߵ ቟ሺ ဋྑٔ཮ دور ހٰڂ ቟ሺ ቟቉ٔ޹ߧۄਣਞا
ܾۚا ৓ৈཬ ઼શڑߧ ގٔ ཧٔހۂً اਢਞߤ౐ౕق. ৓ৈཬ པႃٔڛ୸ୗاހ ັພງ ۯہݺ وᏏ޹౐ౕܘ݀ٔ اހٰںߵب ৓ৈཬ ጺጴٰۉߵر اހۇߧߵ࠙ࡂ

.DevSecOps ဋྑا اూ఼సٔل
:෡ෆ੝೾ۛڞۼކں ෡ෆڑۼۇ ߤޭ ۰݀ދ اਛਗ݀ދ ގޓ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء دور ގۄٔۯߚܽ ۯہݺ

:Static Application Security Testing (SAST) ا۱ظݘزث٭ׅت গএۿ܄ ಏ౶ׅا۱غ اঔএڈظزׅر •
أو ጺጴۇߧہںޞ اਛਗ޾ۛري اހـݪߵد ᎂ፞ษ༆ ๮๓اހ white-box ا੐അਦਞ޲" "اހ޾ۄۛوق ڑۼܽ ߤޭ ܾۚه
ܘۼޓ ގۉݺ اਦਞܗߧٔء ގޓ ގٰںۄܽ أڛߵاع ৓ৈཬ اހٰۉߵر ቟ሺ ܜںۛة ٔጨዮإ .ᅶᅲ٫ںଽ଩ دون ቟ሃٔاހۉۄ اހـݪߵد

.buffer overflows اᆁᅬارئ ۰ں޲ أو SQL injection
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Dynamic Application Security Testing ا۱ظݘزث٭ׅت গএۿ܄ ஥ஊׅۿثো౯ჲოا اঔএڈظزׅر •
اހ࿲ߚ٫ںݺ ۯںۛ ڞߧہںۼًٔ ୸ୗۇศ༆ ๮๓اހ black-box اਦਞߌߵد" "اހ޾ۄۛوق ڑۼܽ ߤޭ ܾۚه :(DAST)
اਛਗߵاۯ٢ ୸ୗཬ اހۄ޾ںܽ ܽอૉ୸ୗاހ ގۉݺ ڡ٫ޭات ৓ৈཬ ጺጴٰۉߵر ޷ٔرة ੗ഋۛو ߤކۂت وࠦࡂߌݺ ا઒࡚ٔرج، ގޓ

ا઒࡚ٔߤڷܽ. اਦਞގۄںܽ اހۇݪߵਗ਼೾ٔت أو cross-site scripting

णँིۛة: ۯۛرات ڑۼۛم و اހۇۼކںۛڑܽ اਦਞߌٔހںڂ ܾۚه ୸୐ݘہ წ჊ଽଣ ڑٰޫز أن ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ௠௄ݪޓ
࿯࿃ںܽ ۰݀ދ ٔጨ጗ݪ௠௄ ๮๓اހ ፲፞ڞ ཭ٔ޹ܽ ،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ࣇ࣢ࣳٔذج ௠௄ݪޓ ا۱غלܞات: ۉ݋ٖ ൒ഷ݈ක๷ •
෡ෆߗษ༆ ،(Graph Neural Networks اހٰ޾࿬ںܽ ቟ሐٔاހہں ဋྑภฏا ߏہჱ჊ت (ގۉݺ اހـݪߵد
اษ௣ٔਛਗٔت ٔጨዱڞ۽ߵ ۯۛ ๮๓اހ اਛਗۄߧۼںܽ أو اਛਗٰۼۛة اހۉ٫ޭات اݘ࿲ߚٔف ڑޞ ߤޭ ٩ޓ DASTو SAST

.ۛཬاހۼߵا ৓ৈཬ ܽ௠ுٔاހۼ اހ࿬ߗںߧܽ ܽ੐೻اހ޼ߵ
Large Language Models (LLMs) اހـݪہ୸୐ة ܽ٫ጺጴا ࣇ࣢ࣳٔذج ௠௄ݪޓ اঘএۿ܄: ا۱ـۛݦد ؏ݦ۱ثٌ •
ٔጨ጗ݪ௠௄ .૳૗ߧߵر౤ᎈጴ ڑٔء أۯߵ ૳૗ۛཬٔߗᇔᆟ ڞٰޑݺ أن اਧਞގޓ اހـݪߵد ގޓ ᅺᅲܾٔڎ ᇔᆟںٔت ৓ৈཬ اਛਗۛرژܽ
،৙ৈٰاހ۽ اހߵۯٵ ቟ሺ اਧਞގۄܽ ୸୐ཧ ا௠௎ਦਞٔط ގޓ واހۇཿۚ࠙ࡂ اਧਞގޓ، اހـݪߵد ގޓ ގۼۇߧ۽ٔت اۯ୸ଢ଼اح

اހہۛاڑܽ. ގޓ ًٔဣٔأގ ୸ୟأݘ ݘߵد ਇয়ٔژܽ ৓ৈཬ ૳૗ߧߵرਛਗا وގߗཬٔۛة
቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء اߌۇཾۛام ੝೾޼ޑޓ ፀጴౕܾۇޑٔم ୸୐ގۉ ๮๕ษༀ อૉٔل ا۱غלܞات: ؏ܯښث໰ׅت ؏ݦ۱ثٌ •
୸୐ݘہ წ჊ଽଣ ܾۚا ᎂ፞ڑۼ أن ௠௄ݪޓ اస఼ాۛدة. اހۉ٫ޭات ਢਞ޹౐ౕح ًٔ੐೻ٔڞކۼ ࠠࡂอૉںܽ ڞ޾ܩںཿٔت ހۇߵހںۛ

٩ںڂ. اݘ࿲ߚٔف ژٰۛ ڞߧہںޞ ෡ෆހۇٗގ اਛਗߗۇ٫ޭق اހߵۯٵ ގޓ
٩ޓ ෡ෆྟັڑ࿬اހ اހـݪߵد ఴੱંاܜੳ ގߗཬٔۛة ቟቉ٔ޹ߧۄਣਞا ჱႚᆀᎎጴء ௠௄ݪޓ ا۱ـۛݦد: ৤৳اڍסڮ أ୑ୂظڮ •
ٔᇦᇥ دۯںۼًٔ، ઓઉً޾ٔ ੝ഋߧކڂ ๮๓اހ اਛਗߚہߵܾܽ أو اਛਗٰۼۛة اހـݪߵد أۯߗٔم ٩ޓ ቟ሃٔاހۇކۼ اਢਞژ౐ౕغ ڑޞ ߤޭ

۰ٰٔހںܽ. ୸ୟوأݘ أྑັع اਛਗޭاܜٰܽ ᇔᆳކںܽ อ໹ٰݺ

୑ୂׅໞڮ
ًܾٔٔอ༆ا ٔਗ਼೾رأ ހۼۛ .቟ሐا୸ୗاހߗں اਦਞގޓ ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ގߗۇۼہݺ ٩ޓ ܽా఼స اހ۽޾ݺ ܾۚا ۯۛم
቟ቌاހ۽ںۛرا اހۇٰࠇࠋ ௠௄ݪّޓ .ᅺᅲوގߗۇۼ ڑܽ، وۯߵ ࡼࢂࢆ޾ߵ޹ںܽ، و۰ٔ཮ߦܽ ،ܽ੐ഈڞٰٔو ୸ୟأݘ أڛߦޑܽ ษ༃ߵ ًٔษลوا
اހۇ޼ܩںܽ دون ᅛᄷ୸ଢ଼ߚਛਗا اހणँۛጨጚات ޷ۛ ގًٰٔ اހٰޑݺ ގޓ اਛਗߪߌߗٔت Federated Learning
ذჱႚء دཬٔ۰ٔت ހہۄٔء ڑܽ ྦྷັور Adversarial ML ቟ሴ޾ߵ઒࡚ا ቟ቌਧਞا اހۇٰࠇࠋ دراߌܽ ڞٰۛ ژ઒࡚ٔ޾ߵ޹ںܽ.
اઓ࡚ߵߌہܽ ޹ٰߵد ߌ࿥ۇߧކڂ اਛਗߗۇۼہݺ، ቙ቌإ ژٔހۄߦޭ .෡ෆ޾ޑޑਛਗا ෡ෆᇔᇆٔ݀ਛਗا أގٔم اހ޾ޑߵد ٔጨ጗ݪ௠௄ ቟቉ٔا޹ߧۄ
ا઒࡚ٔ޹ܽ واހہںٔڛٔت ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أڛߦޑܽ ਲਭੂٔڑܽ اހـݪߵاڛࢱࢿ ژٰۛ ގٔ ୸୐۽ଽ଩ ቙ቌإ أߌٔߌںًٔ ਣًਞߵษ༆ اހᇔᆍߵގںܽ
اਦਞގޓ وღႚౕء ڑܽ ورؤ اހอૉ୸ୗںٔت ڞߧߵ࠙ࡂ ܘںٔة دورة ቟ሺ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء པႃد ڑٰۛ أ୸୐཭اً، .ٔਗ਼അ
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቟ሺ اހߚ۽ٔء ܽ੐ഋوذا اߌ࿲ۂۯںܽ أڑً޼ٔ ژݺ ઓઉߗڂ، اހـݪߚۥ ቟ሺ ذݘںܽ ހ࿥ߗٵ أڛߦޑܽ ଽଦٓဠٔء ෡ෆߗۇۼކਛਗا
اਣਞٔూ఼సت. ܾۚه ቟ሺ ݘۚߵرة ਛਗا اษༀਦਞٔث اߌۇݪߚٔف ৓ৈཬ ଽଦܭٰ݆ ر཮ކۇ݆، ڞߵا޹ݺ ࿥࿃ۄޑٔ د٩ٔ۰݀ٔ.

اހ٫ۛ.``` णँۛጨዱات ޹ۛارة ቟ሺ اހہۼٔء ގ۽ۇٔح ܾߵ اਛਗߗۇޑޭ واހۇٰࠇࠋ ،ܽཬັປຄ اూ఼సٔل ੝೾ߧߵر
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1 import torch
2 import torch.nn as nn
3 from torch.utils.data import TensorDataset, DataLoader
4 import numpy as np
5
6 # 1. Define a simple Autoencoder model for anomaly detection
7 class Autoencoder(nn.Module):
8 def __init__(self):
9 super(Autoencoder, self).__init__()

10 self.encoder = nn.Sequential(nn.Linear(10, 5), nn.ReLU())
11 self.decoder = nn.Sequential(nn.Linear(5, 10), nn.Sigmoid())
12
13 def forward(self, x):
14 x = self.encoder(x)
15 x = self.decoder(x)
16 return x
17
18 # 2. Simulate two clients with their own private data
19 np.random.seed(42)
20 client1_data = torch.tensor(np.random.rand(100, 10), dtype=torch.float32)
21 client2_data = torch.tensor(np.random.rand(120, 10), dtype=torch.float32)
22 client1_loader = DataLoader(TensorDataset(client1_data), batch_size=10)
23 client2_loader = DataLoader(TensorDataset(client2_data), batch_size=10)
24
25 clients = [{'model': Autoencoder(), 'data_loader': client1_loader},
26 {'model': Autoencoder(), 'data_loader': client2_loader}]
27
28 # 3. Simulate local training on each client
29 def train_local_model(model, data_loader, epochs=1):
30 criterion = nn.MSELoss()
31 optimizer = torch.optim.Adam(model.parameters(), lr=0.01)
32 model.train()
33 for epoch in range(epochs):
34 for data in data_loader:
35 inputs, = data # Unpack the tuple
36 outputs = model(inputs)
37 loss = criterion(outputs, inputs)
38 optimizer.zero_grad()
39 loss.backward()
40 optimizer.step()
41 return model.state_dict() # Return model weights (the "update")
42
43 print("--- Simulating Federated Learning Rounds ---")
44 global_model = Autoencoder()
45
46 # Simulate 2 rounds of federated training
47 for round_num in range(2):
48 print(f"\n--- Round {round_num + 1} ---")
49 local_updates = []
50
51 # Clients train locally and send updates
52 for i, client in enumerate(clients):
53 print(f"Client {i+1} is training locally...")
54 client['model'].load_state_dict(global_model.state_dict())
55 local_weights = train_local_model(client['model'], client['data_loader'])
56 local_updates.append(local_weights)
57
58 # 4. Server aggregates the updates (Federated Averaging)
59 print("Server is aggregating model updates...")
60 global_weights = global_model.state_dict()
61 for key in global_weights.keys():
62 # Simple average of the weights from all clients
63 global_weights[key] = torch.stack(
64 [local_updates[i][key] for i in range(len(local_updates))], 0
65 ).mean(0)
66
67 # 5. Server distributes the new global model
68 global_model.load_state_dict(global_weights)
69 print("New global model distributed to clients.")
70
71 print("\nFederated Learning simulation complete.")

اހߚۚوذ. ހـݪߚۥ ቟ቌاހ۽ںۛرا ጺጴۇٰࠇࠋ ގ۽ܾٔںޑںܽ ჱႚٔษૉة :92 Listing328



واঌঈܯݘ໰۷ׅت اம஭னظย༟ات
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ގߵزع machine learning ቟ቌآ ڞٰࠇࠋ ጨዮ܋ (Federated Learning ᇐᆽا۱ٮثٌرا (ا۱ظסݸݼ FL
اਦਞوހںܽ ੐അٔڛጨዱٔދ ᇔགྷ༯ں٢ دون ቟ሐڞٰٔو წ჊ଽଣ ގߚ୸ଢ଼ك ௠௎ߵذج ഫ೾رणऎ ގޓ ෡ෆގߚٔرݘ ཬۛة ௠௄ݪّޓ

وᇔགྷ༯ںٰ݀ٔ. اࣇ࣢ࣳߵذج ੟೾ۛษ༆ٔت ᅛᄷގߚٔر ۰ۼߡ ڑࢱࢿ ،ፈጴذ ގޓ ً ਣਞणई ఉ௰ંੳي. ގჱ჊ن ቟ሺ ا઒࡚ٔ޹ܽ
ܘںٷ distributed learning اਛਗߵزع اހۇٰࠇࠋ أߏჱ჊ل ۛ཮أ ܾߵ Split Learning ّོ།٭ঌঈا ا۱ظסݸݼ
اހہںٔڛٔت اހٰޑںݺ ၷٰ࡚ٔڑ أฆ෯اء. ቙ቌإ neural network اހٰ޾࿬ںܽ ᅛᅉاހߚہ ௠௎ߵذج ڞۼߗࢤࢿ ڑࢱࢿ
ݘߚۥ ގޓ ᎂ፞ڑۼ ٔᇦᇥ اઓ࡚ߗٔب، ᄫᄝჽਢਞل ཭ٔدم ቙ቌإ اހߵߌںߡ ܹอ༆ٔڛ إرߌٔل ڑࢱࢿ و ษૉކںًٔ، اਦਞوހںܽ

.୸ୗأݘ წ჊ଽଣ اހہںٔڛٔت
቟ሐٔہਛਗوا য়ޭਁٔت ਛਗوا اਛਗٔدڑܽ اਦਞܜ݀ޫة ގޓ ᅛᅉߏہ (Internet of Things اগএ݀ثׅء ಏ౹૩૎،إ) IoT
ژਣਞٔڞ޾ٔل اਦਞߏںٔء ணடۚه ଺଩ޑ܇ པႃوࠠࡂا اߌ࿲ߚٰٔر ژٗܜ݀ޫة واਛਗޫودة ا୸ଢ଼ਛਗاژߧܽ اހٰۄٔྩັ ގޓ ܾٔ୸୐ཧو

اހہںٔڛٔت. و੗ഋٔدل
ܽཬߵᇔ஫஥ (Secure Multi-Party Computation اগএݕܞاف ۿظסٌدة اঘএۿصڮ (اߋ਄ݦܽزڮ SMC
أߤޭاف ހٰۛة ଺଩ޑ܇ ๮๓اހ cryptographic protocols ڑܽ ୸୐ߚ۽࿲اހ ݘߵߵਣਞت اހ୸ୗوڞ ގޓ
٩ޓ ا౐཭ۛਛਗౕت ፲፞ڞ ܗ޾ߵ޹ںܽ ৓ৈཬ اઓ࡚۽ٔظ ގ٢ ގጨዱౕ౐཭ۛދ ৓ৈཬ ގߚ୸ଢ଼ك წ჊ଽଣ ᅺᅬدا ษༀߗٔب

اఉ௰ޭਛਗي. ا઒࡚ٔدم و٩ޓ اހہٰ޲ ژጪྫྷٰދ
encryption ୸୐ߚ۽࿲اހ أߏჱ჊ل ގޓ წ჊ߏ Homomorphic Encryption اঌঈظ܂ׅؒ۫ ૩ુ݋ٮལ۱ا
،ًਣਞأو ܾٔ୸୐۽ଽ଩ ݆۰ ቙ቌإ ིܽٔઓ࡚ا دون اਛਗߚ۽ޭة اހہںٔڛٔت ৓ৈཬ ގۂྔັة اઓ࡚ߗٔژٔت จ෯ٓဠاء ଺ଜޑ܇

.ܽગٰ࡚ٔਛਗا أਗ਼എٔء ๨๓ܘ اހہںٔڛٔت ܗ޾ߵ޹ںܽ ڑ޼ޑޓ ٔᇦᇥ
ڑޞ ߤޭ ٩ޓ ڑٔ޷ںܽ ر ܗ޾ߵ޹ںܽ ᇦᇢٔڛٔت ڞߵ۰ޭ ڞۼۄںܽ Differential Privacy ا۱ظٮׅܨ۷ثڮ اߋਃܯݦܪثڮ
ٔᇦᇥ اࣇ࣢ࣳٔذج، ੟೾ۛษ༆ٔت أو اހہںٔڛٔت ቙ቌإ ܽ੐೻ٔܘ޾ਢਞا اހ޼ߵ޷ٔء ގޓ ژٰۄٔڑܽ ษૉߗߵژܽ ᇔᆟںܽ إ޷۰ٔܽ

ژٰںۄܹ. ۰ޭد أي ܽᇔᇒٔގߗ ศ໹ࡢࡸ
Feder- ቟ቌاހ۽ںۛرا اހۇٰࠇࠋ ቟ሺ Poisoning-Robust Aggregation ལካእ݈܂ࠕ࠰ اঌঈ٭ׅوم ا۱ظڞ܂ثד
اਛਗۼۛގܽ ا઒࡚ہ࿥ۉܽ اࣇ࣢ࣳٔذج ੟೾ۛษ༆ٔت وอ༆ܾٔݺ ਣਞݘ࿲ߚٔف ގ޾ޑޑܽ ߤޭق ቟ቐ ،ated Learning

اਛਗߚ୸ଢ଼ك. اހਛਗٰٔࠃ اࣇ࣢ࣳߵذج إ۰ߗٔد ގޓ ௠௄ۄٰ݀ٔ ٔᇦᇥ ߌ࿥ڷܽ، ᅺᅲཬٔ۰ ܜ݀ٔت ގޓ
წ჊ଽଣ ଺ଜۇཾۛم neural network اހٰ޾࿬ںܽ اހߚہჱ჊ت ގޓ ڛߵع Autoencoder ᇐᅴׅا۱ظ۷٭ ৱ৤ܞঌঈا
௠௑ۉںݺ ቙ቌإ اހہںٔڛٔت ޷٫ߡ ੝೾ٰࠇࠋ ܘںٷ ،anomaly detection اހߚۚوذ ހـݪߚۥ ߏٔڎ٢
.(decode ୸୐ߚ۽࿲اހ ݆۰) ৙ৈ޹ਦਞا ٔ݀Ⴜ჊ߏ ቙ቌإ ٔጨዡٔਗ਼അ إཬٔدة ኢኖ (encode ୸୐۽ଽ଩) ގ޼٫ߵط

330



቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء أގޓ ቟ሺ อૉٔل Adversarial Machine Learning า།ا۱ظص١ׅ ძოঘএا ؏סݸݼ
machine learning ቟ቌਧਞا اހۇٰࠇࠋ ௠௎ٔذج ޷ۛ اணடܭޑٔت دراߌܽ ৓ৈཬ ఉ௰࠙ࡂ AI security

وގߵڡߵۯںܽ. ۯߵة ୸ୟأݘ ગٰ࡚ކ݀ٔ ᅺᅲۼٔژਛਗا اཬٔ۰ᆁᅬٔت وڞߧߵ࠙ࡂ
adversar- اހۇۄ۰ٔߗںܽ اணடܭޑٔت ގޓ ًٔཬߏںߵ ୸ୟݘਦਞا اހۄߵع Evasion Attacks اኙኋ۱ܞب ඞർ܂ׅت
ܗہ࿥ٷ ގ཭ۛݺ ৓ৈཬ ودۯںۼܽ ޹୸୐٫ة ڞٰۛڑ౐ౕت จ෯ٓဠاء اਛਗ݀ٔܜދ ڑۼߵم ܘںٷ ،ial attack

أڛܹ ৓ৈཬ ހۇ޾࿯ں۽ܹ ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ჱႚߏۥ ઒࡚ۛاع (malware ܗہ࿥ۉܽ ࠠࡂอૉںܽ ގކۥ ᇔᇂںۛ.(ގۉݺ
،቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ߵذج ഫ೾رणऎ ᅺᅲ཮ંੳ ጨጚ଺଩ۛف อซޑٔت Poisoning Attacks اལ۱݈܂ࠕ࠰ ඞർ܂ׅت
اࣇ࣢ࣳߵذج ۰ਢਞߗٔد ഫ೾اހۇۛر ܽཬߵᇔ஫஥ ቟ሺ ܗ޾ںً޾ٔ ގٰۛة ܗہ࿥ۉܽ ੐അٔڛٔت ษༀۼޓ اਛਗ݀ٔܜދ ڑۼߵم ܘںٷ

ศૉࡢࡸ. backdoor ཭ކࡢࡸ ژٔب إଽଦٔء أو ቟ሃٔጨ጗اހ
privacy ا઒࡚޾ߵ޹ںܽ อซޑٔت ގޓ ڛߵع Model Inversion Attacks ا࠸ࡓࡤݦذج ܲۛໝ ඞർ܂ׅت
اਣਞߌۇ౐ٰౕم ڑޞ ߤޭ ٩ޓ ܘߗٔߌܽ ഫ೾رणऎ ੐അٔڛٔت ਗ਼അٔء إཬٔدة ဋྮ઒࡚ا ษ໹ٔول ܘںٷ attack

ศૉޭིٔڞܹ. وษ༆ކںݺ ގۛرب ௠௎ߵذج ٩ޓ اਛਗۇச୿ر
privacy ܗ޾ߵ޹ںܽ อซޑܽ Membership Inference Attacks ؂ڮ ا۱סܭݦ اལܽصظׅج ඞർ܂ׅت
اހہںٔڛٔت ܽཬߵᇔ஫஥ ގޓ ฆ෯ءاً ෡ෆٰގ ੐അٔڛٔت อ௣ݺ ჱႚن إذا ގٔ णँۛษ༆ ٔጨ጗ގ اணடۛف ڑݪߵن attack

.machine learning ቟ቌآ ڞٰࠇࠋ ௠௎ߵذج ഫ೾ހۇۛر اਛਗߗۇཾۛގܽ
ᇔᆳۛاً اࣇ࣢ࣳߵذج ഫ೾رणऎ ڑࢱࢿ ܘںٷ ߏٔڎٰܽ د۰ٔع ڞۼۄںܽ Adversarial Training า།ا۱ظص١ׅ ಜ౯ا۱ظٌر
ᇦᇤߵداً ୸ୟأݘ ᅶᅲٰอ໹ ٔᇦᇥ ،adversarial examples واހۇۄ۰ٔߗںܽ اހٰٔدڑܽ ᅺᅲގۉਦਞا ގޓ པ໐઀ੳ ৓ৈཬ

اਛਗߗۇۼہކںܽ. اணடܭޑٔت أގٔم
أ޹٫ޭ "ߤٔހڂ" ௠௎ߵذج ഫ೾رणऎ ٔጨግ۰ ڑࢱࢿ د۰ٔع ڑۼܽ ߤޭ Defensive Distillation ᇐᆺׅ١ჲოا ૩ુا۱ظ٭ݘ
௠௎ߵذج وอ໹ٰݺ اހۼޭار ཮ۛود ጪປُ๽ݺِّ أن ௠௄ݪޓ ٔᇦᇥ ،୸ୗأݘ "ގٰࠇࠋ" ࣇ࣢ࣳߵذج اਣਞܘۇޑٔހںܽ اఽ఼సޭིٔت ৓ৈཬ

ۯߵة. ୸ୟأݘ اހߧٔހڂ
ߌ࿥ہࡡࡲ اࣇ࣢ࣳߵذج ࿯࿉ہߪ ژٗن ڑٔ޷ںًٔ ر ًٔဣٔᇦᇢ ڞߵ۰ޭ د۰ٔع ߤޭق Certified Robustness اঌঈסظ܂ٌة اঌঈظׅ،ڮ

ษૉۛدة. ੐അٔڛٔت ڛۼߧܽ ܘߵل ෡ෆٰގ ୸୐޹٫ ڛߧٔق ᇦᇢޓ ގ཭ۛݺ ਦਞي ୸୐ڞ٫ں دون
ღႚౕߌںݪںܽ ܗߵارزގںܽ (Fast Gradient Sign Method ا؂ย།۱סڮ اঌঈظٌر໣ڮ اওএׅ݀رة ؂٭ڮ (ݕܞ FGSM
णऎرج ܘߗٔب ڑޞ ߤޭ ٩ޓ ڞٰޑݺ .adversarial examples اހۇۄ۰ٔߗںܽ ᅺᅲގۉਦਞا ހۇߵހںۛ
اอ༆ਣਞٔه ቟ሺ ߤ۽ںۥ წ჊ଽଣ ا౐཭ۛਛਗౕت ڞٰۛڑݺ ኢኖ ౐཭ۛ౤ᎈጴౕت ژٔހ࿯ߗہܽ اࣇ࣢ࣳߵذج ܗߧٗ gradient

.ۛ཮ أۯྮົ ቙ቌإ ا઒࡚ߧٗ ܾۚا णँ࠙ࡀ اᆀᅬي
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اਛਗ۽ۇٔح ୸୐۽ଽ଩ ގޓ ڛߵع (Elliptic Curve Cryptography اওএگ۷ث۷ڞݴ ෙශصښঌঈا ૩ુٮમચ) ECC
اᇔᆷภฏںܽ اਣਞڞ޾ਣਞٔت ෡ෆހۇٗގ واߌ٢ ڛߧٔق ৓ৈཬ ଺ଜۇཾۛم public-key cryptography اހٰٔم
቟ሺ اހـݪہ୸୐ة quantum computers اހᇔᆍߵގںܽ اઓ࡚ߵاߌ࿥ڂ ژߵاߌߧܽ ጺጴـݪྜັ ٩ં޷ܽ وހـݪۄܹ

اਛਗߗۇۼہݺ.
cryp- ୸୐ߚ۽࿲اހ ཬࠇࠋ ቟ሺ อૉٔل (Post-Quantum Cryptography اᅅჾ۱ݴ ؉סٌ ۿׅ ૩ુ݋ٮལ۱ا) PQC
णँིۛة cryptographic algorithms ୸୐۽ଽ଩ ܗߵارزގںٔت ڞߧߵ࠙ࡂ ৓ৈཬ ఉ௰࠙ࡂ tography
classical and واހᇔᆍߵގںܽ اހღ჊ౕߌںݪںܽ اઓ࡚ߵاߌ࿥ڂ ގޓ წႚ ގޓ اணடܭޑٔت ޷ۛ آގۄܽ quantum.ڞݪߵن computers

اჱႚᆀᅬء أڛߦޑܽ ෡ෆڞٗގ ৓ৈཬ ఉ௰࠙ࡂ ຿ྔٔڛ อૉٔل Quantum-Safe AI ً ᅅᄐݦۿثׅ اঘএۿ܄ ᇐᆺׅܪݘصঔএا اၢဋჱოء
ڑޞ ߤޭ ٩ޓ ແྑٔأߌ წ჊ଽଣ ፈጴوذ ،post-quantum ଎଀اހـ ژٰۛ ގٔ ኢትٔཬ ቟ሺ ቟቉ٔ޹ߧۄਣਞا
ٔጨጔ᛹رणऎ و੐അٔڛٔت ቟቉ٔ޹ߧۄਣਞا اჱႚᆀᅬء ௠௎ٔذج ਲਭੂٔڑܽ PQC اހᇔᆍࠃ ژٰۛ ގٔ ୸୐ߚ۽࿲اހ اߌۇཾۛام

.ٔጨᖈۛཾۇ଺଩ ๮๓اހ اਣਞڞ޾ٔل وۯۄߵات
machine learning ᅺᅬਧਞا ڞٰࠇࠋ ގޓ ڛߵع (Reinforcement Learning اঌঈסܜز (ا۱ظסݸݼ RL
وڞކࡡࡸ ࿥࿃ڷܽ ގ٢ اހۇ۽ཬٔݺ ౐཭ౕل ގޓ ৓ৈۉਛਗا اހۼޭارات اศ༆ٔذ ቟቉ٔا޹ߧۄ ذჱႚء و৺য়ݺ ੝೾ٰࠇࠋ ܘںٷ

.ᅶᅬٰٔ۰أ ৓ৈཬ ٩ۼߵژٔت أو ގ۰ჱ჊٘ت
اހۉ٫ޭات وᏏدارة اਦਞގٔن اܗۇۂر པႃد ᇦᇥٔرߌܽ DevSecOps وا۱ס܂۷ثׅت واগএۿׅن ا۱ظݘݦފ޳ ᅗᅖׅرׅܽت
(اހۇߧߵ࠙ࡂ واހٰޑކںٔت اހอૉ୸ୗںٔت ڞߧߵ࠙ࡂ ܘںٔة دورة ੳંا཮ݺ ގޓ ᅺᅲ཮ંੳ წႚ ቟ሺ ގۂྔັة

.(DevOps واހٰޑކںٔت
ڑۼܽ ߤޭ (Static Application Security Testing ಏ౶ׅا۱غ ا۱ظݘزث٭ׅت أۿׅن (اڈظزׅر SAST
቟ሃٔاހۉۄ اਛਗކۥ أو اਛਗ޾ۛري اހـݪߵد ౺ಸ಩ކںݺ ڞۼߵم white-box ا੐അਦਞ޲" "اހ޾ۄۛوق اܗۇۂر

۰ٰކںًٔ. པႃٔڛ୸ୗاހ ٫ଽ଩ںݺ دون أގۄںܽ ڡ٫ޭات ৓ৈཬ ጺጴٰۉߵر اᆁᅬا཭ݺ ގޓ ጺጴۇߧہںޞ
(Dynamic Application Security Testing ஥ஊׅۿثো౯ჲოا ا۱ظݘزث٭ׅت أۿׅن (اڈظزׅر DAST

ގޓ اހ࿲ߚ٫ںݺ ۯںۛ ڞߧہںޞ ژ۽ܩ޴ ڞۼߵم black-box اਦਞߌߵد" "اހ޾ۄۛوق اܗۇۂر ڑۼܽ ߤޭ
.૳૗اހۇݪߵ ቟ሺ وأܗߧٔء أގۄںܽ ڡ٫ޭات ৓ৈཬ ጺጴٰۉߵر ܽཬގۇۄߵ ߤކۂت إرߌٔل ڑޞ ߤޭ ٩ޓ ا઒࡚ٔرج،

ގۛرژܽ ቟቉ٔا޹ߧۄ ذჱႚء ௠௎ٔذج (Large Language Models ا۱ـۛز૩ુة ؂ڮ اካእלݦ (ا࠸ࡓࡤׅذج LLMs
቟ሺ واਛਗߗཬٔۛة وଽଦᏏٔء ۰݀ދ ৓ৈཬ ۯٔدرة اހอૉ୸ୗںܽ، واހۇٰކںޑٔت اހۄ޾ߵص ގޓ ᅺᅲܾٔڎ ᇔᆟںٔت ৓ৈཬ

اހۇߧߵ࠙ࡂ. أਗ਼എٔء اހอૉ୸ୗںٔت أގٔن ෡ෆހۇܩߗ اހอૉ୸ୗںܽ اހۇٰކںޑٔت ਇয়ٔژܽ
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